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A Combat Support Agency

Activities and Deliverables

Phase 2
Phase 1 (Unclass Focused) (Convergence)
Months 1-2 Months 2-5 Months 5-9 Months 9-15
IIT STIGs for Apple and

Android, Web Proxy, Good

STIG for Apple, Android and

App and Device

Classified MDM, MAS

Security Server, SRG Blackberry, FIXMO, VPN Certification Process and Suite-B
Good, IdAM/PKI, Help Desk.
Network Management, BackOffice, VolP EBC at MAS, Non-EE, DCO at MCEP integration and
Enterprise NIPRNET at Mech Mech Mech second Site at SATX,

Devices and Users

DISA, ARMY, SOCOM, DoD

S/CC/A

DISA DISA and Army ClO
Mix of Apple, Android, Mix of Apple, Android, <5,000 Unclass and
50 Apple/50 Android Blackberry <500 Blackberry <1500 <1500 Class
Class and Unclass App
10 Pre-loaded Apps 30 Pre-loaded Apps <100 Apps on App Store Store

Verizon Verizon Verizon, AT&T, Sprint General Carriers
Mobility Gateway with
Transport DS-3 at Mech DS-3 at SATX MCEP at SATX




DlSA\ Short Term (1-2 Months) of Phase 1
UNCLASSIFIED FOCUSED

Layer 3
VPNs « 7
¢mmmm) - ) - 1 Wireless Carrier
Mobility Good

Utilize Commercial Carrier Gateway

=
ﬁ . Wireless Networking Email
Contracting m “ =

~— Basic VoiP‘“*?
U (not MDM
100 STIG/VPN Mobile A g Mobility .

Enterprise

integrated) .
Devices Carrier ~ Networking & VPN Feed Centralized Government

W/ Preloaded Apps 7 MDbM Management Servers

UNCLASSIFIED (Initial)
Leverage current US Army testing and Lab efforts
Perform structured testing to determine centralized vs. decentralized management of Mobile Devices and Control

CLASSIFIED
Work closely with NSA on Classified developments within the Fishbowl
Focus on Suite B Issues
Begin MCEP transition from Circuit Switched to IP

Risk
No DoD MDM or MAS

Initial STIGs
Same W B ES
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Mid-Term (Months 2-5) of Phase 1
UNCLASSIFIED FOCUSED

Leverage USA/

USAF App Store
>
b TG S Carrier Backoffice & ‘ Initial Good MDM
Utilize Commercial Carrier Mgmt Feeds /n
Wireless Networking

Contracting n‘
é VoiP & Mol:;lllty Enterprise
VPN Feed Gateway Email

200 STIG/VPN Mobile
Devices "1 Carrier  Networking

W/ Preloaded Apps ¥ MDM

Mobility

Centralized Government

Management Servers

UNCLASSIFIED (Expansion)

Complete transition of US Army testing and Lab efforts

Complete testing to determine centralized vs. decentralized management of Mobile Devices and Control. Decide way

forward.

Expand testing to include additional devices and Army Pilot users

Establish initial mobility Provisioning Server at DECC

Network configured with IdAM, Application and Data control
CLASSIFIED

Work closely with NSA on Classified developments within the Fishbowl
Complete Transition Plan from Fishbowl to DISA Classified Mobility Solution
Participate in NSA Fishbow! Testing
Risk e
Immature DoD MDM, MAS, Provisioning System
prrTr— g Same r|sk as current BES \

s "L"i
__“ RS T “asllh L




Long-Term (Month 5-9) of Phase 1
A Gombst Support Agemsy START CLASSIFIED/ UNCLASSIFIED CONVERGENCE

Initial Unclass/Class DISA
App Storefront

-

4 ~ 2+ Wireless Carriers

Carrier Backoffice & Unclass/Class Service
Mgmt Feeds - Fulfillment and

M " Utilize Commercial Carrier Confizurati
. o - onrtiguration
y - Wireless Networking Mobility IVIggmt
Contracting Gateway N -
» “ e 1| FISHBOWL Class
) . EE—— e w  MDM
. VoiP/VoSIP ‘
1500 Unclass & 500 Class STIG/VPN Mobility & VPN
MOb"e = D/ Carrier Networking

; Feeds
Devices S vbMm D‘Enhanced Unclass
E‘& Carrier MDM

Services Non-
Enterprise E-mail
Gateways
(AFNet/NMCI)

UNCLASSIFIED (Expansion)

Expand testing to include additional devices and Service users

CLASSIFIED
Stand-up initial Classified Mobility Capability leveraging Unclassified
Transition NSA Fishbowl to DISA Classified Mobility Solution Centralized
Network Configured with Suite B encryptors, data and application control Government
Management
RISK Servers

Text
Message

Mature DoD MDM, MAS, Provisioning System

Layer2and 3VPNs Calendar
Suite B for Clas:%ea -
Improved RISk posture oveNSES
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Final (Months 9-15) Phase 2 Complete Convergence
and Transition to Subscription Service

A Combat Support Agency

Complete Unclass/Class
DISA App Storefront §

# ~ Any Wireless Carriers
(CONUS & OCONUS) Defense Enterprise m Unclass/Class

Provision and

) - - Mobility P
A «~  Utilize Commercial Carrier Gateway ’ S| Configuration
Wireless Networking n ‘ Mgmt
M # Contracting l“ Q} .‘:_"ﬂ DoD Unclass/

N h — = Class MDMs and
5000 Unclass & 1500 Class

N I MAS
STIG/VPN Mobile Mobility t

Devices Networking MCEP Services Non-

nﬁ Enterprise

SIPR/VoSIP S 4 E-mail Gateways

UNCLASSIFIED
Expand testing to include additional devices and Service users

Spiral Testing with Certified Apps and Devices Centralized Government
Management Servers

Classified
Integrate MCEP
Certify System -
Begin SME-PED Turn Down VoIP
Risk

Sustainable Low Risk Posture for the Department

Text
Message

Mobility Effort for Unclassified and Classified Users ready for transition to a DWCF
subscription based Service
SRR L o
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Mobility End-to-End Strategy
i Combat support g Phase 3

Classified and Unclassified Centralized
Application Store with
Decentralized Application Development by
CC/S/A with MILDEP unique Enterprise
Email (i.e. NMCl or AFNet)

DoD Mobile Application Store

VOIP

Wireless Carriers

A :
> # Defens.e ]
Mobility Enterp.rlse Email

Mobility
é Networking Gatew v Text
“ Message

Mobile SIM Cards procured by#

Devices CC/S/A and registered Centralized Government
on Management Management Servers
procured by Servers Centralized Commercial i
) CC/S/A promotes Policies
Users Wireless Network To Centralized Management
Servers

Contracting

The Mobility Program enables the mobile User and business access to secure
commercial carrier transport and government enterprise services.
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Unclassified Mobility Vision

A Combat Support Agency

Devices Pre-Selected BYOD
SIM Pre-Selected Pre-Provisioned Self-Provisioned
Applications Pre-Selected CC/S/A Promoted Open Certification
Application Store None Centralized Decentralized and
Tiered
MDM Commercial Carrier Centralized DoD Centralized DoD
with Tiered CC/S/A
Policies
Carrier with VPN Single Multiple with Select Open Sources Fixed
Foreign Price
Assurance Fixed Fixed SW Assured Apps




A Combat Support Agency

Classified Mobility Vision

Devices
(Centralized)

SIM

Applications

Application Store

Pre-Selected

Pre-Selected

Pre-Selected

None

MDM Commercial Carrier
Carrier with VPN Single
Assurance Suite B

Pre-Provisioned Pre-Provisioned

CC/S/A Promoted Open Certification

Decentralized and
Tiered

Centralized DoD
with CC/S/A Policies

Open Sources Fixed
Price

Suite B

Centralized
Centralized DoD
Multiple with Select

Foreign

Suite B




QUESTIONS




