PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment {PIA) Guidance”. Complete this form for Department of Defense
(DoD) information systems or electronic collections of information {referred to as an "electronic collection” for the purpose of this form) that collect, maintain, use,
and/for disseminate personally identifiable information (Pll} about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.
military facilities internationally. In the case where no Pl is collected, the PiA will serva as a conclusive determination that privacy requirements do not apply to
system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Cloud Based Internet Isolation (CBII)

2. DOD COMPONENT NAME: 3.PIA APPROVAL DATE:
Defense Information Systems Agency 06/06/19

SECTION 1: Pll DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)
a. The Pll is: (Check cne. Note: foreign nationals are included in genaral public )

[J From members of the general public [X] From Federat emplayees andior Federal contractors

D From hoth members of the general public and Federal employees and/or D

Federal contractars Not Collected (if checked proceed fo Seclion 4)

b. The Pll Is in a: (Check ons)

[[] New DeD Information System New Electronic Collection

[l
D Existing DoD Information System |zl Existing Electronic Collection

|:] Significantly Modified DoD Information System

c. Dascribe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected in the system.
CBIl 1s collecting web browsing tratfic 1n the cloud and sending 1t back to the user as a video file, This program will help DISA save

significant amounts of bandwidth at the Intemnet Access Points and reduces the cost of expensive cyber defensive tools for the Department Of
Defense by reducing the amount of traffic those tools need to inspect. By isolating web browsing, no potentially malicious code will be
executed on the user’s computer, improving the overall security posture of the Department. No personal information, other than what is used
for authentication will be collected.

d. Why is the Pll collected and/or what is the intended use of the PI? (e.q., verification, identification, authentication, data malching, mission-refaled use,
adminisiralive use)

The PII will be collected for authentication purposes, so DISA can provide non-repudiation of user browsing activity.

e. Do individuals have the opportunity to object to the collection of their PlI? |:| Yes |z| No
(1) If "Yes,” describe tha method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannol object to the collection of PII.

Individuals cannot object to the collection of PII, because it 1s required for mission. The PII was already collected by the DISA-approved
Identity Provider. CBII is leveraging that existing Identity Provider.

f. Do individuals have the opportunity to consent to the specific uses of their PII? D Yes Ef_] No
(1) If "Yes,” describe the mathod by which individuals can give or withhold their consent

(2) If “No," state the reason why individuals cannot give or withhold their consent.

When authenticating into the web browser, the user 1s prompted to click on OK to a statement submitting to monitoning and inspection of

their browsing activity by the Government. If they do not click OK and give their consent, they will not be able to utilize the system. The

Government will not be collecting PIL

g. When an individual is asked to provide PIl, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

[J Privacy Act Statement [] Privacy Advisory [X] Not Applicable
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h. With whom will the Pll be shared through data exchange, both within your DoD Component and outside your Componant? (Check aif that apply)

[X] within the DoD Component Specify. [DISA —|
Participating Services and Agencies will be able to query thd
[X] Other DoD Components Specify log data pertaining to their Service or Agency only. This log
" | data will contain authentication information for individuals
in their organization.
[[] Other Federal Agencies Spacify. | |
[:l State and Local Agencies Specify. | |
Contractor (Mame of contracior and describe the language in
D the conlract that safaguards Pil. Include whether FAR privacy Speci
clauses, le., 52.224-1, Privacy Act Notificalion, 52.224-2, pacify.
Privacy Act, and FAR 39.105 are included in the conliract.)
D Other {e.g., commercisf providers, collegas). Specify. |

i. Source of the Pll collected is: (Check all that apply and list all information systems if applicable)

D Individuals D Databases
El Existing DoD Information Systems D Commercial Systems
[] Other Federal information Systems

DISA Identity Provider (IDP)

j» How will the information be collected? (Check alf that apply and fist aft Official Form Numbers if applicable)

|:| E-mail D Official Form {Enler Form Number(s} in the box below)
[0 Face-to-Face Contact M) Paper

[ rFax ] Telephone Interview

[X] Information Sharing - System ta System [J website/E-Form

|:| Other (If Other, enter the information in the box below)

k. Does this DoD Information system or electronic collection raquire a Privacy Act System of Records Notice {SORN)? -

A Privacy Act SORN Is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that
is ratrigved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

[ Yes [x]No

If "Yes,” enter SORN System Identifier | |

SORN Identifier, not the Federal Register (FR) Citation. Consult the DoD Component Privacy Office for additionat information or http://dpcid.defense gov/
Privacy/SORNs/
or

If 2 SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Division {(DPCLTD). Consult the DoD Companent Privacy Office for this date

If "No,” explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Depariment of Defense Privacy Program,

l. What Is tha National Archives and Records Administration (NARA) approved, panding or general records schedule (GRS) disposition authority
for the system or for the records maintained in the system?

{1) NARA Job Number or General Records Schedule Authority. ( |

(2} If pending, provide the date the SF-115 was submitied to NARA. | |
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(3) Retention Instructions.

The authentication data will be stored at a FedRamp Level II data center, as authorized by the DISA Authorizing Official (AO). The data
will be held for 1 year within log files. After | year, the data will be destroyed. The data is requested by DISA IG per, DISA Instruction
100-45-1 paragraph 6. ; "The IG and members of the OIG are authorized the following accesses, security clearances, and

authorities:.......... Access to all information, records, reports, investigations, audits, reviews, documents, papers, recommendations, and
electronic systems and material or other materials available to any DISA organization or activity, as needed, to accomplish the OIG mission.
This authority includes access to personnel and physical areas. There is no further written request, other than this Instruction, required for an
OIG member to access or receive these items. Unless specifically denied by the Director, pursuant to subparagraph 8.2, no employee or
Service member assigned to DISA may deny OIG personnel or officials assigned by the OIG (subject matter experts) access to information
or prevent them from conducting an audit, inspection, investigation, or assessment.”

m. What is the authority to collect information? A Federal law or Exaecutive Order must authorize the collection and maintenance of a system of
records. For Pll not collected or maintained in a system of records, the collection or maintenance of the Pl must ba necessary to discharge the
requirements of a statue or Executive Crder.

{1) | this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.

(2) If a SORN does not apply, cite the authority for this DoD Information system or electronic collection to collect, use, maintain andfor disseminate P,
(If multiple authorities are cited, provide all that apply).
(a) Cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of Pil.

{b) tf direct statutory authority or an Execulive Order does not exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.

{c) If diract or indiract authority does not exist, DoD Components can use their general statulory grants of authority (“intemal housekeeping”) as
the primary authority. The requirement, directive, or instruction implementing the statute within the DoD Component must be identified.

n. Doas this DoD information system or alectronic collection have an active and approved Office of Management and Budget (OMB) Control
Number?

Contact the Component Information Management Contro! Officer or DeD Clearance Officer for this information. This number indicates OMB approval fo
collect data from 10 or more membars of the public in a 12-month pericd regardiass of form or format.

O Yes iX] No [ Pending

(1) If "Yes," list all applicable OMB Control Numbers, collection titles, and expiration dates.

{2) If "No," explain why OMB approval is not required in accordance with DoD Manual 8910.01, Volume 2, * DoD Information Collections Manual:
Procedures for DaD Public Information Collections.”

{3} If "Pending,” provide the date for the 60 and/or 30 day notice and the Federal Register citation.

Exempt for public collection requirements under Paragraph 8.a.(1) of Enclosure 3 in DoD Manual 8910.01 - Volume 1.
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