Information Assurance Questionnaire

Background

The goal of every Information Assurance (IA) assessment is to identify the level of risk that the use of a product (or solution, or system) would introduce and the safeguards that are in place to mitigate those risks.  Together, this yields the product’s IA posture.  
As each product is different, the testing that needs to be conducted to obtain the IA posture must be tailored.  Factors that attribute to the determination of the level of testing needed include, but are not limited to: architecture, capability, criticality, classification, function, implementation, and mitigations.

This questionnaire serves as an opportunity for the IA assessment to obtain the preliminary data necessary to begin preparing a test strategy that is adequate in scope for the product’s intended end use while leveraging previous testing efforts to help eliminate duplication of efforts.
While filling out this questionnaire, the more information you can provide, the more accurate the IA assessment team’s test strategy can be.  Not all questions will be applicable for all products, and some may cover of US Government/DoD policies or procedures you may be unaware of.  When in doubt, please feel free to either skip over it, or insert a request for clarification/more information.
Does the product operate standalone, part of a solution/suite, or a system?

     
Describe the primary functions (uses) of the product?

     
Who are the target US Government/Department of Defense (DoD) customers?

     
What US Government or DoD customer network(s) is the product being targeted for use on (if known)?

     
Will the product require a high mission critical rating?

     
Brief explanation, if possible

Does the product contain/require a common Operating System (OS) environment (e.g. Windows, Linux, or Solaris?)

     
Operating system used (include distribution and version if applicable)

What is the typical amount of time it takes to install and configure the product?

     
Does the product have any specific installation requirements (e.g. cooling, power, or floor/rack mounting size?)

     
Brief explanation of the installation requirements

Does the product have any specific (non-installation) supporting environment requirements (e.g. clients, servers, services, software, or routers?)

     
Brief explanation of the supporting environment requirements 

What are the minimum requirements for the operating the product (e.g. CPU, disk space, memory, or operating system?)

     
What operating system(s)/platform(s) does the product support?

     
Was the product designed/engineered using a formal process methodology (e.g. Capability Maturity Model Integration [CMMI]?)
     
Methodology used

     
Level of the process followed/reached (if applicable)

Capabilities
To assist the IA assessment team in understanding the scope of the testing that might be applicable for the product, there are some capabilities that need to be known.  
Does the product implement any Standards Committee defined protocols, interfaces, or specifications?


     
Listing of all the standards the product currently implements

     
Listing of all the standards the product has under development or on a roadmap

Are there any capabilities in the product that require additional components not provided by your company?


     
Listing of the capabilities requiring external components

     
Listing of the external components required but not provided by your company

Is the product’s architecture designed as a modular framework whereby additional modules (capabilities) can be easily added?

     
Brief description of how this architecture is implemented
Does the product enable, incorporate, supplement, or utilize wireless technologies?

     
Types of wireless technologies

     
Brief description of how the product enables wireless technologies

     
Brief description of how the product incorporates wireless technologies

     
Brief description of how the product supplements wireless technologies

     
Brief description of how the product utilizes wireless technologies

Does the product enable, incorporate, supplement, or utilize Voice over Internet Protocol (VoIP) technologies?

     
Types of VoIP technologies

     
Brief description of how the product enables VoIP technologies

     
Brief description of how the product incorporates VoIP technologies

     
Brief description of how the product supplements VoIP technologies

     
Brief description of how the product utilizes VoIP technologies

Does the product provide (or support) redundancy or fail-over capabilities? 

     
Cryptography

The use of cryptography in a product provides a solid foundation for meeting several IA pillars, primarily integrity and non-repudiation.  To ensure a common level of trust can exist, the DoD has defined directives, instructions, and minimum requirements that must be met for all cryptographic implementations. 

Does the product employ the use of cryptographic technologies?

     
Brief description of how/where cryptographic technologies are being utilized

Have the cryptographic module(s) been Federal Information Processing Standard (FIPS) 140-2 validated?

     
Listing of the encryption module(s)/algorithm(s) used

     
Encryption module(s) vendor(s)
     
Certification number(s)

     
Validation level(s)

Does the product have a special “FIPS” mode of operation that is required to meet FIPS 140-2 compliance?

     
Brief description of what product changes occur while for “FIPS” mode
Does the product enable, incorporate, supplement, or utilize Public Key Infrastructure (PKI) technologies?

     
PKI technologies supported

Does the product support the DoD Common Access Card (CAC)?
     
Documentation

Obtaining as much documentation regarding the product as possible provides the IA assessment team an opportunity to fully explore potential testing avenues.  Many US Government/DoD organizations have specific documentation requirements and having all product documentation upfront allows the IA assessment team to provide guidance on eliminating any deficiencies.
Does system design documentation exist for the product?

     
Does system architecture documentation exist for the product?

     
Does security configuration documentation exist for the product?

     
Does concept of operation documentation exist for the product?

     
Does an installation manual exist for the product?

     
Does a system administrator manual exist for the product?

     
Does a user’s guide exist for the product?

     
Do internal testing procedures/results exist for the product?

     
Are hard or soft (preferred) copies of certification letters, test plans, test results, whitepapers, or other documentation available?
     
General download location 

     
Specific instructions for obtaining (if required)
Implementation

General product documentation and capability listings sometimes do not provide enough implementation details needed to properly determine applicable policies, requirements, and tests to conduct.  Foreknowledge of known potential conflicts between interfaces or protocols will allow the IA assessment team to plan accordingly. 
Does the product implement or extend any protocol or interface in such a manner that is known to be incompatible with an implementation that complies with the published protocol or interface standard?

     
Describe the implementations, specifically noting key deviations from the published standards

     
Please provide background material on why it was necessary to deviate from the standards-based protocols, interfaces, etc.

Does the product make use of any open hardware components or open source software?


     
Listing of open hardware components or open source software used (please include names, versions, download locations, points of contact, or any additional information that can assist in tracking down licensing, vulnerabilities, and country of origin)

Does the product support Internet Protocol version 6 (IPv6)?

     
Brief explanation of how support is being provided (e.g. via underlying host operating system, single IP stack, or dual IP stacks)

     
If not currently supported, what is the roadmap for when support will be provided?

Does the product provide or use web services?

     
Services provided/used

     
Technologies supported/used (e.g. eXtensible Markup Language – Remote Procedure Call [XML-RPC], Simple Object Access Protocol [SOAP], or Web Services Description Language [WSDL]) 

     
Style of service (i.e. Remote Procedure Call [RPC], Service-Orientated Architecture [SOA], or Representational State Transfer [RESTful])

     
Web Services Interoperability Organization (WS-I) supported profiles

Has the product been secured in accordance with the IA controls of DoD Instruction (DoDI) 8500.2?

     
Has the product been secured following all applicable Defense Information Systems Agency (DISA) Security Technical Implementation Guides (STIGs), National Institute of Standards and Technology (NIST) Special Publications, or National Security Agency (NSA) Systems and Network Attack Center (SNAC) guides?

     
Listing of STIGs used

     
Listing of NIST Special Publications used

     
Listing of NSA SNAC guides used
What authentication mechanism(s) are employed by the product? 

     
What auditing mechanism(s) are employed by the product?

     
Testing & Certification History

Obtaining an understanding of other testing efforts and certification programs provides an opportunity to prevent duplication of efforts.

Has the product been tested by any US Government or Department of Defense (DoD) entity?

     
Purpose for the test

     
Name and location (if known) of the entity conducting the test

     
The dates (rough estimate is okay) testing occurred

     
Point of contact we may use to obtain a copy of the test plan and/or report

     
Sponsor (if a sponsor was involved)

Is the product in the process of or completed Common Criteria (CC) testing?

     
Name of the Common Criteria Testing Laboratory (CCTL)

     
Protection Profile (PP)

     
Evaluation Assurance Level (EAL)

     
Evaluation Report Number

     
Date of Issuance

Has the product undergone certification/validation against any Standards Committee defined protocols, interfaces, or specifications?

     
The name of the test facility where the certification/validation took place

     
General outcome of the assessment
     
Point of contact we may use to obtain copies of the test plans and/or reports
Has the product’s software gone through a Source Code Audit (SCA) to identify if any backdoors, Trojans, buffer overflow conditions, memory leakages, or unreachable code blocks exist?

     
Brief description of the SCA conducted

     
Results of the SCA

     
Actions taken to correct/mitigate negative findings
Is the product going through the DoD Information Assurance Certification and Accreditation Process (DIACAP)?

     
Government sponsor

     
Government point of contact information

Is the product going though any other Certification and Accreditation (C&A) process (e.g. National Institute of Technology?)
     
Other C&A process
     
Government sponsor (if different from DIACAP)

     
Government point of contact information (if different from DIACAP)

Miscellaneous 

Training personnel prior to assessment activities is helpful in reducing the time necessary for troubleshooting should problems arise allowing the focus to remain on testing.  

Can a training session be provided on the configuration and operation of the product for JITC personnel involved in the assessment activities?

     
Method(s) of training that can be provided

Although product documentation and vendor support are usually sufficient for developing test plans, having access to the product before execution allows for dry runs and to refine testing procedures thus subverting potential show stoppers during execution. 

Will it be possible to deliver the product to the JITC prior to the scheduled test execution phase to assist the assessment team in finalizing the test plan?

     
