
A.1 Sample Topology Diagram 

All topologies must include: 

 Topology date 

 CCSD (preferably near premise router) 

 IP addresses for all devices within the enclave, and the following devices must 
include additional information specific to them: 

 Firewalls:  manufacturer, model, and software/firmware version 

 IDS:  manufacturer, model, and software/firmware version 

 Servers:  server function (i.e., OWA, Web Server, etc.) and operating system 
(including most updated Service Pack installed on system) 

 Workstations:  operating system (including most updated Service Pack installed 
on system) 

 

 
Figure 1  NIPRNET/SIPRNET Topology Sample 

NOTE:  Please reference the NIAP-CCEVS at http://www.niap-ccevs.org for a listing of 
compliant devices. 
 

The Enclave and Network Infrastructure should be in 
compliance with DoD-level policies, procedures and 

guidance.  (http://iase.disa.mil)


