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Deputy Secretary of Defense Memo

• Sep 13th, 2017 by Deputy Secretary of 
Defense

• Creates the Cloud Enterprise Steering 
Group (CESG)

• Two phase approach
 Phase 1: Resolve acquisition issues around 

DoD consuming commercial cloud
 Phase 2: “Rapidly transition” DoD 

Components and/or Agencies to cloud
• Creates regular reporting process of status 
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What is cloud?

The National Institute of Standards and Technology's (NIST) defines 
cloud in NIST Special Publication 800-145

Cloud computing is a model for enabling ubiquitous, convenient, 
on-demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned and 
released with minimal management effort or service provider 
interaction
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What is cloud? (Cont.)

• In reality, cloud is:

Utility Billing 

Scalable 

Management Portal 

Real-time Elasticity  

Security Services   
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Cloud Models
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Cloud Models (Cont.)

Platform as a Service (PaaS)
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Cloud Models (Cont.)

Software as a Service (SaaS)

Applications

Data

Runtime

Middleware

O/S
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Servers

Storage 

Networking 

Infrastructure

Cloud Service 
Provider 

Managed/Responsibility

Shared Responsibility 
(YOU and the Cloud 

Service Provider)
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Impact Levels

• Impact Level 2 (IL2) – Unclassified Data (public data) – requires 
shared or dedicated infrastructure

• Impact Level 4 (IL4) – Unclassified Sensitive Data (FOU, CUI, etc) –
required shared or dedicated infrastructure with strong evidence of 
virtual separation controls and monitoring

• Impact Level 5 (IL5) – Unclassified Sensitive Data (NSS, PIAA, HIPA) –
required dedicated infrastructure

• Impact Level 6 (IL6) – Classified Data (Secret, etc) – required 
dedicated infrastructure approved for classified informantion
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Unclassified DoD Commercial Cloud Deployment Approach 

Cyber Command C2 Operations

Internet

Joint Regional 
Security Stacks

DISN

Cloud Access Points
Boundary Protection for 

Impact Level 4 & 5
Meet-Me Point

Central Location for 
DoD and Cloud 

Connections

Off Premise Level 2 
Approved Vendors

East/West

On Premise Level 1-5
Cloud Providers

Army CMSG Big Data 
Analytics

Global Content 
Delivery System 

(Commercial Caching)

Internet-based
User

NIPR-based
User

Secure Cloud Computing Architecture (SCCA)

Off Premise Level 4/5 
Approved Vendors

Microsoft Azure
For Governme nt

Microsoft O365
For Governme nt

GovCloud
Global Content 

Delivery System 
(Commercial Caching)

Internet Access Points
Boundary Protection for 

Internet Traffic

DoD Controlled Environment Commercial Controlled Environment w/DoD Oversight  

*Vendors named within are approved or under contract to provide specified services to DISA or DOD* 
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