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D]SA\ Cyber Defense Goals

DoD Cyber Strategic Goals

U Ready Forces/Cyber Operations
O Defend, Secure, Mitigate

Q Defend the Homeland

DISA Strategic Goals

Operate: Provide Efficient, Resilient, Reliable & Assured Infrastructure & Services
Build: Improve Responsiveness, Agility & Collaboration

Defend: Defend the DODIN, Secure DODIN Data and Mitigate Risks to DoD
People: Recruit, Develop & Train our Professional Workforce

DODIN Cyber Strategic Goals

Establish a defendable network — automatically remediate vulnerabilities and insecure configurations
Actively block, in cyber speed, known and unknown attacks at network perimeter, regions, and endpoints
Rapidly discover (hunt) and eradicate attacks that evade defenses

Safeguard information and infrastructure from the insider threat

Share Information, provide situational awareness to empower the network defender (analyst)
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D]SA\ Cybersecurity Strategic End-State and Implementation Plan

Mission dependability in the face of cyber adversaries
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Project Title & Description Program Office | RFP /Projected Award

Cross Domain Enterprise Services (CDES) Project DISADBC ID2
Management and Engineering Support Services

Provide planning, program management, development, and

integration of cross-domain solutions and engineering

services.

Public Key Infrastructure (PKI) Operations DISA DBC ID2
Provide sustainment, implementation, technical,
development, and design support for the DoD PKI and

Common Service Provider (CSP).

Cross Domain Enterprise Services (CDES) Operations DISA DBC ID2
and Integration

Provide implementation and integration support, operational

and sustainment support, engineering support, Tier I-lll Help

Desk support, technical writing / editing, operational

document preparation services, custom filter development

and other operational support.

Single award

Acquisition Strategy Pending
RFQ: 1QFY19

Projected Award: 2QFY19

Single award

Small Business Set-Aside, GSA STARS I
RFQ: 1QFY19

Projected Award: 3QFY19

Single award

Acquisition Strategy Pending
RFQ: 1QFY20

Projected Award: 4QFY20
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Project Title & Description Program Office | RFP /Projected Award

Assured Compliance Assessment Solution (ACAS) DISADBC ID3
Provide implementation, integration and sustainment support
for the enterprise capability to accurately assess the

configuration compliance of DoD networks.

Tenable Software / ACAS

Software to support DoD Enterprise’s mission for network
vulnerability scanning in order to proactively protect DoD
networks.

DISA DBC ID3

Enterprise Mission Assurance Support Services DISADBC ID3
(eMASS)

Software as a Service acquisition of eMASS capabilities.

Single award

Full and Open, GSAIT 70
RFQ: 1QFY19

Projected Award: 2QFY19

Single award

NASA SEWP Limited Sources
Competition (Among Resellers)
RFQ: 1QFY19

Award: 1QFY19

Single award

Acquisition Strategy Pending
RFQ: 3QFY21

Projected Award: 1QFY22
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Project Title & Description Program Office | RFP /Projected Award

Joint Management Network (JMN)/Joint Migration DISA DBC ID4
Team/Service Migration Team (SMT) Support for the

Joint Regional Security Stacks (JRSS)

Provide integration, migration and operational support

services for the JRSS.

JRSS Lancope / Stealthwatch Technical Refresh
Software refresh of version 6.6.3 that addresses multi-tenant
issues which exist in the older version of code. The version
also addresses a VLAN tag processing issue.

DISA DBC ID4

JRSS Security Information Event Manager (SIEM) 2.0
Hardware, Software, and 5-Year Support. The JRSS SIEM
2.0 will provide enhanced capabilities for detecting and
processing near real-time cyber security incidents.

DISA DBC ID4

Single award

GSM-O

RFQ: 1QFY19

Projected Award: 2QFY19

Single award

NASA SEWP Limited Sources
Competition (Among Resellers)
RFQ: 2QFY19

Award: 2QFY19

Multiple award

NASA SEWP Limited Sources
Competition (Among Resellers)
RFQ: 2QFY19

Award in 3QFY19
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Project Title & Description Program Office | RFP /Projected Award

JRSS Blue Coat Web Content Filtering DISA DBC ID4 Single award

Hardware and software to support the reverse and forward NASA SEWP Limited Sources

web proxy capability as part of the DISA JRSS 2.0 initiative. Competition (Among Resellers)
RFQ: 2QFY19

Award: 2QFY19

JRSS PACOM Expansion DISA DBC ID4 Single award; NASA SEWP Limited
Procurement of hardware and software to complete build out Sources Competition (Among Resellers);
of PAC Stacks to support Army, Air Force, Navy, Marine RFQ to be released 2QFY19; Award in
Corp, and DISA. 2QFY19
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Demilitarized Zone (DMZ) - Engineering & Program DISA DBC ID5
Management Support

Security engineering, implementation, and integration

support of boundary defense elements, specifically SIPRNet

DMZ and NIPRNet DMZ.

Gateway Security Engineering Support DISA DBC ID5
Provide engineering and sustainment support for Perimeter

Defense Capabilities.

Web Content Filtering (WCF) DISA DBC ID5
Provide engineering and sustainment support services for

the WCF system.

Single award

Small Business Set-Aside, GSA Alliant
RFQ: 1QFY19

Projected Award: 2QFY19

Single award

Acquisition Strategy Pending
RFQ: 1QFY19

Projected Award: 3QFY19

Single award

Acquisition Strategy Pending
RFQ: 4QFY19

Projected Award: 2QFY20
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Defense Industrial Base Network (DIBNet) Development  DISA DBC ID6
& Sustainment

Provide sustainment and enhancements for DIBNet

Unclassified and Secret cyber threat information sharing and

collaboration between the DoD and DIB participants.

Acropolis DISA DBC ID6
Provide technical, engineering, operational, sustainment and

management functions to support day-to-day 24x7x365 O&M on

all hardware, processes, applications, databases, networks,

sensors/sensor feeds, analytical tools/capabilities included in the

Centaur Operations mission.

Big Data Program DISA DBC ID6
Rapid Development Kit and governance support for the
Cyber Situational Awareness and Analytic Cloud (CSAAC)

program management office.

Single award

Acquisition Strategy Pending
RFQ: 1QFY19

Projected Award: 3QFY19

Single award

Acquisition Strategy Pending
RFQ: 1QFY19

Projected Award: 3QFY19

Single award

Acquisition Strategy Pending
RFQ: 1QFY21

Projected Award: 3QFY21
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

CJ www.disa.mil € /uSDISA O @USDISA
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