
Enterprise Patch Management System 

The EPMS will centralize disconnected, duplicative and inefficient efforts to provide a singular 
software and firmware patching content repository to support all of DoD’s information technology 
operational and administrative staff. EPMS will provide a single source of validated DoD 
patching content for all organizations to quickly and easily locate and download. EPMS will 
deploy in phases and will be fully implemented by September 2023. 

things you need to know about

Component Labor Hours 
Reduce/Eliminate time 

searching for, validating, 
acquiring, storing, and 

packaging software 
patching content across 

the Department

Mean Time To Patch 
Reduce overall MTTP 

across the Department, 
pre-tested and validated 
patch content available 

within 7days

Universal Support
Provide patching content

for all authorized DOD 
operating systems and 

software

Intuitive Search 
Navigate across a 
department-wide 

repository through a 
flexible, organized,

intuitive interface to find 
needed software and 

u/p/f

Immediate Notification
Push patching content 

directly to subscribers as 
they become available

Commercial Management 
Interoperability 

Interoperate with 
commercial patch 

management capabilities 
and products

Commercial Distribution 
Interoperability 

Interoperate with 
commercial patch 

distribution capabilities

Interoperable Formats
Provide patching content
in formats interoperable 

with Component 
local/enclave patch 

management capabilities, 
solutions, and patching 

tools

Enhanced Security
Enable DoD public key 

infrastructure
authentication and non-

repudiation signatures for 
trusted content delivery

For more information contact the EPMS Program Office:  disa.meade.bd.mbx.endpoint-ipt@mail.mil
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