PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance”. Complete this form for Depariment of Defense
(DoD) information systems or electronic collections of information (referred to as an "electronic collection” for the purpose of this form) that collect, maintain, use,
and/or disseminate perscnally identifiable information (PIl) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.

military facilities internationally. In the case where no Pl is collecled, the PIA will serve as a conclusive determination that privacy requirements do nol apply to
system.

1. DOD INFCRMATION SYSTEM/ELECTRONIC COLLECTION NAME:

DISA Storefront (DSF)
2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

Defense Information Systems Agency

SECTION 1: Pl DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)
a. The Pll Is: {Check one. Nota: foreign nationals are included in general public.)
|:| From members of the general public |Z] From Federal employees and/or Federal coniraclors

D ﬁ;rgr:::‘l:r;m;n;:;?;s of the general public and Federal employees and/or [:I Not Collecled (if checked proceed to Section 4)

b. The Pll s in a: (Check ong)

[] New DoD Informalion System New Electronic Collection

[

[X] Existing DoD Information Syslem {T] Existing Eleciranic Coliection
[J significantly Modified DoD Information System
¢. Describe the purpose of this DoD information system or electronic collection and deseribe the types of personal information about individuals

collected In the system.
DISA Storefront Is a suite of web-based applications that allows customers to request telecommunications services from DISA, Misston
partners use Storefront to submit service orders for approval and fulfillment. DSF uses routing rules and workflow to route orders for
approval. Once orders are approved, a DISA service request (e.g. Telecommunications Service Request (TSR)) data is sent to key
stakeholders and finance/fulfillment systems. Storefront is public facing and can be accessed by federal and coalition pariners from outside
the .mil domain. Storefront directly interfaces with DISA billing and contracting systems (e.g. TIBI, IDEAS, CSS). Storefront uses PKI
enabled single sign on authentication services for user authentication, The production environment is hosted at St. Louis Data Center and the
development and test environments are hosted in both MILCLOUD and the DISA HQ JITC Lab at Ft. Meade, Storefront replaced DISA
Direct Order Entry (DDOE) in Jan 2017. The DSF application queries an Enterprise Directory Query Service (EDQS), which contains P11

information that could be found in the Global Address List (GAL). The DSF is conducting gueries to validate email addresses, name, and
rank, and storing this data in the DSF database.

d, Why is the Pll collected andlor what is the intended use of the PlI? (e g., verification, identification, authentication, data matching, mission-relaled use,
administralive use)

The PIl is gathered in a query of the EDQS system to verify the user submitted email addresses, names, and ranks of the end users that the
requester is submitting the order for. Validated email addresses are then stored in the DSF database, and later used to present which
individuals the order was placed for.

e. Do Individuals have the opportunity to object to the collection of their P17 |:| Yes E No
{1} I "Yes," describe the method by which individuals can object lo the collection of PII.

{2} If "No,” stale the reason why individuals cannot abject to the collection of PII.

The PIl was already collected and stored in the EDQS system. DSF is conducling a query of the data from EDQS.

f. Do individuals have the opportunity to consent to the specific uses of their PII? D Yes @ No
(1) if "Yes,"” describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

DSF will not have that ability, because the data was originally collected and stored by the EDQS process.

g. When an individual Is asked to provide PIl, a Privacy Act Statement (PAS) and/or a Privacy Advisary must he provided. {Check as appropriate and
provide the acfual wording. )
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[0 Privacy Act Statement [0 Privacy Advisory [X] WotApplicable
Users are not being asked to provide Pl in the DSF system.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and outside your Component? (Check ali thal apply)

{X] Within the DeD Component Specify. I DISA |
[X] Other DoD Components Specily. Component that places the order, will be able to run a report
at a later date.
[ Other Federal Agencies Specify. | |
[[] state and Local Agencies Specify. ! |
Contractor {Name of coniractor and describe the language in
D the conlract thal safeguards PIl. Include whether FAR privacy Specify
clauses, i.e., 52.224-1, Privacy Act Nolification, 52.224-2, P '
Privacy Acl, and FAR 39.105 are included in the conlract.)
[C] Other {e.g.. commercial providers, colleges). Specify. |
i. Source of the Pll collected Is: (Chack alf that apply and list alf information systems if applicable)
D Individuals IE Dalabases
|:| Existing Dol Information Systems D Commercial Systems

[ oOther Federal Information Systems

Enterprise Directory Query Service (EDQS)

|- How will the information be collected? (Check all thal apply and lis! alf Official Form Numbers if applicable)

E-mail Official Form (Enter Forrm Number(s) in the box below)

Face-lo-Face Contact Paper

Fax Telephone Interview

Information Sharing - System lo Syslem Website/E-Form

Other (if Other, enter the information in the box below)

OxROO0
ogooo

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. cilizens or lawful permanent LS. residents that
is reldaved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

BXj yes []nNo

If "Yes,” enler SORN System Identifier | K§90.14 |

SORN Identifier, not the Federal Register {FR) Citation. Consuli the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
Privacy/SORNs/

or
If a SORN has not yet been published in the Federal Register, enler dale of submission for approval to Defense Privacy, Civil Liberties, and Transparency

Division (DPCLTD). Consult the Dol Component Privacy Office for this date [il

If “No," explain why the SORN Is not required in accordance with DoD Regulalion 5400.11-R: Department of Defense Privacy Program,

|. What is the National Archives and Records Administration (NARA) approved, panding or general records schedule (GRS) disposition authority for
the system or for the records maintalned in the system?

{1) NARA Job Number or General Records Schedule Authority. [DAA-GRS-2017-0003-G4
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{2) If pending, provide the date the SF-115 was submitted to NARA. | |

(3) Retention Instructions.

Tflm orary, [fctstroy upon verification of successful creation of the final document or file, or when no longer needed for business use,
whichever is later.

m. What is the authority to collect information? A Federal law or Executlve Order must authorlze the collection and maintenance of a system of
records. For Pll not collected or maintained in a system of records, the collection or maintenance of the Pll must be necessary to discharge the
requirements of a statue or Executlve Order.

(1) IFthis system has a Privacy Act SORN, the authorities in this PlA and the existing Privacy Act SORN should be similar.

(2) Iif a SORN does nol apply, cite the authorily for this DoD information system or electronic collection to collect, use, maintain and/or disseminate PIl,
(If multiple authorilies are cited, provide all that apply).
(a) Cile the specific provisions of the sialute and/er EO that authorizes the operation of the system and the collection of PIl.

(b} If direct statutory authority or an Executive Order does not exist, indirect statulory authority may be cited if the authority requires the
operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.

(c) If direct or indirecl authority does not exist, DoD Compenenis can use their general slatutory grants of authority (“internal housekeeping™) as
the primary authority. The requirement, direclive, or instruction implementing the statute within the DoD Component must be idenified.

n. Does this DoD informatlon system ar electronic collection have an active and approved Office of Management and Budget (OMB) Control
Number?

Contact the Component Information Management Contral Officer or DoD Clearance Officer for this informalion, This number indicales OMB approval to
collect data from 10 or more members of the public in a 12-month period regardless of form or format.

O ves [X] No  [[] Pending

(1) If “Yes," list all applicable OMB Control Numbers, collection litles, and expiration dates.

(2} If "No," explain why OMB approval is nol required in accordance with DoD Manual 8810.01, Volume 2, " DoD Information Collections Manual:
Procedures for DoD Public Information Collections.”

(3} If "Pending,” provide the date for the 60 and/or 30 day nolice and the Federal Register citation

Exempt from public collection requirements under Paragraph 8.a.(1) of Enclosure 3 in DoD Manual 8910,01 - Volume 1.
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SECTION 2: Pil RISK REVIEW
a. What Pll will be collacted ({a data element alone or in combination that can uniquely identify an individual) ? (Check all that apply)

[ Biometrics [] sirh Date [J chiid Information

[3 citizenship [C] Disability Information ] beD 1D Number

] oDrivers License [] Education tnfarmation [J] Emergency Conlact

O Employment Information [0 Financial Information [] Gender/Gender Identification

[0 HomerCell Phone [] Law Enforcement Information [ Legal Status

[0 wailingiHome Address O Marital Status ] Medicat information

|:| Military Records |___| Mother's Middle/Malden Name @ Name(s)

[0 official Duty Address [ official Duty Telephone Phone [J Other ID Number

[] Passport Information {_] Personal E-mall Address [J Photo

[0 Piace of Birth O Position/Title [0 Protected Health Information (PHI)!
[ race/Ethnicity [¥] Rank/Grade [C1 Religious Preference

D Records D Security Information D ?oo:;)al Security Number (SSN) (Fult or in any
[X] work E-mail Address [] i Other, enter the informatian in the box befow

If the SSN Is collected, complete the following questions.

{DoD instruction 1000.30 states that all DoD personnel shall reduce or efiminale the use of SSNs wherever possible. SSNs shall nol be used in spreadsheels,
hard copy lists, eleclronic reports, or collected in surveys uniess they meet one or more of the acceplable use criteria.)

{1) Is there a current {dated within two (2) years) DPCLTD approved SSN Justification on Memo in place?

[ ves [J No

If "Yes,” provide the signatory and dale approval. If “No,” explain why there is no SSN Justification Memo.

(2) Describe the approved accepiable use in accordance with DoD Instruction 1000.30 "Reduction of Social Securily Number (SSN) Use within DoD".

(3) Describe the mitigation efforts to reduce the use including visibility and printing of SSN in accordance with DoD Inslructoin 1000.30, *Reduction of
Social Security Number {SSN) Use within DoD".

(4) Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request?

If"Yes,” provide the unique identifier and when can it be eliminated?
If "No," explain

[]ves []nNo

b. What Is the PIl confidentiality impact level®? [X] Low [[] Moderate [] High

1The definition of PH! Involves avaluating conditions listed in the HIPAA. Consull with General Counsel io maka this determination

2l':h.uk!al-n:e on determining tha PIl confidentiality impact lavel, sae Saction 2.5 "Categodzation of Pll Using NIST SP 800-122." Usa tha (dentified Pl confidentiality impact level to apply the approprate Privacy Overay
low, moderata, or high. This activity may be conductad as part of the categorization exarcise thal ocours under the Risk Managemant Framework (RMF), Note thal categorization under the RMF is typically
conducted using the Inf: types descrbad In NIST Specia! Publication (5P) B00-60, which ara not a3 granular 23 the Pll data elamants listed in tha PIA table. D ining the Pli confidentiality impact leve |s
most affective whan done In coltaboration with the Infermation Owner, Information System Owner, Information Syslem Security Manager, and representatives from tha security and privacy organizations, such as the
Information System Security Officer {IS50) and Senior Component Official for Privacy (SCOP) or designees
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