PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance”, Comgplete this form for Department of Defense
{DoD) information systems or electronic collections of information (referred to as an “electronic collection” for the purpose of this form) that collect, maintain, use,
and/for disseminate personally identifiable information (PIl) about members of the public, Federal employees, contractors, or foreign naticnals employed at U.S.
military facilities internationally. In the case where no Pil is collecled, the PIA will serve as a conclusive determination that privacy requirements do not apply to
system.

1, DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Customer Relationship Management - CRM

2. DOD COMPONENT NAME: 3.PIA APPROVAL DATE:

Defense Information Systems Agency 02/06/20

SECTION 1: Pll DESCRIPTION SUMMARY_ (FOR PUBLIC RELEASE)
a. The Pl Is: (Check one. Note: foreign nationals are included in general public )

[] From members of the general public {X] From Federal employees andfor Federal conlractors

D From both membars of the general public and Federal employaes andfor
Federal contractors D

Not Collacted {if checked proceed lo Seclion 4)
b. The Pll is In a: (Check ons}
[x] New DoD Information System [C] New Elactronic Collaction
[] Existing DoD Information Systam [[] Existing Elactronic Collection
|:| Significanily Modified DoD Information System

¢. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected Iin the system.

CRM will manage and track customer engagement by the DISA Mission Partner Engagement Office (MPEO), Personal information such as
name, work email, work address, agency, will be collected by the system.

d. Why is the Pll collected and/or what Is the intendod use of the PII7? (a g, vorification, identification, authantication, data molching, mission-rolalod use,
adminisiralivo uso)

PIT will be used 1 facilitate cominued conversations belween mission partners and the MPL1:O

e. Do individuals have the opportunity to object to the collection of their PII7? [X] ves [] No
(1)1 "Yes,” describe the melhod by which individuals can object 1o the colleclion of Pll

{2) If "No,” slale the reason why individuals cannol abject 1o tha collection ol Pl

When conneeting, 2 Terms of TTse hanner 1 presemted

f. Do individuals have the opportunity to consent to the spacific uses of their PI? ] ves [x] No
{1} I{ "Yes,” dascriba tha mathod by which individuals can give or withhold their consent

{2) I "No." slale tho resson why Individuals cannol give or withhold thelr consent

The MPETY must Know a mission pariner haste mformation o conduet business with them

g. Whon an individual is askod to provide Pll, a Privacy Act Statemeant (PAB) andlor a Privacy Advisory must be provided. (Chock as appropriafo and
provido the acluni wording )

[C]  Prvacy Act Statoment [x] Privacy Advisory [C] Not Applicable

You wre accessing a VLS, Government (UST TnTormation System (T5) that is provided Tor TTSG-authorized use only.
By using this I8 (which includes any device attached 1o this 15), you consent (o the Tolhawing conditions:

The USGoroutinely intercepts and momitors communications on this 18 Tor purposes ncluding, but not limited 1o, penctration lesting,
COMSEC momtoring, network operations and defense, personnel misconduct (I'M), law enforeement (11, and counterintelligence (C1)
myestigations

At any time, the USG may mspect and serze datia stored on this 18

Commumcations using, of data stored on, this 18 are not povate, wre subject (o routine monitormg, interception, und scarch, mnd may he
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'disclosed or used for any USG-authorized purpose.

This IS includes security measures {e.g., authentication and access controls) 1o protect USG interests--not for your personal benefit or
privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring of the content of
privileged communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and
their assistants. Such communications and work product are private and confidential. See User Agreement for details.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and cutside your Component? (Check alf that apply)

.

[X] Within the DoD Component Specify. qluﬁ:pmonFtEhUe :ufgi:z; ::ay collaborate with others in DISA to
[J other DaD Components Spacify. I [
{J Other Federal Agencies Specify. { —1
[[] state and Local Agencies Specify. { -[

Contractor (Name of conlractor and describe the language in Norseman Defense Technologies
EI the coniract thal safeguards Pil. Include whether FAR privacy Specify. | Col HM

clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2, peciy. . olumn o

Privacy Act, and FAR 39.105 are included in the coniract ) clause 52.224-3 is in the contract
D Other (a.g., commarcial providers, collegas). Spacify [

I. Source of the Pll collected Is: (Check all that apply and list all information systems if applicabls)

[X] Individuals [ Databases

[z] Existing DoD Information Systems B Commercial Systems
[J Other Fedaral Information Systems

PIl may come from the users when registering, data transfered from the existing SharePoint system into this new ServiceNow system, from
the customer’s CAC when logging in lor authentication

J. How will tha information be collected? (Check ait thal apply and list ait Olficial Form Numbers if applicable)

E-maill Official Form (Entor Form Number(s) in tha box bolow)

Face-lo-Face Contacl Paper

Fax Telephone Inlarview

X6 OO

Information Sharing - Sysiem lo Syslam Wabsite/E-Form

O000®

Other (i Othar, ontor the information in tho box below)

k. Doos this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN}?

A Privacy Act SORN is required if the information system or electronic colleclion conlains information about U S citizens or lawiul parmanani U S rasidents thal
is retrioved by name or other unique Identifier. PtA and Privacy Act SORN information must be consistent

[x] Yes [No

If "Yes." enter SORN Systom Identifier | KRYU.14 |

SORN identifier. not the Federal Rogister {FR) Cilation Consull tha DoD Component Privacy Office lor additionsl informalion or hitp /idpcld delense gov/
Privocy/SORNa/

or

Il a SORN has nol yet baan publishad in lho Fadornl Raegislor, anter dalo of submission lor approval 1o Dofenss Privacy, Civil Liborlioa, and Tranaparency
Divislon (DPCLTD) Consult tha DoD Componeni Privacy Otfica for this dote

It "No.” explain why tho SORN is nol required in accordnnce with DoD Rogulation 5400 11-R Depariment of Dofonse Privacy Progrom

I. What la tha National Archives and Rocords Adminisiration (NARA) approved, pending or genoral racorde schodule {GRE) disposition authority
for the systom or for the records maintained in the systom?

{1} NARA Job Numbet or Goneral Racords Schodula Authornly [ ) ) _']
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(2) If pending, provide the date the SF-115 was submitied to NARA.

{3) Retention Instructions.

System will need to be scheduled pending submission to and approval from the Archivist of the United States, National Archives and
Records Administration (NARA). Unscheduled records will be treated as permanent until receipt of retention/disposition instruction

approval from the Archivist of the United States, NARA.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of
records. For Pl not collected or maintained in a system of records, the collection or maintenance of the Pll must be necessary to discharge the
requirements of a statue or Executive Order.

(1} I this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.

(2) If a SORN does not apply, cite the authority for this DoD informatien system or elactronic colfection lo collact, use, maintain and/or disseminate PII.
(If multipte autharitias are cited, provide all (hat apply).

(a) Cite the specific provisions of the statute and/or EQ that authorizes the operation of the system and the collection of Pl

(b} If direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execulion of which will require the collection and maintenanca of a system of racords.

{c) If direct or indiracl authority does not exist, DoD Components can use their general stalutory grants of aulhority (“intemal housekeeping”) as
the primary authority. The requirement, directive, or instruction implemeanting the statute within the DoD Component must be identified.

n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB} Centrol
Number?

Conltact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
collect data from 10 or more members of the public in a 12-month period ragardless of form or format

[ Yes [X] No  [[] Pending

(1) U "Yes,” list all applicable OMB Control Numbers, collaction lilles, and expiration dalas
(2) I "No." explain why OMB approval is not required in accordance with DoD Manual 8910.01, Voluma 2, " DoD Infermalion Collections Manual
Procadures lor DoD Public Information Collaclions "

{3} If "Pending," provide the date for the 60 and/or 30 day notice and the Fadaral Regisiar citation

OMD approval 15 not cequired m accordance with Section 2.b.1 1 ol Enclosure 3 of Dol) Manual 8410.01 - Volume 2
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