PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy impact Assessment (PlA) Guidance”, Complete this form for Depariment of Defense
{DoD} information systems or electronic collections of information (referred to as an "electronic collection” for the purpase of this form) that collect, maintain, use,
and/or disseminate personally identifiable information {P11) about members of the public, Federal employees, contractors, or foraign nationals employed at .S,
military facilittes internationally. In the case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requiremenis do not apply to
system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Congressional Hearings And Reporting Requirements Tracking System (CHARRTS)

2. D0D COMPONENT NAME: 3. PIA APPROVAL DATE:
Defense Information Systems Agency 02/06/20
ISP

a. The Pll Is: {Chack ane. Nole: foreign natfonals are Included in general public.)

E| From members of the general public IZI From Fedaral employees andfor Federal contraclors

D From both members of the general public and Federal employees and/or D

Federal contraclors Not Collecled (if checked proceed lo Section 4}

b, The Pl is in a: (Check ons)

[J New DoD information System New Elacironic Collection

E] Existing DoD Informaltion System D Existing Electronic Colleclion

D Significantly Modifiad DoD Information Sysiem

c. Doscribe the purpose of this DoD information system or electronic collection and describe the types of parsonal information about individuals
collected In the system.
CHARRTS 15 a web-based information system that stores Department of Delense congressional report matenals as well TegisTative related

information on committees, congressional members, and internal OASD{LA) documentation, ete, It is the responsibility of the Assistant
Sceretary of Defense lor Legislative AlTairs (ASD/LA) 1o maintain these congressional reporting materials and provide the Seerctary of
Defense a weekly status report for on-time delivery,

Personal information is stored (or users of the system. This includes the individual's: EDIPEDoDID, salutation/rank, name; title/position,
office, work phone, and work email. This information is used 1o identily actions performed by users in the system and to contact them either
manually or automatically through system generated emails,

The system also maintains a list of current and former members of Congress. Information stored for members of congress include: Name,
title, position, branch, party affilimtion, chair/rank, duty location, work phone, work fax, state representing, district number, hometown, binh
date, education, military experience, career notes, year elected, term length, commitiee assignments, 1Dol) Congressional delegations, top
national and state issues, head shot, biography, and recent letters written 1o the Dol). This information is used in reports and used 1o
associnte members of congress with Congressional reports.

d. Why Is the Pll colloctod and/or what Is tha intended use of the PII? (o g, vorification, identification, authontication, dala maiching, mission-rolalod uso,
administralivo uso)

o {acilitite system authentication

To support identifying users with actions within the system

o support the ability o manually or sutomatically contact users
Lo support reporting on current and former members of Congress

¢. Do indlviduals have the opporiunity to objecl to the collection of their PIN7 [] Yes [X] No
(1) If "Yes.” doacribe the melhod by which individunis can objacl to the collection of Pl

{2) If "No.” stala the reason why individuals cannol object 10 tha collection of Pl

5 Users: Individuals may ¢choose 1o not ereate a TS sccount,
WRT Congressivnal members: Dati is collected for reports and analysis pumpaoses.

f. Do individuals have the opportunily io consent to tho specific uses of thalr PHI? [ Yos [X] No
(1) I “You.” describo tha molhod by which individunls can give or wilhhold thair consont

{2) 11 "No.,” slata Iho reason why Individuals cannot give or wilhhold Ihair consent

DD FORM 2930, JUN 2017 PREVIOUS EDITION IS OBSOLETE AW Uewpre  Page 10l 8



[WRT CHARRTS Users: CHARRTS displays a disclaimer that users musl agree to before entering the system. Agreeing to this disclaimer 1s
their opportunity to consent or reject to the methods of data collection,
WRT Congressional members: Data is collected for reports and analysis purposes.

g. When an individual is asked to provide Pll, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided, (Check as appropriate and
provide the aclual wording.)

[] Privacy Act Stalement [] Privacy Advisory [X] NotApplicable

h. With whom will the Pll be shared through data exchangs, both within your DoD Component and outside your Component? {Check all thal apply)

[X] within the DoD Component Specily. [OSD Legislative Affairs l

[ Other DoD Components Spacily. | l

[J Other Federal Agencies Specify. I I

[[] State and Local Agencies Specify. | |
Conlraclor (Name of contractor and describe the language in TEDSS contract personnel, to include the prime and sub

X the contract thal safeguards Pii, Include whather FAR privacy Specify, | CONIFACIOTS assigned to suppert CHARRTS, Trowbridge
clauses, i.e., 52.224-1, Privacy Act Nolificalion, 52.224-2, pacily. and Tfowbrige. G Cubed Emcrpriscs‘ G3 [nnovative
Privacy Acl, and FAR 39.105 are included in the coniracl.) Solutions

|:| Other (e.g., commercial providers, colleges). Specily. |

1. Source of tha Pll collected is: {Chack all thal apply and list all information systams if applicable)

[X] Individuals [] Databases

D Exisling DoD Information Systems D Commercial Syslems

[J Other Federal Information Systems

. How will the Information be collected? (Chock aif that apply and list alf Officlal Form Numbers if applicablo)

E-mail Official Form (Entor Form Numbor(s) in tho box bolow)

Faca-lo-Face Contacl Paper

Fax Telephone Interview

Waebasile/E-Form

MODOO

Information Sharing - Syatem o System
Other (if Othor, entor tho information in tho box bolow)

EINEREEEE

k. Doos this DoD Information systom or alecironic coltactlon roquire a Privacy Act S8ystom of Records Notlce (SORN)?

A Privacy Acl SORN is required if the information sysiem or elecironic collection conlains informalion aboul U S cllizens or lawful permanent U S rasidonts (hat
is ralrleved by nama or other uniqua identifier. PJA and Privacy Act SORN inlormalion must be consistent

[x] vos ] No

If “Yos.” antor SORN Syslom Identifior | KR9(). 14 |

SORN Idenlifiar, nol the Foderal Ragistor (FR) Citation Consull ihe DoD Component Privacy Olfice for additional informalion or hitp /#dpcld defanseo gov/
Privacy/SORNw

or

It 8 SORN has not yot boen published in the Fadaral Registor. entar date of submiasion for approval lo Dafonso Privacy. Civil Liborites. and Transparoncy
Division (DPCLTD) Consuit ihe DoD Componani Privacy Qifice for this date

If "No.” axplain why {ha SORN Is nol required in accordance with DoD Rogulation 5400 11-R Dopariment of Delense Privacy Program
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I. What is the National Archives and Records Administration (NARA) approved, pending or general records schadule (GRS) disposition authority
for the systam or for the records maintained in the system?

{1) NARA Job Number or Genaral Records Schedule Authority. | |

(2) If pending, provide the date the SF-115 was submitied to NARA. | |

{3) Retention Instructions.

System will need to be scheduled pending submission to and approval from the Archivist of the United States, National Archives and
Records Administration (NARA). Unscheduled CHARRTS records will be treated as permanent until receipt of retention/disposition
instruction approval from the Archivist of the United States, NARA,

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collaction and maintenance of a system of
racords. For Pll not collected or maintained in a system of racords, the collection or maintenance of the Pll must be necessary to discharge the

requirements of a statue or Executive Order.

(1} I this systern has a Privacy Act SORN, the autharilies in this PIA and the existing Privacy Act SORN shoutd be simitar.
(2} 1f a SORN doas nol apply, cite the authority for this DoD informalion system or electronic colleclion to collect, use, maintain and/or disseminate PIl.

{If multiple authoritias are cited, provide all that apply)
(a) Cite lhe specific provisions of tha statule and/or EO that authorizes the operation of the syslem and the collaclion of PII.

(b} If direct statulory authorily or an Executive Order does nol exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execulion of which will require the collection and maintenance of a system of records

(c) Il direct or indirect authority does not exist, DoD Componants can use their ganeral slatutory grants of authority (“internal housekeeping®) as
lhe primary authority. The requirement, direclive, or instruction imptemanting tha statute within the DoD Component mus! ba identified.

DoDI 5545.02, "DoD Policy for Congressional Authorization and Appropriations Reporting Requirements™

n. Does this DaD information system or elactronic cotlection have an active and approvad Office of Management and Budget {OMB) Conirol
Number?

Conlact tha Component Informalion Managemeni Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
collect data from 10 or more members of the public in a 12-monih period regardless of form or formal.

[] ves [¥] No [ Pending

(1) It "Yas,"” list alt applicable OMB Conirol Numbers, collaclion lilles, and expiration dalas
{2) It "No," explain why OMB approval is nol required In accordance with DoD Manua! 881001, Voluma 2, * DoD Information Collactions Manual

Procedures lor DoD Pubtic Information Colleclions *
{3) I "Pending.” pravide the date for the 80 and/or 30 day notlice and Ihe Fedaral Register cilation

OMI approval is not required i accordance with Section &.b.1 1 ol Enclosure 3 ol Dol) Manual 8610.01 - Volume 2
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