Changesto UCR 2008, Change 1, Section 5.3.2, Assured Services Requirements

SECTION

CORRECTION

EFFECTIVE DATE

5.3.2 (Throughout
Section)

Added support for AS SIP End
Instruments (Generic Els or GElIs). All
instances of “EI” in UCR 08 Section
were expanded to “El and GEI”, “EI or
GETI”, or similar in Change 1. Will update
all instances of “EI” to “PEI”
(Proprietary EI) and all instances of
“GEI” to “AEI” (AS-SIP EI) before
publication.

18-month Rule

53213

Added the statement that LSC and WAN
SS MGs may be located at remote sites
which are not the same as the LSC or
WAN SS site.

18-month Rule

53.2.15

Added both the “GEI” and the “WAN
SoftSwitch (WAN SS)” to Table 5.3.2-1
as new “APL Products” in Change 1.

18-month Rule

53.2.15

Revised Figure 5.3.2-3, Functional
Reference Model — MFSS & Figure
5.3.2-4, Functional Reference Model —
LSC (and later Figures based on them) to
explicitly show Appliance support for
VVoIP GEls.

18-month Rule

532212

Revised requirements for Dual Homing
between CE Router and Aggregation
Router. Dual Homing is now Required
for ASLANSs serving C2 users, &
Conditional for ASLANS serving C2
[Routine] and Non-C2 users.

Immediate

532221

Revised Table 5.3.2-2 to show which
Appliances (LSC, MFSS) the Features
and Capabilities apply to.

Immediate

532221

Added a Conditional Requirement for
Call Pick-up as an Assured Services
Feature

18-month Rule

532221

Added a requirement indicating that AS
Systems like LSCs and MFSSes should
also still support vendor-proprietary
VVolIP features and capabilities. Also
indicated that support for these features
and capabilities should not adversely
affect the required operation of the
MLPP or ASAC features, as specified in
Sections 5.2 (Circuit-Switching), 5.3.2
(ASR), and 5.3.4 (AS-SIP) of Change 1.

18-month Rule




SECTION

CORRECTION

EFFECTIVE DATE

5322211

Revised RTS Call Forwarding (CF)
requirements to differ from DSN CF
requirements: 1) Routine RTS calls can
be call forwarded without any
consideration of MLPP rules; 2) For RTS
calls above Routine, it is Conditional to
implement CF with the MLPP interaction
required for DSN switches

Immediate

53244

Added information to clarify the “VVolP
Network Management System Interface
Requirements”. Explicitly stated that
redundant physical Ethernet interfaces
for local management were not required.
Explicitly stated that redundant physical
Ethernet interfaces for the (remote) RTS
EMS were not required. Added language
to indicate that the redundancy
requirements for signaling and bearer
traffic could be met through use of virtual
interfaces and a minimum of two
physical interfaces.

18-month Rule

53254

Added VoIP device requirements for
Loss of Packets:

1) Voice quality shall have a MOS of 4.0
(R-Factor = 80) or better, per the E-
Model;

2) Devices shall not lose 2 consecutive
packets in a minute, and shall not lose
more than 7 voice packets in a 5-minute
period.

18-month Rule

53.2.6.1.1

Changed playing the “Loss of C2
Announcement” to “Conditional” for
RTS Appliances (EI, GEI, LSC, MFSS,
WAN SS)

Immediate

53.2.6.1.2

Added support for the G.722.1 Audio
Codec on Voice Devices (Voice Els and
GEls)

18-month Rule

53.2.6.1.3

Revised the Voice EI Telephone Audio
Performance requirements to state that
Voice Els and GEIs shall comply with all
of the transmission requirements in TIA-
810-B, Telecommunications Telephone
Terminal Equipment Transmission
Requirements for Narrowband Digital
Telephones (not just the 810-B Handset
Loudness and Frequency Responses
requirements listed in UCR 2008)

18-month Rule




SECTION

CORRECTION

EFFECTIVE DATE

53.2.6.14

Revised Requirements for Voice Over IP
Sampling Standard to indicate that 1)
20ms is default voice sample length for
strategic-to-strategic calls, and 2) For
other call types like strategic-to-tactical
calls, different voice sample lengths can
be negotiated at call setup ( e.g., 50 ms
for G.729 8 kbps Voice codec)

Immediate

53.2.6.1.6

Added requirements for both G.711
Voice and V.150.1 Modem Relay support
on TAs and IADs for Analog Telephone
devices

18-month Rule

53.2.6.1.7

Added Softphone End Instrument
requirements (by extending the existing
Hardphone End Instrument requirements)

18-month Rule

53.2.6.1.8

Added detailed Conditional requirements
for ISDN BRI Telephone Support in
TAs, IADs, and MGs (Line-side)

18-month Rule

532622

Made support for the G.722 and G.722.1
Audio Codecs Conditional on Video
Codecs (Video Els and GEls). Dropped
support for the G.723.1, G.728, G.729,
and G.729A Audio Codecs on Video
Codecs (Els, GEIs)

Immediate

53.2.64

Added requirements on Transparency of
V.150.1 Inband Signaling to EBCs (e.g.,
transitions between Voice and Modem
Relay at Els, TAs, IADs and MGs are
transparent to EBCs, and use the same
media protocol & port numbers before
and after the transition)

18-month Rule

53.2.7

Revised LSC requirements to indicate
that LSCs are SIP Back-to-Back User
Agents, and not SIP Proxy Servers

Immediate

532724

Added the “CCA (LSC) to GEI”
interface using “AS-SIP over IP” to
Table 5.3.2-4, as a new “LSC Signaling
Interface” in Change 1.

18-month Rule

53273

Added a new section on Loop Avoidance
for LSCs, including requirements for
avoiding RTS Call Looping on T1.619A
PRI trunk groups between LSC MGs and
DSN EOs.

18-month Rule

53.2.8

Revised MFSS requirements to indicate
that SSs within MFSSes are SIP Back-to-
Back User Agents, and not SIP Proxy
Servers

Immediate




SECTION

CORRECTION

EFFECTIVE DATE

53.2.8.23

Added the “CCA (MFSS) to GEI”
interface using “AS-SIP over IP” to
Table 5.3.2-5, as a new “MFSS Signaling
Interface” in Change 1

18-month Rule

5.3.2.8.3.1

Added a pointer to Section 5.3.2.4.4
(VVoIP Network Management System
Interface Requirements) into this Section
(Network Management System (NMS)
Interface). Section 5.3.2.4.4 explicitly
states that redundant physical Ethernet
interfaces for local EMS and RTS EMS
are not required.

18-month Rule

53.2.84

Added new section on Wide Area
Network Level SoftSwitch (WAN SS),
giving new requirements for WAN SSes
in RTS/UC. E.g.:

1) WAN SS does not need to contain an
LSC (LSC is Conditional, not
Required)

2) WAN SS does not require an SS7
Signaling Gateway (SQG)

3) WAN SS MG is only required to
support T1.619A PRI trunks to the
separate MFS

4) The NM EMS for the WAN SS
should be provided as a standalone
EMS, separate from the MFS EMS.

5) The WAN SS’s MG(s) may be
remotely located from the MGC
within the CCA of the WAN SS.

6) The WAN SS does not need to
implement an ASLAN; it can instead
use a proprietary switched Ethernet
LAN

18-month Rule

53.29.6

Added requirements for CCA
Preservation of Call Ringing State during
Failure Conditions

18-month Rule

53.2.12.13.2.2

Added a Change 1 requirement that
extends the DSN Echo Canceller (EC)
Requirements in Section 5.2 (Circuit-
Switching) to RTS Media Gateways.
(The UCR 2008 MG EC requirements
are based on separate commercial VolP
MG EC requirements.)

18-month Rule




SECTION

CORRECTION

EFFECTIVE DATE

5.3.2.12.16

Added requirements on Transparency of
V.150.1 Inband Signaling to EBCs (e.g.,
transitions between Voice and Modem
Relay at MGs are transparent to EBCs,
and use the same media protocol & port
numbers before and after the transition)

18-month Rule

5.3.2.12.17

Added requirements for MG Preservation
of Call Ringing State during Failure
Conditions

18-month Rule

5.3.2.14.7

Revised CE-R Availability requirements
to allow for four types of CE-Rs:

High Availability (99.999%),

Medium Availability with SQF
(99.99%),

Medium Availability without SQF
(99.99%), and Low Auvailability (99.9%).
System Quality Factors [SQF]:
Availability & Downtime requirements
per Sec. 5.3.2.5.2

Immediate

5.3.2.14.8

Revised CE-R Requirements for Packet
Transit Time as follows: The CE-R shall
be capable of receiving, processing, &
transmitting a voice packet within 2 ms
or less, in addition to the serialization
delay for voice packets as measured from
the input interface to output interface
under congested conditions, to include
all internal functions.

Immediate

5.3.2.149

Clarified that CE Router support for a
WAN-side E1 interface is Conditional,
not Required

Immediate

53.2.15.4,53.2.155

Edge Boundary Controller (EBC)
Policing of DSCPs and Codec
Bandwidths was changed from
Conditional to Required

18-month Rule

5.3.2.15.6

Revised EBC Availability requirements
to allow for four types of EBCs:

High Availability with NLAS (99.999%),
High Availability without NLAS
(99.999%)),

Medium Availability (99.99%), and

Low Availability (99.9%).

No Loss of Active Sessions [NLAS]:
Means that active sessions are not
disrupted when an EBC component fails

Immediate




SECTION

CORRECTION

EFFECTIVE DATE

5.3.2.16.1

Added clarification that RTS support for
Domain Name Service (DNS) is an
FY10-FY12 objective, and not a
requirement

Immediate

53.2.17.2

Revised requirements for Appliance

support for multiple Ethernet interfaces

for Network Management, Signaling, &

Bearer Traffic

1) Support for two physical Ethernet
interfaces on each LSC, MFSS (SS
side), and WAN SS

2) Support for at least two logical
Ethernet interfaces on each physical
interface: one for VVOIP Signaling
and Bearer VLAN; other for Local or
Remote EMS VLAN

3) Local EMS VLAN on physical
interface 1 backs up Remote EMS
VLAN on physical interface 2, and
vice versa

These requirements apply to the LSC,

MEFSS, WAN SS, EBC, and CE Router.

18-month Rule

53.2.17.2

Added a pointer to Section 5.3.2.4.4
(VVoIP Network Management System
Interface Requirements) into this Section
(General Management Requirements).
Added information to clarify that the
requirements for local management
access and RTS EMS access may be met
through the use of either a physical or
virtual Ethernet interface.

18-month Rule

5.3.2.20

Added new Section on “RTS Stateful

Firewall (RSF) Requirements”

1) RSF protects the LSC, MFSS, or
WAN SS from attacks from within
the enclave

2) Use of the RSF is not a mandatory
requirement; individual sites can
determine if RSF protection is
needed

3) RSF requirements are based on the
EBC requirements (the EBC protects
devices from attacks from outside of
the enclave)

18-month Rule




SECTION

CORRECTION

EFFECTIVE DATE

53.2.21

Added new Section on “V.150.1 Modem
Relay Secure Phone Support
Requirements”

1) Ensures that MGs can support SCIP
secure phones for all scenarios
required by the National Security
Agency (NSA)

2) Based on NSA’s SCIP-216 and
SCIP-215 requirements for VoIP
MGs and VolP Secure Phones

3) Also requires V.150.1 support in
TAs, IADs, & MG line cards (allows
support for analog SCIP phones on
RTS /UC)

18-month Rule

53222

Added new Section on “Generic AS-SIP
End Instruments & Video Codec
Requirements”

1) Intent is that Voice Els, Secure Voice
Els, and Video EIs can connect to
and interoperate with any LSC using
AS-SIP

2) Supports AS-SIP Hardphone &
Softphone Els

3) Supports AS-SIP Video Els (Video
Codecs), but not AS-SIP MCUs

4) Supports Multiple Call Appearances
on AS-SIP Voice and Secure Voice
Els

18-month Rule

53.2.23

Added a new Section on “Requirements
for Supporting Commercial Cost
Avoidance”

1) Allows an LSC to upload DSN and
commercial number data to a remote
RTS Routing Database

2) Allows the LSC to query this
Routing DB on calls that are dialed
to commercial (PSTN) numbers
(9+9+E.164 number)

3) Ifthe DB responds with a matching
DSN number, the call is routed over
RTS or DSN using AS-SIP or a
T1.619A PRI

4) If the DB responds with “No number
found”, the LSC routes call to the
PSTN over a commercial PRI trunk

group

18-month Rule




SECTION

CORRECTION

EFFECTIVE DATE

53.2.24

Added a new Section on “Requirements
for Supporting AS-SIP-Based Interfaces
for Voice Mail and Unified Messaging
Systems”. These conditional
requirements apply when the LSC,
MESS, or WAN S8 supports an AS-SIP-
based interface for interconnection with a
standalone Voice Mail system or Unified
Messaging system. The requirements
include LSC, MFSS, and WAN SS
support for:

1) RFC 3842, “A Message Summary
and Message Waiting Indication
Event Package for the Session
Initiation Protocol (SIP)”

2) Internet Draft draft-levy-sip-
diversion-08.txt, “Diversion
Indication in SIP”

3) RFC 4244, “An Extension to the
Session Initiation Protocol (SIP) for
Request History Information”

4) RFC 3725, “Best Current Practices
for Third Party Call Control (3pcc) in
the Session Initiation Protocol”

18-month Rule
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Section 5.3.2 — Assured Services Requirements

5.3.2 Assured Services Requirements
5321 Introduction

This section addresses required functionality, performance, capabilities, and associated technical
parameters for the assured services components of the DISN Voice over IP (VolP) and Video
over IP services. The assured services components described include the Proprietary End
Instrument (PEI), AS-SIP End Instrument (AEI), LSC, MFSS, EBC, and CE Router. In addition,
appliance functions associated with the assured services components described and specified in
detail include the CCA, MG, SG, NM, and the Open Loop ASAC technique. They are to be
used by the product.

This section specifies the SBU VVolP services while UCR 2008, Section 6.2, Unique Classified
Requirements, specifies the classified VVVoIP services. These voice and video services are
assumed to be implemented on a converged B/P/C/S LAN and the converged DISN WAN. In
this UCR section, “converged” means that all types of services, as defined by the Net-Centric
Implementation Document (NCID), Version 2 (NCIDv2) Quality of Service (QoS) (T300), exist
simultaneously on the same IP network. Nevertheless, networks still may be separated because
of security issues, as specified in UCR 2008, Section 5.4, Information Assurance Requirements.
However, the UC goal is one “black core” transporting all service types and all classification
levels using HAIPE encryption, beginning at the DISN SDNs, then moving to the B/P/C/Ss, and
eventually moving to the PEIs/AEIs/servers.

A “call” is a VoIP or Video over IP call that is placed or answered by a PEI/AEI end user, and a
“session” is the underlying AS-SIP or Proprietary VVolP session that is processed by the PEI/AEI
and the LSC. The human end users see the VVoIP or Video over IP “call,” and the assured
services network devices, such as the PEI/AEI and the LSC, see the underlying AS-SIP or
Proprietary VolIP “session.” “Call” is a “human end-user perspective” term, and “session” is a
technical term describing the VoIP signaling and media streams in the appliance that supports an
individual end user’s call.

The terms PEI and AEI are defined in Appendix A, Definitions, Abbreviations and Acronyms,
and References, of this document. In short:

1.  APElisauser appliance that interacts with the serving appliance (i.e., LSC, MFSS, or
WAN SS) using a proprietary protocol to originate, accept, and/or terminate a voice, video,
or data session(s).

2. An AEl is a user appliance that interacts with an associated serving appliance using the
AS-SIP to originate, accept, and/or terminate a voice, video, and/or data session(s).
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5.3.2.1.1  Requirements Terminology
The terms Required, Conditional, Objective, and Optional are used in this section.

Requirements are designated as Required or Conditional as defined in Section 5.1.4, General
Specification Language. Objective requirements are desirable, but do not have to be deployed
until 2012. A function or capability may be desired for 2010 [Objective: 2010] and required for
2012 [Required: 2012].

In addition, some requirements may be labeled as “Conditional — Deployable.” This is a
variation of the “Conditional” case, where the requirement is Required for Fixed appliances,
such as LSCs and MFSSs in Fixed DoD networks, but is Conditional for Deployable appliances,
such as LSCs in Deployable DoD networks. In other words, “Conditional — Deployable” means
“Required for Fixed appliances, but Conditional for Deployable appliances.”

Some requirements refer to, or are based on, IETF RFCs, ANSI standards, and ITU standards,
which allow certain features or capabilities to be designated as Optional for implementation.
Vendors or implementers need to be careful to ensure that their products process packets
correctly whether or not an Option is actually implemented. For example, in RFC 3711 the
Master Key Identifier (MKI) 4-byte field is Optional and may or may not be used in constructing
an outgoing voice packet. One end of a voice session may not insert the MKI field into the
packet while the other end of the voice session (possibly using a different vendor’s equipment)
may choose to insert the MKI field. Since communications in both directions must still be
achieved in this situation, it is incumbent on the vendors to process packets correctly whether or
not the Option is implemented at each end.

The term appliance and its relationship to APL products are defined in Section 5.3.2.1.5,
Functional Reference Terminology — APL Products and Appliances.

5.3.2.1.2 Network Reference Model

Figure 5.3.2.1-1, High-Level DISN Assured Services Network Model, shows a typical arrange-
ment of an LSC and an MFSS in the DISN assured services voice and video network. This high-
level DISN network model was used as the basis for the requirements for the LSC and MFSS in
this section.

The network is a hierarchical network supporting:
e Local services and features within an Edge Segment (B/P/C/S)

e Global services and features across the UC network
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e Services and features to DoD allied networks, DoD coalition networks, and
the external PSTN

The network consists of UC APL products, such as the LSC and the MFSS. These products are
interconnected via the converged IP transport network to support the following necessary
functions for global services and features:

e Signaling functions (e.g., call control and feature control signaling)

e Bearer functions (e.g., interworking between packetized voice and TDM voice
media streams; support for various media stream Coder/Decoders (codecs))

e Management functions (e.g., appliance fault, configuration, accounting,
performance, and security (FCAPS) management)

e [nformation Assurance functions
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Figure 5.3.2.1-1. High-Level DISN Assured Services Network Model

In 2010, the network is expected to allow existing TDM trunk and signaling link connectivity to
remain, including

e PRI, CAS, and DoD CCS7 trunks and signaling links between MFSSs, and

e PRI, CAS, and DoD CCS7 trunks and signaling links between LSCs and
MFSSs, when needed.

In addition, PRI, CAS, and DoD CCS7 connectivity from MFSSs to other DoD TDM switches
will still exist in the network.

5.3.2.1.3  General Assumptions

The following five general assumptions apply to the components described throughout this
section (NOTE: The assumptions apply to the CCA, SG, and NM. In addition, the assumptions
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were used to develop VolP, Facsimile over IP (FolP), Modem over IP (MolP), SCIP over IP, and
ISDN over IP requirements for the MG within the UCR 2008.):

1.

The LSC and MFSS will support 911 services for VolIP and TDM end users. Within the
United States, 911 calls from VolP and TDM lines may be routed either to a DoD
Emergency Response Center, or to a PSTN 911 Selective Router (SR) and PSAP,
depending on the LSC or MFSS configuration. The emergency services network that
handles DoD and PSTN 911 calls may be TDM based or IP based. Outside the United
States, 911 calls from VolP and TDM lines may be routed to a DoD Emergency Response
Center (if one exists within the DoD location), depending on the LSC or MFSS
configuration.

The details of the 911-service infrastructure within the network are outside the scope of the
CCA VolIP and Video over IP requirements in this section.

In some cases, a function like an MGC or MG will be labeled as Conditional — Deployable
in this section. In these cases, Conditional — Deployable means that normally this function
is not used in a Deployable environment, but may be used in that environment under
certain conditions. When this function is used in that environment, the function should
conform to the MG requirements in this section. For example, an LSC deployed in one
camp in a war zone overseas may not use an MGC or an MG, while another LSC deployed
in another camp in the same zone may use both of them.

The CCA VoIP, FolP, MolP, SCIP over IP, and ISDN over IP requirements in this section
assume that all functions within an individual appliance (i.e., LSC or MFSS) are provided
by the same appliance supplier. Within a collection of network appliances, the same
supplier may provide all appliances, or one supplier may provide some appliances and
other suppliers may provide other appliances.

Interoperability between LSCs, MFSSs, and the MG requirements in this section is the goal
of the UCR 2008. Integration between the functions within an individual LSC or MFSS is
the responsibility of the network appliance supplier.

“Assured Services for Voice and Video” supports VoIP, voiceband FolP, voiceband data
(modems) over IP, SCIP over IP, ISDN over IP, and Video over IP. The voice budgets
used to manage end users’ VolIP calls will manage those users’ VVoIP calls collectively,
FolP calls, MolP calls, and SCIP over IP calls. The separate video budgets used to manage
end users’ Video over IP calls will manage those users’ Video over IP calls only, and will
not manage any VolP, FolP, MolP, or SCIP over IP calls for those users. In short, VoIP
budgets and Video over IP budgets are maintained and managed separately in voice and
video assured services.
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Other assumptions are as follows:

1.

The MFSS is assumed to support AS-SIP connectivity (for connections to other MFSSs and
LSCs) and TDM connectivity (for connections to other MFSSs and DoD TDM switches).
The TDM connectivity can use CCS7, PRI, or CAS signaling.

The LSC is assumed to include an MGC and an MG [Required: Fixed — Conditional:
Deployable], and an SG [Conditional], which means that the TDM trunk groups that
terminate on the LSC MG can use PRI, CAS, or CCS7 signaling.

The MFSS supports end users on both the SS (VolP) side (i.e., VoIP end users using VoIP
Els) and on the TDM/EOQ side (i.e., end-users with traditional TDM-based telephones).

The MFSS supports TDM trunks on both its SS side (through the MGC and MG) and on
the TDM side. Interworking between the TDM side and the SS side of the MFSS is
considered an internal interface within the MFSS product. The internal interface may use
CCS7 to AS-SIP conversion via an SG or ISDN-PRI, or CAS via an MG.

The VolP signaling protocol used between the VVoIP EIl and the LSC (and between the
VoIP El and the LSC part of an MFSS) can be vendor proprietary. The VolIP signaling
protocol does not need to be AS-SIP between a VoIP El and LSC (or between the VoIP El
and the LSC component of an MFSS). The VolP signaling protocol used between the
VolIP AEI and the LSC (and between the VVolIP AEI and the LSC part of an MFSS) cannot
be vendor proprietary. The VolP signaling protocol shall be AS-SIP between a VolIP AEI
and LSC (or between the VoIP AEI and the LSC component of an MFSS). The VolP
signaling protocol used between VVolIP signaling appliances (i.e., LSCs and MFSSSs) is
required to be AS-SIP.

Both the LSC and the MFSS will use Location services (i.e., local or global, as needed) to
route calls to their intended destination. Location services will be supported as an internal
function of the LSC or MFSS, instead of an external function that the LSC or MFSS would
have to access over an external interface using an industry-standard Location services
protocol.

Route selections at the LSCs and the MFSS will be based on the originating call signaling
type (i.e., either IP or TDM signaling). If the originating signaling is IP based, it is
assumed that the call signaling will stay IP based for as long as possible as the signaling
transits the network. Similarly, if the originating call signaling is TDM based, the call
signaling will stay TDM based for as long as possible as the signaling transits the network.
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11.

12.
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Tones and announcements that are provided to VolP end users will be provided from an
internal media server, which is a functional component of the LSC or MFSS. An external
media server that is separate from the LSC or MFSS is not envisioned.

The CCA VoIP and Video over IP requirements in this section assume that the same
appliance supplier provides all functions within an individual appliance (e.g., LSC or
MFESS). Within a collection of network appliances, the same supplier may provide all
appliances, or one supplier may provide some appliances and other appliances may be
provided by other suppliers, but will be offered as part of a single APL product.

The LSC supports MGC and MG functionality so that LSCs can support access to DoD
TDM networks, allied TDM networks, coalition partner TDM networks, and the local
PSTN when this access is needed in both Fixed and Deployable environments. In addition,
the LSC supports MGC and MG functionality to enable TDM connectivity (i.e., PRI, CAS,
and CCSY7 trunks and signaling links) to interconnecting MFSSs when it is needed.

The LSCs and MFSSs will support proprietary VolP videophones (using the vendor’s
version of SIP or H.323). The LSC and MFSS suppliers should also support AS-SIP
videophones. The LSC and MFSS suppliers are required to support protocol interworking
between their videophones (Proprietary VoIP and AS-SIP) and the AS-SIP protocol used
on network-side interfaces between LSCs and MFSSs (and between LSCs, and between
MFSSs).

The LSC MG(s) and the WAN SS MG(s) may be located at distributed/remote sites that are
not the same site as that of the associated LSC or WAN SS. The MG control
communications will be over the DISN/MILDEP Enterprise WAN and are expected to use
the same control protocol used by the vendor when the MG is on the same local Ethernet
LAN as the LSC CCA or WAN SS. This assumption is intended to allow the MILDEPS to
use regional LSCs or WAN SSs enterprise architectures. It is the MILDEP’s responsibility
to ensure that when such enterprise architectures are employed, the signaling delays and
media path delays remain within the requirements specified in UCR 2008, Section 5.3.3,
Network Infrastructure End-to-End Performance Requirements. Also, the Information
Assurance requirements of UCR 2008, Section 5.4, Information Assurance Requirements,
including the use of firewalls still apply.

53214 Information Assurance

Information Assurance Requirements are described in UCR 2008, Section 5.4, Information
Assurance Requirements.

The Information Assurance function within the products and appliance functions ensures that end
users, PEls, AEls, MGs, SGs, and EBCs that use the appliance are all properly authenticated by
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the appliance. The Information Assurance function also ensures that VVoIP signaling streams and
media streams that traverse the appliance and its Assured Services Local Area Network
(ASLAN) are encrypted properly (using SIP/Transport Layer Security (TLS) and Secure Real
Time Protocol (SRTP), respectively).

5.3.2.1.5  Functional Reference Terminology — APL Products and Appliances

This paragraph describes relationships between VolP and Video over IP network components,
appliance functions, and UC products to be tested for APL certification. The term “appliance
function” is introduced because IP-based UC APL products will often consist of software
functions and features (e.g., appliances) that are distributed over several hardware components
connected over a network infrastructure (e.g., LAN), while a TDM-based APL product, such as
an EO, consists of a single unit containing all required telephony functions. Appliances operate
at the signaling, bearer, and NM planes. Appliance functions are described and referred to
throughout the UCR 2008, but are not considered products for APL certification; rather, they are
functions and features that form a part of a UC APL product. Table 5.3.2.1-1, Summary of
Appliances and UC APL Products, provides a summary of appliances and APL products.

Table 5.3.2.1-1. Summary of Appliances and UC APL Products

ITEM
ITEM CATEGORY ROLE AND FUNCTIONS

El Appliance Appliance part of LSC

AEI APL Product Product consisting of a single appliance

MG Appliance Media conversion function as part of the LSC and
MFSS

SG Appliance Signaling conversion function as part of the LSC and
MFSS

AS-SIP Signaling Appliance | Appliance Appliance function within an LSC and MFSS that
provides AS-SIP signaling capability

CCA Appliance Appliance function within an LSC and MFSS that
performs parts of session control and signaling
functions

Registrar Appliance Appliance function that stores the location of a
registrant and its profile

Registrant Appliance Appliance function used to register with the network
to seek and gain authority to invoke services or
resources from the network

LAN Switch/Router (Access, | APL Products | APL products used in an ASLAN

Distribution, and Core)

SEI APL Product Product consisting of a single appliance

LSC APL Product Product providing many local telephony functions

MFSS APL Product Large, complex product providing many local and
WAN-related telephony functions
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ITEM

ITEM
CATEGORY

ROLE AND FUNCTIONS

WAN SS

APL Product

A standalone APL product that acts as an AS-SIP
B2BUA within the UC architecture. It provides the
equivalent functionality of a commercial SS and has
similar functionality to the SS component of an
MFSS.

Dual Signaling Softswitch
(DSSS)

APL product

A WAN SS used in the Classified network that has
both H.323 and AS-SIP signaling

Dual Signaling Multipoint
Control Unit (DSMCU)

APL product

APL product that supports multiple video
conferencing signaling protocols, H.320, H.323, and
AS-SIP

EBC

APL Product

Product providing firewall functions

CE Router

APL Product

Product providing routing functions at the enclave
boundary

DISN WAN P/PE Router

APL product

Product providing routing of IP packets

DISN MSPP

APL Product

Product providing transport access to the DISN
WAN

M1-3 Multiplexer

APL Product

Product providing transport interface to the DISN

DISN Optical Switch

APL product

Product serving as an optical transport node

LEGEND

APL
ASLAN
AS-SIP
B2BUA
CCA
CE
DISN
EBC

El

AEI

IP

Approved Products List

Assured Services Local Area Network
Assured Services Session Initiation Protocol
Back-to-Back User Agent

Call Connection Agent

Customer Edge

Defense Information System Network
Edge Boundary Controller

End Instrument

AS-SIP End Instrument

Internet Protocol

LAN Local Area Network

LSC Local Session Controller

MFSS Multifunction Softswitch

MG Media Gateway

MSPP Multi-Service Provisioning Platforms
P Provider

PE Provider Edge

SEI Secure End Instrument

SG Signaling Gateway

WAN Wide Area Network

The architectural differences between TDM-based APL products and IP-based APL products are
illustrated further in Figure 5.3.2.1-2, IP-Based Voice Edge Solution in Terms of the JITC APL
Approved Products. The figure illustrates how several appliance functions and APL products
replace what is provided by a single TDM-based APL product (e.g., DSN EO) to provide
telephone service on a B/P/C/S. It also illustrates how an IP-based edge solution is composed of
JITC APL components.
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Decomposition of a VVolIP Edge Solution into JITC APL-Certified Products
with Referenceto Requirements Sources
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APL Product 5.3.4 (AS-SIP) 5.3.1 (ASLAN) 1 5.3.4(AS-SIP) Y 533 (WAN) (SOFTSWITCH)
Requirement 5.3.5(Pv6) 41 5.3.5(IPv6) 5.3.5 (IPV6) 5.3.5 (IPv6)
a 5.4 (1A) i 5.4 (1A)
References & " . : . 5.4 (I1A) 5.4 (IA) ..[ IPCORE 4
Aopliance Appliances: | APL Products: Appliances: « Appliances: NETWORK.
pplianc CCA,MG, SG, EI* |i | Access, Core, St o
Composition *FY2008 partof Y3|  Distribution : ’
LSC <] Devices Sln_gle Slngle
i Appliance Appliance VCORE
_— :
: Product Product NETWORK
:
i * PRI (T1.619a),

----------------------------------------------------------- B CAS (conditional)

A VVoIP Edge Solution uses more APL products than a TDM-based Edge Solution
«Six IP-based APL productsrequired fora complete Edge Solution.

- LSC, three LAN products: Access, Core, and Distribution switches, EBC, and CE Router
A TDM-based Edge solution may use one APL product
« EO

NOTE: Figure does not depict physical packaging of APL products.

LEGEND

ADIMSS Advanced DSN Integrated Management Support System IPV6 Internet Protocol Version 6
APL Approved Products List JITC JointInteroperability Test Command
ASLAN Assured Service Local Area Network LAN Local Area Network
AS-SIP Assured Services Session Initiation Protocol LSC Local Session Controller
CAS Channel Associated Signaling MFSS Multifunction Softswtich
CCA Call Connection Agent MG Media Gateway

CE Customer Edge Router NM Network Management
EBC Edge Boundary Controller PRI Primary Rate Interface

El End Instrument SG Signaling Gateway

EO End Office TDM Time Division Multiplexing
FY Fiscal Year WolP Voiceand VideooverIP
1A Information Assurance WAN Wide Area Network

P Internet Protocol

Figure 5.3.2.1-2. 1P-Based Voice Edge Solution in Terms of JITC APL Approved Products

Figure 5.3.2.1-3, Functional Reference Model for an MFSS, and Figure 5.3.2.1-4, Functional
Reference Model for an LSC, represent the DISN Reference Functional Model for an MFSS and
for an LSC. The two figures illustrate appliance functions internal to the MFSS and LSC UC
products configurations. The appliance functions, which include the CCA, Interworking
Function (IWF), MGC, SG, and MG are described in subsequent paragraphs within this section.

All interfaces between appliances contained with the MFSS and LSC shown in Figure 5.3.2.1-3
and Figure 5.3.2.1-4 are internal, proprietary interfaces. Interfaces between one APL product
and functional entities in physically different APL products are standards-based external
interfaces.
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LEGEND: LSC Local Session Controller
AEI AS-SIP End Instrument MFS Multifunction Switch
ASAC  Assured Service Admission Control MESS  Multifunction Softswitch
ASLAN  Assured ServicesLocal Area Network MG Media Gateway
AS-SIP  Assured Services Session Initiation Protocol MGC Media Gateway Controller
B2BUA Back-to-Back User Agent PBX Private Branch Exchange
CAS Channel Associated Signaling PEI Proprietary End Instrument
CCA Call Connection Agent PRI Primary Rate Interface
CCS7  Common Channel Signaling No. 7 PSTN  Public Switched Telephone Network
DoD Department of Defense SCS Session Control and Signaling
EBC Edge Border Controller SG Signaling Gateway
EO End Office SIP Session Initiation Protocol
IA Information Assurance SUT SystemUnder Test
ISDN Integrated Services Digital Network TDM Time Division Multiplexer
IWF Interworking Function USF User Service and Feature
LLC Logical Link Control [sublayer] WAN Wide Area Network

Note: The PEI (using Proprietary VolP and Video)is part ofthe MFSS UC Product ; the AEI (using AS-SIP VolP and Video)is not.

Figure 5.3.2.1-3. Functional Reference Model — MFSS
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*Supportforan SG & CCS7is Conditional foran LSC.
**SupportforCASis Conditional foran LSC.

ASLAN

LEGEND:

AEI AS-SIP End Instrument

ASAC  Assured Service Admission Control
ASLAN  Assured Services Local Area Network
AS-SIP  Assured Services Session Initiation Protocol
B2BUA Back-to-Back User Agent

CAS Channel Associated Signaling

CCA Call Connection Agent

CCS7 Common Channel Signaling No. 7
DoD Department of Defense

EBC Edge Border Controller

EO End Office

ISDN Integrated Services Digital Network
IWF Interworking Function

LLS Local Location Service

LSC Local Session Controller

MFS Multifunction Switch

MESS  Multifunction Softswitch

MG Media Gateway

MGC Media Gateway Controller
PBX Private Branch Exchange

PEI Proprietary End Instrument
PRI Primary Rate Interface

PSTN  Public Switched Telephone Network
SCS Session Control and Signaling
SG Signalin? Gatewa

SIP Session Initiation Protocol
TDM Time Division Multiplexer

ucC Unified Capabilities

UFS User Features and Services

Note: The PEI (using Proprietary VolP and Video)is partofthe LSC UC Product; the AEI (using AS-SIP VoIP and Video) isnot.

5.3.2.2

53221

Figure 5.3.2.1-4. Functional Reference Model — LSC

Assured Services Product Features and Capabilities

Overview of VolP and Video over IP Product Design Attributes

A key component of the military robust VVoIP and Video over IP product design is the Assured
Services subsystem. The Assured Services subsystem addresses Assured Services by replacing
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the current TDM-based Multilevel Precedence and Preemption (MLPP) functionality with IP-
based ASLANSs and ASAC. The Assured Services subsystem, in conjunction with the ASLAN
subsystem, and the DISN WAN subsystem make up the total product that is required to initiate,
supervise, and terminate voice and video, precedence and preemption sessions on an El-to-El
basis, while functioning within a converged total DoD UC network.

The logical location of the major VVoIP attributes within the UC E2E system is shown in Figure
5.3.2.2-1, Overview of VVoIP System Design Attributes. The location of attributes in terms of
Edge (B/P/C/S) and the network infrastructure (access and DISN Core) is depicted, and the
differentiation between assured service and non-assured service is shown between the top half of
the diagram and the bottom half of the diagram, respectively.

The functions contained in the boxes located within the top half of Figure 5.3.2.2-1 constitute the
scope of the Assured Services subsystem, while the placement of the boxes indicates where in
the overall VVoIP and Video over IP product design (WAN to Edge) the functions logically
reside. Voice, video, and data sessions are converged in the DISN WAN and the ASLAN, while
the Assured Services subsystem in 2012 is anticipated to support voice, video, and non-real-time
sessions with priority.

532211 Attributes within the Edge Segment
The attributes within the Edge Segment include the following:

1.  Nonblocking ASLAN. At the Edge, the design has an ASLAN that is designed as
nonblocking for voice and video traffic.

2.  Traffic Admission Control. The LSCs on a B/P/C/S use an Open Loop ASAC technique to
ensure that only as many user-originated sessions (voice and video) in precedence order are
permitted on the traffic-engineered access circuit, consistent with maintaining a voice
quality of 4.0 as measured by the MOS method.

3. Call Preemption. Lower precedence sessions will be preempted on the access circuit to
accept the LSC setup of higher precedence level outgoing or incoming session
establishment requests.
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Figure 5.3.2.2-1. Overview of VVoIP System Design Attributes

Voice and Video Traffic Service Classification and Priority Queues. In terms of the CE

Router queuing structure, voice and video traffic will be assigned to the higher priority

queues by Aggregated Service Class as described in Section 5.3.3, Network Infrastructure

End-to-End Performance Requirements.

532212

Under the access part of the DISN WAN, dual homing is required between the CE Router and

Attributes within the DISN WAN (Access/Distribution and Core)

the AR that serve an ASLAN having FO/F users and I/P users, and R users. Dual homing is
conditional for cases where only Routine Users [I/P (ROUTINE) and non-1/P users] are
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supported. In 2010, SBU ASLANSs do not use HAIPEs. The DISN Core part of the DISN WAN
is assumed to be bandwidth rich, i.e., the bandwidth from the AR to AR, for whatever AR queue
the voice and video traffic is placed in, is greater than or equal to the voice and video traffic-
engineered load/bandwidth required for the voice/video busy-hour traffic in each of the DISN
worldwide geographic locations. Since the ASLAN is required to be implemented as
nonblocking for voice and video traffic, the access circuit from the Customer Edge Segment to
the DISN Core SDN is the only potential bandwidth-limited resource requiring the use of ASAC
to prevent session overload from the Edge Segment. The DISN WAN provides high availability
(99.96 percent or greater) using dual-homed access circuits and the MPLS fast reroute (FRR) in
the Network Core. Naturally, users are provided a lower availability if they choose not to or
cannot implement dual homing.

5.3.2.2.1.3 E2E Protocol Planes

End-to-end services are set up, managed, and controlled by a series of functions or protocols that
operate in three planes commonly referred to as signaling, bearer, and NM planes.

The signaling plane is associated with the signaling and control protocols, such as AS-SIP,
H.323, and RSVP.

The transport plane is associated with the bearer traffic and protocols, such as SRTP and RTCP.
The NM plane is associated with NM protocols and is used to transfer status and configuration
information between an NMS and a network appliance. Network management protocols include
SNMP, Common Open Policy Service (COPS), and Secure Shell Version 2 (SSHv2).
53.22.1.4 DSCP Packet Marking

[Required: PEI, AEI, LSC, MFSS] As part of the session setup process, the LSC controls
what DSCP to use in the subsequent session media stream packets.

For inter-LSC media sessions (across the WAN),

e The PEI or AEI shall be commanded by the LSC about which DSCP to insert
in the session media stream packets, or

e The PEI or AEI shall populate the DSCP marking on its own.

[Required: PEI, AEI, LSC, MFSS] The exact DSCP method used by the implementer shall
comply with Section 5.3.3, Network Infrastructure End-to-End Performance Requirements.

[Required: PEI, AEI, LSC, MFSS] For intra-LSC media streams (internal to the enclave),
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e The PEI or AEI shall be commanded by the LSC about which DSCP to insert
in the session media stream packets, or

e The PEI or AEI shall populate the DSCP marking on its own, or

e The PEI or AEI shall use a standard ROUTINE DSCP marking for all voice
media streams (or video media streams) IAW Section 5.3.3, Network
Infrastructure End-to-End Performance Requirements. NOTE: This
“ROUTINE DSCP” option will be deleted in the next version of the UC
Requirements.

5.3.2.2.2  Assured Services Subsystem

The Assured Services subsystem, shown in Figure 5.3.2.2-2, Assured Services Subsystem
Functional Diagram; the DISN WAN subproduct (see Section 5.3.3, Network Infrastructure End-
to-End Performance Requirements); and the ASLAN subproduct (see Section 5.3.1, ASLAN
Infrastructure Product Requirements) make up the total system These subproducts are required
to initiate, supervise, and terminate voice and video, precedence and preemption sessions on an
El-to-El basis, while functioning within a converged DoD network.
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Figure 5.3.2.2-2. Assured Services Subsystem Functional Diagram

The functions contained in the Figure 5.3.2.2-2 boxes and the EBC router symbol constitute the
scope of the Assured Services subsystem, while the placement of the boxes indicates where in
the overall system (WAN to Edge) the functions logically reside.

Voice, video, and data sessions are converged in the DISN WAN and the ASLAN, while assured
services are provided for voice and video sessions only.

The functional behavior and performance metrics for each of the assured services major
functions defined by a box in Figure 5.3.2.2-2 and subordinate functions listed within each box
are specified in this section. Also, the interfaces between the major functional groupings
(defined by a box) are specified in terms of electrical interfaces, protocols operating over these
electrical interfaces, and their associated parameters. Best commercial practices and existing
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standards will be specified to the maximum extent possible, and any deviations or enhancements
to these will be specified in detail.

The following list of capabilities and functional elements are defined and specified:
e Legacy and IP Els with precedence marking capability

e The ability to complete a higher precedence session to a busy PEI or AEI by
interrupting the current session

e ASAC as part of the LSC functions

e EBC (firewall/CE Router)

e Local call control (LSC)

e Session control and signaling (SCS)

e Local and global directories

e User Features and Services (UFS) (voicemail and attendant services)

e Network level call control (MFSS)

e MGC

e MGs

e Media gatekeeper (H.323)

e NM with PBNM
532221 Voice Features and Capabilities
This section describes assured services capabilities and characteristics together with the design
and performance metrics associated with each capability or characteristic. For brevity, the
rationale behind the selected metrics is not provided in this section, but references to other
sections and documents are provided where available. The Government retains the right to
change, modify, or alter any of the specified capabilities or characteristics and performance

metrics as requirements and technology mature. Table 5.3.2.2-1, Assured Services Product
Features and Capabilities, summarizes the product features and capabilities.
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Table 5.3.2.2-1. Assured Services Product Features and Capabilities

FEATURE AND UCR 2008 REFERENCE
CAPABILITY UCR 2008 SECTION GRAPHIC DOCUMENT
1. | Precedence Call Sections 5.2.2.2.1 through | Table 5.2.4-5, | Telcordia Technologies
(Session) Waiting 52224 DSN GR-571-CORE
[Required: LSC, Section 5.2.2.1.1 Information Telcordia Technologies
MFSS] Section 5.2.2.1.4 Signals GR-572-CORE
Section 5.2.2.3
Section 5.2.2.6.2.1
Sections 5.2.2.8.1 through
52.28.1.4
Section 5.2.2.8.6
2. | Call (Session) Section 5.3.2.2.2.1.1 Telcordia Technologies
Forwarding GR-217-CORE
[Required with Telcordia Technologies
Conditional GR-580-CORE
sub features: LSC, Telcordia Technologies
MESS] GR-586-CORE
3. | Call (Session) Section 5.2.2.2
Transfer [Required: Sections 5.2.2.8.3 through
LSC, MESS] 52.2.8.3.2
4. | Call (Session) Hold Section 5.2.2.8.4
[Required: LSC, (inclusive)
MESS]
5. | Preset Conferencing Section 5.2.2.8.7
[Objective: LSC, (inclusive)
MESS]
6. | Three-Way Calling Section 5.2.2.8.5
[Required: LSC, (inclusive)
MESS]
7. | Release to Pivot Section 5.2.1.2.8
[Objective: LSC,
MESS]
8. | Hotline Service Sections 5.2.1.12 through
[Required: LSC, 5.2.1.12.4 (inclusive)
MFSS] Sections 5.2.2.4 through
52.2.4.3
9. | Calling Party and Section 5.2.3.5.1.8 Telcordia Technologies
Called Party ID GR-317-CORE
(number only)
[Required: LSC,
MESS]
10 | Call Pick-up Section 5.2.1.1.9 Telcordia
[Conditional: LSC, (inclusive) Technologies
MFSS] Section 5.2.2.8.6 GR-590-CORE
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[Required: LSC, MFSS] It is expected that all Assured Services products, such as LSCs and
MFSSs, will support vendor-proprietary VVoIP features and capabilities, in addition to
supporting the required VVVolIP features and capabilities that are listed in Table 5.3.2.2-1,
Assured Services Product Features and Capabilities.

The Assured Services product’s support for these vendor-proprietary VVolIP features and
capabilities shall not adversely affect the required operation of the MLPP or ASAC features on
that product. The required operation of the MLPP and ASAC features is specified in UCR 2008,
Section 5.2, Circuit-Switched Capabilities and Features; this section; and Section 5.3.4, AS-SIP
Requirements.

In addition, vendor-proprietary VVVolP features and capabilities on Assured Services products
shall work with and interact with these MLPP and ASAC features, so that all the UCR 2008
requirements for MLPP and ASAC are still met. A vendor-proprietary VVolIP feature or
capability shall not cause the MLPP feature to fail, and it shall not cause the ASAC feature to
fail.

5322211 Ccall Forwarding

The requirements for VVVoIP call forwarding (CF) differ from the TDM requirements for call
forwarding. The revised VVolIP CF procedure logic is shown in Figure 5.3.2.2-3, Call
Forwarding Logic Diagram. In essence, ROUTINE precedence level calls can be call forwarded
(assuming CF activation by the EI or craftsperson) without any consideration of TDM MLPP
processing rules or CF feature interactions with TDM MLPP as required for TDM switches. The
VVolIP CF requirements now make it a Conditional requirement to implement CF for calls above
the ROUTINE precedence level with the TDM MLPP call interaction treatment that is required
for TDM switches.
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Call Forwarding (CF) Logic Diagram

Incoming Call to DN

CF Activated?

Yes

Routine Only
Required
Required: CF IAW

Section 5.2.1.1.8 (inclusive)
Call Forwarding Features
(i.e. comply with GRs
217, 580, 586)

Required: Process IAW
Section 5.2.2 (inclusive
as applies) MLPP

MLPP Interaction Yes
Capable

Conditional: Do not CF' Conditional: CF IAW Section

Deliver to DN IAW Section 5.2.2 (inclusive as applies)
5.2.2 (inclusive as applies) | | MLPP and specifically Section

MLPP 5.2.2.8.2 MLPP Interactions
With CF

Figure 5.3.2.2-3. Call Forwarding Logic Diagram

Call forwarding implementations (i.e., Call Forwarding Busy (CFB), CF Variable (CFV), CF —
Don’t Answer (CFDA), and SCF), as described in UCR 2008 Section 5.2.1.1.8 (inclusive), Call
Forwarding Features and Subfeatures, shall provide a new VVolP-only feature. It will allow
ROUTINE precedence calls destined to a DN that has any of the stated CF options, to be
completed as a ROUTINE call. Call forwarding implementations (i.e., CFB, CFV, CFDA, and
SCF) on switches that do not have TDM MLPP interaction capability shall provide a feature
allowing any DSN precedence call above the ROUTINE level, destined to a DN that has any of
the stated CF options activated, to be completed to the dialed destination DN, and shall not
exercise any CF features. Call forwarding is a line option that could be activated by the switch
craftsperson or the subscriber, and the feature shall have the following requirements:

1. [Required: LSC, MFSS] Callsto a DN that does not have any CF feature activated shall
be delivered to the DN EI IAW the MLPP procedures specified in UCR 2008, Section 5.2.2
Multilevel Precedence and Preemption (inclusive as applies).

2. [Required: LSC, MFSS] Call forwarding, when activated on a line DN, shall allow any
terminating call at a ROUTINE DSN precedence level, to be completed to the designated
destination (IAW the call forward options activated), and shall comply with the
requirements as stated in Telcordia Technologies GR-217-CORE, GR-580-CORE, and
GR-586-CORE.

179



DoD UCR 2008, Change 1

Section 5.3.2 — Assured Services Requirements

3. [Conditional: LSC, MFSS] Any switch type that is compliant with Telcordia
Technologies GR-217-CORE, GR-580-CORE, and GR-586-CORE, and is not compliant
with the stated MLPP interaction requirements for CF, as stated in UCR 2008, Section
5.2.2.8.2, MLPP Interactions with Call Forwarding, shall comply with the following unique
MLPP interaction. Call forwarding (any CF feature type), when activated, shall allow any
terminating call that is higher than a ROUTINE DSN precedence level, to be completed to
the designated destination DN, and shall not be call forwarded. Calls above the ROUTINE
DSN precedence level that encounter a busy DN shall exercise the same preemption
sequences as stated in UCR 2008, Section 5.2.2 (inclusive as applies), Multilevel
Precedence and Preemption.

4. [Conditional: LSC, MFSS] Any switch type that is compliant with Telcordia
Technologies GR-217-CORE, GR-580-CORE, and GR-586-CORE, and the MLPP
interaction requirements for CF, as stated in UCR 2008, Section 5.2.2.8.2, MLPP
Interactions with Call Forwarding, shall comply with the following MLPP interaction. Call
forwarding (any CF feature type), when activated, shall allow any terminating call that is
higher than a ROUTINE DSN precedence level, to be completed in accordance with UCR
2008, Section 5.2.2.8.2, MLPP Interactions with Call Forwarding.

532222 Public Safety Features
5322221 Basic Emergency Service (911)

[Required: LSC, MFSS] The Basic 911 Emergency Service feature provides a three-digit
universal telephone number (911) that gives the public direct access to an emergency service
bureau. The emergency service is one way only, terminating to the service bureau. A given
local switching system shall serve no more than one emergency service bureau. When the
originating line and the emergency service bureau are served by the same switching system, the
bureau can hold and disconnect the connection and monitoring the supervisory state, and ringing
the originating station back. When the local switching system is in an area with enhanced
emergency service (E911) served through a tandem switch, the emergency call is advanced to the
tandem switch with calling line Automatic Number Identification (ANI) or Calling Number
Delivery (CND).

The LSC and MFSS may support 911 services for VolP and TDM end users. Within the United
States, 911 calls from VolP and TDM lines may be routed either to a DoD Emergency Response
Center, or to a PSTN 911 SR and PSAP, depending on the LSC or MFSS configuration. The
emergency services network that handles DoD and PSTN 911 calls may be TDM based or IP
based. Outside of the United States, 911 calls from VoIP and TDM lines may be routed to a
DoD Emergency Response Center (if one exists within the DoD location), depending on the LSC
or MFSS configuration.
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Calling 911 from an LSC or MFSS shall not require the use of access codes such as 99. Dialing
911 only shall connect to the public emergency service bureau. If this feature is provided, it
shall be in accordance with Telcordia Technologies GR-529-CORE (FSDs 15-01-0000, 15-03-
0000, 15-07-0000), as interpreted for VolIP calls. This feature does not apply to video calls or
sessions.

Calls to 911 shall be preempted in accordance with assured service priority rules specified in
UCR 2008, Section 5.2.2, Multilevel Precedence and Preemption. This is to reinforce the
concept that critical military mission requirements take precedence over other uses of the DISN.
NOTE: Precedence calls above ROUTINE can and should preempt 911 calls.

5322222 Tracing of Terminating Calls

[Required: LSC, MFSS] The Tracing of Terminating Calls feature identifies the calling
number on intraoffice and interoffice calls terminating to a specified DN. When this feature is
activated, the originating DN, the terminating DN, and the time and date are printed out for each
call to the specified line.

Requirements for this feature shall be in accordance with Telcordia Technologies
GR-529-CORE, FSD 15-03-0000, as interpreted for VVolP calls.

5322223 Outgoing Call Tracing

[Required: LSC, MFSS] The Outgoing Call Tracing feature allows the tracing of nuisance
calls to a specified DN suspected of originating from a given local office. The tracing is
activated when the specified DN is entered. A printout of the originating DN, and the time and
date, are generated for every call to the specified DN.

Requirements for this feature shall be in accordance with Telcordia Technologies
GR-529-CORE, FSD 15-03-0000, as interpreted for VVolP calls.

5322224 Tracing of a Call in Progress
[Required: LSC, MFSS] The Tracing of a Call in Progress feature identifies the originating
DN for a call in progress. Authorized personnel entering a request that includes the specific

terminating DN involved in the call activate the feature.

Requirements for this feature shall be in accordance with Telcordia Technologies
GR-529-CORE, FSD 15-03-0000, as interpreted for VVolP calls.
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5322225 Tandem Call Trace

[Required: LSC, MFSS] The Tandem Call Trace feature identifies the incoming trunk of a
tandem call to a specified office DN. The feature is activated by entering the specified distant
office DN for a tandem call trace. A printout of the incoming trunk number and terminating DN,
and the time and date, is generated for every call to the specified DN.

Requirements for this feature shall be in accordance with Telcordia Technologies
GR-529-CORE, FSD 15-03-0000.

5.3.2.2.2.3 ASAC - Open Loop

[Required: LSC, MFSS] This section presents the ASAC requirements for the LSC and the
MFSS. In the execution of ASAC, certain procedures need to be followed, such as (a) actions to
be taken if a precedence session request cannot be completed because existing sessions are at
equal or higher precedence, or (b) tones to be generated when a session is preempted. UCR
2008, Section 5.2.2, Multilevel Precedence and Preemption, addresses these issues. UCR 2008,
Section 5.3.4, AS-SIP Requirements, provides a more detailed description of the session control
signaling requirements of the LSC and the MFSS.

5322231 ASAC Requirements for the LSC and MFSS Related to Voice
[Required: LSC, MFSS] One voice session budget unit shall be equivalent to 110 kilobits per
second (kbps) of access circuit bandwidth independent of the PEI or AEI codec used. This
includes ITU-T Recommendation G.711 encoding rate plus Internet Protocol Version 6 (IPv6)
packet overhead plus ASLAN Ethernet overhead. IPv6 overhead, not IPv4 overhead, is used to
determine bandwidth equivalents here.

53222311 ASAC Requirements for LSC Related to Voice

532223111 LSC States

The states that the LSC must maintain for ASAC purposes are as follows:

1. Line Side States. As a minimum, the LSC shall maintain the session state of each local PEI
and AEI in its domain as follows:

a.  Busy/Not Busy. The Busy State includes the session setup phase and the active
session phase.

b.  Session Precedence. If the PEI or AEI is busy, the state shall include the precedence
level of the session (FO, F, I, P, R).
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c.  The Line Side States also apply to multi-appearance Els, but at this time, no more
than two line appearances are dealt with, and the procedures are the same as for ISDN
BRI instruments, as specified in UCR 2008, Section 5.2, Circuit-Switched
Capabilities and Features.

2. Trunk Side States. The following applies only to the CE Router to WAN access circuit and
not to multi-appearance Els:

a.  VolIP Session Budget. If directionalization is not implemented, the LSC and its
associated MFSS shall manage the total number of sessions on its IP access link. If
directionalization is implemented, the LSC and its associated MFSS shall manage the
number of inbound sessions and outbound sessions. An inbound session is one that
has been initiated by a PEI or AEI outside the LSC’s domain, whereas an outbound
session is one that is initiated by a PEI or AEI within the LSC’s domain. The LSC
and its associated MFSS shall be configurable with the following VVolP budgets:

1) IPB. The total budget of VVoIP sessions plus session attempts in the session
setup phase that are allowed on the IP access link.

@) IPBo. The budget for outbound VolP sessions plus session attempts in the

session setup phase that are allowed on the IP access link.

@ IPBo may take any value in the range (0, IPB) or “null.”
(b) Null implies that there are no outbound directionalization restrictions.

(3) IPBi. The budget for inbound VolP sessions plus session attempts in the

session setup phase that are allowed on the IP access link.

@) IPBi may take any value in the range (0, IPB) or “null.”
(b) Null implies that there are no inbound directionalization restrictions.

4) Relationship among IPB, IPBo, and IPBi.

@ IPBI plus IPBo equals IPB, if there is directionalization.
(b) IPBI equals null if, and only if, IPBo equals null.

b.  VolP Session Counts. The LSC and its associated MFSS shall maintain a running
session count for the following VoIP sessions:

1) IPC. The total number of interbase IP sessions in progress plus the number of
session attempts in the session setup phase.
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2 IPCo. The number of outbound IP sessions in progress plus the number of
outbound session attempts in the session setup phase.

(3) IPCi. The number of inbound IP sessions in progress plus the number of
inbound session attempts in the session setup phase.

c. TDM Session Budget. The following session budget is maintained at each LSC, at its
associated gateway, and at the corresponding EO/Small End Office (SMEO)/Private
Branch Exchange 1 (PBX1)/Private Branch Exchange 2 (PBX2) (NOTE: The LSC
and the associated EO/SMEO/PBX1/PBX2 reside on the same B/P/C/S; hence, no
directionalization is required for TDM sessions.):

— TDMB. The overall number of TDM sessions plus sessions in the
session setup phase on the TDM link. This equals the number of
digital signal level Os (DSO0s) on the trunk between the LSC MG and
the EO/SMEO/PBX1/PBX2.

d. TDM Session Count. The following session count is maintained at each LSC, at its
associated medium gateway, and at the corresponding EO/SMEO/PBX1/PBX2:

— TDMC. The total number of sessions in progress between the TDM
switch and the media gateway, plus the total number of session
attempts in the session setup phase.

532223112 Session Control Processing with No Directionalization

This section considers the functions carried out by the LSC and the MFSS when IPBo equals
IPBI equals null.

1. LSC Processing for an Outbound Session.

a.  VolIP Session Processing. If IPBo equals IPBi equals null, the LSC will manage the
aggregate session count to ensure that IPC does not exceed IPB. If IPBo and IPBi are
not null, then the LSC will process the inbound sessions and the outbound sessions
individually and independently to ensure that they do not exceed IPBi and IPBo,
respectively. This section describes the processing for the case when IPBo equals
IPBI equals null. The alternate case is identical to this, except the LSC performs this
function on both the inbound and the outbound VoIP sessions.

Actions taken when an outbound session request is initiated by a local PEI or AEI are
as follows:
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Users and/or PEIs and/or AEls that place sessions shall be authenticated as per
UCR 2008, Section 5.4, Information Assurance Requirement, before
processing the outbound session.

If IPC is less than IPB, the session request shall be forwarded to the WAN
MESS for forwarding to the sessioned LSC for processing (see item 2, LSC
Processing for an Inbound Session).

If IPC equals IPB and all existing sessions are at precedence equal to or
greater than the new session request, then the LSC shall not place the session,
and the caller shall receive a BPA. If it isa ROUTINE call, the caller shall
receive a Fast Busy Announcement as per UCR 2008, Section 5.2.2.1.3,
Announcements.

If IPC equals IPB and at least one existing session is of lower precedence than
the new session, the LSC shall preempt one of the lowest precedence sessions
and shall forward the session INVITE (via the MFSS) to the sessioned LSC
for processing. The algorithm for selecting the session to preempt shall be
deterministic.

IPC is greater than IPB is not an allowed state. If this occurs, the LSC shall
deterministically preempt sessions starting with those of lowest precedence
until IPC equals IPB, and then proceed as specified in items (3) and (4)
previously. The LSC shall notify the NMS of this fault state.

The LSC shall increment and decrement its IPC as follows:

@ The LSC increments its IPC upon forwarding a session request to the
MESS, which it received from its local PEI or AEI.

(b) The LSC decrements its IPC upon determining that a session request is
completely terminated or an established session is completely
terminated.

2.  LSC Processing for an Inbound Session. Actions taken by the LSC when a new inbound

session INVITE is received from a remote LSC are as follows:

a. IfIPC s less than IPB and the local PEI or AEI is not busy, then the LSC shall place
the session.
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b. If IPCis less than IPB and the local PEI or AEI is busy with a session that is of lower
precedence level than the one being placed, the LSC shall preempt the existing
session and place the new session.

c. IfIPC s less than IPB and the local PEI or AEI is busy with a session that is of an
equal or higher precedence level than the session being placed, the new session is not
placed. The caller shall receive a BPA, and if it is a ROUTINE call, the caller shall
receive a Fast Busy Announcement as per UCR 2008, Section 5.2.2.1.3,
Announcements.

d. IfIPC equals IPB and the local PEI or AEI is not busy, and all existing sessions on
the access link are at a precedence level equal to or greater than the new session, the
LSC shall not place the new session. The caller shall receive a BPA, and if it is a
ROUTINE call, the caller shall receive a Fast Busy Announcement as per UCR 2008,
Section 5.2.2.1.3, Announcements.

e. IfIPC equals IPB and the local PEI or AEI is not busy, and at least one existing
session on the access link is of a lower precedence level than the new session, the
LSC shall deterministically preempt one of the lowest precedence sessions. Then it
shall forward the session INVITE to the sessioned LSC via the MFSS for processing.

f.  If IPC equals IPB and the local PEI or AEI is busy with a session that is of a lower
precedence level than the new session, then the LSC shall preempt the session and
forward the session INVITE to the local PEI or AEI.

g. IfIPC equals IPB and the local PEI or AEI is busy with a session that is of an equal to
or higher precedence level than the new session, the LSC shall not place the session.
The caller shall receive a BPA, and if it is a ROUTINE call, the caller shall receive a
Fast Busy Announcement as per UCR 2008, Section 5.2.2.1.3, Announcements.

h.  The IPC is greater than IPB is not an allowed state. If this occurs, the LSC shall
deterministically preempt sessions starting with those of the lowest precedence level
until IPC equals IPB, and then proceed as specified in items d, e, f, and g. The LSC
shall notify the NMS of this fault state.

3. Incrementing and Decrementing the Session Count. The LSC shall increment and
decrement its IPC as specified in UCR 2008, Section 5.3.4, AS-SIP Requirements.

4.  LSC Processing for a Local Session. A local session is one that is initiated by a local PEI
or AEl intended for another local PEI or AEL.

a.  If the sessioned PEI or AEI is not busy, the LSC shall complete the session.
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b.  If the sessioned PEI or AEI is busy with a session that is of a lower precedence level
than the new session, the LSC shall preempt the session, and then complete the new
session.

c. If the call attempt is at a precedence level above ROUTINE and the local PEI or AEI
is busy with a session that is equal to or higher than precedence level the new session,
the LSC shall not complete it. The caller shall receive a BPA. If the call attempt is a
ROUTINE call and the local PEI or AEI is busy with a session, the caller shall
receive a Slow Busy tone as per UCR 2008, Section 5.2.4.5.1, Ringing.

d.  The LSC does not modify its IPC when local sessions are connected or disconnected
because they do not affect traffic in the access link to the WAN.

e. [Conditional] An intrabase session count shall be maintained separately,
independent of precedence, and when this valve is reached no more ROUTINE
precedence level session requests shall be processed for intrabase connection.
PRIORITY, IMMEDIATE, FLASH, and FLASH OVERRIDE session requests shall
be processed as specified in items a, b, and c.

53.2223.1.13 LSC Session Control Processing with Directionalization

The LSC directionalization requirements are applicable to VoIP sessions transmitted over an IP
access link. They are not applicable to TDM sessions because they are transmitted via a local
EO/SMEO/PBX1/PBX2. Any directionalization for these sessions will be implemented by the
EO/SMEO/PBX1/PBX2.

When IPBo and IPBi are not null, the LSC will keep a running count of IPCo and IPCi to ensure
that these counts do not exceed their respective budgets. The IPCo processing is carried out
independently from that of IPCi. Each process is identical to that carried for IPC for non-
directionalization, as specified earlier. Since the IPCo and IPCi control processes are
independent, a FLASH OVERRIDE inbound session will not be able to preempt a ROUTINE
outbound session.

53.222312 ASAC Requirements for the MFSS Related to Voice

The signaling for the TDM voice sessions is processed by the media gateway in conjunction with
the EO/SMEO/PBX1/PBX2. The MFESS is not involved with intrabase signaling. Consequently,
this section considers only those VoIP sessions that are transmitted over the IP access link.

1. MESS States. The MFSS shall be configurable with the IPB, IPBI, and IPBo budget
parameters for each LSC in its domain.
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2.  MESS Session Counts. The MFSS shall maintain a running count of IPC, IPCo, and IPCi
for each LSC in its domain. It shall do this by monitoring the AS-SIP messages associated
with each of its subordinate LSCs as specified in UCR 2008, Section 5.3.4, AS-SIP
Requirements.

3. MESS Session Processing with no Directionalization. Initially, the IPC for each LSC is set
to zero. The MFSS shall increment and decrement the IPC as follows:

a. For outbound sessions:

1) After having received a session request (i.e., INVITE) from its local LSC, the
MFSS increments the corresponding IPC upon forwarding that session request
to the far-end LSC.

(2 The MFSS decrements its IPC when it determines that a session request is
completely terminated or an established session is completely terminated.

b.  Forinbound sessions:
1) The MFESS increments its IPC upon transmitting to the far-end LSC a “session
accepted” (i.e., 1XX or 2XX) response to an INVITE request that it received
from the far-end LSC. (The IPC is not incremented for INVITE requests.)

@) The LSC decrements its IPC when it determines that a session request is
completely terminated or an established session is completely terminated.

4.  MESS Policing. The MFSS shall police each LSC in its domain to ensure that the IPC does
not exceed IPB.

a. If IPC equals IPB, and an LSC attempts to place another session by forwarding a
session INVITE to its MFSS, the MFSS shall not forward the session INVITE and
shall send an error message to the NMS. The caller shall receive a busy
announcement as per UCR 2008, Section 5.2.2.1.3, Announcements.

b. If IPC equals IPB at an LSC,, and its MFSS, receives a session INVITE intended for
LSC, from another LSCy or another MFSSy, the MFSS, shall forward the session
INVITE to LSC,. If LSC, accepts the session (without preempting another session so
that IPC would be greater than IPB), the MFSS, shall not forward the “session
accepted” to the sessioning LSC, and shall send an error message to the NMS. The
caller shall receive a busy announcement as per UCR 2008, Section 5.2.2.1.3,
Announcements.
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[Required: MFSS] If the MFSS’s count of an IPC is greater than or equal to the
corresponding IPB, and it receives an INVITE request for a precedence session, the
MESS shall preempt a lower priority session (if such a session exists), and then
proceed with processing the higher precedence session connect request.

[Required: MFSS] If the MFSS receives a CCA-ID for which there is no entry in
ASAC budget table, the SS will reject the session and generate a alarm for the EMS.

5.  MESS Session Processing with Directionalization. When directionalization is applied, the
MFSS shall police IPCi and IPCo to ensure that they do not exceed their respective
budgets. The IPCi processing is independent of that for IPCo, and both are identical to that
carried out for IPC in the no-directionalization case.

5322232 ASAC Requirements for the LSC and the MFSS Related to Video
Services

The LSC and the MFSS will process only AS-SIP video. H.323 video will be processed by a
gatekeeper appliance, and H.320 video will be processed by TDM appliances. Consequently,
this section considers ASAC requirements for LSC and MFSS in processing AS-SIP video.

Since the bandwidth of a video session can vary, video sessions will be budgeted in terms of
Video Session Units (VSUs). One VSU equals 500 kbps, and bandwidth for video sessions will
be allocated in multiples of VSUs. For example, the bandwidth allocated to video sessions may
be 500 kbps, 1000 kbps, 2500 kbps, and 4000 kbps. Thus, a video session that requires 2500
kbps will be allocated five VSUs, and a video session that requires 4000 kbps will be allocated
eight VSUs.

1.  VSU Budgets. The LSC and its corresponding MFSS shall be configurable with the
following budgets:

. VDB. The total number of inbound and outbound VSUs plus the in-progress VSU
connection attempts that an LSC is allowed to have over the IP access link.

Video and voice will each be allocated adequate bandwidth to support its traffic-engineered
budgets. Since each of these two services is allocated its own bandwidth, preemption of low-
precedence video sessions by high-precedence voice sessions (and vice versa) will not be
necessary and will not be implemented. Voice sessions will strictly preempt within their
allocated bandwidth, and video sessions likewise.

The LSC processing requirements of video sessions will be similar to its processing of VVolP
sessions. For the no-directionalization case (i.e., VDBI equals VDBo equals null), the LSC shall
manage VDC to ensure that it does not exceed VDB. For the directionalization case where
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VDBI and VDBo are not null, the LSC will manage VDCo and VDCi independently to ensure
that neither one exceeds its corresponding budget. The preemption rules for video sessions are
the same as for voice sessions as specified in UCR 2008, Section 5.2.2, Multilevel Precedence
and Preemption. However, some extensions to the rules are required to take into account that
video sessions can be of different budgets (i.e., 1, 2, 5, or 8 budgets corresponding to 500 kbps,
1000 kbps, 2500 kbps, and 4000 kbps, respectively). The following rule extensions apply to a
video session request of 1, 2, 5, or 8 budgets:

1.  Preempt sessions in the process of signaling setup (progress) before preempting active
sessions.

2. Preempt the minimum number of sessions to accumulate the number of budgets needed to
satisfy the video session request.

3. Accumulate the needed number of budgets by preempting all sessions of a lower
precedence level (starting at the ROUTINE level) before proceeding to preempt from
sessions of the next higher precedence level for the remaining required budgets.

4. When the number of sessions selected for preemption result is more budgets (excess) than
are required to satisfy the video session request, return the excess budgets to the ASAC
pool.

The MFSS processing requirements of video sessions will be similar to its processing of VoIP
sessions. For the no-directionalization case (i.e., VDBI equals VDBo equals null), the MFSS
shall police by blocking to ensure that the respective budgets are not exceeded: VDC to ensure
that it does not exceed VDB.

[Required: MFSS] If necessary, the MFSS will preempt for a session request that is at
precedence level FLASH OVERRIDE or FLASH and the counts equal the budgets.

5.3.2.2.3  Signaling Protocols

[Required: PEI, LSC, MFSS] The control/management protocol between the PEI and the LSC
is, in general, proprietary.

[Required: AEI, LSC, MFSS] The control/management protocol between the AEI and the
LSC is AS-SIP as specified in Section 5.3.4, AS-SIP Requirements, of this document.

[Required: LSC, MFSS] The signaling protocol used on UC IP trunks is AS-SIP as specified
in Section 5.3.4, AS-SIP Requirements, of this document.
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[Required: MFSS] The TDM-side of an MFSS uses DSN CCS7 signaling (see UCR 2008,
Section 5.2.2.9.1, General Description) on CCS7-like trunks.

[Required: LSC, MG within the MFSS] The LSC and the MG within the MFSS use DSN
T1-619a PRI signaling on DSN PRI trunks.

[Conditional: LSC, MG within the MFSS] The LSC and the MG within the MFSS use CAS
signaling on CAS trunks.

5.3.2.24  Signaling Performance

Call setup times should adhere to the following guidelines:

1. [Conditional: Intra-Enclave Calls] For intra-enclave calls, the average delay should be
no more than 1 second. For 95 percent of calls, the delay should not exceed 1.5 seconds
during normal traffic conditions.

2. [Conditional: Inter-Enclave Calls] For inter-enclave and worldwide calls within the IP
environment, average delay should not exceed 6 seconds, with 95 percent of calls not to
exceed 8 seconds during normal traffic conditions.

Call tear-down times should adhere to the following guidelines:

1. [Conditional: Intra-Enclave Calls] For intra-enclave calls, the average call tear-down
delay should be no more than 1 second. For 95 percent of calls, the delay should not
exceed 1.5 seconds during normal traffic conditions.

2. [Conditional: Inter-Enclave Calls] For inter-enclave and worldwide calls within the IP
environment, average call tear-down delay should not exceed 3 seconds, with 95 percent of
calls not to exceed 5 seconds during normal traffic conditions.

5.3.2.3  Registration, Authentication, and Failover

5.3.2.3.1  Registration and Authentication

[Required: LSC, MFSS] Registration and authentication between NEs shall follow the
requirements set forth in UCR 2008, Section 5.4, Information Assurance Requirements.

5.3.2.3.2 LSC and MFSS Failover Requirements

[Required: LSC, MFSS, EBC] The LSCs shall be registered to a primary and backup MFSS.
In case of failure of the primary MFSS, the LSC will default to the backup MFSS.
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53.23.21 General Description

The MFSS (SSs) will be deployed as active-active pairs, whereby one MFSS will act as the
primary SS for one set of LSCs (set A) and as the secondary SS for another set of LSCs (set B).
Similarly, the other MFSS will act as primary for the set B LSCs and secondary for the set A
LSCs. LSCs shall be assigned to a primary and a secondary (backup) MFSS during network
configuration. In case of the loss of connectivity (either a transport or MFSS failure) to the
primary MFSS, the LSC in conjunction with its EBC will default to sending the AS-SIP
signaling messages to the secondary MFSS. Sessions (calls) that were established with the
primary MFSS will remain in progress until SIP keep-alive timers expire and the sessions are
closed by the LSC. If desired, the caller can redial the DN and re-establish the session through
the secondary MFSS. Each MFSS (SS part) in the network will know each pair of SSs that act as
backups for each other. This will be done by operations personnel during MFSS configuration.

The failover detection mechanism will be accomplished by using a periodic AS-SIP OPTIONS
request between each LSC and its primary and secondary MFSSs, and between each MFSS
network pair. Through this, an LSC can learn when its primary MFSS has failed and later relay
AS-SIP messages to the secondary MFSS, and an MFSS can learn when any other MFSS has
failed and later relay AS-SIP messages to the secondary MFSS for delivery to the LSC. When
an SS receives an OPTIONS request from an LSC or another MFSS, it responds with a 200 OK
response. Consequently, through the periodic “pinging” of all network signaling appliances
using the AS-SIP OPTIONS request and 200 OK responses, each signaling appliance learns its
neighbors’ operational status and can route around the failure of any individual signaling
appliance. The specific LSC, MFSS, and EBC failover requirements are discussed in the
following subsections.

5.3.2.3.2.2 LSC Monitors Primary MFSS (SS) for Status

[Required] The LSC shall send an OPTIONS request with a Request-URI identifying the
primary SS (the Request-URI does not have a userinfo part) on a configurable periodic time
interval (default equals 45 seconds; minimum time interval equals 35 seconds).

[Required] When a properly functioning primary SS receives the OPTIONS request from a
served LSC, the primary SS shall respond with a 200 OK response that includes the Accept
header and the Supported header.

[Required] The OPTIONS requests sent by the LSC include a route set comprised of two Route
Headers, where the first Route Header is the SIP Universal Resource Identifier (URI) for the
EBC at the enclave, and the second Route Header is the SIP URI for the EBC serving the
primary SS.

192



DoD UCR 2008, Change 1

Section 5.3.2 — Assured Services Requirements

[Required] Whenever the LSC sends an INVITE request to its EBC and receives a 408
(Request Time-Out), 503 (Service Unavailable), or 504 (Server Time-Out) response and the LSC
is not already awaiting a response to a pending OPTIONS request, then the LSC shall send an
OPTIONS request immediately with a Request-URI identifying the primary SS (the Request-
URI does not have a userinfo part).

[Required] The LSC shall be capable of sending OPTIONS requests to the primary SS, or to
both the primary and secondary SS via a configuration setting.

53.2.3.2.3 LSC Failover to Secondary MFSS (SS)

[Required] When the LSC sends a defined configurable number of successive OPTIONS
requests (default equals 2) for which there either is no response or the response is a 408 (Request
Time-Out), 503 (Service Unavailable), or 504 (Server Time-Out) response, then:

1.  [Required] All new outbound SIP messages (with the exception of OPTIONS requests
destined for the primary SS) are sent to the secondary SS. The OPTIONS requests
generated by the LSC continue to be sent to the primary SS.

2. [Required] All outbound SIP requests sent by the LSC to its EBC (with the exception of
OPTIONS requests) shall include a route set comprised of two Route Headers, where the
first Route Header is the SIP URI for the EBC at the enclave, and the second Route Header
is the SIP URI for the EBC serving the secondary SS.

3. [Required] Upon failover from the primary SS to the secondary SS, the EBC serving the
secondary SS shall respond with a 481 (Call/Transaction Does Not Exist) response upon
receipt of any Re-INVITE, UPDATE, or BYE request on behalf of an existing call that had
been established through the primary SS.

[Required] If the LSC receives a 200 OK response to an OPTIONS request from the primary
SS before the configurable number of successive failures to the OPTIONS requests (default
equals 2) has been reached, then no action is taken to failover to the secondary SS. For
example, using the default of two successive failures, if one OPTIONS request to the
primary SS fails, then if the next OPTIONS request receives a 200 OK response, no action
is taken to fail over to the secondary SS.

53.2.3.2.4 LSC Failback to Primary MFSS (SS)
[Required] Upon failover, the LSC will send OPTIONS requests to the primary SS at a failback

configurable periodic time interval (default equals 60 seconds; minimum time interval equals 35
seconds).
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[Required] The OPTIONS requests sent by the LSC shall include a route set comprised of two
Route Headers, where the first Route Header is the SIP URI for the EBC at the enclave, and the
second Route Header is the SIP URI for the EBC serving the primary SS.

[Required] When the LSC receives a 200 OK response to an OPTIONS request from the
primary SS, the LSC shall send the INVITE requests corresponding to new call requests to the
primary SS. The LSC shall continue to send SIP messages pertaining to existing calls that were
established through the secondary SS to the secondary SS until those calls terminate normally.

[Required] When the LSC sends INVITE requests (as well as the subsequent SIP requests) for
new call requests, the INVITE requests (and the subsequent SIP requests) shall include a route
set comprised of two Route Headers, where the first Route Header is the SIP URI for the EBC at
the enclave, and the second Route Header is the SIP URI for the EBC serving the primary SS.

[Required] Upon failback, the LSC returns to the original configurable periodic time interval
(default equals 45 seconds; minimum time interval equals 35 seconds)for sending OPTIONS
requests to the primary SS.

5.3.23.25 MFSS (SS) Monitors the Other MFSSs (SSs) in the Network

[Required] Each SS shall send an OPTIONS request to every other SS on a “standard”
configurable periodic time interval (default equals 45 seconds; minimum time interval equals 35
seconds). In each OPTIONS request, the Request-URI identifies the destination SS (the
Request-URI does not have a userinfo part). The OPTIONS requests shall include a route set
comprised of two Route Headers, where the first Route Header is the SIP URI for the EBC of the
SS originating the OPTIONS request, and the second Route Header is the SIP URI for the EBC
serving the destination SS.

[Required] Whenever an originating SS sends an INVITE request to another SS and receives
either a 408 (Request Time-Out), 503 (Service Unavailable), or 504 (Server Time-Out) response
and the originating SS is not already awaiting a response to a pending OPTIONS request to the
other SS, then the originating SS shall send an OPTIONS request with a Request-URI
identifying the SS. The OPTIONS request shall include a route set comprised of two Route
Headers, where the first Route Header is the SIP URI for the EBC of the SS originating the
OPTIONS request, and the second Route Header is the SIP URI for the EBC serving the
destination SS.

[Required] When a properly functioning SS receives the OPTIONS request, the SS shall
respond with a 200 OK response that includes the Accept header and the Supported header.
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5.3.2.3.2.6 MFSS Failover to Secondary MFSS (SS)

[Required] Each MFSS (SS) shall be configured with knowledge of each pair of SSs that act as
backups for each other.

[Required] When the originating SS sends a defined configurable number of successive
OPTIONS requests (default equals 2) to another SS (that is NOT its own paired secondary SS)
for which there is either no response or the response is either a 408 (Request Time-Out), 503
(Service Unavailable), or 504 (Server Time-Out) response, then:

1. [Required] The originating SS sends all new SIP messages intended for the failed SS
(with the exception of OPTIONS requests that it generates for the failed SS) to the paired
secondary SS for the failed SS. The SIP requests shall include a route set comprised of two
Route Headers, where the first Route Header is the SIP URI for the EBC at the originating
SS, and the second Route Header is the SIP URI for the EBC serving the paired secondary
SS for the failed SS. The originating SS will continue to send OPTIONS requests to the
failed SS whereby the OPTIONS requests include a route set comprised of two Route
Headers, where the first Route Header is the SIP URI for the originating SS, and the second
Route Header is the SIP URI for the EBC serving the failed SS.

2. [Required] Upon failover from the primary SS to the secondary SS, the EBC serving the
secondary SS shall respond with a 481 (Call/Transaction Does Not Exist) response upon
receipt of any Re-INVITE, UPDATE, or BYE request received on behalf of an existing call
that had been established through the primary SS.

[Required] If the originating SS receives a 200 OK response to an OPTIONS request from its
paired SS or another SS before the configurable number of successive failures to the
OPTIONS requests (default equals 2) has been reached, then no action is taken to fail over
to the paired SS. For example, using the default of two successive failures, if one
OPTIONS request to the other SS fails, then the next OPTIONS request receives a 200 OK
response, no action is taken to fail over to the paired SS.

[Required] When the originating SS sends a defined configurable number of successive
OPTIONS requests (default equals 2) to its own paired SS for which there either is no response
or the response is either a 408 (Request Time-Out), 503 (Service Unavailable), or 504 (Server
Time-Out) response, then:

1. [Required] The SS sends all new SIP messages intended for its paired SS (with the
exception of OPTIONS requests it generates for its failed paired SS) directly to the LSCs
served by its paired SS. The SIP requests shall include a route set comprised of two Route
Headers, where the first Route Header is the SIP URI for its own EBC, and the second
Route Header is the SIP URI for the EBC for the intended LSC. The SS will continue to
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send OPTIONS messages to its failed paired SS whereby the OPTIONS messages include
a route set comprised of two Route Headers, where the first Route Header is the SIP URI
for its own EBC, and the second Route Header is the SIP URI for its failed paired SS.

2. [Required] Upon failover of its paired SS, the EBC serving the operational SS shall
respond with a 481 (Call/Transaction Does Not Exist) response upon receipt of any
Re-INVITE, UPDATE, or BYE request received on behalf of an existing call that had been
established through its paired SS.

5.3.2.3.2.7 MFSS Failback to Original MFSS (SS)

[Required] Upon failover, the SS will send OPTIONS requests to the failed SS at a “failback”
configurable periodic time interval (default equals 60 seconds; minimum time interval equals 35
seconds). The OPTIONS requests shall include a route set comprised of two Route Headers,
where the first Route Header is the SIP URI for the EBC of the originating SS, and the second
Route Header is the SIP URI for the EBC serving the failed SS.

[Required] When the SS receives a 200 OK response to an OPTIONS request from a failed SS
(that is NOT its paired SS), then the SS shall send to the newly recovered SS the INVITE
requests corresponding to new call requests intended for LSCs where their primary SS is
supposed to be the newly recovered SS. The new INVITE requests shall include a route set
comprised of two Route Headers, where the first Route Header is the SIP URI for the originating
SS, and the second Route Header is the SIP URI for the EBC serving the newly recovered SS.

[Required] The SS will continue to send SIP messages pertaining to existing calls that were
established through the secondary SS to the secondary SS until those calls terminate normally.

[Required] When the SS receives a 200 OK response to an OPTIONS request from its paired
SS, then the SS shall send its newly recovered paired SS the INVITE requests corresponding to
new call requests intended for LSCs where their primary SS is supposed to be the newly
recovered paired SS. The new INVITE requests shall include a route set comprised of two Route
Headers, where the first Route Header is the SIP URI for the originating SS, and the second
Route Header is the SIP URI for the EBC serving its newly recovered paired SS.

[Required] The SS will continue to send SIP messages pertaining to existing calls that were
established through itself to its served secondary LSCs until the calls terminate normally.

[Required] Upon failback, the SS returns to the original configurable periodic time interval
(default equals 45 seconds; minimum time interval equals 35 seconds) for sending OPTIONS
requests to the newly recovered SS.
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5.3.2.4  Product Interface Requirements
5.3.2.4.1 Internal Interface Requirements

[Required: PEI, AEI, LSC (including the MG, SG, and Media Server), MFSS, EBC, and
CE Router] Internal interfaces are functions that operate internal to a System Under Test (SUT)
or UC approved product (e.g., LSC, MFSS). The interfaces between SCS functions within an
LSC, e.g., between the Call Admission Control (CAC), IWF, MGC, MG, and SG, are considered
internal to the LSC regardless of the physical packaging. These interfaces are vendor proprietary
and unique, especially the protocol used over the interface. Whenever the physical interfaces use
Institute of Electrical and Electronics Engineers, Inc. (IEEE) 802.3 Ethernet standards, they shall
support auto-negotiation even when the IEEE 802.3 standard has it as optional. This applies to
10/100/1000-T Ethernet standards; i.e., IEEE, Ethernet Standard 802.3, 1993; or IEEE, Fast
Ethernet Standard 802.3u, 1995; and IEEE, Gigabit Ethernet Standard 802.3ab, 1999.

5.3.2.4.2  External Physical Interfaces between Network Components

External physical interfaces between components are functions that cross the demarcation point
between SUTs and other external network components. The following subparagraphs provide
requirements and specifications for external component physical interfaces.

[Required: LSC, MFSS, EBC, CE Router, ASLAN, PEI, AEI] The physical interfaces
between an LSC (and its appliances), the EBC, the ASLAN switches/routers, and the CE Router
shall be a 10/100/1000-T Mbps Ethernet interface. Whenever the physical interfaces use IEEE
802.3 Ethernet standards, they shall support auto-negotiation even when the IEEE 802.3 standard
has it as optional. This applies to 10/100/1000-T Ethernet standards; i.e., IEEE, Ethernet
Standard 802.3, 1993; or IEEE, Fast Ethernet Standard 802.3u, 1995; and IEEE, Gigabit Ethernet
Standard 802.3ab, 1999.

5.3.2.4.3 Interfaces to Other Networks

Interfaces to other networks are interfaces where traffic flows from one network (e.g., UC) to
another network (e.g., PSTN).

532431 Deployable Networks Interface Requirements
[Conditional] The Deployable interface requirements are specified in Section 6.1, Deployable

Requirements; Section 5.3.3, Wide Area Network Requirements; and Section 7, Requirements
Matrix.
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5.3.24.3.2 DISN Teleport Site Interface Requirements

[Required] The Assured Services subsystem shall interface the Teleport sites on both a TDM
basis and an IP basis. A T1.619a MG with PRI signaling will be used for T1 trunks to the
Teleport sites. If the Teleport site contains an LSC, then the interface will be via the DISN
WAN for both the media and signaling, with the signaling being AS-SIP (Section 5.3.4, AS-SIP
Requirements) between the Teleport LSC and the UC MFSS.

5.3.24.3.3 PSTN Interface Requirements

[Required] The Assured Services subsystem shall interface with the PSTN and host-nation
PTTs via the SG or MG interfaces as specified in Section 5.3.2.12, Media Gateway
Requirements, and Section 5.3.2.13, Signaling Gateway Requirements.

5.3.24.3.4 Allied and Coalition Network Interface Requirements

[Conditional] Voice and video interfaces with allied and coalition networks have not yet been
defined. Therefore, the interface will remain TDM as specified in Figure 4.4.2-1, DSN Design
and Components.

5.3.244  VVolP NMS Interface Requirements

[Required] The physical interface between the DISA VVoIP EMS and the network components
(i.e., LSC, MFSS, EBC, CE Router) is a 10/100-Mbps Ethernet interface. The interface will
work in either of the two following modes using auto-negotiation: IEEE, Ethernet Standard
802.3, 1993; or IEEE, Fast Ethernet Standard 802.3u, 1995.

Local management traffic and VVoIP EMS management traffic are required to use separate
physical Ethernet interfaces. Redundant VVVolP EMS physical Ethernet interfaces may be used
but are not required. Redundant local management physical Ethernet interfaces may be used but
are not required.

Redundant physical Ethernet interfaces are required for signaling and bearer traffic. If the
primary signaling and bearer Ethernet interface fails, then traffic shall be switched to the backup
signaling and bearer Ethernet interface. The failover from the primary to the secondary interface
shall comply with the specifications in Section 5.3.1.7.7.2., Dual Product Redundancy.

Signaling and bearer traffic may use the same physical Ethernet interface as local or VVolP
EMS management traffic, or it may use a separate physical Ethernet interface. If signaling and
bearer traffic shares a physical Ethernet interface with local or VVVolP EMS management traffic,
then the signaling and bearer traffic must use a separate VLAN.
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5.3.2.5  Product Physical, Quality, and Environmental Factors
5.3.25.1  Physical Characteristics

[Required] The physical characteristics of network equipment with respect to weight,
dimensions, transportation, storage, durability, safety, and color are required to be those of best
commercial practices, and will be specified by the acquiring DoD organization.

5.3.2.5.2  Product Quality Factors

The product quality factors associated with reliability, maintainability, and availability are based
on the requirements in Telcordia Technologies GR-512-CORE. The explanation and format for
these requirements are in GR-512-CORE, Sections 1 through 5. However, the types and values
of the following requirements have been modified from the Generic Requirements (GR)
document to reflect a judged application to VVVoIP products. Equipment capabilities are still
expected to meet best commercial practices as reflected in the GR, including those of “carrier
grade” or, Central Office (CO) equipment. The following paragraphs outline the availability
requirements for the Assured Services subsystem.

532521 Product Availability

[Required: LSC, MFSS] The Assured Services subsystem shall have a hardware/software
availability of 0.99999 (nonavailability of no more than 5 minutes per year). The vendor shall
provide an availability model for the system showing all calculations and showing how the
overall availability will be met. The subsystem shall have no single point of failure that can
cause an outage of more than 96 voice and/or video subscribers. To meet the availability
requirements, all subsystem platforms that offer service to more than 96 voice and/or video
subscribers shall have a modular chassis that provides, at a minimum, the following:

1.  Dual Power Supplies. The platform shall provide a minimum of two power supplies, each
with a power capacity to support the entire chassis’s electrical load.

2.  Dual Processors/Swappable Sparing (Control Supervisors). The chassis shall support dual
active processors, or processor card automatic swappable sparing. Failure of any one
processor or swappable processor cards shall not cause loss of any ongoing functions
within the chassis (e.g., no loss of active calls).

3. Termination Sparing. The chassis shall support a (N+1) sparing capability for available
10/100-Mbps Ethernet modules used to terminate an IP voice or video subscriber.
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4.  Redundancy Protocol. The routing equipment shall support a protocol that allows for
dynamic rerouting of IP packets or Ethernet frames so that no single point of failure exists
in the Assured Services subsystem.

5. No Single Failure Point. No single point shall exist in the subsystem that could cause the
loss of voice and/or video service to more than 96 voice or video PEIs or AEIs.

6.  Switch Fabric or Backplane Redundancy for Active Backplanes. Active switching
platforms within the subsystem components shall support a redundant (1+1) switching
fabric or backplane. The second fabric’s backplane shall be in active standby so failure of
the first backplane shall not cause the loss of any ongoing events within the platform.

7. Software Upgrades and Patches. Software upgrades and patches shall be able to be
implemented without incurring any subsystem downtime.

8.  Backup Power Uninterruptible Power Supply (UPS) Requirements. The components that
comprise the subsystem for Special C2 users FO/F users and I/P users and R users shall
meet the appropriate UCR 2008, Section 5.2.11.3, Backup Power, switch type backup
power UPS requirements (e.g., 8 hours for an MFSS and LSC) for all devices including the
PEIs and AEls. If a base has an automatic UPS switchover 72-hour power capability that
feeds all the voice and video equipment, including the PEIs and AEls, then it naturally
meets the 8-hour backup power requirement with no need to do anything special or extra at
the LSC or MFSS. Backup power is only required for as many hours as it will take the
base to switch over to backup generator power, but the total combination of backup times
shall not be less than 8 hours.

9.  No Loss of Active Sessions. In the event of component failure in the subsystem, all active
sessions shall not be disrupted (namely, the loss of existing connection requiring redialing),
and the path through the network shall be restored within 5 seconds. All devices used to
implement redundancy shall be capable of handling the entire session processing load in
the event that its counterpart device fails.

5.3.25.2.2 Maximum Downtimes

[Required: LSC, MFSS, ASLAN] The performance parameters associated with the ASLAN,
MESS, and LSC, when combined, shall meet the following maximum downtime requirements:

e [P (10/100 Ethernet) network links — 35 minutes/year
e [P subscriber — 12 minutes/year
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5.3.25.3 Environmental Conditions

[Required] Environmental conditions requirements are contained in Telcordia Technologies
GR-63-CORE. This document identifies the minimum generic spatial and environmental criteria
for all new telecommunications equipment systems used in a telecommunications network.
Included with these equipment systems are associated cable distribution systems, distributing and
interconnecting frames, power equipment, operations support systems, and cable entrance
facilities. The detailed specifications of this section are those of best commercial practice and
will be specified by the acquiring DoD organization.

5.3.254 Loss of Packets

[Required: PEI, AEI, IAD, ATA, MG] For these VVoIP devices, the voice quality shall have a
MOS of 4.0 (R-Factor equals 80) or better, as measured in accordance with the E-Model.
Additionally, these devices shall not lose two or more consecutive packets in a minute and shall
not lose more than seven voice packets (excluding signaling packets) in a 5-minute period. This
only applies to devices that generate media and have a Network Interface Card (NIC).

5.3.2.6 End Instruments

The IP voice and IP video Els are addressed in this section. Legacy voice and video Els, secure
and nonsecure, are addressed in UCR 2008, Section 5.2, Circuit-Switched Capabilities and
Features. Data/PC Els will not be addressed in this section. Secure IP Els are addressed in,
Section 5.2.12.6, DoD Secure Communications Devices, and UCR 2008, Section 6.2, Unique
Classified Requirements. Softphones are addressed in UCR 2008, Section 5.2.12.8.3,
Softphones, when used with circuit switches. Softphones and collaboration will be addressed in
future versions of this document when softphones and softvideophones are added to the STIGs.

5.3.2.6.1 Voice Instrument

Voice instruments are considered associated with the LSC and must have been designed in
conjunction with the LSC design. An IP voice instrument shall be designed in accordance with
the acquiring activity requirements, but the following capabilities are specifically required as
indicated:

[Objective] DoD Common Access Card (CAC) reader

[Required] Display calling number

[Required] Display precedence level of the session

[Required] Support for Dynamic Host Configuration Protocol (DHCP).

[Required] For multiple line appearance, only two-appearance IP voice instruments are
specified and they shall function as specified in UCR 2008, Section 5.2.2.6, ISDN MLPP BRI.
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5.3.2.6.1.1 Tones and Announcements

[Required: PEI, AEI, LSC, MFSS, SS] Tones and announcements, as required in UCR 2008,
Sections 5.2.4.5.2, DSN Information Signals, and Section 5.2.2.1.3, Announcements, shall be
supported, except for the loss of C2 announcement. These tones and announcements may be
generated locally by the PEI or AEI upon command of the LSC, or be generated upon command
of the LSC by an internal LSC media server or an external media server connected to the
ASLAN and passed as a media stream to the PEI or AEI. Regardless of how implemented, the
media server is part of the LSC SUT.

[Conditional: PEI, AEI, LSC, MFSS, SS] The required conditions for playing the loss of C2
announcement have been changed from those contained in UCR 2008, Section 5.2.2.1.3,
Announcements. They only apply to calls via an LSC MG or an SS MG to a non-MLPP PRI or
CAS trunk. The required conditions are as follows:

1.

Play only for calls above the ROUTINE precedence level.

Not required for locally originated calls to non-MLPP PRI or CAS trunks (e.g., PSTN).
Required for VVolIP calls received from the DISN WAN, or calls received from a base
MLPP tie trunk via an MG that is destined to tandem via an LSC MG or SS MG to a non-
MLPP PRI or CAS trunk (assuming there is an available trunk to connect to). (NOTE:
Channel-Associated Signaling (CAS) interfaces are conditional for the LSC MG and SS
MG.)

Play before ringback is provided to the caller.

Play before cut-through to the non-MLPP trunk. This prevents ringback from interfering
with the announcement.

The announcement shall be played into the media stream at the MG point of departure from
the DISN to the non-MLPP trunk.

The loss of C2 announcement is not signaled by AS-SIP.

5.3.2.6.1.2 Audio Codecs

[Required: PEI, AEI, LSC-MG, MFSS] The product shall support the origination and
termination of a voice session using the following codecs:

e |TU-T Recommendation G.711, to include both the p-law and A-law
algorithms
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e |TU-T Recommendation G.723.1
e |TU-T Recommendation G.729 or G.729A
e |TU-T Recommendation G.722.1

The product is not required to do transcoding between codec types, but must support, via
signaling during session setup, the offer/negotiation between origination and destination Els of
the codec type to be used for the session. However, support for A-law/u-law conversion is
required, as needed, by MGs within the product.

5.3.26.1.3 VolP PEI or AEI Telephone Audio Performance Requirements

[Required: PEI, AEI] Voice over IP PEIs or AEls (i.e., handset, headset, and hands-free types)
shall comply with TIA-810-B, November 3, 2006.

53.2.6.1.4 Voice over IP Sampling Standard

[Required] For Fixed-to-Fixed calls, the product shall use 20 ms as the default voice sample
length, and as the basis for the voice payload packet size. For other call types, e.g., Fixed-to-
Deployable calls, the product shall use different voice sample lengths and voice payload packet
sizes, as negotiated during call setup via the Session Description Protocol (SDP).

As an example, for a Fixed-to-Fixed call using the G.711 codec, the 64-kbps codec rate
multiplied by the 20-ms sample length equals 1280 bits, or 160 bytes of voice payload packet
size (where payload does not include SRTP, UDP, and IP packet header fields). This results in a
packet-per-second rate (where “packet” means payload packet) of one packet every 20 ms equals
50 packets per second (PPS).

For a Deployable-to-Fixed call, the Navy may use the G.729 (8-kbps) codec to minimize the
bandwidth required on a ship-to-shore satellite link, and may use a 50-ms voice sample length.
This results in an 8-kbps codec rate multiplied by a 50-ms sample length equals 400 bits, or 50
bytes of voice packet payload size. This results in a PPS rate of one payload packet every 50 ms
equals 20 PPS.

5.3.2.6.1.5 Authentication to LSC
[Required: PEI, AEI, LSC, MFSS] The PEI or AEI shall be capable of authenticating itself to

its associated LSC and vice versa in accordance with UCR 2008, Section 5.4, Information
Assurance Requirements.
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5.3.2.6.1.6 Analog Telephone Support

Analog instruments, including secure analog Els, analog facsimile Els, and analog modem Els,
shall be supported by the LSC either by a TA or an Integrated Access Device (IAD) connected to
an Ethernet port.

[Required: TA, LSC, MFSS] Terminal Adapter (RJ-11 POTS) telephone to RJ-45 Ethernet
interface). The TA shall support G.711 standards.

[Conditional: TA, LSC, MFSS] Terminal Adapter (RJ-11 POTS telephone to RJ-45 Ethernet
interface). The TA shall support VV.150.1 Modem Relay and T.38 Fax Relay standards

[Required: IAD, LSC, MFSS] Integrated Access Device (4-16 ports of RJ-11 POTS
telephone to one port of RJ-45 Ethernet interface). The IAD shall support G.711 standards.

[Conditional: 1AD, LSC, MFSS] Integrated Access Device (4-16 ports of RJ-11 POTS
telephone to one port of RJ-45 Ethernet interface). The IAD shall support VV.150.1 Modem
Relay and T.38 Fax Relay standards

[Conditional: 1AD, LSC, MFSS] Integrated Access Device (17 or more ports of RJ-11 POTS
telephone to one port of RJ-45 Ethernet interface). The IAD shall support G.711 standards.

[Conditional: 1AD, LSC, MFSS] Integrated Access Device (17 or more ports of RJ-11 POTS
telephone to one port of RJ-45 Ethernet interface). The IAD shall support VV.150.1 Modem
Relay and T.38 Fax Relay standards

[Required: EI, TA, IAD, LSC, MFSS] Analog telephones, when combined with a TA or IAD,
together shall comply with TIA-810-B, November 3, 2006.

Analog instruments, including secure analog Els, analog facsimile Els, and analog modem Els,
shall be supported by the existing twisted-pair cable plant connected to line cards that are part of
the LSC MG.

[Required: MG Line Card, LSC, MFSS] The line card shall support G.711 standards.

[Conditional: MG Line Card, LSC, MFSS] The line card shall support V.150.1 Modem
Relay and T.38 Fax Relay standards.

[Required: EI, MG Line Card, LSC, MFSS] Analog telephones, when connected to a line
card, together shall comply with TIA-810-B, November 3, 2006.
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NOTE: The acquiring activity should, based on traffic engineering and vendor prices, determine
the required number of TAs, IADs, and MG line cards with and without V.150.1 and T.38
capability. V.150.1 and T.38 are required to support analog secure instruments, fax machines,
and data modems.

[Conditional: LSC, MFSS] The LSC and MFSS shall support secure analog Els on analog
TAs, IADs, and MG line cards, where the TAs, IADs, and MG line cards support the ITU-T
Recommendation V.150.1 standard for Modem Relay. However, every analog TA, IAD, and
MG line card on the LSC or MFSS is not required to support secure analog Els, and is not
required to support ITU-T Recommendation V.150.1 Modem Relay.

[Conditional: LSC, MFSS] The LSC and MFSS shall support analog facsimile Els on analog
TAs, IADs, and MG line cards, where the TAs, IADs, and MG line cards support the ITU-T
Recommendation .38 standard for Fax Relay. However, every analog TA, IAD, and MG line
card on the LSC or MFSS is not required to support analog facsimile Els, and is not required to
support ITU-T Recommendation .38 Fax Relay.

[Conditional: LSC, MFSS] The LSC and MFSS shall support analog modem Els on analog
TAs, IADs, and MG line cards, where the TAs, IADs, and MG line cards support the ITU-T
Recommendation V.150.1 standard for Modem Relay. However, every analog TA, IAD, and
MG line card on the LSC or MFSS is not required to support analog modem Els, and is not
required to support ITU-T Recommendation V.150.1 Modem Relay.

5.3.2.6.1.7 Softphones

[Conditional: PEI, AEI, LSC, MFSS] A softphone is an end-user software application on an
approved operating system that enables a general-purpose computer to function as a telephony
PEI/AEI. The softphone application is considered an IP PEI/AELI. It is associated with the IP
telephone switch and will be tested on an approved operating system as part of the SUT.

The softphone shall be conceptually identical to a traditional IP “hard” telephone and is required
to provide voice features and functionality provided by a traditional IP hard telephone, unless
explicitly stated here within this paragraph. The softphone application in conjunction with a
general-purpose computer, including its mouse (point and click) interaction, shall support, as a
minimum, the following UCR 2008 requirements:

e Section 5.3.2.2.2.1, Voice Features and Capabilities

e Section 5.3.2.5.2.1, System Availability (NOTE: The softphone application
shall be exempt from these requirements.)

e Section 5.3.2.6.1, Voice Instrument
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5.3.2.6.1.8

Section 5.3.2.6.1.1, Tones and Announcements

Section 5.3.2.6.1.2, Audio Codecs

Section 5.3.2.6.1.3, Handset Loudness and Frequency Response Requirement
VVoIP PEI or AEI Telephone Audio Performance Requirements

Section 5.3.2.6.1.4, Voice over IP Sampling Standard

Section 5.3.2.6.1.5, Authentication to LSC

Section 5.3.2.6.3, End Instrument to ASLAN Interface

Section 5.3.3, Network Infrastructure End-to-End Performance Requirements

The softphone application shall be exempt from the performance (i.e., packet loss,
jitter, latency) requirements specified in Section 5.3.3, Network Infrastructure End-to-
End Performance Requirements, e.g., the PEI/AEI 50-ms codec latency and the 20-
ms de-jitter buffer latency.

Section 5.3.3.3.2, VVoIP Differentiated Services Code Point

Section 5.4, Information Assurance Requirements

ISDN BRI Telephone Support

[Conditional: LSC] The ISDN BRI Els, including secure ISDN BRI Els, shall be supported by
the LSC. The ISDN BRI EI shall be supported either

By a BRI-capable TA or a BRI-capable IAD that is connected to an Ethernet
port, or

By the existing twisted-pair cable plant connected to a BRI-capable line card
that is part of the LSC MG.

[Conditional: LSC, TA] The LSC shall support BRI-capable TAs that support standard
(nonsecure) ISDN BRI Els. These BRI-capable TAs shall support the ITU-T Recommendation
G.711 standard. Also, each BRI-capable TA shall support one port with an RJ-11 BRI interface,
one port with an RJ-45 BRI interface, and one port with an RJ-45 Ethernet interface.

[Conditional: LSC, IAD] The LSC shall support BRI-capable IADs that support standard
(nonsecure) ISDN BRI Els. These BRI-capable 1ADs shall support the ITU-T Recommendation
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G.711 standard. Also, each BRI-capable IAD shall support from 4-16 ports with RJ-11 BRI
interfaces, from 4-16 ports with RJ-45 BRI interfaces, and one port with an RJ-45 Ethernet
interface.

[Conditional: LSC, TA] The LSC shall support BRI-capable TAs that support secure ISDN
BRI Els. These BRI-capable TAs shall support both the ITU-T Recommendations G.711 and
V.150.1 standards. Also, each BRI-capable TA shall support one port with an RJ-11 BRI

interface, one port with an RJ-45 BRI interface, and one port with an RJ-45 Ethernet interface.

[Conditional: LSC, IAD] The LSC shall support BRI-capable IADs that support secure ISDN
BRI Els. These BRI-capable IADs shall support both the ITU-T Recommendations G.711 and
V.150.1 standards. Also, each BRI-capable IAD shall support from 4-16 ports with RJ-11 BRI
interfaces, from 4-16 ports with RJ-45 BRI interfaces, and one port with an RJ-45 Ethernet
interface.

[Conditional: EI] The ISDN BRI telephones when combined with a BRI-capable TA or BRI-
capable IAD shall comply with TIA-810-B, November 3, 2006.

[Conditional: LSC MG] The LSC MG shall support BRI-capable MG line cards that support

standard (nonsecure) ISDN BRI Els. These BRI-capable MG line cards shall support the ITU-T
Recommendation G.711 standard. Also, each BRI-capable MG line card shall support one port

with an RJ-11 BRI interface, and one port with an RJ-45 BRI interface.

[Conditional: LSC MG] The LSC shall support BRI-capable MG line cards that support
secure ISDN BRI Els. These BRI-capable MG line cards shall support both the ITU-T
Recommendations G.711 and V.150.1 standards. Also, each BRI-capable MG line card shall
support one port with an RJ-11 BRI interface, and one port with an RJ-45 BRI interface.

[Conditional: EI] The ISDN BRI telephones when combined with a BRI-capable MG line card
shall comply with TIA-810-B, November 3, 2006.

[Conditional: LSC, TA, IAD, LSC MG, EI] When the LSC, TA, IAD, and LSC MG support
ISDN BRI Els (both standard and secure), the LSC, TA, IAD, and LSC MG shall support all the
DSN ISDN BRI requirements in the following DSN sections of UCR 2008:

e Section 5.2.1.3.3, National ISDN 1/2 Basic Access

e Section 5.2.2.6, ISDN MLPP BRI

e Section 5.2.2.8, MLPP Interactions with Common Optional Station Features
and Services
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e Section 5.2.2.10, MLPP Interactions with Electronic Key Telephone Systems
Features

e Section 5.2.4.7, ISDN Digital Subscriber Signaling System No. 1 Signaling
e Section 5.2.9, Integrated Services Digital Network.

5.3.2.6.2  Video End Instrument

Video Els are considered associated with the LSC and must have been designed in conjunction
with the LSC design. An IP video instrument shall be designed in accordance with the acquiring
activity requirements, but the following capabilities are specifically required as indicated:

1. [Conditional] DoD CAC card reader.

2. [Required] Automatic enabling of the video camera is not permitted after video session
negotiation or acceptance. The called party must take a positive action to enable the
camera.

3. [Required] Display calling number.

4. [Required] Display precedence level of the session.

5. [Required] Support for DHCP.

5.3.2.6.2.1 Display Messages, Tones, and Announcements

[Required: PEI, AEI, LSC, MFSS] Tones and announcements, as appropriate for voice and
video over IP, and as required, in UCR 2008, Sections 5.2.4.5.2, DSN Information Signals,
5.2.2.1.3, Announcements, shall be supported by the PEI and AEI. These tones and
announcements may be generated locally by the PEI and AEI, or generated by the LSC or a
server connected to the ASLAN, and passed as a media stream to the PEI and AEI.

5.3.2.6.2.2 Video Codecs (Including Associated Audio Codecs)

1. [Required: PEI, AEI] The product shall support the origination, maintenance, and
termination of a video session using the following codecs: one G.xxx and one H.xxx must
be used to create and sustain a video session. (All video and audio capabilities in the PEI
or AEI shall be sent to the terminating PEI or AEI for negotiation about which video and
audio codec to use for the session.)
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2. [Required: PEI, AEI] Video PEIs and AEls shall support, at a minimum, G.711 PCM,
where PCM has a static payload type value of 0 and a clock rate of 8000. The PCM shall
support both the p-law and A-law algorithms.

3. [Conditional: PEI, AEI] It is recommended that video PEIs and AEIs support other audio
codecs in addition to G.711 PCM. Recommended audio codecs include:

a. ITU-T Recommendation G.722, where G.722 has a static payload type value of 9 and
a clock rate of 8000

b.  ITU-T Recommendation G.722.1, where G.722.1 has the encoding name “G7221,” a
clock rate of 16000, and a standard bit rate of 24 kbps or 32 kbps.

4. [Required: PEI, AEI] If avideo PEI or AEl is intended for directly establishing video
sessions with other video PEIs or AEIs (in addition to, or in place of, connectivity to a
multipoint video conferencing unit), then the video PEI or AEI shall support, at a
minimum, the ITU-T Recommendation H.263-2000 codec.

5.  [Required: PEI, AEI] A video PEI or AEI intended for connectivity with a Multipoint
Conferencing Unit (MCU) shall support at least one of the following video codecs:

a. ITU-T Recommendation H.263-2000
b. ITU-T Recommendation H.264
C. ITU-T Recommendation H.261

5.3.2.6.2.3 Authentication to LSC

[Required: PEI, AEI, LSC, MFSS] The PEI and AEI shall be capable of authenticating
themselves to their associated LSC and vice versa in accordance, Section 5.4, Information
Assurance Requirements.

5.3.2.6.3 End Instrument to ASLAN Interface

[Required: PEI, AEI] The interface to the ASLAN shall be in accordance with Ethernet (IEEE
802.3) LAN technology. The 10-Mbps and 100-Mbps Fast Ethernet (IEEE 802.3u) shall be
supported.

Tones and announcements may be generated locally by the PEI or AEI upon command of the
LSC, or be generated upon command of the LSC by an internal LSC media server or an external
media server (not part of the LSC) connected to the ASLAN and passed as a media stream to the
PEI or AEI.
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5.3.264 PEls, AEls, TAs, and IADs Us the V.150.1 Protocol

[Required: PEI, AEI, Secure AEI, TA with V.150.1, IAD with V.150.1] Whenever these
types of IP Els, TAs, or IADs use ITU-T Recommendation V.150.1, the following applies:

1. ITU-T Recommendation V.150.1 provides for three states: audio, voice band data (VBD),
and modem relay. After call setup, inband signaling may be used to transition from one
state to another. In addition, ITU-T Recommendation V.150.1 provides for the transition
to FolP using Fax Relay per ITU-T Recommendation T.38.

2. When the product uses ITU-T Recommendation V.150.1 inband signaling to transition
between audio, FolP, modem relay, or VBD states or modes, the product shall continue to
use the established session’s protocol (e.g., decimal 17 for UDP) and port numbers so that
the transition is transparent to the EBC.

5.3.2.7 Local Session Controller

The LSC is a software-based call processing product that provides voice and video services to IP
telephones and media processing devices within a local service domain. Additionally, an LSC
extends signaling and call control services to allow calls to reach connections outside the local
service domain. Connectivity to external networks outside a local service domain is provided via
gateways to non-1P networks, or to an IP-based long-haul network.

The LSC software and functions may be distributed physically among several high-availability
server platforms with redundant call management modules and subscriber tables to provide
robustness.

Figure 5.3.2.7-1, Simple Overview of LSC Functionality, provides a simple overview of an LSC
and its functions.
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OVERVIEW OF AN LSC FUNCTIONALITY AND SIP SIGNALING
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address digits received, and based on datacontained

SIP User Agents: IntelligentIP phones with SIP
software that create and manage a SIP session.

SIP Registrar Server: Equivalentto TDM subscriber
line database tables and classmarks for all telephones
served directly off or by the LSC controlling adomain.
In SIP messaging, these servers retrieve and send
participant’s IPaddresses and other pertinent
information to the SIP Back-to-Back User Agent
(B2BUA).

(B2BUA): Equivalentto TDM call processing software
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anotherdomain.
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tables that allow SIP B2BUAs to direct SIP session
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and SIP B2BUAs.

LEGEND:
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Figure 5.3.2.7-1. Simple Overview of LSC Functionality
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53271

LSC Functional Reference Model and Assumptions

Figure 5.3.2.7-2, Functional Reference Model — LSC, shows the reference model for the LSC.
The LSC consists of several SCS functions performed by the CCA, IWF, MG, MGC, and SG.

These are connected via proprietary internal interface functions. Connectivity to other networks,
long-haul transport systems (via an ASLAN), and DISA’s VVoIP NMS (ADIMSS) are provided

by external interfaces.
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LSC Local Session Controller WAN Wide Area Network

Note: The PEI (using Proprietary VoIP and Video)is partofthe LSC UC Product; the AEI (using AS-SIP VoIP and Video) isnot.

Figure 5.3.2.7-2. Functional Reference Model — LSC
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Generic Requirements for the CCA, MG, and SG functions and NM are provided in separate
sections of the UCR 2008, as follows:

1.

4.

Section 5.3.2.9, Call Connection Agent, contains CCA requirements, including

requirements for the CCA-associated Interworking Function (IWF), which apply to both
the LSC and the MFSS.

Section 5.3.2.12, Media Gateway Requirements, contains MG and MGC requirements.

Section 5.3.2.13, Signaling Gateway Requirements, contains SG requirements.

Section 5.3.2.17, Management of Network Appliances, contains NM requirements.

53.27.1.1 Assumptions — LSC

The following assumptions are made based on the LSC reference model:

1.

The MGC and IWF are both components of the CCA. The MGC is responsible for
controlling the MG in the LSC and the CAS and ISDN TDM trunk groups that are
connected to it. The IWF is responsible for supporting all the VoIP and TDM signaling
protocols in the LSC, and for interworking the different protocols together (see Table
5.3.2-7, Full IWF Interworking Capabilities for VolP and TDM Protocols) for the full set
of IWF capabilities. For example, the IWF is responsible for interworking AS-SIP on the
IP network side with ISDN PRI on the TDM side, and interworking Proprietary VVolIP on
the EI side with AS-SIP on the MFSS side.

The MG provides circuit-switched trunk termination (for DoD PRI and CAS trunks) and
TDM/VolP interworking. The MG is controlled by the MGC. The protocol that the MGC
uses to control the MG can be ITU-T Recommendation H.248 (specifically, H.248.1,
Gateway Control Protocol, Version 3, September 2005), or a proprietary protocol chosen
by the LSC supplier.

Figure 5.3.2-8, Functional Reference Model — LSC, shows the LSC supporting a single MG
on a single ASLAN. In addition, a single LSC can support multiple MGs on multiple
ASLANS, where those ASLANS are interconnected to form a MAN or Community of
Interest Network (COIN). In this arrangement, it is expected that the set of ASLANS
forming the MAN or COIN can meet the single-ASLAN performance requirements in
Section 5.3.1, Assured Services Local Area Network Infrastructure. In this case, the LSC
supports sessions between an MG on one ASLAN and a PEI, AEI, MG, or EBC on another
ASLAN, as long as both ASLANSs are part of the same MAN or COIN.
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Another way of stating this is that a single LSC is able to support MGs at multiple physical
locations. In some deployments, an LSC in one location will serve ASLANSs and PEIs or
AEIls at distant locations, where both locations are part of the same regional MAN or
COIN. In these cases, each distant ASLAN may want to have its own gateway to the local
PSTN. In these cases, the LSC supports MGs at multiple locations over MAN or COIN
infrastructures that meet the ASLAN performance requirements in UCR 2008.

4.  The LSC support for (and inclusion of) an MGC and an MG is Conditional-Deployable.
That is, LSC support for (and inclusion of) an MGC and an MG is required for Fixed
products, but conditional for Deployable products.

5.  The LSC support for (and inclusion of) an SG is Conditional.

6.  Each functional component in the LSC has associated management-related functions for
FCAPS management and audit logs.

7. The signaling requirements and the Proprietary VoIP requirements for the EI-LSC interface
are outside the scope of this section, and are left to the supplier’s discretion. The CCA
IWF is responsible for interworking the supplier’s Proprietary VolIP El implementations
with DISN-standard AS-SIP on the LSC/MFSS interface. The signaling requirements for
the AEI-LSC interface are DISN-standard AS-SIP.

8.  The CCA interacts with the Service Control functions using internal interfaces and
proprietary protocols that vary from one supplier’s solution to another.

9. The LSC interactions with its EBC are as follows:

a.  The EBC controls signaling streams between an LSC (connected to an ASLAN) and
an MFSS (whose separate ASLAN is connected to the DISN WAN). In doing so, the
EBC also controls media streams between LSC PEIs, AEIs, and MGs (connected to
the ASLAN), and PEIs, AEIs, and MGs on other LSCs (whose separate ASLANS are
connected to the DISN WAN). The LSC accesses the DISN WAN via the LSC EBC
and an associated Provider Edge (PE) Router on the DISN WAN.

b.  Asaresult, it is possible for an LSC MG to direct a VoIP media stream (interworked
from a TDM media stream from the TDM side of that MG) through an EBC to the
DISN WAN, and through the DISN WAN to a remote PEI, AEI, or MG.
5.3.2.7.2  Summary of LSC Functions and Features

The LSC provides voice functions and features similar to a DSN EO switching system. Line-
Side (Local) Custom Calling features implemented at a vendor’s discretion must not interfere
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with the functional requirements specified within the UCR 2008. Table 5.3.2.7-1, Summary of
LSC Functions, provides a summary of LSC functions.

Table 5.3.2.7-1. Summary of LSC Functions

FUNCTION

DESCRIPTION

Session Control and
Signaling

Verifies call request is consistent with policy rules call management,
CAC, AS-SIP signaling function serving PEIs and AEls:

B2BUA or Call Stateful Proxy Server (assumes that some Els will not use
AS-SIP; AS-SIP used on “trunk side”), intermediary in all inbound
and outbound signaling messages to/from the PEI or AEI

Requests Network Resources [Conditional]

Control (Master-Slave) to EBC on a per-session basis [Conditional]

Signaling interworking [Conditional] H.323, H.248

PRI, MGCP

ASAC

Executes AS functions in the local service domain via control of the PEl,
AEI, and CE Router.

Determines and performs preemption where required.

Maintains local active session state knowledge (session precedence level,
CoS, local access bandwidth used and available).

Network Management

Provides traffic call information to, and responds to traffic flow control
commands from, an NMS.

Local Domain Directory

Subscriber information, including telephone number, organization name,
code address, and subscriber name.

MGC

[Required: Fixed; Conditional: Deployed]; Controls the MG when the
MG in included in the LSC.

PEI, AEI, and User
Registration

Information Assurance; access control information for authentication and

authorization; PEI and AEI registration:

User identification, authentication, and authorization; numbering and
addressing information; user profile; CoS; precedence level.

Dialing, numbering, and
routing tables; UFS
Administration

Dialing, numbering, and routing tables (location services for sending call
requests) regarding local calling features, multiple line appearances, voice
mail, and speed call.

LEGEND

AEI AS-SIP End Instrument CE Customer Edge MGC  Media Gateway Controller

AS Assured Services CoS Class of Service MGCP Media Gateway Control

ASAC Assured Service Admission Control  EBC Edge Boundary Controller Protocol

AS-SIP Assured Services Session Initiation  El End Instrument NMS Network Management System
Protocol 1A Information Assurance PEI Proprietary End Instrument

B2BUA Back-to-Back User Agent LSC Local Session Controller RTS Real Time Services

CAC Call Admission Control MG Media Gateway UFS User Features and Services

5.3.2.7.2.1 PBAS/ASAC Requirements

[Required: LSC] The LSC shall meet all the requirements for PBAS/ASAC, as appropriate for
VoIP and Video over IP services, as specified in UCR 2008, Section 5.2.2, Multilevel

Precedence and Preemption.
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5.3.2.7.2.2 Calling Number Delivery Requirements

[Required: LSC] The LSC shall support CND, as specified in UCR 2008, Section
5.2.3.5.1.8.2, Calling Number Delivery.

5.3.2.7.2.3 LSC Signaling Requirements

[Required: LSC] The LSC must provide signaling on the line side for local intra-enclave
subscriber-to-subscriber calls, and trunk-side signaling for calls between an external enclave and
a local subscriber. An important element of signaling is the method of addressing used to
forward AS-SIP requests within the network. Table 5.3.2.7-2, LSC Support for VVoIP and Video
Signaling Interfaces, provides a complete list of the LSC signaling requirements.

5.3.27.24 Service Requirements under Total Loss of WAN Transport Connectivity

[Required: LSC] In the event that a total loss of connectivity to the DISN WAN occurs, the
LSC shall provide the following functions:

e Completion of local (intra-enclave) calls

e Routing of calls to the PSTN using a local MG (PRI or CAS as required by
the local interface)

e User look-up of local directory information
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Table 5.3.2.7-2. LSC Support for VolP and Video Signaling Interfaces

VoIP AND VIDEO
FUNCTIONAL SIGNALING VolP AND VIDEO
COMPONENT INTERFACES SIGNALING PROTOCOLS
CCA CCA (LSC)-to- AS-SIP over IP
CCA (MFESS)
CCA CCA (LSC)-to-PEI Proprietary VolIP Signaling over IP
(details outside the scope
of this section)
CCA CCA (LSC) to AEI AS-SIP over IP
CCA/MGC and CCA (MGC)-to-MG ITU-T H.248 over IP
MG (used with DoD CCS7, ISDN PRI, and CAS trunks)
[Objective, not Required]
CCA/MGC and CCA (MGC)-to-MG ISDN PRI over IP
MG (North American National ISDN Version,
used with ISDN PRI trunks only)
[Objective, not Required]
CCA/MGC and CCA (MGC)-to-MG Proprietary Supplier Protocols
MG (used as an alternative to ITU-T Recommendation
H.248 over IP and ISDN PRI over IP)
(used with DoD CCS7, ISDN PRI, and CAS trunks)
CCA and SG LSC CCA-to-LSC SG DoD CCS7 over IP
(used with DoD CCS7 trunks)
[Conditional, not Required]
CCA and SG LSC CCA-to-LSC SG Proprietary Supplier Protocols
Used as an alternative to DoD CCS7 over IP
(used with DoD CCS?7 trunks)
[Conditional, not Required]
LEGEND
AEI AS-SIP End Instrument IP Internet Protocol MFSS Multifunction Softswitch
AS-SIP  Assured Services Session Initiation ISDN Integrated Services Digital MG Media Gateway
Protocol Network MGC Media Gateway Controller
CAS Channel Associated Signaling ITU-T International Telecommunications PEI Proprietary End Instrument
CCA Call Connection Agent Union — Telecommunication PRI Primary Rate Interface
CCs7 Common Channel Signaling No. 7 LSC Local Session Controller SG Signaling Gateway
DoD Department of Defense VolP Voice over IP
5.3.2.7.25 Local Location Server and Directory

[Required: LSC] The purpose of the Local Location Server (LLS) is to provide information on
call routing and called address translation (where a called address is contained within the called
SIP URI in the form of the called number). The CCA uses the routing information stored in the

LLS to

e Route internal calls from one LSC PEI or AEI to another PEI or AEI on the
same LSC.
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e Route outgoing calls from an LSC PEI or AEI to another LSC, an MFSS, or a
TDM network.

e Route incoming calls from another LSC, an MFSS, or a TDM network to an
LSC PEI or AELI.

5.3.2.7.2.6 LSC Management Function
[Required: LSC] The LSC Management function supports functions for LSC FCAPS
management and audit logs. Collectively, these functions are called FCAPS Management and

Audit Logs. A complete description of these requirements is provided in

e Section 5.3.2.17, Management of Network Appliances

e Section 5.3.2.18, Network Management Requirements of Appliance Functions

e Section 5.3.2.19, Accounting Management

The CCA interacts with the LSC Management function by

1. Making changes to its configuration and to its end users’ configurations, in response to
commands from the Management function that requests these changes.

2. Returning information to the Management function on its FCAPS, in response to
commands from the Management function that requests this information.

3. Sending information to the Management function on a periodic basis (e.g., on a set
schedule), keeping the Management function up-to-date on CCA activity. An example of
this update would be a periodic transfer of Call Detail Records (CDRs) from the CCA to
the Management function, so that the Management function either could store the records
locally or transfer them to a remote NMS for remote storage and processing.

5.3.2.7.2.7 LSC Transport Interface Functions

[Required: LSC] The LSC Transport Interface functions provide interface and connectivity
functions with the ASLAN and its IP packet transport network. Examples of Transport Interface
functions include the following:

e Network Layer functions: IP, IP security (IPSec)

e Transport Layer functions: IP Transport Protocols (Transport Control
Protocol (TCP), UDP, TLS)
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e LAN Protocols

The CCA interacts with Transport Interface functions by using them to communicate with PEIs
or AEls and the EBC (and through the EBC to other LSCs and the MFSS) over the ASLAN.
The following Local Assured Services Domain elements are all IP end-points on the ASLAN:

e Each PEI or AEI served by the LSC

e Each MG served by the LSC (even though the MG may be physically
connected to the CCA/MGC over an internal proprietary interface, instead of
being connected logically to the CCA/MGC over the ASLAN)

e The CCA/IWF/MGC itself

e The EBC (for LSC, PEI, AEI, and MG communication with other LSCs,
MESSs, PEIs, AEIs, and MGs over the DISN WAN)

As an example, the CCA interacts with the LSC Transport Interface functions when it uses IP,
TLS, TCP, and the native ASLAN protocols to exchange AS-SIP signaling messages with PEIs
or AEls and the EBC over the ASLAN.

The MGs controlled by the CCA interact with the LSC Transport Interface functions when they
use IP, UDP, and the native ASLAN protocols to route SRTP media streams to and from PEIs or
AEIs, other LSC MGs, and the EBC over the ASLAN.

53.2.7.2.8 LSC-to-NMS Interface
[Required: LSC] The LSC shall provide an interface to the DISA NMS. The interface consists

of a 10/100-Mbps Ethernet connection as specified in Section 5.3.2.4.4, VVoIP Network
Management System Interface Requirements.

5.3.2.7.2.9 ASAC Requirements for LSC Related to VVoice and Video

[Required: LSC] For ASAC requirements, see Section 5.3.2.2.2.3, ASAC - Open Loop.

5.3.2.7.2.10 LSC to PEI, AEI, and Operator Console Status Verification

[Required: LSC] Periodically, the LSC shall verify the status of its registered and
authenticated IP Els, including operator (dial service attendant) consoles. The verification
interval shall be configurable with the default set at 5 minutes.
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5.3.2.7.211 Line-Side Custom Features Interference

[Conditional: LSC] Vendors may implement unique custom features applicable to the line side
of the LSC.

[Required: LSC] Line-side custom features must not interfere with the Assured Services
requirements.

5.3.2.7.3  Loop Avoidance for LSCs

[Required: LSC] During the call establishment process, the product shall be capable of
preventing or detecting and stopping hair-pin routing loops over ANSI T1.619a and commercial
PRI trunk groups (i.e., T1 PRI and E1 PRI) between a legacy switch (e.g., TDM EQO) and an LSC
(see Figure 5.3.2.7-3, Example of a Hairpin Routing Loop). The Loop Avoidance mechanism
must not block call requests that are legitimately redirected or forwarded between the two
interconnected products. In the event that a routing loop is detected, the LSC shall clear the call
in the backwards direction, either sending a 404 (Not Found) response to a SIP originator, or an
ISDN DISCONNECT message (from the MG) to a TDM originator. The LSC shall provide a
VCA to the caller in each case.

NOTE: Currently, this feature is not required a WAN SS or MFSS with the following
exceptions: (a) if the WAN SS has a Conditional LSC component, this LSC must comply with
the Loop Avoidance requirement as defined in this section, and (b) likewise, the LSC component
of an MFSS must comply with the Loop Avoidance requirement as defined previously.
Operational experience may dictate that the scope of this requirement should be expanded to
address “tandem” routing carried out by the WAN SS or the SS component of an MFSS.
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Figure 5.3.2.7-3. Example of a Hairpin Routing Loop

5.3.2.74  AS-SIP TDM Gateway
5.3.2.7.4.1 Overview

The AS-SIP TDM Gateway is a VVoIP appliance, and its purpose is to enable the
interconnection and interoperation of a traditional TDM switch with the DISN UC system. The
AS-SIP TDM Gateway performs interworking for voice and video sessions in both the signaling
plane and the bearer plane.

NOTE: The AS-SIP TDM Gateway does NOT support interworking of IP-based signaling
platforms and does NOT support or serve any TDM Els or IP Els.

Figure 5.3.2.7-4, depicts examples of the two basic topologies that use the AS-SIP TDM
Gateway. The first example depicts an enclave having one assured services precedence-capable
TDM switch that interfaces with the AS-SIP TDM Gateway over ISDN MLPP PRI trunks. The
second example depicts an enclave with multiple TDM switches that may include a PBX2 as
well as MLPP-capable TDM switches wherein on assured services precedence-capable TDM
switch interfaces with the AS-SIP TDM Gateway over ISDN MLPP PRI trunks, and the other
TDM switches interface with the TDM switch connected to the AS-SIP TDM Gateway.

The AS-SIP TDM Gateway only interfaces with one assured services precedence-capable TDM
switch. When multiple TDM switches are located at an enclave, only one of those TDM
switches is permitted to directly interface with the AS-SIP TDM Gateway. A PBX2 (or any
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other non-assured services precedence-capable TDM switch) is NOT permitted to directly
interface with an AS-SIP TDM Gateway.

Enclave has 1 TDM Switch

EO/SMEO| ISDN MLPP PRI| AS-SIP AS-SIP EBC
/PBX1 TDM Gwy | SRTP/UDP

Enclave has multiple TDM Switches;

PBX1 /&O/V Only 1 TDM switch is permitted to interface with AS-SIP TDM Gateway
&%
7S]
/04)/
ISDN MLPP PRI AS-SIP AS-SIP
E EBC
/ © TDM Gwy | SRTP/UDP @
QA
W°
pex2 [ °

Figure 5.3.2.7-4. AS-SIP TDM Gateway Topologies
The AS-SIP TDM Gateway does NOT support ASAC and relies on the subtended TDM switch
to perform that functionality. It is assumed and expected that appropriate traffic engineering will
be performed with respect to the TDM trunks that interface to the AS-SIP TDM Gateway to
ensure that the total number of DSOs available for serving calls via the AS-SIP TDM Gateway
does not exceed the bandwidth constraints of the access link between the CE Router and the AR.

The MFSS that serves the AS-SIP TDM Gateway performs standard ASAC policing of the AS-
SIP TDM Gateway.

The AS-SIP TDM Gateway MUST support the following TDM interface:
e ISDN MLPP PRI

[Conditional] The AS-SIP TDM Gateway MAY support the following TDM interface:
e ISDN PRI

NOTE: At this time, a use case for the ISDN PRI interface has NOT been identified.

When the AS-SIP TDM Gateway receives a SETUP message from an ISDN MLPP PRI, the AS-
SIP TDM Gateway MUST interwork the SETUP message to an AS-SIP INVITE and forward the
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AS-SIP INVITE to the EBC. The MLPP IE network identity digits, precedence level bits, and
service domain MUST be interworked into the Resource-Priority header’s network domain
subfield, r-priority field, and precedence domain subfield, respectively see Section 5.3.2.7.4.3.2.
Interworking of MLPP IE and RPH.

The AS-SIP TDM Gateway MUST add a CCA-ID parameter to the Contact header.

The AS-SIP TDM Gateway MUST add a route set comprising two Route headers where the first
Route header is the SIP URI for the EBC at the enclave, and the second Route header is the SIP
URI for the EBC serving the MFSS.

When the AS-SIP TDM Gateway receives an AS-SIP INVITE from the MFSS via the EBC
intended for an ISDN MLPP PRI, the AS-SIP TDM Gateway MUST interwork the INVITE to a
SETUP message (including MLPP IE) and forward the SETUP message on the D-channel.

The TDM switch is responsible for implementing the assured services Precedence Capability
function and the AS-SIP TDM Gateway MUST interwork INVITEs received from the EBC to
the TDM switch, even if all DSOs are currently in use. The TDM switch is responsible for either
rejecting the call request, conducting preemption, or diverting the call request to an attendant or
voicemail system.

The AS-SIP TDM Gateway MUST NOT perform directionalization and MUST NOT perform
code blocking. Both of these functions are the responsibility of the TDM switch connected to
the AS-SIP TDM Gateway.

5.3.2.7.4.2 AS-SIP TDM Gateway Functional Reference Model and Assumptions

Figure 5.3.2.7-5. Functional Reference Model — AS-SIP TDM Gateway, shows the reference
model for the AS-SIP TDM Gateway. The AS-SIP TDM Gateway consists of several SCS
functions performed by the CCA, IWF, MGC, and MG. These are connected via proprietary
internal interface functions. Connectivity to other networks, long-haul transport systems (via an
ASLAN), and DISA’s VVVoIP NMS (ADIMSS) are provided by external interfaces.
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LEGEND:
ASLAN Assured ServicesLocal Area Network MG Media Gateway
AS-SIP  Assured Services Session Initiation Protocol MGC Media Gateway Controller
CCA Call Connection Agent PBX Private Branch Exchange
CER Customer Edge Router PEI Proprietary End Instrument
DoD Department of Defense PRI Primary Rate Interface )
EBC Edge Border Controller SCS Session Control and Signaling
EMS Element Management System SMEO  Small End Office
EO End Office . o SRTP  Secure Real Time Transport Protocol
ISDN Integrated Services Digital Network SS Softswitch
IWF Interworking Function UDP User Datagram Protocol
MFSS  Multifunction Softswitch WAN Wide Area Network

Figure 5.3.2.7-5. Functional Reference Model — AS-SIP TDM Gateway

Generic Requirements for the CCA and MG functions and NM are provided in separate sections
of the UCR, as follows:

1.  Section 5.3.2.9, Call Connection Agent, contains CCA requirements, including the CCA-
associated IWF.

2. Section 5.3.2.12, Media Gateway Requirements, contains MG and MGC requirements.

3. Section 5.3.2.17, Management of Network Appliances, contains NM requirements.
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5327421 Assumptions — AS-SIP TDM Gateway

The following assumptions are made based on the AS-SIP TDM Gateway reference model:

1.

5.

The AS-SIP TDM Gateway only interfaces with one TDM switch, and the TDM switch
MUST implement assured services precedence capability.

All of the trunks of the assured services precedence-capable TDM switch (i.e. EO, SMEO,
or PBX1) that interface to the AS-SIP TDM Gateway MUST be ISDN MLPP PRI trunks.

The TDM switch has no other TDM or IP connectivity to the UC WAN aside from the AS-
SIP TDM Gateway. The TDM trunks to the MFS will be eliminated to avoid hybrid
routing issues at the MFSS/MFS and WAN SS.

The MGC and IWF are both components of the CCA. The MGC is responsible for
controlling the MG in the AS-SIP TDM Gateway and the ISDN MLPP PRI TDM trunk
groups that are connected to it. The IWF is responsible for supporting all the VVolP and
TDM signaling protocols in the AS-SIP TDM Gateway, and for interworking the different
protocols together (see Table 5.3.2.7-3 which is a subset of the interworking capabilities set
forth in Table 5.3.2.9-2, Full IWF Interworking Capabilities for VolP and TDM Protocols).

Table 5.3.2.7-3. AS-SIP TDM Gateway IWF Interworking Capabilities for
VolIP and TDM Protocols

IWF IWE OUTPUT PROTOCOL
INPUT AS-SIP
PROTOCOL (TO ANEBC) [ISDN MLPP PRI ISDN PRI
AS-SIP No interworking  |Required Conditional (use
(froman EBC) |needed case yet to be
identified)
ISDN MLPP Required No interworking | N/A
PRI needed
ISDN PRI Conditional (Use [N/A No interworking
case yet to be needed
identified)
LEGEND:
AS-SIP  Assured Services Session Initiation ISDN Integrated Services Digital Network
Protocol IWF Inter Working Function
CAS Channel-Associated Signaling MLLP Multilevel Precedence and Preemption
EBC Edge Boundary Controller N/A Not Applicable
PRI Primary Rate Interface

The MG provides circuit-switched trunk termination (for ISDN MLPP PRI trunks and
[conditional] for ISDN PRI trunks) and TDM/VolIP interworking. The MG is controlled
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by the MGC. The interface between the MGC and MG is internal to the AS-SIP TDM
Gateway and the choice of protocol is left to the vendor.

6. The MG functionality is an integral component of the AS-SIP TDM Gateway and the AS-
SIP TDM Gateway does not support remote MGs or multiple MGs.

7. The AS-SIP TDM Gateway does NOT include a SG.

8.  Each functional component in the AS-SIP TDM Gateway has associated management-
related functions for FCAPS management and audit logs.

9. The CCA interacts with the Service Control functions using internal interfaces and
proprietary protocols that vary from one supplier’s solution to another.

10. The AS-SIP TDM Gateway interactions with its EBC are as follows:
a.  The EBC controls signaling streams between an AS-SIP TDM Gateway (connected to
an ASLAN) and an MFSS (where a separate ASLAN is connected to the UC WAN).
The AS-SIP TDM Gateway accesses the UC WAN via the EBC and an associated
AR on the UC WAN.
b.  Asaresult, it is possible for an AS-SIP TDM Gateway to direct a VolP media stream

(interworked from a TDM media stream from the TDM side of that MG) through an
EBC to the UC WAN, and through the UC WAN to a remote El or MG.

53.2.7.43 Summary of AS-SIP TDM Gateway Functions and Features
Table 5.3.2.7-4 provides a summary of AS-SIP TDM Gateway functions.

Table 5.3.2.7-4. Summary of AS-SIP TDM Gateway Functions

FUNCTION DESCRIPTION
Session Control and Signaling | Signaling interworking
ISDN MLPP PRI
[Conditional] ISDN PRI
AS-SIP

Call stateful, maintains local active session state knowledge (including
precedence level)

Network Management Provides traffic call information to and responds to traffic flow control
commands from, an NMS.

MGC Required

MG Interworking of B-channel PCM with SRTP/UDP/IP packets

Generation and receipt/processing of SRTCP/UDP/IP packets
Delivery of Q.931 messages
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FUNCTION DESCRIPTION

Assignment of appropriate value to DSCP field when generating
SRTP/UDP/IP packets

LEGEND

AS-SIP Assured Services Session Initiation Protocol NMS Network Management System

DSCP Differentiated Services Code Point PCM Pulse Code Modulation

IP Internet Protocol PRI Primary Rate Interface

ISDN Integrated Services Digital Network SRTCP Secure Real-Time Transport Control Protocol
MG Media Gateway SRTP Secure Real-Time Transport Protocol

MGC Media Gateway Controller UDP User Datagram Protocol

MLLP Multilevel Precedence and Preemption

5327431 AS-SIP TDM Gateway Signaling Requirements

The AS-SIP TDM Gateway must provide signal interworking between the connected TDM
switch and the designated MFSS. Table 5.3.2.7-5, AS-SIP TDM Gateway Support for VoIP and
Video Signaling Interfaces. Provides the list of the AS-SIP TDM Gateway signaling
requirements.

Table 5.3.2.7-5. AS-SIP TDM Gateway Support for VolP and Video Signaling Interfaces

VolP AND VIDEO
FUNCTIONAL SIGNALING VolP AND VIDEO
COMPONENT INTERFACES SIGNALING PROTOCOLS
CCA CCA (AS-SIP TDM AS-SIP over IP
Gateway) —to —
CCA (MFSS)
CCA/MGC and CCA (MGC) —to- MG Internal interface to integrated MG functional
MG component
(used with ISDN MLPP PRI trunks)
(Conditional: ISDN PRI — Use case yet to be
identified)
LEGEND
AS-SIP Assured Services Session Initiation  ISDN Integrated Services Digital MG Media Gateway
Protocol Network MGC Media Gateway Controller
CAS Channel Associated Signaling MFSS Multifunction Softswitch PRI Primary Rate Interface
CCA Call Connection Agent MLPP Multilevel Precedence and TDM Time Division Multiplexing
IP Internet Protocol Preemption VolP Voice over IP

5327432 Interworking of ML PP |E and Resource-Priority Header

Per UCR Sections 5.3.4.10.2.1, Resource-Priority Header Field, 5.3.4.10.2.1.1, Namespace;
5.3.4.10.2.1.2, r-priority, 5.2.2.7.2, Precedence Level Information Elements; and 5.3.4.18.2
Requirements for Interworking AS-SIP Signaling Appliances, when the AS-SIP TDM Gateway
receives a SETUP message from an ISDN MLPP PRI trunk then the AS-SIP TDM Gateway
interworks:

1. The four network identity digits found in octets 5 and 6 of the MLPP IE into the Network
Domain subfield of the Namespace of the Resource-Priority header of an INVITE message
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NOTE: From FY 2008-FY 2012, the only valid value for the Network Domain subfield is

uc.

2. The precedence level specified in bits 1-4 of octet 3 of the MLPP IE to the equivalent
representation in the r-priority field of the Resource Priority header of an INVITE message.

3. The MLPP service domain found in octets 7-9 of the MLPP IE into the Precedence-
Domain subfield of the Namespace of the Resource-Priority header.

NOTE: From FY 2008-FY 2012, the only valid value for the Precedence-Domain subfield
is “ 000000”.

Per UCR Sections 5.3.4.10.2.1, Resource-Priority Header Field; 5.3.4.10.2.1.1, Namespace,
5.3.4.10.2.1.2, r-priority; 5.2.2.7.2 Precedence Level Information Elements; and 5.3.4.18.2,
Requirements for Interworking AS-SIP Signaling Appliances, when the AS-SIP TDM Gateway
receives an AS-SIP INVITE message intended for an ISDN MLPP PRI trunk then the AS-SIP
TDM Gateway interworks:

1.  The Network Domain subfield of the Namespace of the Resource-Priority header to the
four network identity digits found in octets 5 and 6 of the MLPP IE of a SETUP message

NOTE: From FY 2008-2012 the only valid value for the network identity digits of the
MLPP IE is the binary coded decimal value “0000.”

2. The precedence level in the r-priority field of the Resource Priority header to the equivalent
representation in bits 1-4 of octet 3 of the MLPP IE of a SETUP message.

3. The precedence-domain subfield of the Namespace of the Resource-Priority header to the
MLPP service domain in octets 7-9 of the MLPP IE of the SETUP message.

NOTE: From 2008-2012, the only valid value for the MLPP service domain is
000000000000000000000000p;nary (i.e., 0x000000)

5327433 SIP URI and Mapping of Telephone Number

When the AS-SIP TDM Gateway receives a call request over an ISDN MLPP PRI then the AS-
SIP TDM Gateway MUST map the telephony numbers received from the Q.931 SETUP
message to SIP URIs in accordance with UCR Section 5.3.4.14.3, SIP URI and Mapping of
Telephony Number into SIP URI, and UCR Section 5.3.4.7.6, SIP URI and Mapping of
Telephone Number into SIP URI.
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5327434 AS-SIP TDM Gateway Media Requirements

Summary of Relevant Media Packet Requirements from Other UCR Sections

The AS-SIP TDM Gateway MG MUST support the ITU-T Recommendation G.711 (u-law and
A-law) audio codec.

The AS-SIP TDM Gateway MG MUST support RFC 4040 and the AS-SIP TDM Gateway
MUST support the signaling for establishing the 64kbps unrestricted bearer per Section 5.3.4.7.7,
64 kbps Transparent Calls (Clear Channel).

NOTE: The 64 kbps “clearmode” data streams are used to transport individual H.320 video/64
kbps video streams across the IP network from one TDM H.320 end point to another. The AS-
SIP TDM Gateway MG is NOT required to participate in the “bonding” of the 64 kbps video
streams.

The AS-SIP TDM Gateway MG does NOT support interworking of H.320 TDM video and IP
video.

The AS-SIP TDM Gateway MG is NOT required to perform transcoding between codec types
but MUST perform A-law/p-law conversion when needed.

The AS-SIP TDM Gateway MG MUST support T.38 Fax Relay (see Section 5.3.2.12.12.6.6,
MG Support for Group 3 Fax Calls.

The AS-SIP TDM Gateway MG MUST support the SCIP-216 subset of VV.150.1 Modem Relay
(see Section 5.3.2.21.2, RTS SCIP Gateway Requirements) and the AS-SIP TDM Gateway
MUST support the AS-SIP signaling requirements in support of modem relay (See 5.3.4.13.9.1,
AS-SIP Signaling Requirements in Support of Modem Relay-Capable Gateways).

5327435 Information Assurance Requirements

The AS-SIP TDM Gateway MUST satisfy the Information Assurance requirements in Section
5.4 Information Assurance for a media gateway.

5327436 Service Requirements under Total Loss of WAN Transport Connectivity

Upon total loss of WAN transport the AS-SIP TDM Gateway becomes incapable of exchanging
either signaling messages or media packets between the connected TDM switch and the UC
WAN. The immediate consequence is that the users on the existing voice and video sessions can
no longer successfully send or receive media, and will go on-hook. The signaling termination
messages (triggered by going on-hook) will fail to transit the WAN due to the loss of WAN
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transport. In addition, since the AS-SIP TDM Gateway provides the only connectivity to the UC
WAN for the TDM switch, the TDM switch loses the ability to establish new calls over the UC
WAN until WAN connectivity is restored.
5327437 AS-SIP TDM Gateway Management Function
The following Generic Requirements for the NM function are applicable to the AS-SIP IP
Gateway:

e Section 5.3.2.1.17, Management of Network Appliances

e Section 5.3.2.18.1, Management Requirements of the CCA Function

e Section 5.3.2.18.3, Management Requirements of the CCA Function
excluding Section 5.3.2.18.3.1.1.2, SG-Related Data

e Section 5.3.2.18.5, Management Requirements of the MG Function, excluding
requirements for analog lines, ISDN BRI interface parameters, and IDLC

The CCA interacts with the AS-SIP TDM Gateway Management function by:

1. Making changes to its configuration in response to commands from the Management
function that requests these changes.

2. Returning information to the Management function on its FCAPS, in response to
commands from the Management function that requests this information.

3. Sending information to the Management function on a periodic basis (e.g., on a set
schedule), keeping the Management function up-to-date on CCA activity.

5327438 AS-SIP TDM Gateway Transport Interface Functions
The AS-SIP TDM Gateway Transport Interface functions provide interface and connectivity
with the ASLAN and its IP packet transport network. Examples of Transport Interface functions

include the following:

e Network Layer functions: IP, IPSec where IPSec is used to protect NM IP
packets

e Transport Layer functions: IP Transport Protocols TCP, UDP, TLS
e LAN Protocols
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The CCA interacts with Transport Interface functions by using them to communicate with the
EBC (and through the EBC to the MFSS) over the ASLAN. The following Local Domain
elements are all IP end points on the ASLAN:

e The MG functional component
e The CCA/IWF/MGC itself
e TheEBC

As an example, the CCA interacts with the AS-SIP TDM Gateway Transport Interface functions
when it uses IP, TLS, TCP, and the native ASLAN protocols to exchange AS-SIP signaling
messages with the EBC over the ASLAN.

The integrated MG controlled by the CCA interacts with the AS-SIP TDM Gateway Transport
Interface functions when it uses IP, UDP, and the native ASLAN protocols to route SRTP media
streams to and from the EBC over the ASLAN.

5327439 AS-SIP TDM Gateway-to-NMS Interface
The AS-SIP TDM Gateway MUST provide an interface to the DISA NMS. The interface MUST

consist of a 10/100-Mbps Ethernet connection, as specified in Section 5.3.2.4.4, VVoIP NMS
Interface Requirements.

53274310 No ASAC Requirements for AS-SIP TDM Gateway Related to Voice and
Video

The AS-SIP TDM Gateway does NOT implement ASAC requirements. The TDM trunks
between the connected TDM switch and the AS-SIP TDM Gateway MUST be engineered to
limit the maximum traffic flow to fit the bandwidth constraints of the access link.

53274311 Additional Features

The AS-SIP TDM Gateway MUST support ITU-T Recommendation V.150.1 Modem Relay
(See Section 5.3.4.13.9, Modem on IP Networks, and the NSA specification SCIP-216).

The AS-SIP TDM Gateway MUST support ITU-T Recommendation T.38 Fax Relay.
53274312 Specific Functions and Features NOT Supported

Specifically, the AS-SIP TDM Gateway does NOT support the following functions or
requirements:

e A media server
e An RTS stateful firewall
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e RTS Routing Database functions
e AS-SIP interfaces for voicemail and unified messaging

5.3.2.75 AS-SIP IP Gateway
5.3.2.7.5.1 Overview

The AS-SIP IP Gateway is a VVolIP interworking appliance, and its purpose is to enable the
interconnection and interoperation of proprietary IP-based UC signaling platforms and their
associated IP Els with the DISN UC system to support E2E voice and video sessions. The AS-
SIP IP Gateway directly interfaces with only one IP-based UC signaling platform and does NOT
support interworking of TDM-based signaling platforms and does NOT serve as a call manager
for any TDM or IP Els.

NOTE: Unlike the AS-SIP TDM Gateway, the AS-SIP IP Gateway is not an assured services
appliance, and its placement in this section is for requirements grouping purposes and should not
be interpreted as implying that the AS-SIP IP Gateway is an assured services appliance.

The AS-SIP IP Gateway SUT consists of the AS-SIP IP Gateway, the proprietary UC signaling
platform, and the IP Els served by the proprietary UC signaling platform.

As a precondition for testing at the JITC facilities the AS-SIP IP Gateway vendor MUST:

1.  Establish a relationship with the UC signaling platform vendor whereby both vendors
mutually agree that the AS-SIP IP Gateway vendor is to provide the interworking appliance
that will enable interconnection and interoperation of the UC signaling platform and its IP
Els with the DISN UC system.

2. Conduct successful Interoperability testing of voice and video signaling and media between
the AS-SIP IP Gateway and the proprietary UC signaling platform and its IP Els.

3. Present a certificate signed by the UC signaling platform vendor that affirms that the AS-
SIP IP Gateway and the proprietary UC signaling platform have undergone successful
Interoperability testing for voice and video signaling and media

The AS-SIP IP Gateway interfaces to the enclave EBC in both the signaling plane and the bearer
plane and is responsible for interworking AS-SIP voice and video signaling with the voice and
video signaling of the proprietary UC signaling platform. and the AS-SIP Gateway is responsible
for interworking UCR-compliant voice and video media packets with the voice and video media
packets supported by the proprietary UC signaling platform’s IP Els. Interoperability of UC
features and services other than non-assured voice and video services is outside the scope of the
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required functionality for the AS-SIP IP Gateway and will not be a part of AS-SIP IP Gateway
SUT Interoperability testing.

From a signaling perspective, the AS-SIP IP Gateway MUST offer an AS-SIP-compliant
signaling interface that provides end-to-end signaling Interoperability between the AS-SIP IP
Gateway SUT and the AS-SIP signaling appliances of the DISN UC WAN.

From a media perspective, the AS-SIP IP Gateway MUST offer a UCR-compliant bearer
interface that provides E2E Interoperability for voice and video media packets between the AS-
SIP IP Gateway SUT and EBCs, IP Els of LSC SUTs, MGs, and AS-SIP Els. The AS-SIP IP
Gateway MUST interwork the voice and video media packets generated by the IP Els served by
the IP-based UC signaling platform and intended for a destination outside the enclave to UCR-
compliant SRTP/UDP packets having the appropriate DSCP. Similarly, UCR-compliant
SRTP/UDP voice and video media packets received from the UC WAN and intended for the IP
Els served by the proprietary UC signaling platform MUST be interworked by the AS-SIP IP
Gateway into the proprietary media packets supported by the IP Els.

Figure 5.3.2.7-6 depicts the AS-SIP IP Gateway SUT in relation to the UC WAN where the
logical interface is between the AS-SIP IP Gateway and the EBC. The UCR does NOT mandate
the connectivity, interface, or protocol requirements within the AS-SIP IP Gateway SUT and the
internal signaling and media lines (in blue) represent notional connectivity options.

Proprietary |, 7oPretary 1P signalingl = o L ASSE s .
UC platform— — — — — IPGwy [ — L —
H Proprietar SRTP/UDP
1w ikt < SRTCP/UDP

: | 7
; 7
PEI|
7
7
’ AS-SIP IP Gateway
IP EI System Under Test

Note: The connectivity, interfaces, and protocols internal to the AS-SIP IP Gateway SUT are left to the vendor

Proprietary signaling ~  =sssssssseaaaas AS-SIP signaling  ==sssssessaaanas
Proprietary media packets =——— — — SRTP/UDP —— —
SRTCP/UDP

(UCR compliant)

Figure 5.3.2.7-6. AS-SIP IP Gateway Topology

233



DoD UCR 2008, Change 1

Section 5.3.2 — Assured Services Requirements

5.3.2.7.5.1.1 The AS-SIP IP Gateway MUST implement call count thresholds for voice sessions
and for video sessions in order to perform Session Admission Control (SAC). See Section
5.3.2.7.5.3.1.4 Session Admission Control. for more details.

AS-SIP IP Gateway Call Request Processing Overview

5.3.2.7.5.1.2 When the AS-SIP IP Gateway receives a call request from the proprietary UC
signaling platform then the AS-SIP IP Gateway MUST:

a.

Check the appropriate (voice or video) call count (and outbound call count in the case
of directionalization) to determine whether there are available bandwidth resources to
support the call request.

If the new call request would not exceed the appropriate (voice or video) call count
threshold (and outbound call count threshold) then the AS-SIP IP Gateway interworks
the call request by:

1) Incrementing the call count (and outbound call count in the case of
directionalization)

(@) Generating a “routine” level AS-SIP INVITE that advertises equivalent
capabilities to those specified in the received call request.
(3) Adding a CCA-ID parameter to the Contact header.

4) Adding a route set comprising two Route headers where the first Route header
is the SIP URI for the EBC at the enclave, and the second Route header is the
SIP URI for the EBC serving the WAN SS/MFSS.

(5) Forwarding the INVITE message to the EBC at the enclave

If the appropriate (voice or video) call count (or outbound call count) is at
threshold or the call request would cause the AS-SIP IP Gateway to exceed
the call count threshold (or outbound call count threshold) then the AS-SIP IP
Gateway MUST reject the call. NOTE: If the proprietary signaling interface
is SIP, then the response message is 488 (Not Acceptable Here) and SHOULD
include a Warning header field with warning code 370 (Insufficient
Bandwidth).

5.3.2.7.5.1.3 When an AS-SIP IP Gateway receives an initial routine AS-SIP INVITE (i.e., not a
re-INVITE) from the WAN SS/MFSS (via the EBC), then the AS-SIP IP Gateway MUST:
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Check the appropriate (voice or video) call count (and inbound call count in the case
of directionalization) to determine whether there are available bandwidth resources to
support the call request

If the new call request would not exceed the appropriate (voice or video) call count
threshold (and inbound call count threshold) then the AS-SIP IP Gateway increments
the appropriate (voice or video) call count (and inbound call count) and interworks
the INVITE to the signaling protocol of the proprietary UC signaling platform.

If the appropriate (voice or video) call count (or inbound call count) is at threshold or
the call request would cause the AS-SIP IP Gateway to exceed the appropriate (voice
or video) call count threshold (or inbound call count threshold) then the AS-SIP IP
Gateway MUST reject the call. NOTE: The response message is 488 (Not
Acceptable Here) and SHOULD include a Warning header field with warning code
370 (Insufficient Bandwidth)

5.3.2.7.5.1.4 The AS-SIP IP Gateway MUST support the following 2 methods for processing
initial precedence AS-SIP INVITEs received from the WAN SS/MFSS via the EBC and the
choice of method MUST be software configurable:

a.

Upon receipt of the initial precedence AS-SIP INVITE request the AS-SIP IP
Gateway diverts the precedence INVITE to the attendant, or

Upon receipt of the initial precedence AS-SIP INVITE request the AS-SIP IP
Gateway determines whether the appropriate (voice or video) call count (or inbound
call count in the case of directionalization) is at threshold or whether the call request
would cause the AS-SIP IP Gateway to exceed the appropriate (voice or video) call
count threshold or inbound call count threshold:

@ If the precedence AS-SIP INVITE would cause the appropriate (voice or
video) call count threshold (or inbound call count threshold) to be exceeded,
then the precedence AS-SIP INVITE is forwarded to the attendant.

NOTE: The AS-SIP IP Gateway MUST NOT conduct preemption on behalf
of an inbound precedence AS-SIP INVITE.

(@) If the precedence AS-SIP INVITE would NOT cause the appropriate call
count threshold (or inbound call count threshold) to be exceeded, then the AS-
SIP IP Gateway treats the inbound precedence AS-SIP INVITE request as if it
were a routine inbound call request and increments the appropriate (voice or
video) call count (and inbound call count) and interworks the INVITE to the
signaling protocol of the proprietary UC signaling platform.
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WAN SS/MESS Policing Requirements when Serving an AS-SIP IP Gateway

5.3.2.7.5.1.5 The AS-SIP IP Gateway only sends routine AS-SIP INVITEs to the WAN
SS/MFSS, and the WAN SS/MFSS MUST apply the standard ASAC policing rules for outbound
routine voice and video requests.

See UCR Requirements 5.3.4.11.1.8, 5.3.4.11.1.10, 5.3.4.11.1.11, and 5.3.4.11.1.12 for policing
routine outbound telephony requests.

See UCR Requirements 5.3.4.11.2.9, 5.3.4.11.2.11, 5.3.4.11.2.12, and 5.3.4.11.2.13 for policing
routine outbound video requests.

5.3.2.7.5.1.6 When a WAN SS/MFSS receives an initial “routine” AS-SIP INVITE intended for
forwarding to a served AS-SIP IP Gateway, the WAN SS/MFSS MUST apply the standard
ASAC policing rules for inbound routine voice and video requests.

See UCR Requirements 5.3.4.11.1.13,5.3.4.11.1.13.1,5.3.4.11.1.13.3,5.3.4.11.1.13 .4,
53.4.11.1.135,5.34.11.1.14,53.411.1.14.1,5.3.4.11.1.14.2,5.3.4.11.1.145,5.3.4.11.1.14.6,
5.3.4.11.1.14.7,5.3.4.11.1.14.8,5.3.4.11.1.14.9,5.3.4.11.1.14.10, 5.3.4.11.1.15, 5.3.4.11.1.15.1,
5.3.4.11.1.15.3,5.3.4.11.1.15.4, and 5.3.4.11.1.15.5 for policing inbound routine telephony
requests.

See UCR Requirements 5.3.4.11.2.14,5.3.4.11.2.14.1,5.3.4.11.2.14.3,5.3.4.11.2.14 .4,
5.3.4.11.2.145,5.3.4.11.2.14.6,5.3.4.11.2.15,5.3.4.11.2.15.1, 5.3.4.11.2.15.3,5.3.4.11.2.15.4,
5.3.4.11.2.15.5, and 5.3.4.11.2.15.6 for policing inbound routine video requests.

5.3.2.7.5.1.7 When a WAN SS/MFSS receives an initial precedence AS-SIP INVITE intended
for forwarding to a served AS-SIP IP Gateway, the WAN SS/MFSS MUST implement one of
the following two policing rules:

1. [Preferred] Forward the AS-SIP INVITE to the AS- IP Gateway and if the AS-SIP IP
Gateway responds with either a 1xx response code greater than 100 or a 2xx response and
the call request would cause the appropriate (voice or video) call count threshold (or
inbound call count threshold) to be exceeded then the WAN SS/MFSS:

a.  Sends a 488 (Not Acceptable Here) response code to the remote initiating party of the
AS-SIP INVITE that SHOULD include a Warning header field with warning code
370 (Insufficient Bandwidth).

b.  Sends a CANCEL request (in the case of a 1xx response code) or a BYE request (in
the case of a 2xx response code) to the local AS-SIP IP Gateway.
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NOTE: This approach has the WAN SS/MFSS applying the standard ASAC policing
rules for a ROUTINE request to a precedence request.

2. [Alternative] (Standard ASAC Policing Rules for precedence call request) Forward the
AS-SIP INVITE to the AS-SIP IP Gateway and if the AS-SIP IP Gateway responds with
either a 1xx response code greater than 100 or a 2xx response and the call request would
cause the appropriate (voice or video) call count threshold (or inbound call count threshold)
to be exceeded, then the WAN SS/MFSS applies the standard ASAC policing rules for a
precedence call request. That is, the WAN SS/MFSS preempts a ROUTINE or lesser
precedence call by sending a BYE request with a reason header for preemption to the AS-
SIP IP Gateway. The AS-SIP IP Gateway MUST ignore the reason header for preemption,
interwork the BYE to the proprietary UC signaling platform, and respond with a 200 OK
response . The routine or lesser precedence call will be terminated and the MFSS will
forward the 1xx response greater than 100 or the 2xx response to the precedence inbound
call request over the UC WAN.

5.3.2.75.2 AS-SIP IP Gateway Functional Reference Model and Assumptions

Table 5.3.2.7-7 shows the reference model for the AS-SIP IP Gateway. The AS-SIP IP Gateway
consists of several SCS functions performed by the CCA, IWF (for signaling), and IWF (for
media). These are connected via proprietary internal interface functions. Connectivity to other
networks, long-haul transport systems (via an ASLAN), and DISA’s VVoIP NMS (ADIMSS)
are provided by external interfaces.
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Figure 5.3.2.7-7. Functional Reference Model — AS-SIP IP Gateway

5327521 Assumptions — AS-SIP IP Gateway

The following assumptions are made based on the AS-SIP IP Gateway reference model:

1.

2.

The AS-SIP IP Gateway interfaces with only one proprietary UC signaling platform.

The proprietary UC signaling platform has no other connectivity to the UC WAN aside
from the AS-SIP IP Gateway.
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3. Each functional component in the AS-SIP IP Gateway has associated management-related
functions for FCAPS management and audit logs.

4.  The CCA interacts with the Service Control functions using internal interfaces and
proprietary protocols that vary from one supplier’s solution to another.

5.  The AS-SIP IP Gateway interactions with its EBC are as follows:

a.  The EBC controls signaling streams between the AS-SIP IP Gateway (connected to
an ASLAN) and a WAN SS/MFSS (where its separate ASLAN is connected to the
DISN WAN). The AS-SIP IP Gateway accesses the UC WAN via the EBC and an
associated AR on the UC WAN.

b.  The EBC controls media streams between the AS-SIP IP Gateway (connected to the
ASLAN) and other AS-SIP IP Gateways, or the Els and MGs of LSCs (whose
separate ASLANS are connected to the DISN UC WAN).

5.3.2753 Summary of AS-SIP IP Gateway Functions and Features

The AS-SIP IP Gateway provides interworking functions for the signaling and bearer planes (see
Table 5.3.2.7-6, Summary of AS-SIP IP Gateway Functions).

Table 5.3.2.7-6. Summary of AS-SIP IP Gateway Functions

FUNCTION DESCRIPTION
SCS Verifies call request is consistent with SAC:
Signaling interworking (proprietary to AS-SIP; AS-SIP to proprietary)
SAC Maintains call thresholds.

Maintains active session state knowledge (local access bandwidth used
and available, direction, session type: voice, video).

Media IWF Converts proprietary media packets to UCR-compliant IP/UDP/SRTP
packets.
Converts UCR compliant IP#/UDP/SRTP packets to proprietary media
packets.

NM Provides traffic call information to, and responds to traffic flow control
commands from, an NMS.

LEGEND

AS-SIP  Assured Services Session NM  Network Management SRTP Secure Real-time Transport Protocol

Initiation Protocol NMS Network Management System UCR Unified Capabilities Requirements
IP Internet Protocol SAC Session Admission Control UDP User Datagram Protocol
IWF Interworking Function SCS  Session Control and Signaling

5327531 AS-SIP IP Gateway SCS Requirements

Table 5.3.2.7-7 AS-SIP IP Gateway support for VolP and Video Signaling Interfaces, provides a
complete list of the AS-SIP IP Gateway signaling requirements. NOTE: the term proprietary
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signaling encompasses any vendor proprietary signaling, SIP, H.323, or other signaling protocol
transported over IP that is not AS-SIP.

Table 5.3.2.7-7. AS-SIP IP Gateway Support for VolP and Video Signaling Interfaces

VolP AND VIDEO

FUNCTIONAL SIGNALING VolP AND VIDEO
COMPONENT INTERFACES SIGNALING PROTOCOLS
CCA CCA (AS-SIP IP AS-SIP over IP

Gateway) —to —
CCA (WAN SS/MFESS)

CCA CCA (AS-SIP IP Proprietary signaling over IP
Gateway) —to —
proprietary UC signaling

platform
LEGEND
AS-SIP  Assured Services Session Initiation uc Unified Capabilities
Protocol WAN SS/MFSS WAN Softswitch/Multifunction Softswitch
CCA Call Connection Agent VolP Voice over IP
IP Internet Protocol

5.3.2.753.1.1 CCA Function

The CCA is part of the SCS functions and includes the IWF (signaling) function. The scope of
these CCA requirements covers the following areas:

1.  AS-SIP signaling protocol implementation for voice and video calls

2.  Proprietary signaling protocol implementation for voice and video calls (where signaling
protocol implementation refers to the signaling being used by the proprietary UC signaling
platform)

3. Control of sessions within the AS-SIP IP Gateway including:

a.  Proprietary (i.e., non-AS-SIP) sessions between the AS-SIP IP Gateway and the
proprietary UC signaling platform

b.  AS-SIP sessions between the AS-SIP IP Gateway and the serving WAN SS/MFSS
4.  Support for interactions with other network appliance functions including:
Admission control
Information Assurance

Media interworking
Appliance Management functions.

o0 oo
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Figure 5.3.2.7-8 illustrates the relationship between the CCA and other functional components.

1A
Interacts with
SAC CCA
: L 4
Interacts with
CCA IWF Media IWF
Inter-works Inter-works

Proprietary AS-SIP Proprietary SRTP/UDP

IP Signaling Bearer Bearer
LEGEND
AS-SIP Assured Service Session Initiation Protocol
CCA Call Connection Agent
El End Instrument
1A Information Assurance
IWF Internetworking Function
SAC Session Admission Control
SRTP Secure Real-time Transport Protocol
UDP User Datagram Protocol

Figure 5.3.2.7-8. CCA Relationships

The role of the AS-SIP IP Gateway CCA is to provide session control for all VVolP sessions and
Video over IP sessions that are originated by, or terminated in, the DISN UC network and are
interworked by the AS-SIP IP Gateway on behalf of the proprietary UC signaling platform. The
proprietary signaling protocol used by the proprietary UC signaling platform is by definition an
IP signaling protocol that is not compliant with the UCR AS-SIP requirements. When this
proprietary IP signaling protocol is a SIP implementation, then the CCA in the AS-SIP IP
Gateway takes on the role of the SIP Back-to-Back User Agent (B2BUA) in the traditional SIP
architecture but with the addition of the SIP-to-AS-SIP Interworking function. When this IP
signaling protocol is not SIP then the CCA performs a custom interworking role between the
proprietary signaling protocol and AS-SIP.
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In addition, the CCA interacts with the Media Interworking function to convey the IP
addresses/UDP ports of the RTP streams of sessions established by the signaling plane as well as
the SRTP master keys exchanged in the SDP bodies to the Media interworking function. When
the sessions are terminated the CCA notifies the media interworking function so that the Media
Interworking function ceases to interwork the media packets for the terminated sessions.

53.27531.11 CCA IWF Component
As illustrated in Table 5.3.2.7-8, the role of the IWF within the CCA is to

1.  Interwork the messages of the proprietary VoIP signaling protocol into AS-SIP signaling
messages.

2. Interwork AS-SIP signaling messages into messages of the proprietary VVolP signaling
protocol.

Table 5.3.2.7-8. IWF Signal Interworking Capabilities for AS-SIP IP Gateway

IWF IWF OUTPUT PROTOCOL
INPUT AS-SIP

PROTOCOL (TO AN EBC) PV
AS-SIP N/A Required
(from an EBC)
PV Required N/A

LEGEND:

AS-SIP  Assured Services Session Initiation IWF Inter Working Function

Protocol N/A Not Applicable
EBC Edge Boundary Controller PV Proprietary VolIP

The CCA IWF MUST support the AS-SIP consistent with the detailed AS-SIP requirements in
Section 5.3.4, AS-SIP Requirements.

The CCA IWF MUST secure the AS-SIP protocol using TLS, as described in UCR 2008,
Section 5.4, Information Assurance Requirements.

The CCA IWF component of the AS-SIP IP Gateway MUST ensure that when the
supplementary services enumerated in the UCR (i.e., Call Hold, Call Waiting, Precedence Call
Waiting, Call Forwarding, Call Transfer) are performed by a served proprietary UC signaling
platform that the AS-SIP IP Gateway presents UCR-compliant call flows to the signaling
appliances in the UC network per UCR Section 5.3.4.13.

53.2.753.1.2 AS Precedence Capability Requirements and Resource Priority Header

The AS-SIP IP Gateway does NOT conduct preemption.
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Whenever the AS-SIP IP Gateway receives a proprietary signaling message from the proprietary
UC signaling platform that translates it into an INVITE, UPDATE, or REFER request, then the
AS-SIP IP Gateway MUST generate a Resource-Priority header having a ROUTINE priority
level in accordance with Section 5.3.4.10.2 Precedence Level Communicated over SIP Signaling.

Whenever the AS-SIP IP Gateway receives an INVITE, UPDATE, or REFER request from the
WAN SS/MFSS via the EBC, then the AS-SIP IP Gateway MUST process the Resource-Priority
header to distinguish a ROUTINE call from a precedence call.

In the case of a ROUTINE call the AS-SIP IP Gateway follows the procedure in UCR
requirement 5.3.2.7.5.1.3 above.

In the case of a precedence call, the AS-SIP IP Gateway follows the procedure in UCR
requirement 5.3.2.7.5.1.4

5.3.2.75.3.1.3 SIP URI and Mapping of Telephone Number

When the AS-SIP IP Gateway receives a call request from the proprietary UC signaling
platform, then the AS-SIP IP Gateway MUST map the telephony numbers received from the
initial proprietary signaling message to SIP URIs in accordance with Section 5.3.4.14.3, SIP URI
and Mapping of Telephony Number into SIP URI, and UCR Section 5.3.4.7.6 SIP URI and
Mapping of Telephone Number into SIP URI.

5.3.2.753.14 Session Admission Control

5.3.2.7.5.3.1.4.1 The AS-SIP IP Gateway MUST conduct SAC as detailed in this section in
place of the ASAC required of LSCs.

5.3.2.7.5.3.1.4.2 The AS-SIP IP Gateway MUST support directionalization. NOTE: Whenever
the proprietary UC signaling platform supports Directionalization, then directionalization will be
performed in the proprietary UC signaling platform and not in the AS-SIP IP Gateway.

5.3.2.7.5.3.1.4.3 The AS-SIP IP Gateway MUST support code blocking. NOTE: Whenever the
proprietary UC signaling platform supports code blocking then code blocking will be performed
in the proprietary UC signaling platform and not in the AS-SIP IP Gateway.

5.3.2.7.5.3.1.4.4 The AS-SIP IP Gateway MUST support configuration of total voice call
thresholds and total video call thresholds.

5.3.2.7.5.3.1.4.5 The AS-SIP IP Gateway MUST support configuration of outbound voice call
thresholds, inbound voice call thresholds, outbound video call thresholds, and inbound video call
thresholds.
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5.3.2.7.5.3.1.4.6 Session Admission Control refers to the enforcement of voice and video
session thresholds whereby the AS-SIP IP Gateway MUST:

a.  Reject call requests received from the proprietary UC signaling platform that would
exceed the appropriate [voice or video) call count threshold (or outbound call count
threshold)

b.  Reject initial routine INVITEs (i.e. not re-INVITES) received from the WAN
SS/MFSS that would exceed the appropriate (voice or video) call count threshold or
inbound call count threshold.

c.  Per Requirement 5.3.2.7.5.1.4, depending on the desired software configuration of the
given AS-SIP IP Gateway either implement 5.3.2.7.5.1.4 a to divert all precedence
INVITES to the attendant or implement 5.3.2.7.5.1.4 b(1) if the INVITE would cause
the appropriate (voice or video) call count threshold (or inbound call count threshold)
to be exceeded and divert the precedence INVITE to the attendant.

5.3.2.7.5.3.1.4.7 Each time the AS-SIP IP Gateway receives a new voice call request the AS-SIP
IP Gateway MUST conduct SAC as follows:

a. If the initial INVITE received from the WAN SS/MFSS via the EBC is “routine” and
the AS-SIP IP Gateway is not enforcing directionalization,

1) If the voice call count is not at threshold, then increment the voice call count
by one (the INVITE will be translated to proprietary signaling and sent to the
proprietary UC signaling platform).

@) If the voice call count is at threshold then reject the INVITE.

b.  If the initial INVITE received from the WAN SS/MFSS is “routine” and the AS-SIP
IP Gateway is enforcing directionalization, then:

1) If the voice call count and inbound voice call count are not at threshold, then
increment the voice call count by one and increment the inbound voice call
count by one (the INVITE will be translated to proprietary signaling and sent
to the proprietary UC signaling platform).

@) If either the voice call count or the inbound voice call count is at threshold,
then reject the INVITE.

c. Iftheinitial INVITE received from the WAN SS/MFSS is a precedence INVITE and
the AS-SIP IP Gateway is not enforcing directionalization, then:
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1) If the AS-SIP IP Gateway is configured to divert all precedence INVITES to
the attendant per Requirement 5.3.2.7.5.1.4 a, then the INVITE is diverted to
the attendant.

@) If the AS-SIP IP Gateway is configured to process the precedence INVITE per
5.3.2.7.5.1.4 b, then:

@ If the precedence INVITE would NOT cause the voice call count
threshold to be exceeded, then increment the voice call count by one
(the INVITE will be translated to proprietary signaling and sent to the
proprietary UC signaling platform).

(b) If the precedence INVITE would cause the voice call count threshold
to be exceeded then divert the precedence INVITE to the attendant

d. If theinitial INVITE received from the WAN SS/MFSS is a precedence INVITE and
the AS-SIP IP Gateway is enforcing directionalization, then:

1) If the AS-SIP IP Gateway is configured to divert all precedence INVITES to
the attendant per 5.3.2.7.5.1.4 a, then the INVITE is diverted to the attendant

@) If the AS-SIP IP Gateway is configured to process the precedence INVITE per
5.3.2.7.5.1.4 b, then

@ If the precedence INVITE would NOT cause the voice call count
threshold or the inbound voice call count threshold to be exceeded,
then increment the voice call count by one and the inbound voice call
count by one (the INVITE will be translated to proprietary signaling
and sent to the proprietary UC signaling platform).

(b) If the precedence INVITE would cause the voice call count threshold
or inbound voice call count threshold to be exceeded, then divert the
precedence INVITE to the attendant.

e.  If the call request is received from the proprietary UC signaling platform and the AS-
SIP IP Gateway is not enforcing directionalization, then:

1) If the voice call count is not at threshold, then increment the voice call count
by one (the call request will be translated to an INVITE and sent to the WAN
SSIMESS).
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()

If the voice call count is at threshold then reject the INVITE.

f.  If the call request is received from the proprietary UC signaling platform and the AS-
SIP IP Gateway is enforcing directionalization, then:

1)

()

If the voice call count and outbound voice call count are not at threshold, then
increment the voice call count by one and the outbound voice call count by
one (the call request will be translated to an INVITE and sent to the WAN
SS/MFSS).

If either the voice call count or the outbound voice call count is at threshold,
then reject the proprietary call request.

5.3.2.7.5.3.1.4.8 Each time the AS-SIP IP Gateway receives a new video session request, then
the AS-SIP IP Gateway MUST conduct SAC as follows:

a. Iftheinitial INVITE received from the WAN SS/MFSS is “routine” and the AS-SIP
IP Gateway is not enforcing directionalization, then:

1)

()

If the video call count is NOT at threshold and the video bandwidth in the
INVITE request would not cause the video call count to exceed threshold,
then increment the video call count by the appropriate number of VSUs (the
INVITE will be translated to proprietary signaling and sent to the proprietary
UC signaling platform).

If the video call count is at threshold or the video bandwidth in the INVITE
request would cause the video call count to exceed threshold, then reject the
INVITE.

b. If the initial INVITE received from the WAN SS/MFSS is “routine” and the AS-SIP
IP Gateway is enforcing directionalization, then:

1)

()

If the video call count and inbound video call count are NOT at threshold and
the video bandwidth in the INVITE request would not cause the video call
count or the inbound video call count to exceed threshold, then increment the
video call count and the inbound video call count by the appropriate number
of VSUs (the INVITE will be translated to proprietary signaling and sent to
the proprietary UC signaling platform).

If the video call count or inbound video call count is at threshold or the video
bandwidth in the INVITE would cause the video call count or inbound video
call count to exceed threshold, then reject the INVITE.
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If the initial INVITE received from the WAN SS/MFSS is a precedence INVITE and
the AS-SIP IP Gateway is not enforcing directionalization, then:

1)

)

If the AS-SIP IP Gateway is configured to divert all precedence INVITES to
the attendant per Requirement 5.3.2.7.5.1.4 a, then the INVITE is diverted to
the attendant.

If the AS-SIP IP Gateway is configured to process the precedence INVITE per
5.3.2.7.5.1.4 b, then:

(@)

(b)

If the video call count is NOT at threshold and the precedence INVITE
would NOT cause the video call count threshold to be exceeded, then
increment the video call count by the appropriate number of VSUs (the
INVITE will be translated to proprietary signaling and sent to the
proprietary UC signaling platform).

If the precedence INVITE would cause the video call count threshold
to be exceeded, then divert the precedence INVITE to the attendant.

If the initial INVITE received from the WAN SS/MFSS is a precedence INVITE and
the AS-SIP IP Gateway is enforcing directionalization, then:

1)

()

If the AS-SIP IP Gateway is configured to divert all precedence INVITES to
the attendant per Requirement 5.3.2.7.5.1.4 a, then the INVITE is diverted to
the attendant.

If the AS-SIP IP Gateway is configured to process the precedence INVITE per
Requirement 5.3.2.7.5.1.4 b, then:

(@)

(b)

If the video call count and inbound video call count are NOT at
threshold and the precedence INVITE would NOT cause the video call
count threshold or the inbound video call count threshold to be
exceeded, then increment the video call count and the inbound video
call count by the appropriate number of VSUs (the INVITE will be
translated to proprietary signaling and sent to the proprietary UC
signaling platform).

If the precedence INVITE would cause the video call count threshold
or inbound video call count threshold to be exceeded, then divert the
precedence INVITE to the attendant.

247



DoD UCR 2008, Change 1

Section 5.3.2 — Assured Services Requirements

e.  Ifthe call request is received from the proprietary UC signaling platform and the AS-
SIP IP Gateway is not enforcing directionalization, then:

1)

()

If the video call count is not at threshold and the video bandwidth in the call
request would not cause the video call count to exceed threshold then
increment the video call count by the appropriate number of VSUs (the call
request will be translated to an INVITE and sent to the WAN SS/MFSS).

If the video call count is at threshold or the video bandwidth in the call request
would cause the video call count to exceed threshold then reject the call
request.

f.  If the call request is received from the proprietary UC signaling platform and the AS-
SIP IP Gateway is enforcing directionalization, then:

1)

()

5327532

If the video call count and outbound video call count are not at threshold and
the video bandwidth in the call request would not cause the video call count or
the outbound video call count to exceed threshold, then increment the video
call count and the outbound video call count by the appropriate number of
VSUs (the call request will be translated to an INVITE and sent to the WAN
SSIMESS).

If either the video call count or the outbound video call count is at threshold or
the video bandwidth in the call request would cause the video call count or
outbound video call count to exceed threshold, then reject the INVITE.

AS-SIP IP Gateway Media Interworking

Summary of Relevant Media Packet Requirements from other UCR Sections

The AS-SIP IP Gateway MUST support the audio Codecs in Section 5.3.2.6.1.2, Video Audio

Codecs.

The AS-SIP IP Gateway MUST comply with Section 5.3.2.6.1.4, VVoice over IP Sampling
Standard, for the sampling rates.

The AS-SIP IP Gateway MUST support the audio and video Codecs as specified in Section
5.3.2.6.2.2, Video codecs (Including Associated Audio Codecs).

Media Interworking
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The voice media packets generated by the IP Els served by the proprietary UC signaling
platform that are intended for a destination outside the enclave MUST be interworked by the AS-
SIP IP Gateway into UCR-compliant voice packets that MUST be sent to the EBC.

The enclave EBC MUST send the UCR-compliant voice media packets received from the UC
WAN and intended for the IP Els served by the proprietary UC signaling platform to the AS-SIP
IP Gateway.

The AS-SIP IP Gateway MUST interwork the UCR-compliant voice media packets received
from the EBC into the proprietary voice media packets used by the IP Els, and then the
proprietary voice media packets MUST be forwarded to the IP Els.

NOTE: The UCR does not specify the internal routing path of the voice media packets between
the AS-SIP IP Gateway and the IP Els.

The video media packets generated by the IP Els served by the proprietary UC signaling
platform that are intended for a destination outside the enclave MUST be interworked by the AS-
SIP IP Gateway into UCR-compliant video packets that MUST be sent to the EBC.

The enclave EBC MUST send the UCR-compliant video media packets received from the UC
WAN and intended for the IP Els served by the proprietary UC signaling platform to the AS-SIP
IP Gateway.

The AS-SIP IP Gateway MUST interwork the UCR-compliant video media packets received
from the EBC into the proprietary video media packets employed by the IP Els and then the
proprietary video media packets MUST be forwarded to the IP Els.

NOTE: The UCR does not specify the internal routing path of the video media packets between
the AS-SIP IP Gateway and the IP Els.
5327533 Information Assurance Requirements

The AS-SIP IP Gateway MUST satisfy the Information Assurance requirements in Section 5.4
Information Assurance Requirements for a media gateway.

5327534 Service Requirements under Total Loss of WAN Transport Connectivity

Upon total loss of WAN transport the AS-SIP IP Gateway becomes incapable of exchanging
signaling messages between the connected proprietary UC signaling platform and the UC WAN
and incapable of exchanging interworked media packets between the Els served by the
proprietary UC signaling platform and the UC WAN. The immediate consequence is that the
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users on the existing voice and video sessions can no longer successfully send or receive media,
and will go on-hook. The signaling termination messages (triggered by going on-hook) will fail
to transit the WAN due to the loss of WAN transport. In addition, since the AS-SIP IP Gateway
provides the only connectivity to the UC WAN for the proprietary UC signaling platform, the
proprietary UC signaling platform loses the ability to establish new calls over the UC WAN until
WAN connectivity is restored.

5327535 AS-SIP IP Gateway Management Function

NM Function

The following Generic Requirements for the NM function are applicable to the AS-SIP IP
Gateway:

e Section 5.3.2.17.1, Voice and Video Network Management Domain

e Section 5.3.2.17.2, General Management Requirements

NOTE: The AS-SIP IP Gateway MUST support one pair of Ethernet
management interfaces where one management interface is for
communication with a local EMS and one management interface is for
communication with a remote EMS. In addition, the AS-SIP IP Gateway
MUST support at least one additional Ethernet interface for carrying signaling
and media streams for VVVolIP traffic.

e Section 5.3.2.17.3.1, Fault Management

e Section 5.3.2.17.3.2.1, Read-Write Access to CM Data by the RTS EMS

e Section 5.3.2.17.3.4.1, Near-Real-Time Network Performance Monitoring

e Section 5.3.2.17.3.4.2, Remote Network Management Commands (the LSC
requirements apply to the AS-SIP IP Gateway with the exception of Section
5.3.2.17.3.4.2.6, Essential Service Protection and Section 5.3.2.17.3.4.2.14,
PEI/GEI Origination Capability Control)

e Section 5.3.2.17.3.5, Security Management

e Section 5.3.2.17.4, Data Classification

e Section 5.3.2.17.5, Management of Appliance Software
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e Requirement 5.3.2.18.1 and subrequirements

e Section 5.3.2.18.2, Management Requirements for the ASAC (use these
requirements for SAC only)

e Section 5.3.2.18.3.1.1, CCA Support for Capacity Installation, but not
including Section 5.3.2.18.3.1.1.1, MG-Related Configuration, and Section
5.3.2.18.3.1.1.2, SG-Related Data)

e Section 5.3.2.18.3.3, CCA Support for Fault Localization

e Section 5.3.2.18.3.4, CCA Support for Testing

5327536 AS-SIP IP Gateway Transport Interface Functions
The AS-SIP IP Gateway Transport Interface functions provide interface and connectivity
functions with the ASLAN and its IP packet transport network. Examples of Transport Interface

functions include the following:

e Network Layer functions: IP, IPSec where IPSec is used to protect NM IP
packets

e Transport Layer functions: IP Transport Protocols (TCP, UDP, TLYS).
e LAN Protocols

The CCA interacts with Transport Interface functions by using them to communicate over the
ASLAN with:

e The proprietary UC signaling platform
e The EBC (and through the EBC to the WAN SS/MFSS)

The Media interworking function interacts with Transport Interface functions to communicate
over the ASLAN with:

e Each IP El served by the proprietary UC signaling platform
e The EBC
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5327537 AS-SIP IP Gateway-to-NMS Interface

The AS-SIP IP Gateway MUST provide an interface to the DISA NMS. The interface MUST
consist of a 10/100-Mbps Ethernet connection as specified in Section 5.3.2.4.4, VVVoIP NMS
Interface Requirements.

5327538 Specific Functions/Features NOT Supported

Specifically noted, the AS-SIP IP Gateway does NOT support the following functions or
requirements:

e A media server
e An RTS stateful firewall
e AS-SIP interfaces for voicemail and unified messaging

5.3.2.8 Network-Level Softswitches

The UC architecture defines the following two network-level SSs: the MFSS and the WAN SS.
Network-level SSs are backbone devices that provide long-haul signaling between local service
enclaves and other functions as described in Sections 5.3.2.8.1 through 5.3.2.8.4.

5.3.2.8.1  MFSS Functional Reference Model and Assumptions

The MFSS is a complex software-based call processing product that provides the full
functionality of a TDM-based DSN MFS, and the full IP-based capabilities of an LSC with
additional features, as required, to serve as a network-level SS. In summary, the MFSS consists
of a TDM-based tandem function, a TDM-based EO function, and IP-based local and tandem
functions.

Figure 5.3.2.8-1, Functional Reference Model — MFSS, shows the reference model for the
MFSS. The boxes labeled “EO” and “Tandem” represent the TDM-based functions of the
MFESS. The requirements for the TDM portion of the MFSS are entirely the same as for the MFS
specified in UCR 2008, Section 5.2, Circuit-Switched Capabilities and Features.
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Figure 5.3.2.8-1. Functional Reference Model - MFSS

The IP functionality and features are provided by the MFSS component labeled “Softswitch
Side.” The IP functionality is provided by several SCS functions performed by the CCA, IWF,
MGC, MG, and SG. These are connected via proprietary internal interface functions.
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Generic Requirements for the CCA, MG, and SG functions and NM are provided in separate
sections of this documents as follows:

e Section 5.3.2.9, Call Connection Agent, including the CCA-associated IWF
that applies to both the LSC and the MFSS

e Section 5.3.2.12, Media Gateway Requirements, including MG and MGC
requirements

e Section 5.3.2.13, Signaling Gateway Requirements, including SG
requirements

e Section 5.3.2.17, Management of Network Appliances, including NM
requirements

53.28.1.1 Assumptions — MFSS

The following assumptions are made based on the MFSS reference model:

1.

Interworking between the TDM side of the MFSS and the SS side of the MFSS is via
proprietary internal interfaces. (The interfaces will require media conversion and may be
implemented using any one of the MG options at the MFSS supplier’s discretion.)

External connections from an MFSS APL product are as follows:
a.  Connections to other IP-based products (e.g., LSCs or MFSSs) use AS-SIP signaling

b.  Connections to other TDM-based products (e.g., MFS, EO, PBX, PSTN) use one of
the following signaling interfaces: ISDN PRI, CCS7, or CAS

The role of the CCA in the MFSS is identical to the role of the CCA in the LSC (including
the underlying assumptions, roles of the IWF and MGC, interactions with other LSC
components, and VolP and Video signaling interfaces), with the following exceptions and
extensions:

a.  The CCA in the MFSS interacts with both LSC-Level ASAC and WAN-Level ASAC
Policing. The MFSS supports LSC-Level ASAC for admission control for calls to
and from PEIs and AEIs that it directly serves (through its internal LSC). The MFSS
also supports WAN-Level ASAC Policing for admission control for calls to and from
LSCs that it directly serves.
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b.  The CCA IWF in the MFSS is conditionally required to support interworking of the
DoD CCS7 protocol with AS-SIP.

c.  The CCA IWF in the MFSS is required to support interworking of the ISDN PRI
protocol with AS-SIP.

The role of the MG in the MFSS is identical to the role of the MG in the LSC (including
the underlying assumptions, roles of the MG and MGC, interactions with other LSC
components, and VolP signaling interfaces), with the following exceptions and extensions:

a.  The MG in the MFSS assists the MFSS CCA in providing call-denial treatments for
CAC, and call-preemption treatments for LSC-Level ASAC and WAN-Level ASAC
Policing.

b.  The MG in the MFSS is required to support ISDN PRI trunks.

c.  Support for CAS trunks is Conditional for the MG in the MFSS.

Figure 5.3.2.8-1, Functional Reference Model — MFSS, shows the MFSS supporting a
single MG on a single ASLAN. A single MFSS also can support multiple MGs on
multiple ASLANS, where those ASLANS are interconnected to form a MAN or COIN. In
this arrangement, it is expected that the set of ASLANSs forming the MAN or COIN can
meet the single-ASLAN performance requirements in Section 5.3.1, Assured Services
Local Area Network Infrastructure. In this case, the MFSS supports sessions between an
MG on one ASLAN and a PEI, AEI, MG, or EBC on another ASLAN, as long as both
ASLANS are part of the same MAN or COIN.

Another way of stating this is that a single MFSS is able to support MGs at multiple
physical locations. In some voice deployments, an MFSS in one location will serve
ASLANS and Els at distant locations, where both locations are part of the same regional
MAN or COIN. In these cases, each distant ASLAN may want to have its own gateway to
the local PSTN. In these cases, the MFSS supports MGs at multiple locations over MAN
or COIN infrastructures that meet the ASLAN performance requirements in UCR 2008.

The MFSS and LSC are not required to support an SG. Support for an SG is Conditional
for both the MFSS and LSC. As a result, the MFSS and LSC CCAs are not required to
interact with the SG. As a result, support for an SG-CCA interface is Conditional for both
the MFSS and LSC. The SG-CCA interface is viewed as an internal, unexposed interface
within the MFSS or LSC, and can be based on proprietary protocols or on various
SIGTRAN Protocols.
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7. The TDM side of the MFSS provides Tandem and EO functions. Tandem functions in the
MFSS provide circuit-switched network functions that terminate CCS7, PRI, and CAS type
TDM trunks. The EO functions terminate ISDN and analog Els. These EO and Tandem
functions can interact with the SS side of the MFSS’s CCA, MG, and SG through industry-
standard external interfaces (e.g., CCS7 signaling links and TDM media trunks, as shown
in Figure 5.3.2.8-1, Functional Reference Model — MFSS), or through internal interfaces
that use protocols that are specific to a supplier’s solution.

8.  The MFSS supports Global Location Service functionality, and the LSC does not. The
purpose of the Global Location Service is to provide the CCA with information on call
routing and called address translation for calls that are directed outside of the MFSS (where
a called address is contained within the SIP URI in the form of a called number). For
example, the CCA uses the routing information stored in the Global Location Server (GLS)
to:

a.  Route outgoing calls from MFSS Els to other MFSSs and LSCs, and
b.  Route incoming calls from LSCs and other MFSSs to other LSCs and other MFSSs.

However, the MFSS still uses the routing information stored in its LLS to route internal
calls from one MFSS PEI or AEI to another, to route internal calls from an MFSS PEI or
AEI to an MFSS MG (and vice versa), and to route incoming AS-SIP calls from another
MESS or LSC to local MFSS PEls or AEls.

9. The MFSS interactions with its EBC are different from the LSC interactions with its EBCs.

a.  Inthe LSC case, the EBC controls signaling streams between an LSC connected to an
ASLAN and an MFSS where its separate ASLAN is connected to the DISN WAN.
In this case, the EBC also controls media streams between LSC PEIs/AEIls and MGs
connected to the ASLAN, and PEIs/AEIs and MGs on other LSCs where separate
ASLAN:S are connected to the DISN WAN. The LSC accesses the DISN WAN via
the LSC EBC and an associated PE Router on the DISN WAN. As a result, it is
possible for an LSC MG to direct a VoIP media stream (interworked from a TDM
media stream from the TDM side of that MG) through an EBC to the DISN WAN,
and through the DISN WAN to a remote PEI, AEI, or MG.

b.  Inthe MFSS case, the EBC controls signaling streams between the MFSS where the
EBC is connected to the DISN WAN and the LSCs that it serves, which are
connected to the DISN WAN via their own EBCs and PE Routers. The MFSS EBC
also controls signaling streams between the MFSS with its EBC connected to the
DISN WAN and other MFSSs that it communicates with (with their own EBCs
connected to the DISN WAN). As a result, the MFSS EBC is responsible for
boundary control for both MFSS-LSC signaling and MFSS-MFSS signaling.
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c.  An LSC within an MFSS will serve a set of (MFSS-internal) LSC PEIs/AEIs and
MGs. These LSC Els and MGs will exchange media streams with Els and MGs on
other LSCs located elsewhere on the DISN WAN. In this case, the MESS EBC also
controls these media streams between the (MFSS-internal) LSC Els and MGs
connected to the MFSS ASLAN, and Els and MGs on other LSCs where separate
ASLANS are connected to the DISN WAN.

5.3.2.8.2  Summary of MFSS Functions and Features

The MFESS provides functions similar to the current DSN switching system referred to as an
MEFS, plus functions specified for an LSC with additional features, as required, to serve as a
network-level SS.

53.2.8.2.1 TDM Side EO and Tandem Requirements

[Required: MFSS] The requirements for the TDM side of the MFSS are entirely the same as
for the DSN MFS specified in UCR 2008, Section 5.2, Circuit-Switched Capabilities and
Features.

The EO and Tandem functions allow the MFSS to support connectivity to existing TDM
switches in DoD networks (i.e., continental United States (CONUS) and Global), allied and
coalition networks, and the PSTN worldwide (i.e., CONUS and Global).

These functions allow the MFSS to connect via EO-based and Tandem-based TDM signaling
links and TDM media trunks to DoD networks, allied and coalition networks, and PSTNs
worldwide. These EO and Tandem functions extend the DoD CCS7, ISDN PRI, and CAS trunk
capabilities for the MFSS CCA, MG, and SG.

In addition, the EO function of the MFSS supports both analog Els and ISDN Els (e.g., ISDN
telephones served by ISDN BRIs, and ISDN PBXs served by ISDN PRIs). This allows the
MESS to support TDM users (i.e., analog and ISDN EIs) on its TDM EO side, and to separately
support VoIP and Video users (i.e., AS-SIP and Proprietary VolP/Video users) on its IP-based
SS side.

5.3.2.8.2.2 Global Location Server

The GLS provides global location services and supports call routing where the called address
points to a global destination (i.e., outside the MFSS) rather than a local destination (i.e., within
the MFSS). A called address is contained within a SIP URI in the form of a called number.
Section 5.3.2.10.9, CCA Interactions with Global Location Service, describes how the CCA uses
routing information stored in the GLS to route calls between MFSS Els and
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e LSCs served by the MFSS

e Other MFSSs

e DoD TDM networks

e Allied TDM networks

e Coalition TDM networks

e PSTN (CONUS and Global)

However, the MFSS still uses the routing information stored in its LLS to

e Route internal calls from one MFSS PEI or AEI to another, and
e Route incoming calls to local MFSS PEIs or AEIs from

— AnLSC

— Another MFSS

— A DoD TDM network

— An allied or coalition TDM network, or
— The PSTN (CONUS and Global).

5.3.2.8.2.3 MFSS Signaling Interfaces

[Required: MFSS] The MFSS shall support PRI signaling for TDM communication with other
systems.

[Required: MFSS] The TDM side of the MFSS shall support CCS7 signaling for
communication with other TDM systems.

[Required: MFSS] The MFSS shall support AS-SIP signaling for IP communication with other
MFSSs and LSCs.

[Required: MFSS] The MFSS shall provide internal signaling and media conversion for calls
between the TDM side and SS side of the MFSS. The method used for the internal interface is
left up to the supplier as long as all TDM-side MLPP and IP-side PBAS/ASAC requirements are
met.

[Conditional: SS within the MFSS] The SS within the MFSS shall provide support for (and
inclusion of) the SG. An SG supports CCS7 signaling. The condition here is that the interface
between the TDM side and the SS side of the MFSS is considered internal to the MFSS product.
The MFSS supplier may choose to include an SG as the internal interface between the TDM and
SS sides in its MFSS product.

[Conditional: SS MG within the MFSS] The SS MG within the MFSS shall support CAS
signaling as required by local implementations.
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The MFSS supports the VolP, Video, and CCS7 signaling interfaces shown in Table 5.3.2.8-1,
MESS Support for VoIP, Video, and CCS7 Signaling Interfaces.

Table 5.3.2.8-1. MFSS Support for VolP, Video, and CCS7 Signaling Interfaces

VolP AND VIDEO
FUNCTIONAL SIGNALING VolP AND VIDEO
COMPONENT INTERFACES SIGNALING PROTOCOLS
CCA CCA (MFSS) —to - AS-SIP over IP
CCA (LSC)
CCA CCA (MFSS) —to - AS-SIP over IP
CCA (Other MFSS)
CCA CCA (MFSS) —to —
MFSS PEI Proprietary VolP over IP
(details outside the scope | (details outside the scope of this section)
of this section)
CCA CCA (MFSS) —to - AS-SIP over IP
MFSS AEI
CCA/MGC and MG MESS CCA (MGC) ITU-T H.248 over IP
—to - MFSS MG (used with DoD CCS7, ISDN PRI, and CAS
trunks)
[Objective, not Required]
CCA/MGC and MG MESS CCA (MGC) ISDN PRI over IP
—to - MFSS MG (North American National ISDN Version, used
with ISDN PRI trunks only)
[Objective, not Required]
CCA/MGC and MG MFSS CCA (MGC) Proprietary Supplier Protocols
—to - MFSS MG (used with DoD CCS7, ISDN PRI, and CAS
trunks)
CCA and SG MFSS CCA —-to- DoD CCS7 over IP
(SG Conditional) MFESS SG (used with DoD CCS7 trunks)
CCA and SG MFSS CCA —to - Proprietary Supplier Protocols
(SG Conditional) MFSS SG (used with DoD CCS7 trunks)
CCA, SG, and EO MFSS CCA -to - CCS7 ISUP and TCAP
(SG Conditional) MFSS SG - to -
MFESS EO
CCA, SG, and Tandem | MFSS CCA —-to - CCS7 ISUP and TCAP
(SG Conditional) MFSS SG - to -
MFESS Tandem
LEGEND
AEI AS-SIP End Instrument IP Internet Protocol MG Media Gateway
AS-SIP Assured Services Session ISDN Integrated Services Digital MGC Media Gateway Controller
Initiation Protocol Network PEI Proprietary End Instrument
CAS Channel Associated Signaling ISUP ISDN User Part PRI Primary Rate Interface
CCA Call Connection Agent ITU-T  International SG Signaling Gateway
CCs7 Common Channel Signaling No. Telecommunications Union — TCAP  Transaction Capabilities Application
7 Telecommunication Part
DoD Department of Defense LSC Local Session Controller VolP Voice over IP
PEI Proprietary End Instrument MFSS  Multifunction Softswitch
EO End Office
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5.3.2.8.2.4 SG and MG Requirements for Interactions between the TDM Side and SS
Side of the MFSS

[Required] The CCA/SG/MGC/MG complex in the SS side of the MFSS needs to interface and
interact with the EO and Tandem functions in the TDM side of the MFSS. The interaction
required to support intra-MFSS calls will be accomplished using the following requirements:

1.  “MFSS internal connections” are used between the IP-based SS side and the TDM side of
the MFSS to provide media conversion and signaling internal to the MFSS as an APL
product SUT.

2.  The MFSS will use one of the following MG/SG appliances for the internal MFSS
connections:

a. [Required] The MFSS MG must support internal MG connections that interconnect
the SS side of the MFSS with the EO and Tandem functions on the TDM side of the
MESS.

b. [Required] The MFSS MG shall interact with the MFSS MGC so that Internal MG
connections between the SS and TDM sides of the MFSS support

1) Intra-MFSS calls between TDM Els connected to the TDM side, and
PEIs/AEIs connected to the SS side of the MFSS

@) Incoming and outgoing calls to/from systems external to the MFSS that
require conversion between TDM and IP

[Conditional] When a DoD CCS7-based connection is used between the SS and TDM sides of
the MFSS, the MFSS MG shall interact with the MFSS MGC so that DoD CCS7 signaling is
used between the SS and TDM sides, and the CCS7 version of the MLPP feature operates
correctly between the SS and TDM sides of the MFSS, for both VolP-to-TDM calls and TDM-
to-VVolP calls over this connection.

[Required] When a U.S. ISDN PRI-based connection is used between the SS and TDM sides of
the MFSS, the MFSS MG shall interact with the MFSS MGC so that U.S. ISDN PRI signaling
(National ISDN PRI signaling with the Precedence Level IE and related MLPP IEs included) is
used between the softswitch and TDM sides, and the T1.619/T1.619a version of the ISDN PRI
MLPP feature operates correctly between the SS and TDM sides of the MFSS, for both VVolP-to-
TDM calls and TDM-to-VolIP calls over this trunk group.

[Conditional] When a U.S. CAS-based connection is used between the SS and TDM sides of
the MFSS, the MFSS MG shall interact with the MFSS MGC so that

260



DoD UCR 2008, Change 1

Section 5.3.2 — Assured Services Requirements

e U.S. CAS trunk signaling is used between the SS and TDM sides, and

e The DoD version of the CAS Trunk MLPP feature as specified in UCR 2008,
Section 5.2, Circuit-Switched Capabilities and Features, operates correctly
between the SS and TDM sides of the MFSS, for both VVolP-to-TDM calls and
TDM-to-VolIP calls over this trunk group.

5.3.2.8.25 Requirements for External Connections between MFSS and Other Systems

Calls between the MFSS and a distant-end system will be either TDM based or IP based, as
follows:

The TDM EO or TDM Tandem component of the MFSS will connect to another MFSS or
EO using TDM-based trunks.

The SS side of an MFSS will connect to the SS side of a distant-end MFSS, or a distant-end
(subtending) LSC using AS-SIP and IP transport.

5.3.2.8.2.6 Features of the SS Side of the MFSS

The following feature requirements apply to the SS side of the MFSS:

1.

[Required] The SS side of the MFSS shall meet all the requirements for MLPP, as
appropriate for VoIP and Video over IP services, as specified in Section 5.2.2, Multilevel
Precedence and Preemption.

[Required] The SS side of the MFSS shall support CND as specified in UCR 2008,
Section 5.2.3.5.1.8.2, Calling Number Delivery.

[Required] The requirements for SCS functions (i.e., CCA, IWF, MG, MGC, and SG) and
NM are provided in separate sections of this document as follows:

a.  Section 5.3.2.9, Call Connection Agent, including the CCA-associated IWF that
applies to both the LSC and the MFSS

b.  Section 5.3.2.12, Media Gateway Requirements, including MG and MGC
requirements

c.  Section 5.3.2.13, Signaling Gateway Requirements, including SG requirements

d.  Section 5.3.2.17, Management of Network Appliances, including NM requirements
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5.3.2.8.2.7 ASAC Requirements for the MFSS Related to Voice and Video

The ASAC requirements are specified in Section 5.3.2.2.2.3, ASAC — Open Loop.

5.3.2.8.3  Network Management Requirements for the MFSS

[Required] The NM requirements for the TDM side of the MFSS are specified in UCR 2008,
Section 5.2.8, Network Management.

[Required] The NM requirements for the SS side of the MFSS are specified in UCR 2008,
Section 5.3.2.17, Management of Network Appliances; Section 5.3.2.18, Network Management
Requirements of Appliance Functions; and Section 5.3.2.19, Accounting Management.

5.3.2.8.3.1 Network Management System Interface

[Required: MFSS] The MFSS shall provide a single, common interface to the DISA NMS.
The single interface shall provide access to MFSS features and functions for both the TDM and
SS side of the MFSS.

[Required: MFSS] The MFSS-to-NMS interface shall be an Ethernet connection as specified
in Section 5.3.2.4.4, VVoIP NMS Interface Requirements.

5.3.2.8.4  WAN-Level Softswitch

[Required: WAN SS] The WAN SS is a standalone APL product that acts as an AS-SIP
B2BUA within the UC architecture. It provides the equivalent functionality of a commercial SS
and has similar functionality to the SS component of an MFSS. Support for the functionality of
the LSC is a Conditional requirement, and the support of an SG is not required. The inclusion of
the product in the UC architecture allows the functionality of an MFSS to be achieved by
interconnecting two separate appliances (e.g., MFS and WAN SS), possibly provided by
different vendors. The creation of a WAN SS provides Government flexibility in the rollout of
UC VVolIP capabilities and eases the migration of TDM technology-based services to IP
technology-based services. The product shall provide the following functional components as
shown in Figure 5.3.2.8-2, Functional Reference Model - WAN SS:

1. [Required] Section 5.3.2.8.2.2, Global Location Server.

2. [Conditional] Section 5.3.2.7, Local Session Controller.

3.  [Required] Section 5.3.2.9, Call Connection Agent, including the CCA-associated IWF
that applies to both the MFSS and the [Conditional] LSC.

262



DoD UCR 2008, Change 1

10.

11.

12.

13.

Section 5.3.2 — Assured Services Requirements

[Required] Section 5.3.2.10.12, CCA Interactions with Service Control Functions that
addresses media servers.

[Required] Section 5.3.2.2.2.3.1.2, ASAC Requirements for the MFSS Related to Voice,
and Section 5.3.2.2.2.3.2, 5.3.2.2.2.3.2 ASAC Requirements for the LSC and the MFSS
Related to Video Services. These sections address WAN-Level ASAC Policing
requirements.

[Required] Section 5.3.2.12, Media Gateway Requirements, including MG and MGC
requirements as well as ISDN T1.619a PRI and commercial PRI trunking interfaces. The
MGC may connect via the DISN WAN to remotely located MGs. [Conditional: ISDN
T1.619A PRIs; Required: Commercial PRIs (ANSI Version)] the Non-Facility
Associated Signaling (NFAS) feature of the U.S. National ISDN documents.

[Required] Section 5.3.2.17, Management of Network Appliances, including NM
requirements.

[Required] Section 5.3.2.18, Network Management Requirements of Appliance
Functions, including NM requirements for the CCA and the MG, but not for the SG.

[Required] Section 5.3.2.7.2.7, LSC Transport Interface Functions, which addresses the
IP Transport Interface functions.

[Required] Section 5.3.2.5.2, Product Quality Factors.

[Required] Section 5.3.4, AS-SIP Requirements.

[Required] Section 5.4, Information Assurance Requirements, for MFSS, MG, and
[Conditional] LSC.

[Conditional] The MG of the WAN SS shall also support an OC-3 physical interface for
transport of multiplexed PRI trunk groups between 1) the WAN SS and MFSs in the DISA
TDM network, and 2) the WAN SS and EOs in the commercial TDM network (in the case
where the WAN SS contains an LSC, and the LSC end users need access to the commercial
TDM network). The OC-3 physical interface shall support multiplexing of both T1-based
T1.619A PRI trunk groups and T1-based commercial PRI trunk groups (e.g., National
ISDN-2 (ni-2) PRI trunk groups in the US). OC-3 multiplexing of E1-based Q.955.3 PRI
trunk groups and E1-based commercial PRI trunk groups (e.g., ETSI PRI Trunk Groups in
Europe) is not required.
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Figure 5.3.2.8-2. Functional Reference Model - WAN SS
The major differences between the WAN SS and the SS part of the MFSS are:

1.  The WAN SS does not need to contain an LSC, but may do so as a Conditional capability if
the acquisition agent and vendor so desire.

2. The WAN SS does not require an SG (it is neither Required nor Conditional).
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3. The WAN SS MG is only required to support ISDN T1.619A PRI trunks to the MFS. If
the Conditional LSC is supported, the WAN SS MG also needs to support commercial PRI
trunks to the local PSTN (or to an adjacent MFS that has its own commercial PRI trunks to
the local PSTN).

4.  The NM EMS for the WAN SS should be provided as a standalone EMS separate from the
MFS EMS.

5.  The WAN SS MG(s) may be remotely located from the MGC within the CCA of the WAN
SS.

6. The WAN SS does not need to implement an ASLAN; it can use a proprietary switched
Ethernet LAN for interconnecting its components within itself, and to the CE Router via an
EBC.

NOTE: When using and testing the requirements of the previous applicable sections (and
throughout the entire UCR 2008), it is necessary to interpret them in light of the major
differences between the WAN SS and the SS part of the MFSS from above. When requirements
within these sections refer to the SS part of the MFSS, they are required for the WAN SS. When
requirements refer to the MFS part of the MFSS, or interconnection/interoperation with the MFS
(including the EO), they no longer apply to the WAN SS. The only connections required
between the WAN SS MG and the MFS are ISDN T1.619A PRI and commercial PRI, in
accordance with ANSI Standards T1.619-1992 and T1.619a-1994, plus the U.S. National ISDN
documents, which include the NFAS feature. Support for the NFAS feature of the ANSI
Standards is a Conditional requirement for T1.619A PRIs and a Requirement for U.S.
commercial PRIS.

5.3.2.9 Call Connection Agent
5.3.29.1 Introduction

This section provides Generic Requirements for the CCA function in the following network
appliances:

e [|SC
e MFSS
e WANSS

Each of these appliances has a DISN-defined design that includes Session Control and Signaling
functions. These functions include both a Signaling Protocol IWF and a Media Gateway
Controller function.
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The CCA described in the following requirements is part of the SCS functions, and includes both
the IWF and the MGC. As a result, the scope of these CCA requirements covers the following
areas:

1. Control of AS-SIP sessions within the network appliance, including:

a.  AS-SIP sessions from/to AEls served by an LSC or MFSS appliance (NOTE:
Proprietary protocol sessions from/to LSC PEIs and MFSS PEIs are supported also.)

b.  AS-SIP sessions from/to LSCs served by an MFSS appliance

c.  AS-SIP sessions between MFSS appliances (where sessions span multiple MFSSs)
2. Support for the following PSTN and VolP signaling protocols:

a. AS-SIP

b. DoD CCS7, including MLPP

c. ISDN PRI (North American National ISDN version), including MLPP

d. PSTN CAS, for DTMF and MF trunks (North American version)

e.  Protocol interworking of the previous signaling protocols (for example, AS-SIP <
DoD CCS7 interworking) through the CCA IWF

3. Control of MGs that link the network appliance with TDM NEs through the CCA MGC in

the following:

a.  DoD networks

b.  Allied and coalition networks

c. PSTNin CONUS

d.  PSTN Global (i.e., outside the continental United States (OCONUS))

4.  CCA support for interactions with other network appliance functions, including:

SG
b.  Admission control
c.  The following Service Control functions:

e

1) Media servers
2 UFS
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(3) Information Assurance
4 Local Location Service

. Appliance Management functions
e.  GLS (in the MFSS only)
f. EBCs

5.  CCA support for voice calls and video calls
6. CCA support for Voice and Video services features and capabilities

[Required: LSC, MFSS] A CCA inan MFSS or LSC shall be able to support multiple MGs on
a single ASLAN.

[Required: LSC, MFSS] A CCA inan MFSS or LSC shall be able to support multiple MGs on
multiple ASLANS, where those ASLANS are interconnected to form a MAN or COIN. In this
arrangement, it is expected that the set of ASLANs forming the MAN or COIN will meet the
single-ASLAN performance requirements in Section 5.3.1, Assured Services Local Area
Network Infrastructure. In this case, the LSC shall support sessions between an MG on one
ASLAN and an PEI, AEI, MG, or EBC on another ASLAN, as long as both ASLANS are part of
the same MAN or COIN.

[Required: LSC, MFSS] A CCA inan MFSS or LSC shall be able to support MGs at multiple
physical locations. In some deployments, an LSC in one location will serve ASLANs and Els at
distant locations, where both locations are part of the same regional MAN or COIN. In these
cases, each distant ASLAN may want to have its own gateway to the local PSTN. In these cases,
the LSC shall support MGs at multiple locations over MAN or COIN infrastructures that meet
the ASLAN performance requirements in the UCR 2008.

5.3.2.9.2  Functional Overview of the CCA
Figure 5.3.2.9-1, CCA Relationships, illustrates the relationship between the CCA and other

functional components. As indicated in the figure, the IWF, MGC, and SG are contained within
a CCA. However, it is permissible for the SG to be in an external network appliance.
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LEGEND
ASAC Assured Service Admission Control MFSS Multifunction Softswitch
CCA Call Connection Agent MG Media Gateway
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IWF Internetworking Function SG Signaling Gateway
LSC Local Session Controller UFS User Features and Services

Figure 5.3.2.9-1. CCA Relationships

The role of a CCA is to provide session control for all VoIP sessions and Video over IP sessions
that are originated by, or terminated in, the voice network. These VoIP and Video sessions can
be established using SIP, a Proprietary VoIP protocol, AS-SIP, or some combination of these
(e.g., SIP and AS-SIP on an PEI-or-AEI/LSC/EBC/MFSS session). The CCA takes on the role
of the SIP B2BUA in the traditional SIP architecture.

In addition, the CCA takes on the role of a SIP Registrar for all PEIs, AEIs, MGs, and EBCs
served by the LSC, allowing PEIs, AEIs, MGs, and EBCs to register their SIP URISs (i.e.,
Addresses of Record) and current IP addresses with the CCA. The CCA is responsible for
maintaining a SIP-URI-to-IP-address “binding” for each PEI, AEI, MG, and EBC that is active
on the LSC at any moment in time.

In addition to acting as a SIP B2BUA, the CCA is responsible for providing call control and
feature control for VVolP and Video over IP network-based calls and features. Most VVoIP and
Video over IP features that are provided to LSC PEI and AEI end users, on either a per-call basis
or an all-calls basis, are controlled by the CCA.
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CCA IWF Component

The role of the IWF within the CCA is to

Support all the VoIP and TDM signaling protocols that the LSC supports for
Els, MGs, and EBCs, and

Interwork all these various signaling protocols with one another.

Specifically, this section requires the CCA IWF to support the following VVoIP and TDM
signaling protocols:

5.3.2.9.2.2

[Required: LSC, MFSS, AEI] AS-SIP

[Conditional: LSC] Proprietary VoIP (for PEIs on the EI-LSC interface;
this is conditional and may include supplier-specific SIP, supplier-specific
H.323, and other supplier-proprietary protocols)

[Conditional: LSC, MFSS] DoD CCS7, including MLPP (for SG/MG
trunks; North America Version Conditional; and European or other foreign
PRI version Conditional when required by the DoD user)

[Required: LSC, MFSS] The ISDN PRI, including MLPP (for MG trunks;
North American version Required; and European or other foreign PRI version
Conditional when required by the DoD user)

Facility Associated Signaling (FAS) is required for T1.619A PRIs, and NFAS
is conditional for T1.619A PRIs.

Both FAS and NFAS are Required for commercial PSTN PRISs, for access to
the US PSTN.

[Conditional: LSC, MFSS] CAS, including MLPP (for MG trunks; North
American version Conditional; European or other foreign CAS trunk version

Conditional when required by the DoD user)

CCA MGC Component

The role of the MGC within the CCA is to

1. Control all MGs within the LSC or MFSS.
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2. Control all trunks (e.g., DoD CCS7, PRI, CAS) within each MG:

a. [Required: LSC, MFSS] Support for DoD ISDN trunks
b. [Conditional: LSC, MFSS] Support for CAS trunks

3. Control all signaling and media streams on each trunk within each MG.

4.  Accept IP-encapsulated signaling streams from an SG or MG, and return IP-encapsulated
signaling streams to the SG or MG accordingly.

e  This approach is used for CCS7 signaling to/from an SG [Conditional in both the
MFSS and LSC cases], and for PRI signaling to/from an MG.

5. Within the LSC, use either ITU-T Recommendation H.248 or a supplier-proprietary
protocol to accomplish these controls.

The MGC and the MG that it controls are considered Conditional — Deployable for the LSC.
The SG is considered Conditional for the LSC.

5.3.29.23 SG Component

The role of the CCA with respect to the SG in the network appliance is to

1.  Control all SGs within the network appliance.

2. Control all signaling links (DoD CCS7) within each SG.

[Required: MFSS — Conditional: LSC] The CCA shall be responsible for controlling all the
SGs within the MFSS and LSC. (This covers cases where there is a single SG within the
network appliance, and cases that are more complex where there are multiple SGs within the

network appliance.)

[Required: MFSS - Conditional: LSC] The CCA shall be responsible for controlling each
signaling link within each SG within the MFSS or LSC.

[Required: MFSS — Conditional: LSC] The CCA shall be responsible for controlling the
DoD CCS7 signaling stream(s) within each signaling link within each SG.

[Required: MFSS - Conditional: LSC] Within the network appliance (i.e., MFSS and LSC),
the CCA shall use either an IETF-standard set of CCS7-over-IP protocols, or a supplier-
proprietary protocol to accomplish the above SG, signaling link, and signaling stream controls.
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5.3.2.9.3 CCA Requirements Assumptions

The following assumptions were used to develop VoIP and Video over IP requirements for the
CCA:

1.  Definitions of terms are given in Appendix A, Section A2, Glossary and Terminology
Description.

2. The network supports voice and video services and features. Support for other services,
such as messaging and unified messaging, is not required in the Voice and Video network
design initially.

3. The network consists of voice and video APL products that are supported over a converged
IP transport network. The APL products include the LSC, MFSS, EBC, CE Router, and
terrestrial transport products. Intersystem communication between these products and
associated appliance functions is accomplished by VoIP and Video communication (e.g.,
use of AS-SIP signaling packets and SRTP media packets) over an underlying IP network
layer and IP-based transport layer, such as UDP or TCP.

4.  The LSC is assumed to be a local APL product located in a local domain (B/P/C/S).

5.  The EBC functions are assumed to be external to the LSC and MFSS. The EBC functions
are Session Border Controller (SBC)-type functions and firewall-type functions that are
provided by network appliances.

6. The CCA requirements in this section support voice and video call control for originating,
terminating, and tandem calls, as well as the following end-user features: Call Hold, Call
Waiting, Precedence Call Waiting, Call Forwarding, Call Transfer, Hotline Service, and
Calling Party and Called Party ID (number only).

7.  The CCA requirements in this section support PBAS/ASAC.

8.  The CCA requirements in this section assume that CCA call routing decisions are based on
call routing data provided by the LLSs and GLSs (other functional components within the
LSC and MFSS). How this routing data is established within these Location Servers and/or
obtained at these Location Servers is beyond the scope of these CCA requirements.

9. The MFSS is assumed to support AS-SIP connectivity for connections to other MFSSs and
LSCs, and TDM connectivity for connections to other MFSSs and DoD TDM switches.
The TDM connectivity can use CCS7, PRI, or CAS signaling.
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10.

11.

12.

13.

14.

15.

16.

The LSC is assumed to include an MGC and an MG [Required: Fixed — Conditional:
Deployable], and an SG (Conditional). This means that the TDM trunk groups that
terminate on the LSC MG can use PRI, CAS, or CCS7 signaling.

The MFSS supports end users on both the SS side (i.e., VoIP end users using VoIP Els),
and on the TDM side (i.e., traditional end users with traditional DoD telephones).

The MFSS also supports TDM trunk group and CCS7 signaling links on both the VVolP side
(through the MGC, MG, and SG [SG Conditional]) and the TDM side (through the EO
and Tandem Switch).

The VolP signaling protocol used between the VoIP EI and the LSC, and between the VolP
El and the LSC part of an MFSS, can be vendor proprietary. The VolIP signaling protocol
does not need to be AS-SIP between a VVolIP PEI and LSC, or between the VolP PEI and
the LSC component of an MFSS. The VoIP signaling protocol used between the AEI and
the LSC, and between the AEI and the LSC part of an MFSS, must be AS-SIP. The VolP
signaling protocol used between signaling appliances (i.e., LSC and MFSSs) is required to
be AS-SIP.

The LSC and the MFSS will both use Location Services (Local or Global, as needed) to
route calls to their intended destination. Location Services will be supported as an internal
function of the LSC or MFSS, instead of an external function that the LSC or MFSS would
have to access over an external interface using an industry-standard Location Services
protocol.

It is assumed that route selections at the LSCs and the MFSS will be based on the
originating call signaling type (i.e., either IP or TDM signaling). If the originating
signaling is IP based, it is assumed that the call signaling will stay IP based for as long as
possible as the signaling transits the network. Similarly, if the originating call signaling is
TDM based, it is assumed that the call signaling will stay TDM based for as long as
possible as the signaling transits the network.

The LSC and the MFSS will use SIP URIs for addressing and routing, and will not use
“tel” URISs for this purpose. See Table 5.3.2.9-1, An E.164 and a DSN Number, Expressed
as a SIP URI and a tel URI, for an example of an E.164 and a DSN number, expressed as a
SIP URI and a tel URI.
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Table 5.3.2.9-1. An E.164 and a DSN Number, Expressed as a SIP URI and a tel URI

TELEPHONE TELEPHONE NUMBER AS TELEPHONE NUMBER AS
NUMBER SIP URI tel URI
+17327582000 Sip:+17327582000@uc.mil; tel: +17327582000; user=phone

(an E.164 number in the
United States)

user=phone

3144305353
(a DSN number at the
Patch Barracks in

Sip:3144305353;
phone-context=uc.mil
@uc.mil; user=phone

tel: 3144305353;
phone-context=uc.mil; user=phone
(Support for the phone-context tag

Germany) (Support for the phone-context tag | is an objective.)
is an objective.)
17. Tones and announcements that are provided to VoIP end users will be provided from an

18.

19.

20.

21.

22,

internal media server, which is a functional component of the LSC or MFSS. An external
media server that is separate from the LSC or MFSS is not envisioned.

See UCR 2008, Section 5.3.2.2.2.2, Public Safety Features, for a description of 911 call
handling.

In some cases, a function like an MGC or MG will be labeled as Conditional — Deployable
in this section. In these cases, Conditional — Deployable means that normally this function
is not used in a Deployable environment, but may be used in that environment under
certain conditions. When this function is used in that environment, the function should
conform to the MGC requirements in this section. For example, an LSC deployed in one
camp in a war zone overseas may not use an MGC or an MG, while another LSC deployed
in another camp in the same zone may use both of them.

The CCA VoIP and Video over IP requirements in this section assume that all the functions
within an individual appliance (i.e., LSC or MFSS) are provided by the same appliance
supplier. Within a collection of network appliances, all the appliances may be provided by
the same supplier, or some appliances may be provided by one supplier and other
appliances may be provided by other suppliers.

Interoperability between LSCs and MFSSs is the goal of the UCR 2008 and the CCA
requirements in this section. Integration between the functions within an individual LSC or
MESS is the responsibility of the network appliance supplier.

The LSC supports MGC and MG functionality, so that LSCs can support access to DoD
TDM networks, allied TDM networks, coalition partner TDM networks, and the local
PSTN, when this access is needed in both Fixed and Deployable environments. In
addition, the LSC supports MGC and MG functionality to enable TDM connectivity (i.e.,
PRI, CAS, and CCS?7 trunks and signaling links) to interconnecting MFSSs when it is
needed.
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23. “Voice and Video Assured Services” supports VolP, Voice band FolP, VBD MolP, SCIP
over IP, and Video over IP. The voice budgets used to manage end users’ VolP calls will
collectively manage those users’ VolP calls, FolP calls, MolP calls, and SCIP-over-1P
calls. The separate video budgets used to manage end users’ Video-over-IP calls will
manage those users’ Video-over-IP calls only, and will not manage any VolP, FolP, MolP,
or SCIP-over-IP calls for those users. In short, VolP budgets and Video-over-IP budgets
are maintained and managed separately in VVoice and Video Assured Services.

24. The LSCs and MFSSs providing Assured Services Voice and Video will support
proprietary VoIP videophones (using the vendor’s version of SIP or H.323). The LSC and
MESS suppliers should also support AS-SIP videophones. The LSC and MFSS suppliers
are required to support protocol interworking between their videophones (Proprietary VoIP
and AS-SIP) and the AS-SIP protocol used on network-side interfaces between LSCs and
MFESSs (and between LSCs and between MFSSs).

25. The VolIP signaling protocol used between the VoIP EI and the LSC (and between the
VolIP EIl and the LSC part of an MFSS) can be vendor proprietary. The VolP signaling
protocol does not need to be AS-SIP between a VolIP PEI and LSC (or between the VVoIP
PEI and the LSC component of an MFSS). The VolP signaling protocol used between the
AEI and the LSC, and between the AEI and the LSC part of an MFSS, must be AS-SIP.
The VolIP signaling protocol used between signaling appliances (i.e., LSCs and MFSSS) is
required to be AS-SIP.

5.3.2.94  Role of the CCA in Network Appliances

The role of the CCA is to provide session control for all VoIP sessions and Video over IP
sessions that are originated by or terminated by Els on the LSC. These VoIP and Video sessions
can be established using either of the following:

e [Conditional] AS-SIP or
e [Conditional] A Proprietary VolP protocol

The CCA takes on the role of a SIP B2BUA in the traditional SIP architecture.

The CCA takes on the role of a SIP Registrar for all Els, MGs, and EBCs served by the LSC,
allowing Els, MGs, and EBCs to register their SIP URIs (i.e., Addresses of Record) and current
IP addresses with the CCA. The CCA is responsible for maintaining a SIP URI-to-1P-address
“binding” for each PEI, AEI, MG, and EBC that is active on the LSC at any time.

The CCA is responsible for providing call control and feature control for all VolP and Video—
over-IP calls and features that the LSC provides. All VoIP and Video-over-IP calls that are
originated by or answered by LSC PEI and AEI end users are controlled by the CCA. All VoIP
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and Video-over-IP features that are provided to LSC PEI and AEI end users, on either a per-call
basis, a per-feature-request basis, or an all-calls basis, are controlled by the CCA.

In the current DISN design for an LSC, the CCA includes an IWF and an MGC, and the MGC
controls all the TDM interfaces served by the MG (DoD CCS?7 trunks, ISDN PRI trunks, and

CAS trunks (i.e., DTMF and MF)). This section reviews the role of the CCA in the LSC and
MFESS reference models, and covers the role of the CCA, IWF, and MGC in each case.

5.3.295  CCA-IWF Signaling Protocol Support Requirements

This section describes the requirements for the CCA Signaling Protocol IWF to support the
various VolP and TDM signaling protocols used in the LSC and MFSS. In summary, the role of
the IWF within the CCA is to support all the VoIP and TDM signaling protocols that are used by
the Els, MGs, and EBCs, and interwork all these various signaling protocols with one another.

5.3.2.95.1 CCA-IWF Support for AS-SIP

[Required: LSC, MFSS] The CCA IWF shall support the AS-SIP protocol consistent with the
detailed AS-SIP protocol requirements in Section 5.3.4, AS-SIP Requirements.

[Required: LSC, MFSS] The CCA IWF shall use the AS-SIP protocol on LSC-MFSS and
MFSS-MFSS sessions.

[Required: LSC, MFSS] When the CCA IWF uses the AS-SIP protocol over the Access
Segment between the EBC and the DISN WAN, or over the DISN WAN itself, the CCA IWF
shall secure the AS-SIP protocol using TLS, as described in Section 5.4, Information Assurance
Requirements.

5.3.295.2 CCA-IWF Support for DoD CCS7 via an SG

[Conditional: LSC, MFSS] The CCA IWF shall support the DoD CCS7 protocol, consistent
with the detailed DoD CCS7 protocol requirements in the following DoD and ANSI documents:

e UCR 2008, Section 5.2.2, Multilevel Precedence and Preemption, including
— UCR 2008, Section 5.2.2.4.3, Common Channel Signaling Number 7
— UCR 2008, Section 5.2.2.9, MLPP CCS7
— UCR 2008, Section 5.2.4.6, Common Channel Signaling Number 7

e ANSI T1.619-1992 (R2005)
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o ANSI T1.619a-1994 (R1999)

[Conditional: LSC, MFSS] When used in the European Theater and in other OCONUS ETSI-
compliant countries, the CCA IWF shall support the ITU-T Recommendation Q.735.3 MLPP
extensions to the ITU-T CCS7 protocol, consistent with the UCR 2008 and ITU-T
Recommendation Q.735.3.

[Conditional: LSC, MFSS] The CCA IWF shall support reception of DoD CCS7 messages
from the SG, and transmission of DoD CCS7 messages to the SG, as described in this document.
The CCA IWF shall support securing of DoD CCS7 messages to and from the SG, as described
in Section 5.4, Information Assurance Requirements.

[Conditional: LSC, MFSS] The CCA IWF shall be able to determine the DoD CCS7 signaling
link that a CCS7 message was sent or received on (and the MG CCS7 trunk group associated
with this signaling link), when processing a CCS7 message sent or received at the SG.

[Conditional: LSC, MFSS] The CCA IWF shall be able to support multiple DoD CCS7
signaling links at the SG, where each CCS7 signaling link is connected to a different CCS7 end
point (i.e., to a different DoD Signaling Transfer Point (STP), a DoD TDM switch, another
MESS, or another LSC).

[Conditional: LSC, MFSS] The CCA IWF shall be able to differentiate between the individual
DoD CCS7 signaling links at the SG. The CCA IWF shall know, as part of its configuration
data, which DoD STP, DoD TDM switch, other MFSS, or other LSC each SG signaling link is
connected to.

[Conditional: LSC, MFSS] In conjunction with the SG, the CCA IWF shall support DoD
CCS7 signaling links to

e TDM switches and STPs in the DoD TDM network
e MFSSs and LSCs in the DoD network

e TDM switches and STPs in allied and coalition partners (when those STPs
support DoD CCS7)

e TDM EO and Tandem switch components of the MFSS itself
[Conditional: LSC, MFSS] The CCA IWF shall be able to associate individual CCS7 link,

ISDN User Part (ISUP), and Transaction Capabilities Application Part (TCAP) configuration
data with each individual CCS7 link served by the SG and the CCA. The CCA IWF shall not
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require groups of CCS7 links served by the SG and the CCA to share “common” link, ISUP, and
TCAP configuration data.

[Conditional: LSC, MFSS] As part of this CCS7 configuration data, the CCA IWF shall know
the identity of the CCS7 device at the far end of each CCS7 signaling link. Specifically, the
CCA IWF shall know the identity of each interconnected

e TDM switch and STP in the DoD TDM network

e MFSS and LSC in the DoD network

e TDM switch and STP in each allied and coalition partner

e TDM EO and Tandem switch component in the MFSS itself
5.3.29.5.3 CCA-IWF Support for PRI, via MG
[Required: LSC, MFSS] The CCA IWF shall support the U.S./National ISDN version of the
ISDN PRI protocol, consistent with the detailed ISDN PRI protocol requirements in the
following DoD and ANSI documents:

1.  UCR 2008, Section 5.2.9, Integrated Services Digital Network, including Table 5.2.9-4,
PRI Access, Call Control, and Signaling, and Table 5.2.9-5, PRI Features.

a.  The “MFS” column in these tables shall apply to the MFSS.
b.  The “PBX1” and “PBX2” columns in these tables shall apply to the LSC.

2. UCR 2008, Section 5.2.2, Multilevel Precedence and Preemption, including:

a. UCR 2008, Section 5.2.4.2, Line Signaling
b. UCR 2008, Section 5.2.2.7, ISDN MLPP PRI

3. ANSI T1.619-1992 (R2005).
4. ANSI T1.619a-1994 (R1999).

a.  Facility Associated Signaling is required for T1.619A PRIs, and NFAS is
Conditional for T1.619A PRISs.

b.  Both FAS and NFAS are Required for commercial PSTN PRIs, for access to the U.S.
PSTN.

[ETSI PRI: Required — Other Foreign PRIs: Conditional] The appliance supplier (i.e., LSC
or MFSS supplier) has the option of supporting one or more foreign versions of the ISDN PRI
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protocol on its product. As used here, the term “Foreign version of ISDN PRI protocol” means
the version of the PRI protocol that is used in the PSTN of a foreign country.

If an appliance supplier supports a foreign version of the ISDN PRI protocol on its product, the
CCA IWF in that product shall support that foreign version of the ISDN PRI protocol consistent
with the PRI protocol standards that are used in the PSTN of that foreign country.

Examples of these standards include:

1.  ETSI standards on the use of ISDN PRI in European countries (and other countries that
also support ETSI PRI standards)

2. Japanese Telecommunication Technology Committee (TTC) and South Korean
Telecommunication Technology Association (TTA) standards on the use of ISDN PRI in
Japan and South Korea, respectively

3. ITU-T standards on the use of ISDN PRI worldwide (in countries that only support ITU-T
standards)

NOTE: The ISDN-PRI/AS-SIP interworking requirements in this document only apply to
the U.S. version of ISDN PRI. The ISDN-PRI/AS-SIP interworking requirements for
foreign versions of ISDN PRI (e.g., European, Japanese, South Korean) are outside the
scope of this document.

NOTE: Support for ETSI PRI is required when the LSC or MFSS is used in the European
Theater or in other OCONUS ETSI-compliant countries.

[ETSI PRI: Required] When used in the European Theater and in other OCONUS ETSI-
compliant countries, the CCA IWF shall support the ITU-T Recommendation Q.955.3 MLPP
extensions to the ITU-T ISDN PRI protocol, consistent with the UCR 2008 and ITU-T
Recommendation Q.955.3.

[Required: LSC, MFSS] The CCA IWF shall support reception of ISDN PRI messages from
the MG and transmission of ISDN PRI messages to the MG.

[Required: LSC, MFSS] The CCA IWF shall be able to determine the ISDN PRI (and its
D-Channel signaling link) that an incoming PRI message was received on, when processing an
incoming PRI message from the MG.

[Required: LSC, MFSS] The CCA IWF shall be able to identify the ISDN PRI (and its
D-Channel signaling link) that an outgoing PRI message will be sent on, when generating an
outgoing PRI message to the MG.
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[Required: LSC, MFSS] The CCA IWF shall be able to support multiple ISDN PRIs (and
their D-Channel signaling links) at the MG, where each PRI is connected to a different PRI end
point (e.g., to a different DoD PBX, DoD TDM switch, MFSS, LSC, PSTN PBX, or PSTN TDM
switch).

[Required: LSC, MFSS] The CCA IWF shall be able to differentiate between the individual
ISDN PRIs (and their D-Channel signaling links) at the MG. The CCA IWF shall know, as part
of its configuration data, which DoD PBX, DoD TDM switch, MFSS, LSC, PSTN PBX, or
PSTN TDM switch each ISDN PRI (and its D-Channel signaling link) is connected to.

[Required: LSC, MFSS] In conjunction with the MG, the CCA IWF shall support ISDN PRIs
(and D-Channel signaling links) to

e TDM PBXs and switches in the DoD network (This includes the TDM EO
and Tandem components of the local MFSS, in the MFSS CCA/MG case.)

e MFSSs and LSCs in the DoD network
e TDM PBXs and switches in the U.S. PSTN

e TDM PBXs and switches in allied and coalition partner networks (when those
networks support U.S. “National ISDN” PRI)

[Required: LSC, MFSS] The CCA IWF shall support the full set of ISDN MLPP requirements
in ANSI T1.619 and ANSI T1.619a, including the following from ANSI T1.619:

e Precedence level

e Cause

e Notification Indicator

e Signal

e Call Identity

e Information elements in ISDN PRI messages, on ISDN PRIs to

— TDM PBXs in the DoD TDM network
— TDM switches in the DoD TDM network (This includes the TDM EO
and Tandem components of the local MFSS, in the MFSS CCA/MG

case.)

— MFSSs in the DoD network
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— LSCs in the DoD network

[Required: LSC, MFSS] The CCA IWF shall not support any of the ISDN MLPP
requirements in ANSI T1.619 and ANSI T1.619a, on ISDN PRIs to TDM PBXs and switches in
the U.S. PSTN.

In other words, the MLPP feature and its associated ISDN PRI signaling shall be supported on
ISDN PRIs from the CCA/MG to PBXs and switches in the DoD TDM network (or to appliances
in the network), but shall not be supported on ISDN PRIs from the CCA/MG to PBXs and
switches in the U.S. PSTN.

[Required: LSC, MFSS] On ISDN PRIs from the CCA/MG to TDM PBXs and switches in
allied and coalition partners (where those networks support U.S. “National ISDN” PRI), the
CCA IWF shall support a DoD-user-configurable per-PRI option that allows the PRI to support
or not support the ANSI T1.619/619a PRI MLPP feature on calls to and from that PRI.

[ETSI PRI: Required — Other Foreign PRIs: Conditional] When the appliance supplier
supports a foreign ISDN PRI on its product, consistent with the PRI protocol standards used in
the PSTN of that foreign country, the CCA IWF (along with the MG) shall support ISDN PRIs
and D-Channel signaling links to

e TDM PBXs and switches in the PSTN in that foreign country

e TDM PBXs and switches in allied and coalition partner networks (where
those networks support the ISDN PRI used in the home country of the allied
or coalition partner)

Support for ETSI PRI is required when the LSC or MFSS is used in the European Theater or in
other OCONUS ETSI-compliant countries.

[Required: LSC, MFSS] The CCA IWF shall be able to associate individual PRI configuration
data with each individual PRI served by the MG and the CCA. The CCA IWF shall not require
groups of PRIs served by the MG and the CCA to share “common” PRI configuration data.

5.3.29.5.4 CCA-IWF Support for CAS Trunks, via MG
[Conditional] The CCA IWF (with the MG) shall support the U.S. version of CAS trunks and
trunk signaling, consistent with the CAS trunk and trunk signaling requirements in the following

DoD documents:

e DoD UCR 2008, Section 5.2.4, Signaling, including
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— UCR 2008, Section 5.2.4.3, Trunk Supervisory Signaling
— UCR 2008, Section 5.2.4.4, Control Signaling
— UCR 2008, Section 5.2.4.5, Alerting Signals and Tones

e DoD UCR 2008, Section 5.2.2, Multilevel Precedence and Preemption,
including

— Section 5.2.2.4.1, Channel Associated Signaling

— Section 5.2.2.9, MLPP CCS7, CAS-to-CCS7 trunk interworking in a
mixed media network

[Conditional] The appliance supplier (i.e., LSC or MFSS supplier) has the option of supporting

one or more foreign versions of CAS trunks and trunk signaling on its product. As used here, the
term “foreign version of CAS trunks and trunk signaling,” means the version of CAS trunks and

trunk signaling used in the PSTN of a foreign country.

If an appliance supplier supports a foreign version of CAS trunks and trunk signaling on its
product, the CCA IWF shall support the version of CAS trunks and trunk signaling used in the
PSTN of a foreign country, consistent with the CAS trunk standards used in the PSTN of that
foreign country. Examples of these standards include:

e ETSI standards on the use of CAS trunks in European countries (and other
countries that also support ETSI CAS trunk standards)

e Japanese TTC and South Korean TTA standards on the use of CAS trunks in
Japan and South Korea, respectively

e |TU-T standards on the use of CAS trunks worldwide (in countries that only
support ITU-T standards)

NOTE: The CAS trunk/AS-SIP interworking requirements in this document only apply to the
U.S. version of CAS trunks. The CAS trunk/AS-SIP interworking requirements for foreign
versions of CAS trunks (i.e., European, Japanese, South Korean) are outside the scope of this
document.

[Conditional] The CCA IWF shall support reception of CAS signaling sequences (i.e.,
Supervisory, Control, and Alerting) from the MG, and transmission of CAS signaling sequences
to the MG.
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[Conditional] The CCA IWF shall be able to determine the MG CAS trunk and CAS trunk
group that an incoming CAS signaling sequence was received on when processing an incoming
CAS signaling sequence from the MG.

[Conditional] The CCA IWF shall be able to identify the MG CAS trunk and CAS trunk group
that an outgoing CAS signaling sequence will be sent on when generating an outgoing CAS
signaling sequence to the MG.

[Conditional] The CCA IWF shall be able to support multiple CAS trunk groups at the MG,
where each CAS trunk group is connected to a different end point (e.g., to a different DoD PBX,
DoD TDM switch, MFSS, LSC, PSTN PBX, or PSTN TDM switch).

[Conditional] The CCA IWF shall be able to differentiate between the individual CAS trunk
groups at the MG. The CCA IWF shall know, as part of its configuration data, which DoD PBX,
DoD TDM switch, MFSS, LSC, PSTN PBX, or PSTN TDM switch each CAS trunk group is
connected to.

[Conditional] In conjunction with the MG, the CCA IWF shall support CAS trunk groups to

e TDM PBXs and switches in the DoD TDM network (This includes the TDM
EO and Tandem components of the local MFSS, in the MFSS CCA/MG case.)

e MFSSs and LSCs in the DISN
e TDM PBXs and switches in the U.S. PSTN

e TDM PBXs and switches in allied and coalition networks (where those
networks support U.S. CAS trunk groups)

[Conditional] The CCA IWF shall support the MLPP signaling requirements for CAS trunk
groups in UCR 2008, Section 5.2.2.4.1, Channel Associated Signaling. This MLPP signaling
support shall include the following four cases:

e Answered call, Trunk to be reused

e Unanswered call, Trunk to be reused

e Answered call, Trunk not to be reused

e Unanswered call, Trunk not to be reused

[Conditional] When the IWF is the appliance sending the preemption request over the CAS
trunk group, the CCA IWF shall generate the measured supervisory signal (preemption signal)
causing trunk circuit disconnect, with the following four variations:
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e Answered call, Trunk to be reused

e Unanswered call, Trunk to be reused

e Answered call, Trunk not to be reused

e Unanswered call, Trunk not to be reused

[Conditional] When the IWF is the appliance receiving the preemption signal over the CAS
trunk group, the CCA IWF shall be able to receive and act on the measured supervisory signal
(preemption signal) causing trunk circuit disconnect, with the following four variations:

e Answered call, Trunk to be reused

e Unanswered call, Trunk to be reused

e Answered call, Trunk not to be reused

e Unanswered call, Trunk not to be reused

[Conditional] When the IWF is the appliance receiving the preemption request over the CAS
trunk group, the CCA IWF shall generate the Preempt warning tone to the CCA-served party on
the preempted call (e.g., a VoIP El served by the CCA that is active on the preempted call).

[Conditional] When the IWF is the appliance receiving the preemption request over the CAS
trunk group, the CCA IWF shall detect the Returned disconnect signal from the CCA-served
party on the preempted call, and remove the Preempt warning tone from the party after this
detection.

[Conditional] The CCA IWF shall support the CAS MLPP signaling as described earlier on
CAS trunk groups to

e TDM PBXs and switches in the DoD TDM network ( This includes the TDM
EO and Tandem components of the local MFSS, in the MFSS CCA/MG case.)
and

e MFSSs and LSCs in the DISN

[Conditional] The CCA IWF shall not use the CAS MLPP signaling described earlier on CAS
trunk groups to TDM PBXs and switches in the U.S. PSTN.

In other words, the MLPP feature and its associated CAS signaling shall be supported on CAS
trunk groups from the CCA/MG to PBXs and switches in the DoD TDM network (or to
appliances in the network), but shall not be supported on CAS trunk groups from the CCA/MG
to PBXs and switches in the U.S. PSTN.
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[Conditional] On CAS trunk groups from the CCA/MG to TDM PBXs, and in allied and
coalition partners (where those networks support U.S. CAS trunks), the CCA IWF shall support
a DoD-user-configurable per-CAS trunk group option that allows the CAS trunk group to either

e Support the UCR 2008 CAS MLPP feature on calls to and from that trunk
group, or

e Not support the UCR 2008 CAS MLPP feature on calls to and from that trunk
group.

When the “Support” option is configured, the CCA IWF shall support the CAS MLPP feature for
allied and coalition partner calls on that trunk group.

When the “Not Support” option is configured, the CCA IWF shall not support the CAS MLPP
feature for allied and coalition partner calls on that trunk group.

[Conditional] When the appliance supplier supports foreign CAS trunk groups on its product,
the CCA IWF, along with the MG, shall support CAS trunk groups to

e TDM PBXs and switches in the PSTN in a foreign country, and

e TDM PBXs and switches in allied and coalition partner networks (where
those networks support the CAS trunk groups used in the home country of the
allied or coalition partner).

[Conditional] The CCA IWF shall be able to associate individual CAS trunk group
configuration data with each individual CAS trunk group served by the MG and the CCA. The
CCA IWF shall not require groups of CAS trunk groups served by the MG and the CCA to share
“common” CAS trunk group configuration data.

[Conditional] As part of this CAS trunk group configuration data, the CCA IWF shall know the

identity of the CAS device at the far end of each CAS trunk group. Specifically, the CCA IWF
shall know

e The identity of each interconnected TDM PBX and switch in the TDM portion
of the network (This includes the TDM EO and Tandem components of the
local MFSS, in the MFSS CCA/MG case.)

e The identity of each interconnected MFSS and LSC in the DISN

e The identity of each interconnected TDM PBX and switch in the U.S. PSTN
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e The identity of each interconnected TDM PBX and switch in each allied and
coalition partner network (when that network supports U.S. CAS trunk

groups)

[Conditional] When the appliance supplier supports foreign CAS trunk groups on its product,
the CCA IWF shall know, as part of CAS trunk group configuration data, the identity of the
foreign CAS device at the far end of each foreign CAS trunk group. Specifically, the CCA IWF
shall know

e The identity of each interconnected TDM PBX and switch in the foreign
PSTN

e The identity of each interconnected TDM switch in the foreign PSTN

e The identity of each interconnected TDM PBX and switch in each allied and
coalition partner network (when that network supports the foreign CAS trunk
group of the allied or coalition partner’s home country)

NOTE: These “foreign” CAS trunk group requirements are included to support DoD users in
interconnecting their MFSSs and LSCs with the networks of foreign PSTNs, U.S. Allies, and

U.S. Coalition Partners using CAS trunk groups. Detailed requirements for support of foreign
CAS trunk groups are outside the scope of this document.

5.3.2955 CCA-IWF Support for PEI and AEI Signaling Protocols

[Required: LSC, MFSS] The CCA IWF shall support supplier-proprietary Voice and Video
Els and their associated proprietary EI signaling protocols. Proprietary EI signaling protocols,
which may include a supplier’s version of SIP or H.323, are permitted.

[Required] The CCA IWF shall support the following Voice and Video Els, and their
associated EI signaling protocols:

e [Objective] Voice and Video SIP Els
e [Objective] Voice and Video H.323 Els
e [Required] Voice and Video AS-SIP Els

[Conditional] When the CCA IWF supports Voice and Video SIP Els, the IWF shall support
these Els using the set of IETF SIP and SDP RFCs listed in Section 5.3.4, AS-SIP Requirements.

[Conditional] When the CCA IWF supports Voice and Video H.323 Els, the IWF shall support
these Els using ITU-T Recommendation H.323.
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NOTE: An LSC or MFSS ASLAN may support two different types of Voice and Video H.323
Els:

e H.323 Els that are served by an H.323 Gatekeeper, which is completely
separate from the CCA and its IWF, and

e H.323 Els that are served by the CCA and its IWF (where the CCA IWF is,
effectively, an H.323 Gatekeeper for these Els).

In the first case, the H.323 Els are completely independent of the CCA, MG, SG, and EBC. Itis
possible in this case for an H.323 EI on the local ASLAN to set up an H.323 Voice or Video call
with another H.323 EI on a remote ASLAN (located elsewhere on the DISN WAN), without
using any AS-SIP, and without affecting any of the AS-SIP Voice or Video budgets that are used
at LSCs or MFSSs.

This first case is an “H.323 Overlay Network” case and is outside the scope of this document.

In the second case, the H.323 Els are dependent on the CCA, MG, SG, and EBC for
interworking with TDM voice networks, for interworking with AS-SIP, and for gaining access to
the DISN WAN. When an H.323 EI on the local ASLAN makes an H.323 Voice or Video call
to another H.323 EI on a remote ASLAN in this case, the “calling LSC” does H.323/AS-SIP
protocol conversion, the called LSC does AS-SIP/H.323 protocol conversion, and the call is
treated as an AS-SIP session (with resulting Voice or Video budget impacts) between the calling
LSC, the called LSC, and any intermediate MFSSs.

This second case, while unusual, is an “H.323/AS-SIP Interworking” case, and is within the
scope of this document, with one major qualification. The CCA and IWF’s use of AS-SIP in this
interworking case is within the section’s scope. The details on how the supplier’s CCA and IWF
perform the protocol interworking between EI H.323 and CCA AS-SIP are outside this section’s
scope.

[Conditional] When the CCA IWF supports Voice and Video AS-SIP Els, the IWF shall
support these Els using the set of AS-SIP protocol requirements in UCR 2008, Section 5.3.4,
AS-SIP Requirements (AS-SIP Els are Required for 2010.).

5.3.2.9.5.6 CCA-IWF Support for VolP and TDM Protocol Interworking
Per Section 5.3.2.9.2.1, CCA IWF Component, the role of the IWF within the CCA is to support

all the VolP and TDM signaling protocols that the appliance supports for PEIls, AEls, MGs, and
EBCs, and interwork all these various signaling protocols with one another.

286



DoD UCR 2008, Change 1

Section 5.3.2 — Assured Services Requirements

The requirements in this section support the IWF’s interworking of the various VoIP and TDM
signaling protocols together. Table 5.3.2.9-2, Full IWF Interworking Capabilities for VVolP and
TDM Protocols, summarizes the various interworking capabilities that the appliance is required
to support.

Table 5.3.2.9-2. Full IWF Interworking Capabilities for VolP and TDM Protocols

IWF OUTPUT PROTOCOL
IWF AS-SIP AS-SIP
INPUT (TO AN (TO AN
PROTOCOL AEI) EBC) PV DOD CCS7 | ISDN PRI CAS

AS-SIP No Required Required Conditional |Required Conditional

(from an interworking if PV is (for MFSS)

AEI) needed supported

AS-SIP Required No Required Conditional |Required Conditional

(from an EBC) interworking | if PV is (for MFSS)

needed supported
PV Required Required No Conditional |Required Conditional
if PV is if PV is interworking |if PV is if PV is
supported supported needed supported supported
DoD CCS7 Conditional |Conditional [Conditional |No Conditional |Conditional
(for MFSS) |[(for MFSS) |if PV is interworking | (for MFSS)
supported needed (per UCR
2007)
ISDN PRI Required Required Required Conditional |No Conditional
if PV is (for MFSS) |interworking
supported (per UCR needed
2007)

CAS Conditional |Conditional [Conditional |Conditional |Conditional [No
interworking
needed

LEGEND:

AEI Generic End Instrument ISDN Integrated Services Digital Network
AS-SIP  Assured Services Session Initiation Protocol MFSS  Multifunction Softswitch

CAS Channel-Associated Signaling PRI Primary Rate Interface

CCs7 Common Channel Signaling No. 7 PV Proprietary VolIP

DoD Department of Defense SG Signaling Gateway

EBC Edge Boundary Controller UCR  Unified Capabilities Requirements

[Required: FY2011] This section covers the interworking of six VolIP and TDM “input”
protocols (i.e., AS-SIP on AEIs, Proprietary VoIP on PEIs, AS-SIP on EBCs, DoD CCS7 on
SGs, ISDN PRI on MGs, and CAS trunks on MGs) with six VolP and TDM “output” protocols
(i.e., AS-SIP on AEls, Proprietary VoIP on PEIs, AS-SIP on EBCs, DoD CCS7 on SGs, ISDN
PRI on MGs, and CAS trunks on MGs).

Ruling out cases where the “input” and “output” protocols are the same, and combining cases
where interworking between input protocol “A” and output protocol “B” also covers
interworking between input protocol “B” and output protocol “A”, this leaves 15 separate
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protocol interworking cases that need to be addressed. The number of cases is further
complicated because

1.  Depending on whom they are connected to, ISDN PRIs can connect network appliances to
either U.S. ISDN networks or foreign ISDN networks, and can either support or not
support MLPP.

2. Depending on whom they are connected to, CAS trunks can connect network appliances to
U.S. TDM networks or foreign TDM networks, and can either support or not support
MLPP.

3. An ISDN PRI or CAS trunk may be used to connect a network appliance to the U.S. PSTN,
a foreign PSTN, a point in the worldwide DoD TDM network or DoD network, an allied
TDM network, or a coalition partner TDM network.

As a result, this section addresses a wide variety of protocol interworking cases. All cases
included are believed to be relevant to DoD networks worldwide.

In the following requirements, interworking is only required where the network appliance
supplier supports both the AS-SIP protocol and the other protocol in the requirement.

[Required] When they are present in the network appliance, the CCA IWF shall interwork the

protocols for the following cases, which shall include support for both VVoice and Video AEls,
unless noted otherwise:

e AS-SIP protocol via AS-SIP AEls with the supplier’s proprietary VVolP EI
protocol

e [Conditional: LSC, MFSS] AS-SIP protocol via AS-SIP AEIs with the
DoD CCS7 protocol

e AS-SIP protocol via AS-SIP AEls with the U.S. ISDN PRI protocol

e [Required: ETSI PRI - Conditional: Other Foreign PRIs] AS-SIP
protocol via AS-SIP AEls with the appropriate foreign ISDN PRI protocol.

e [Conditional] AS-SIP protocol via AS-SIP AEIs with the U.S. CAS trunk
protocol

e [Conditional] AS-SIP protocol via AS-SIP AEIs with the appropriate foreign
CAS trunk protocol
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[Required] When they are present in the network appliance, the CCA IWF shall interwork the
protocols for the following cases, which shall include support for both VVoIP and Video PEls,
unless noted otherwise:

e [Conditional: LSC, MFSS] Proprietary VolP EI protocol with the DoD
CCST7 protocol

e Proprietary VoIP El protocol with the U.S. ISDN PRI protocol

e [Required: ETSI PRI - Conditional: Other Foreign PRI] Proprietary
VolIP EI protocol with the appropriate foreign ISDN PRI protocol

e [Conditional] Proprietary VolP EI protocol with the U.S. CAS trunk
protocol

e [Conditional] Proprietary VolP EI protocol with the appropriate foreign CAS
trunk protocol

[Required] When they are present in the network appliance, the CCA IWF shall interwork the
protocols for the following cases, which shall include both VVoIP and Video PEls, unless noted
otherwise:

e AS-SIP protocol via EBCs with the supplier’s Proprietary VolP EI protocol

e [Conditional: LSC, MFSS] AS-SIP protocol via EBCs with the DoD CCS7
protocol

e AS-SIP protocol via EBCs with the U.S. ISDN PRI protocol

e [Required: ETSI PRI - Conditional: Other Foreign PRI] AS-SIP
protocol via EBCs with the appropriate foreign ISDN PRI protocol

e [Conditional] AS-SIP protocol via EBCs with the U.S. CAS trunk protocol

e [Conditional] AS-SIP protocol via EBCs with the appropriate foreign CAS
trunk protocol

5.3.2.9.6  CCA Preservation of Call Ringing State during Failure Conditions
[Required: LSC, MFSS, WAN SS] The CCA in the LSC, MFSS, and WAN SS shall not

allow AS-SIP sessions that have reached the ringing state (i.e., an AS-SIP 180 (Ringing)
message or 183 (Session Progress) has been sent from the called party to the calling party, and
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the calling party is receiving an audible ringing tone) to fail when an internal failure occurs
within the CCA. (As used here, “internal failure” includes cases where one component of the
CCA fails, and a failover occurs within the CCA so that a second redundant component is
brought into service to replace the first failed component.) Instead, the CCA shall ensure that the
“call ringing state” is preserved (rather than dropped) at both the calling party interface (where
audible ringing tone is being returned to the caller) and the called party interface (where
incoming call alerting is being provided to the called party).

5.3.2.10 CCA Interaction with Network Appliances and Functions

This section describes how the CCA interacts with network appliances and appliance functions.
These other appliance functions include the following:

e ASAC

e Service Control functions

e NM (FCAPS and audit logs)

e Transport Interface functions

e EBC (not part of the LSC, but part of the local assured services domain).

5.3.2.10.1 CCA Interactions between the SS and TDM Sides of the MFSS

The CCA/SG/MGC/MG complex in the MFSS must provide Interoperability between the SS
side and the TDM side in the MFSS (using connections based on CCS7, U.S. PRI, or U.S. CAS
signaling at the discretion of the vendor). In this case, some high-level requirements for this
interworking are needed. These high-level requirements are included in this section.

[Required] The MFSS CCA shall be able to support MG connections between the SS side of
the MFSS and the EO and Tandem functions on the TDM side of the MFSS.

[Conditional] When a DoD CCS7 connection is used between the SS and TDM sides of the
MESS, the MFSS CCA shall control the MG function and its associated SG signaling link so that

e DoD CCS7 signaling is used between the SS and TDM sides, and
e The CCS7 version of the MLPP feature operates correctly between the SS and
TDM sides of the MFSS for both VVolP-to-TDM calls and TDM-to-VolP calls

over this trunk group.

[Required] When a U.S. ISDN PRI connection is used between the SS and TDM sides of the
MFESS, the MFSS CCA shall control the MG function so that
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e U.S. ISDN PRI signaling (national ISDN PRI signaling, with the Precedence
Level IE and related MLPP IEs included) is used between the SS and TDM
sides, and

e The ANSI T1.619/T1.619a version of the ISDN PRI MLPP feature operates
correctly between the SS and TDM sides of the MFSS for both VVoIP-to-TDM
calls and TDM-to-VolIP calls over this trunk group.

[Conditional] When a U.S. CAS connection is used between the SS and TDM sides of the
MESS, the MFSS CCA shall control the MG function so that

e U.S. CAS trunk signaling is used between the SS and TDM sides, and

e The UCR 2008 version of the CAS trunk MLPP feature operates correctly
between the SS and TDM sides of the MFSS for both VoIP-to-TDM calls and
TDM-to-VolIP calls over this trunk group.

[Required] The MFSS CCA shall use MG connections between the SS and TDM sides of the
MFESS to support

e The TDM calls between the TDM EO/Tandem and IP Els on the MFSS,
allowing calls between EO lines and IP Els, and calls between EO and
Tandem trunks and MFSS Els.

e The TDM calls between the TDM EO/Tandem and the EBC on the MFSS,
allowing calls between EO lines and other appliances on the DISN WAN, and
calls between EO and Tandem trunks and other appliances on the DISN
WAN.

e The TDM calls between the TDM EO/Tandem and other MG trunk groups on
the MFSS, allowing calls between EO lines and these trunk groups, and calls
between EO and Tandem trunks and these trunk groups.

5.3.2.10.2 CCA Support for Appliance Management Functions

Requirements for CCA support for Appliance Management functions are found in UCR 2008,
Section 5.3.2.18.1, Management Requirements of the CCA Function.

5.3.2.10.3 CCA Interactions with Transport Interface Functions

The Transport Interface functions in an appliance provide interface and connectivity functions
with the ASLAN and its IP packet transport network. High-level requirements for these
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functions are outlined in this section. The detailed implementation methods for these
requirements are left up to each vendor. Examples of Transport Interface functions include:

e Network Layer functions: IP and IPSec

e Transport Layer functions: TCP, UDP, Stream Control Transmission Protocol
(SCTP), TLS

e LAN protocols
The CCA interacts with Transport Interface functions by using them to communicate with PElIs,
AEls, the EBC, the MGs, and the SG over the ASLAN. The following appliance elements are
all IP end points on the ASLAN:
e Each PEl or AEI
e Each MG and SG (even though the MG or SG may be connected physically to
the CCA over an internal proprietary interface, instead of being logically
connected to the CCA over the ASLAN)
e The CCA/IWF/MGC itself

e The EBC (for LSC, PEI, AEI, and MG communication with other LSCs,
MESSs, PEIs, AEIs, and MGs over the DISN WAN)

As an example, the CCA interacts with the LSC Transport Interface functions when it uses IP,
TLS, TCP, and the native ASLAN protocols to exchange SIP signaling messages with PEIs or
AEIls and the EBC over the ASLAN.

The MGs controlled by the CCA interact with the LSC Transport Interface functions when they
use IP, UDP, and the native ASLAN protocols to route SRTP media streams to and from PEIs,
AEIls, other LSC MGs, and the EBC over the ASLAN.

[Required] The CCA shall support assignment of the following items to itself:

e Only one CCA IP address (this one IP address may be implemented in the
CCA as either a single logical IP address or a single physical IP address),

e A CCA Fully Qualified Domain Name (FQDN) that maps to that IP address,
and
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A CCA SIP URI that uses that CCA FQDN as its domain name, and maps to
the “SIP B2BUA” function within the CCA itself.

[Required] The CCA shall support assignment of the following items to each SIP and AS-SIP
PEI and AEI on the Appliance LAN:

Only one PEI or AEI IP address,
A PEI or AEI FQDN that maps to that IP address, and

A PEI or AEI SIP URI that uses that PEI or AEI FQDN as its domain name,
and maps to the “SIP User Agent” function within the PEI or AEI.

[Required] The CCA shall support assignment of the following items to each MG on the
Appliance LAN:

Only one MG IP address (this one IP address may be implemented in the MG
as either a single logical IP address or a single physical IP address),

An MG FQDN that maps to that IP address, and

An MG SIP URI that uses that MG FQDN as its domain name, and maps to
the “UC Signaling and Media End Point” function within the MG.

[Required: MFSS - Conditional: LSC] The CCA shall support assignment of the following
items to each SG on the Appliance LAN:

Only one SG IP address (this one IP address may be implemented in the SG as
either a single logical IP address or a single physical IP address),

An SG FQDN that maps to that IP address, and

An SG SIP URI that uses that SG FQDN as its domain name, and maps to the
“UC Signaling End Point” function within the SG.

[Required] The CCA shall support assignment of the following items to the EBC:

Only one EBC IP address (this one IP address may be implemented in the
EBC as either a single logical IP address or a single physical IP address),

An EBC FQDN that maps to that IP address, and
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e An EBC SIP URI that uses that EBC FQDN as its domain name, and maps to
the “SIP B2BUA” function within the EBC.

5.3.2.10.4 CCA Interactions with the EBC

The EBC provides SBC and firewall capabilities for the ASLAN, the PEIs/AEIs, and the IP-
based components of the LSC, including the CCA/IWF/MGC and the MGs.

The CCA interacts with the EBC by directing AS-SIP signaling packets to it (for signaling
messages destined for an MFSS) and by accepting AS-SIP signaling packets from it (for
signaling messages directed to the LSC from an MFSS).

The LSC Els and MGs, which are controlled by the CCA, interact with the EBC by directing
SRTP media streams to it (for call media destined for Els and MGs on other LSCs), and by
accepting SRTP media streams from it (for call media directed to the LSC PEIs/AEIls and MGs
from Els and MGs on other LSCs).

The AS-SIP signaling packets exchanged between the LSC and an MFSS must pass through the
EBC. The SRTP media streams exchanged between LSC Els /MGs and Els/ MGs on other
LSCs must also pass through the EBC.

The CCA in the MFSS and LSC needs to interact with AS-SIP functions in the EBC, which

e Mediates AS-SIP signaling between an LSC and an MFSS, and between two
MFSSs,

e Supports SBC functions, such as NAT and Network Address and Port
Translation (NAPT), and

e Supports IP firewall functions.

High-level CCA requirements are needed for interacting with an EBC. These requirements are
as follows:

1. [Required] When directing VVoIP sessions to other network appliances providing voice
and video services across the DISN, the CCA shall direct these VoIP sessions to the EBC,
so that the EBC can process them before directing them to the network appliances on the
DISN WAN.

2. [Required] The CCA shall direct VVolP sessions to other network appliances through the
EBC in the following cases:
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a.  When the CCA is part of an LSC and is directing VoIP sessions to an MFSS on the
DISN WAN, which is the “primary” or “backup” MFSS for that LSC,

b.  When the CCA is part of an MFSS and is directing VVoIP sessions to an LSC on the
DISN WAN, which is a “subtended” LSC for that MFSS,

c.  When the CCA is part of an MFSS and is directing VoIP sessions to another MFSS
on the DISN WAN

3.  [Required] When accepting VolP sessions from other network appliances on the DISN,
the CCA shall accept these VoIP sessions from the EBC, because the EBC relays them
from the network appliances on the DISN WAN.

4. [Required] The CCA shall accept VVoIP sessions from other network appliances through
the EBC in the following cases:

a.  When the CCA is part of an LSC and is accepting VoIP sessions from an MFSS on
the DISN WAN, which is the “primary” or “backup” MFSS for that LSC

b.  When the CCA is part of an MFSS and is accepting VolIP sessions from an LSC on
the DISN WAN, which is a “subtended” LSC for that MFSS

c.  When the CCA is part of an MFSS and is accepting VoIP sessions from another
MESS on the DISN WAN

5.3.2.10.5 CCA Support for Admission Control

The CCA interacts with the ASAC component of the LSC and MFSS to perform specific
functions related to ASAC, such as counting internal, outgoing, and incoming calls; managing
separate call budgets for VoIP and Video over IP calls; and providing preemption.

Requirements for ASAC are handled in two categories: CAC and ASAC. Call Admission Call
is defined as follows:

“A process in which a call is accepted or denied entry (blocked) to a network
based on the network’s ability to provide resources to support the quality of
service (QoS) requirements for the call.”

Call Admission Control is also referred to as SAC, because in the network appliances a VoIP call
is also a SIP Voice session, and a Video call is also a SIP Video session. Session Admission
Control is limited as follows:
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“SAC is typically limited to managing the pre-populated session budgets for each
Assured Service (voice and video).”

Assured Services Admission Control includes CAC/SAC and its support for call counting, voice
call budgets, and video call budgets. In addition, ASAC includes capabilities for handling calls
differently based on their precedence level (e.g., DSN ROUTINE, PRIORITY, IMMEDIATE,
FLASH, or FLASH OVERRIDE), and for having calls of a higher precedence level preempt
calls of a lower precedence level.

Two different levels of ASAC are LSC-Level ASAC (supported in the LSC and the MFSS) and
WAN-Level ASAC Policing (supported in the MFSS only). The LSC and MFSS are responsible
for maintaining the following:

e VoIP session budgets
e \oIP session counts
e TDM session budgets
e TDM session counts
e VSU budgets

e VSU counts

[Required] The LSC and MFSS CCA shall meet all the requirements in Section 5.3.2.2.2.3,
ASAC - Open Loop.

[Required] The LSC and MFSS CCA shall meet all the requirements in Section 5.3.4.10,
Precedence and Preemption.

[Required] The LSC and MFSS CCA shall meet all the requirements in Section 5.3.4.11,
Policing of Call Count Thresholds.

5.3.2.10.6 CCA Support for UFS

The UFS Server is responsible for providing features and services to VolP and Video PEIS/AEIs
on an LSC or MFSS, where the CCA alone cannot provide the feature or service. In this section,
no distinction is made between “features” and “services,” and all features and services, such as
Call Hold, Call Waiting, Precedence Call Waiting, Call Transfer, Call Forwarding, Hotline
Service, and Calling Party and Called Party ID (number only), are called features. Examples of
features that may require the use of a UFS Server are voice mail services; services that use
TCAP queries and responses over CCS7 signaling links, such as toll-free 800/888 number
services and calling name delivery services; and services that require screening of calling party
numbers on incoming calls (e.g., block calls to this VoIP PEI/AEI from these numbers); and
screening of called party numbers on outgoing calls (e.g., block calls from this VolP PEI/AEI to
these numbers).
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The CCA interacts with UFS by relaying end-user requests for feature and service invocation to
the UFS, and relaying UFS responses, such as text displays and message waiting indicators, back
to PEIS/AEIs and end users. The CCA may relay feature information from the UFS to the
EI/AEI and end user without a corresponding feature request from the PEI/AEI or the end user.
Examples of this include the UFS text message that tells an PEI that a call waiting call is
available, and the UFS indicator that tells a PEI that there is a message waiting for that PEI.

[Required] The CCA within a network appliance shall support the operation of the following
features and capabilities, as listed in Table 5.3.2.2-1, Assured Services Product Features and
Capabilities:

1. [Required] The CCA shall generate a redirecting number each time it forwards a VVolIP or
Video session request as part of a Call Forwarding feature.

2. The CCA supports the ability to direct VolIP and Video sessions and session requests to the
UFS Server, so that the UFS Server can apply an Appliance VolP or Video feature, when
use of that feature is required by the calling party, the called party, or the appliance itself.

The interface and protocols used to interconnect the CCA with the UFS Server are internal to the
network appliance and, therefore, are supplier-specific.

5.3.2.10.7 CCA Support for Information Assurance

The Information Assurance function within the appliance ensures that end users, PEIs, AEIs,
MGs, SGs, and EBCs that use the appliance are all properly authenticated and authorized by the
appliance. The Information Assurance function ensures that VVoice and Video signaling streams
that traverse the appliance and its ASLAN are encrypted properly SIP/TLS.

[Required] The CCA shall relay received SIP and TLS authentication credentials and
encryption key information from sending end systems (i.e., users, PEIs, AEls, and EBCSs) to the
Information Assurance function to support the Information Assurance function’s user, PEI, AEI,
and EBC authentication capabilities, and its PEI, AEI, and EBC signaling stream encryption
capabilities.

[Required: MG — Conditional: SG] The CCA MGC shall relay received H.248 and IPSec (or
proprietary-protocol-equivalent) authentication credentials and encryption key information from
sending end systems (i.e., MGs and SGs) to the Information Assurance function to support the
Information Assurance function’s MG and SG authentication capabilities, and its MG and SG
signaling stream encryption capabilities.

[Required] The CCA shall relay authentication credentials received in a SIP or AS-SIP
REGISTER message from an PEI, AEI, or EBC to the Information Assurance function so the

297



DoD UCR 2008, Change 1

Section 5.3.2 — Assured Services Requirements

Information Assurance function can validate those credentials and allow that PEI, AEI, or EBC
to register with the appliance.

[Conditional] The CCA MGC shall relay authentication credentials received with an H.248
message in an IPSec packet from an MG to the Information Assurance function so the
Information Assurance function can validate those credentials and allow that MG to register with
the appliance.

[Conditional] The CCA MGC shall relay authentication credentials received in an IPSec packet
from an SG to the Information Assurance function so the Information Assurance function can
validate those credentials and allow that SG to register with the appliance.

[Required] The CCA shall relay TLS encryption key information received from a PEI or AEI to
the Information Assurance function so the Information Assurance function can verify that this
encryption key information can be used on the signaling streams for VVoice or Video sessions
to/from that PEI or AEI.

[Required] The CCA shall relay TLS encryption key information received from an EBC to the
Information Assurance function so the Information Assurance function can verify that this
encryption key information can be used on the signaling streams for the Voice or Video sessions
to/from that EBC.

[Required] The CCA within the appliance shall support all Information Assurance Appliance
requirements in Section 5.4, Information Assurance Requirements, which involve the appliance’s

SCS functions and the appliance’s MGC.

The interface and protocols used to interconnect the CCA with the Information Assurance
function are internal to the appliance and, therefore, are supplier specific.

5.3.2.10.8 CCA Interactions with Local Location Service

The LLS provides information on called address translation in response to call routing queries
from the CCA. The CCA sends call routing queries to the LLS for both outgoing calls from
appliance PEIs or AEls (i.e., LSC and MFSS) and incoming calls to appliance PEIs or AElIs (i.e.,
LSC and MFSS).

The CCA uses the information returned by the LLS to

e Route internal calls from one appliance PEI or AEI to another,

e Route outgoing calls from an appliance PEI or AEI to another appliance (via
an EBC), or to a TDM network (via an Appliance MG), and
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e Route incoming calls from another appliance (via an EBC), or from a TDM
network (via an Appliance MG), to an LSC PEI or AEI.

The interface and protocols used to interconnect the CCA with the LLS are internal to the
appliance and, therefore, are supplier specific.

5.3.2.10.9 CCA Interactions with Global Location Service

Like the LLS, the GLS provides information on call routing in response to call-routing queries
from the CCA. The CCA sends call-routing queries to the GLS for calls where the CCA
determines that the call’s destination lies outside the MFSS.

Call routing/addressing will involve two basic scenarios: MFSS internal calls or external calls.

1.  MFSS internal calls are defined as local calls within the MFSS. These calls are any
combination of calls among and between IP instruments and TDM instruments served
either by the TDM side or by the SS side of the MFSS. Calls between the TDM and SS
sides of the MFSS are routed over internal, proprietary connections requiring an internal
MG.

2.  External calls are defined as calls to/from the MFSS and other distant-end systems and
networks, including other MFSSs, DSN EOs, PBXs, and the PSTN. Calls to or from
TDM-based distant-end systems will route through the TDM side of the MFSS; calls to IP-
based distant-end systems (i.e., LSCs, MFSS) will route through the SS side of the MFSS
using IP-bearer and AS-SIP signaling.

The CCA may determine call routing based on an analysis of the called address. For example, it
does this by finding that this address did not contain a PSTN escape code as a prefix, and by
finding that the first six digits of this called address (i.e., the NPA-NXX in the DoD dialing
plan) pointed to a location in the DoD network outside the MFSS. The CCA may make this
determination based on a previous call-routing response from the MFSS’s LLS that indicated,
“This address is not assigned to any PEI, AEI, or MG on the MFSS.”

As in the LLS case, the query from the CCA to the GLS identifies the called address for the call
in question. It may be embedded within a SIP URI, e.g., sip: +17327582000@uc.mil;
user=phone, or sip: 3144305353@uc.mil; user=phone. The response from the GLS identifies
either:

e A remote IP address that points to the next appliance (i.e., an LSC or an
MESS) that the call should be routed to, or
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e The local IP address of an MFSS MG trunk group that the call should be
routed to. (This case applies when the MG TG connects to a TDM destination
outside the MFSS, which can be on the DoD TDM network, an allied or
coalition partner TDM network, or on the PSTN (CONUS and Global)).

5.3.2.10.10 CCA Interactions with End Instrument(s)

The CCA in the MFSS or LSC needs to interact with VoIP PEIs and AEls served by that MFSS
or LSC. The VolP interface between the PEI and the MFSS or LSC is left up to the network
appliance supplier. The VolP interface between the AEI and the MFSS or LSC is AS-SIP.

The following requirements on VolP Els are part of the CCA requirements for the MFSS or
LSC:

1. [Required] The CCA shall support supplier-proprietary Voice and Video Els, using El-
CCA protocols that are proprietary to the LSC or MFSS supplier.

2. [Required] The CCA shall support the following Voice and Video Els and their
associated El signaling protocols:

e [Objective] SIP Voice and Video Els
e [Objective] H.323 Voice and Video Els
e [Required] AS-SIP Voice and Video Els

[Objective] When the CCA IWF supports H.323 Voice and Video Els, the IWF shall support
these Els using ITU-T Recommendation H.323.

NOTE: An LSC or MFSS ASLAN may support two different types of H.323 Els:

e “H.323 Overlay Network”: H.323 Els that are served by an H.323
Gatekeeper, which is completely separate from the CCA.

o “H.323/AS-SIP Interworking”: H.323 Els that are served by the CCA (where
the CCA is effectively an H.323 Gatekeeper for these EIs).

The first case is outside the scope of this section.
The second case is within the scope of this section, with one qualification. The CCA’s use of

AS-SIP is within the section’s scope, but the details on how the supplier’s CCA performs the
protocol interworking between El H.323 and CCA AS-SIP are outside this section’s scope.
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[Required] When the CCA IWF supports AS-SIP Voice and Video AEls, the IWF shall support
these AEIs using the set of AS-SIP protocol requirements in Section 5.3.2.22, Generic AS-SIP
End Instrument and Video Codec Requirements, and Section 5.3.4, AS-SIP Requirements.

5.3.2.10.11 CCA Support for Assured Services Voice and Video

[Required] The Appliance CCA (i.e., LSC or MFSS) shall support both assured Voice and
Video services. The CCA shall support both assured Voice and assured Video sessions, and
shall support these sessions from both VVolP Els and Video Els, as described in UCR 2008,
Section 5.3.2.10.10, CCA Interactions with End Instrument(s).

[Required] The Appliance CCA shall support common procedures and protocol for VVolP and
Video session control, with the following clarifications and exceptions:

1. The CCAis required to be able to support “single-rate” TDM video (i.e., 64-kbps TDM
video calls) at MG trunk groups that are controlled by the CCA.

2.  The CCA is not required to be able to support “multi-rate” TDM video (i.e., Nx64-kbps
TDM video calls, where N runs from 2 to 24) at MG trunk groups that are controlled by the
CCA.

The CCA is not required to support protocol interworking between TDM video calls and

e [P video sessions that originate from or terminate on local Video Els that are
served by the CCA, or

e [P video sessions that originate from or terminate on remote Video Els, that
reach the CCA via the EBC, the DISN WAN, and remote appliances.

[Required] The Appliance CCA shall support common procedures and protocol for feature
control, for the features and capabilities given in Table 5.3.2.2-1, Assured Services Product
Features and Capabilities.

[Required] On calls to and from Proprietary VoIP and Proprietary Video Els, the CCA shall use
the appropriate parameters within the appliance supplier’s Proprietary protocol messages to
differentiate Proprietary VoIP sessions from Proprietary Video sessions.

[Conditional] When H.323 Els are supported on calls to and from H.323 Els, the CCA shall use
the appropriate parameters within the H.323 protocol messages to differentiate H.323 VolP
sessions from H.323 Video sessions.
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[Required] When AS-SIP Els are supported on calls to and from AS-SIP Els, the CCA shall use
the SDP message bodies in AS-SIP INVITE, UPDATE, REFER, and ACK messages, as well as
the SDP message bodies in AS-SIP 200 OK responses and earlier 1xx provisional responses, to
differentiate AS-SIP Voice sessions from AS-SIP Video sessions. (NOTE: Support for AS-SIP
Els is Required for 2010.)

The CCA'’s use of these SDP bodies for VolP and Video differentiation shall follow the detailed
SDP requirements for VVolIP and Video in Section 5.3.4, AS-SIP Requirements.

[Required] The CCA shall track VolP sessions against corresponding Appliance VoIP budgets,
and shall separately track Video sessions against corresponding Video budgets. The CCA shall
maintain the Appliance’s VVolIP budgets separate from the Appliance’s Video budget. The CCA
shall perform this separate tracking of Appliance VolP and Video calls and budgets consistent
with the CAC/SAC requirements in Section 5.3.2.10.5, CCA Support for Admission Control.

[Required] As part of LSC-Level ASAC and WAN-Level ASAC Policing, the CCA shall
support PBAS/ASAC for both VolP sessions and Video sessions, consistent with the ASAC
requirements in Section 5.3.2.10.5, CCA Support for Admission Control.

[Required] The CCA shall allow an individual PEI (i.e., Proprietary, H.323, or SIP) to support
both VoIP and Video sessions. The CCA shall allow an individual El to have both VolIP and
Video sessions active at the same time.

[Required] The CCA shall allow an individual AEI (i.e., AS-SIP) to support both VoIP and
Video sessions. The CCA shall allow an individual AEI to have both VVolIP and Video sessions
active at the same time.

[Required] The CCA shall support the routing of both VVolIP and Video session requests from
LSCs to MFSSs, from MFSSs to LSCs, and from MFSSs to MFSSs, using AS-SIP. The CCA
shall direct outgoing VolIP and Video session requests to EBCs, and shall accept incoming VoIP
and Video session requests from EBCs, consistent with this LSC-to-MFSS routing, MFSS-to-
LSC routing, and MFSS-to-MFSS routing.

5.3.2.10.12 CCA Interactions with Service Control Functions
[Required] The CCA shall support the ability to remove VoIP and Video sessions and session
requests from the media server so the CCA can continue with necessary session processing once

the media server has completed its functions. Examples include the following:

1. Removing a calling VoIP PEI or AEI from the media server after in-band audible ringing
has been applied and then removed (for a local PEI-to-PEI or AEI-to-AEI call).
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2. Removing a called VVoIP PEI or AEI from the media server after a Call Preemption tone or
announcement has been applied and then removed.

The interface and protocols used to interconnect the CCA with the media server are internal to
the LSC and MFSS and, therefore, supplier specific.

The Media Server function provides tones and announcements that the LSC “plays out” to local
and remote end users on VVolP and Video calls. In addition, the media server may provide audio
and video messages, or “clips,” that the LSC can “play” to local and remote users on Video calls.

NOTE: Itis possible that some tones and announcements may be generated locally by the end
user’s PEI or AEI, based on commands from the LSC to the PEI or AEI that mandate the “play”
of the tones or announcements. (An example of this is the use of an LSC command that instructs
a PEI to “play” dial tone to a calling end user, and then to automatically halt “playing” dial tone
upon receipt of the first keypad digit from that end user.) In these cases, the use of a separate
media server to provide tones and announcements to end user PEIs or AEIs is up to the LSC
vendor.

The media server stores these tones, announcements, audio clips, and video clips locally, and
“plays them out” to either local or remote end users in response to corresponding requests from
the CCA. As part of this “play out” process, the media server may prompt the end users for
information (e.g., entry of keypad digits, or vocal answers to media server questions). In this
case, the media server collects that information and responds to the CCA indicating what the
collected information was, or what action the CCA should take based on the collected
information.

The CCA is responsible for asking the media server to “play out” tones, announcements, audio
clips, and video clips, and for ensuring that the media from the media server is directed to the
correct end user. In addition, the CCA is responsible for capturing collected information from
the media server, such as the series of keypad digits entered by an end user in response to a
media server prompt, and using that information appropriately for call processing or feature
processing.

5.3.2.11 CCA Interworking between AS-SIP and DoD CCS7
5.3.2.11.1 Purpose and Scope

This section provides basic requirements for interworking call setup and release signaling
between a DoD network using the AS-SIP and a network using DoD CCS7. The interworking is
performed at a node with CCA (SIP/CCS7 IWF) functionality that processes/interworks
incoming CCS7 messages to outgoing AS-SIP messages, and similarly, incoming AS-SIP
messages to outgoing CCS7 messages.
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All requirements in this section are [Conditional: LSC, MFSS], unless otherwise indicated.
This condition is illustrated in Figure 5.3.2.8-1, Functional Reference Model — MFSS.

The requirements in this section are defined in terms of functionality at a SIP/CCS7 IWF as
follows:

1.  Section 5.3.2.11.4, Interworking for a Call Originating in an AS-SIP Network toward an
ISUP Network, reviews the protocols that are interworked at the SIP/CCS7 IWF, and
includes their scope and their relationship to national standards and requirements
documents.

2.  Section 5.3.2.11.4.1.3.6.2, Generic Address, discusses the general principles of
interworking between the protocols and provides an overview of the design and
functionality required at the SIP/SCCS7 IWF.

3. Section 5.3.2.11.5, Interworking for a Call Originating in an ISUP Network toward an AS-
SIP Network, provides detailed interworking requirements for a call that is initiated from
an AS-SIP network toward a CCS7 network.

4.  Section 5.3.2.11.5.1.3, Coding of SDP Media Description Lines from USI, provides
detailed interworking requirements for a call that is initiated from a CCS7 network toward
an AS-SIP network.

5. Section 5.3.2.12.9, MG Support for DoD CCS7 Trunks, defines conditions for connection
of the bearer (voice) path through the MG, including the playing of tones and
announcements by the SIP/CCS7 IWF toward the CCS7 network.

6.  Section 5.3.2.11.5.3, Expiration of Tow, and Sending Early ACM, provides the
requirements for the Tojw2 timer, which controls the sending of an early CCS7 Address
Complete Message (ACM).

5.3.2.11.2 Background

This section applies to network nodes that meet the requirements for support of the DSN CCS7
and AS-SIP protocols as given in Section 5.3.2.9.5, CCA-IWF Signaling Protocol Support
Requirements. In addition, operation of MLPP functionality at the SIP/CCS7 IWF is aligned
with the specification of that functionality in ANSI T1.619 and ANSI T1.619a. The
functionality described in this section is aligned with that functionality specified in ANSI
T1.679.

It is assumed that the SIP/CCS7 IWF does not perform number portability (NP) queries for
enabling service provider portability. However, the SIP/CCS7 IWF does map NP-related IEs,
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retaining any knowledge of a prior NP query performed to support service provider portability.
Though not a requirement, the SIP/CCS7 IWF may support SIP and CCS7 signaling to enable
service portability and geographic portability.

Every call at the SIP/CCS7 IWF will have an assigned MLPP priority level and domain assigned
when the call was originated or when it entered the DoD network.

5.3.2.11.3 General Considerations
[Conditional] The following rules apply to the handling of unrecognized ISUP information:

1. Assuming that no ISUP encapsulation is used, the SIP/CCS7 IWF shall act as a Type A
exchange for ISUP Compatibility procedures.

2. Only the procedures, methods, and elements of information (i.e., messages, parameters,
indicators, headers) relevant to interworking are described. Therefore, the procedures,
methods, and elements of information that are of local significance (i.e., only relevant to
one of the signaling systems: AS-SIP or ISUP) are not interworked.

3. The SIP/CCS7 IWF combined with an ISUP exchange or an MG shall provide
interworking between the bearer network connections into the AS-SIP and ISUP networks.

4.  Before sending any information into the AS-SIP network, the SIP/CCS7 IWF shall consult
its local trust policy (e.g., for authentication and authorization) to determine whether the
subsequent node to which the outgoing message is directed is trusted to receive that
information. If the adjacent SIP node is not trusted to receive that information, the
SIP/CCS7 IWF shall take appropriate action (e.g., omit the information, provide another
value, or release the call).

5.  Before accepting any information from the AS-SIP network, the SIP/CCS7 IWF shall
consult its local trust policy (e.g., for authentication and authorization) to determine
whether the node from which the incoming message came is trusted to originate or pass on
that information. If the adjacent SIP node is not trusted to provide that information, the
SIP/CCS7 IWF shall take appropriate action (e.g., ignore the information, use a default
value, or release the call).

[Conditional] The SIP/CCS7 IWF shall establish a one-to-one relationship between each
AS-SIP dialog and the corresponding ISUP call/bearer control instance so the SIP/CCS7 IWF
interworks all the signaling information associated with a given call.

[Conditional] For calls where AS-SIP-to-CCS7 interworking is required, when an AS-SIP
message is received for that call, the SIP/CCS7 IWF shall construct an appropriate ISUP
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message for that call using the information received within the SIP message’s header fields and
SDP body, if present.

Section 5.3.2.11.4, Interworking for a Call Originating in an AS-SIP Network toward an ISUP
Network, and Section 5.3.2.11.4.1.3.6.2, Generic Address, provide the interworking
specifications for AS-SIP and ISUP networks.

5.3.2.11.4 Interworking for a Call Originating in an AS-SIP Network toward an
ISUP Network

This section describes the interworking requirements for a call originating in an AS-SIP network
toward an ISUP network.

53.2.114.1 Sending of Initial Address Message

If an AS-SIP INVITE request is received and the INVITE request cannot be associated with an
existing call, the interworking procedures depend on whether the INVITE request contains an
SDP offer. Section 5.3.2.11.4.1.1, INVITE Request Received without an SDP Offer, provides
detailed interworking procedures for the case when an SDP offer is not contained. Section
5.3.2.11.4.1.2, INVITE Request Received with an SDP Offer, provides detailed interworking
procedures for the case when an SDP offer is contained.

[Conditional] If an AS-SIP INVITE is received, the Initial Address Message (IAM) resulting
from the interworking procedures in Section 5.3.2.11.4.1.1, INVITE Request Received without
an SDP Offer, and Section 5.3.2.11.4.1.2, INVITE Request Received with an SDP Offer, as
applicable, shall be sent into the CCS7 network. The IAM parameters shall be coded as
specified in Section 5.3.2.11.4.1.3, IAM Parameters.

If an INVITE request is received that does not have enough digits to route to the CCS7 network,
normal SIP procedures apply, and the INVITE request is not interworked.

53211411 INVITE Request Received without an SDP Offer

[Conditional] Upon receipt of an INVITE request without an SDP Offer, if the INVITE request
indicates support for reliable provisional responses, then an SDP Offer including media
description shall be sent backward into the AS-SIP network within the first reliable non-failure
provisional response (1xx greater than 100):

1. If SIP preconditions are not in use, the IAM shall be sent into the CCS7 network upon
receipt of the SDP answer with media description.
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2. If SIP preconditions are in use, the IAM shall be sent into the CCS7 network by continuing
on to the procedures in Section 5.3.2.11.4.1.2.2, Received INVITE Request with
Preconditions.

[Conditional] Upon receipt of an INVITE request without an SDP offer, if the INVITE request
indicates that reliable provisional responses are not supported, then the IAM shall be sent
immediately into the CCS7 network.

53211412 INVITE Request Received with an SDP Offer

The following subparagraphs describe an INVITE request with an SDP offer with or without
preconditions.

532114121 Received INVITE Request without Preconditions

[Conditional] Upon receipt of an INVITE request with an SDP offer, if SIP preconditions are
not in use, then the IAM shall be sent immediately into the CCS7 network.

5.3.2114.1.2.2 Received INVITE Request with Preconditions

[Conditional] Upon receipt of an INVITE request with an SDP offer, if SIP preconditions are in
use, then

1.  If outgoing CCS7 signaling supports the use of the Continuity Check procedure, the IAM
shall be sent immediately into the CCS7 network. The Continuity Check Indicator in the
Nature of Connection Indicators parameter shall be set to “continuity check performed on
previous circuit,” or “continuity check required on this circuit.” The latter setting shall be
used if the continuity check is to be performed on the outgoing circuit.

2. If outgoing ISUP signaling on the subsequent network does not support the use of the
Continuity Check procedure, sending of the 1AM shall be deferred until all preconditions
have been met.

In all cases, Section 5.3.2.11.4.1.3, IAM Parameters, gives specific details related to the

population of specific parameters of the IAM. Table 5.3.2.11-1, IAM Parameters Mapped from
an INVITE Request, lists the parameters within the IAM message that are interworked from the
INVITE message and the associated sections that describe the specific interworking procedures.

53211413 1AM Parameters

Table 5.3.2.11-1 indicates the IAM parameters that interwork from INVITE.
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Table 5.3.2.11-1. 1AM Parameters Mapped from an INVITE Request

PARAMETER SECTION
Called Party Number 53.211.413.1
Calling Party’s Category 53.2.11.4.13.2
Nature of Connection Indicators 5.3.2.11.4.1.3.3
Forward Call Indicators 5.3.2.11.4.1.3.4
User Service Information 5.3.2.11.4.1.35
Calling Party Number 5.3.211.41.3.6.1
Generic Address 5.3.211.4.1.3.6.2
Hop Counter 5.3.2.11.4.1.3.7
Transit Network Selection® 5.3.2.11.4.1.3.8
Precedence 5.3.211.4.1.3.9
NOTES:
1. The Transit Network Selection parameter is not applicable in the DoD network.
See UCR 2008, Section 5.3.2.11.4.1.3.8, Transit Network Selection.
e  The Charge Number parameter may also be included in the IAM as a network
option when AS-SIP is used.
LEGEND
AS-SIP Assured Services Session Initiation Protocol IAM Initial Address Message

532114131 Called Party Number (Required)

In the Request-URI, the incoming INVITE request will contain a sip(s): URI with the
user=phone parameter:

e The userinfo part of that URI is an E.164 number encoded as specified by the telephone-
subscriber rule of RFC 3966.

To generate the outgoing 1AM, the SIP/CCS7 IWF shall use the following principles:

1. If the routing number field is not present in the userinfo component of the Request-URI,
then the geographical telephone number field contained in the userinfo component of the
Request-URI shall be mapped to the Called Party Number parameter of the IAM.

2. If the routing number field is present in the userinfo component of the Request-URI, the
routing number field contained in the userinfo component of the Request-URI shall be
mapped to the Called Party Number parameter of the IAM. For the mapping of the
geographical telephone number field contained in the userinfo component of the Request-
URI, refer to Table 5.3.2.11-2, Mapping of INVITE Request-URI to IAM Called Party
Number.

[Conditional] The SIP/CCS7 IWF shall map the information contained in the userinfo
component of the Request-URI to the Called Party Number parameter of the IAM message.
Table 5.3.2.11-2 summarizes this mapping.
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Table 5.3.2.11-2. Mapping of INVITE Request-URI to IAM Called Party Number

IAM
INVITE CALLED PARTY
REQUEST-URI NUMBER CONDITIONS
Geographical number in Address Signal If the routing number field is not present in the
userinfo userinfo component
Routing number in userinfo Address Signal If the routing number field is present in the
(following “rn=") userinfo component
LEGEND
IAM Initial Address Message  URI Universal Resource Identifier

5.3.211.4.1.3.2 Calling Party’s Category (Required)

[Conditional] If the incoming INVITE request uses AS-SIP, the default coding of the Calling
Party’s Category field shall be 0 (“binary 0000 0000,” “Calling party’s category unknown”).

Other codes such as “ordinary subscriber,” “NS/EP call,” or “emergency service call” may be
used in the Calling Party’s Category parameter based on the interworking configuration and on
additional information received in the SIP INVITE request.

53.2.11.4.1.33 Nature of Connection Indicators (Required)

[Conditional] The Nature of Connection Indicators parameter in the outgoing IAM shall be set
as shown in Table 5.3.2.11-3, Nature of Connection Indicators Parameters.

Table 5.3.2.11-3. Nature of Connection Indicators Parameter

BITS NATURE OF CONNECTION INDICATORS PARAMETER
AB Satellite indicator
DC Continuity Check indicator (ISUP)
E Outgoing echo control device
LEGEND
ISDN Integrated Services Digital Network ISUP ISDN User Part

Other Nature of Connection Indicators shall use the values specified in ANSI T1.113.3.

The codes in Table 5.3.2.11-4, Coding of the Nature of Connection Indicators Parameter, shall
be used as the default in the Nature of Connection Indicators parameter field.
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Table 5.3.2.11-4. Coding of the Nature of Connection Indicators Parameter

BITS | CODES MEANING CONDITIONS
AB 01 One satellite circuit in the connection | If AS-SIP is not used
DC* 00 Continuity check not required Without pending precondition request (all
profiles)
10 Continuity check performed on a With pending precondition request (all
previous circuit profiles)
E 1 Outgoing echo control device Use of this value assumes that the DoD
included network supports echo control
* The SIP/CCS7 IWF creates COT, as required. See UCR 2008, Section 5.3.2.13.4.2, SG and CCA Interactions.
LEGEND
AS-SIP-T  Assured Services Session Initiation Protocol for DoD Department of Defense
Telephones IWF  Interworking Function
CCA Call Connection Agent SG  Signaling Gateway
CCs7 Common Channel Signaling System No. 7 SIP  Session Initiation Protocol
COT Customer Originated Trace

532114134 Forward Call Indicators (Required)

[Conditional] The Forward Call Indicators (FCI) parameter and its default values in the
outgoing 1AM shall be set as shown in Table 5.3.2.11-5, Forward Call Indicators Parameter.

Table 5.3.2.11-5. FCI Parameter

INDICATORS IN FCI DEFAULT
BITS PARAMETER CODE MEANING
D Interworking indicator 1 Interworking encountered
F ISUP indicator 0 ISUP not used all the way
HG [ ISUP Preference indicator 01 ISUP not required all the way
I ISDN Access indicator 0 Originating access hon-ISDN
M Ported Number See Table 5.3.2.11-1,
Translation indicator IAM Parameters
Mapped from an
INVITE Request
LEGEND
FCI Forward Call Indicators ISDN Integrated Services Digital Network
1AM Initial Address Message ISUP ISDN User Part

Other FCI should follow ANSI T1.113. The appropriate values of the FCIs are determined based
on analysis of various parameters (i.e., signaling, internal states, or configurations) at the
SIP/CCS7 IWF.

The value of the M bit is set depending on whether an NP Database Dip Indicator (npdi)
parameter is present in the userinfo component of the Request-URI, as shown in
Table 5.3.2.11-6, Bit M in the FCI Parameter.
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Table 5.3.2.11-6. Bit M in the FCI Parameter

BIT | CODE MEANING CONDITIONS
M 0 Number not translated | LNP dip not performed (npdi not present)
M 1 Number translated LNP dip performed (npdi present)
LEGEND
LNP Local Number Portability npdi Number Portability Database Dip Indicator

5.3.2.11.4.1.35 User Service Information (Required) and Higher Layer Compatibility IE

within Access Transport Parameter (Optional)

[Conditional] If the incoming INVITE request uses AS-SIP, either

1.

The User Service Information (USI) parameter is set to 3.1 kilohertz (kHz) audio and
transcoding is applied when required, or

If SDP is received from the remote peer before the IAM is sent, and if transcoding is not
supported by the SIP/CCS7 IWF, then the USI parameter shall be derived from SDP, as
described in Table 4/T1.679 of ANSI T1.679. Otherwise, they shall be set in accordance
with local policy.

Table 4/T1.679 in ANSI T1.679 reflects the following considerations:

1.

The SDP Media Description Part received by the SIP/CCS7 IWF should indicate only one
media stream.

Only the “m=", “b=", and “a=" lines of the SDP Media Description Part are considered to
interwork with the IAM USI and High Layer Compatibility (HLC) parameters.

The first subfield (i.e., <media>) of the “m=" line will indicate one of the currently defined

values: “audio”, “video”, “application”, “data”, “image”, or “control”.

5.3.2.11.4.1.3.6 Calling Line Identification Parameters

Table 5.3.2.11-7, Mapping of SIP From/P-Asserted-Identity/Privacy Headers to ISUP CLI

Parameters, summarizes the cases for mapping from the SIP INVITE header fields to the ISUP
Calling Line Identification (CLI) parameters.
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Table 5.3.2.11-7. Mapping of SIP From/P-Asserted-ldentity/Privacy Headers to ISUP CLI

Parameters
HAS A HAS A “FROM”
HEADER FIELD COII:II'I'E,:IEING (SUPAF\’DLIEIIT/IFESI\?TAL
CONTAINING A A URI WITH USER PROVIDES
URI"WITHAN | ANIDENTITY CALLING CALLING
IDENTITY IN IN THE PARTY CALLING ADDRESS -
THE FORMAT FORMAT NUMBER PARTY NOT GENERIC
“+CC”+“NDC”+ | “+CC”+“NDC"+ PARAMETER NUMBER SCREENED) ADDRESS
“SN” BEEN “SN” BEEN ADDRESS PARAMETER ADDRESS PARAMETER
RECEIVED? RECEIVED? SIGNALS APRI SIGNALS APRI
No No Network option | If a Privacy Parameter not Not
to either include a | header field was [included. applicable.
network-provided | received, set
E.164 number APRI as
(see Table indicated in Table
5.3.2.11-8) or 5.3.2.11-9;
omit the Address |otherwise,
Signals. Network option
to set APRI to
“presentation
restricted” or
“presentation
allowed.”
No Yes Network option [ If a Privacy Network option | (See Table
to either include a | header field was |either to omit the |5.3.2.11-
network-provided | received, set parameter (if 10.)
E.164 number APRI as CgPN has been
(see Table indicated in Table | omitted) or derive
5.3.2.11-8) or 5.3.2.11-9; from the “From”
omit the Address |otherwise, header
Signals. Network option | (see Table
toset APRIto  [5.3.2.11-9)%,
“presentation
restricted” or
“presentation
allowed.”
Yes No Derive from APRI equals Not included. Not
P-Asserted- “presentation applicable.
Identity restricted” or
(see Table “presentation
5.3.2.11-8). allowed,”
depending on SIP
Privacy header
(see Table
5.3.2.11-9).
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HAS A HAS A “FROM”
“p_ASSERTED HEADER
IDENTITY” 2 GENERIC
HEADER FIELD FIELD ADDRESS
HEADERFIELD | conTaNiNG (SUPPLEMENTAL
1 A URI WITH USER PROVIDES
URI"WITHAN | AN IDENTITY CALLING CALLING
IDENTITY IN IN THE PARTY CALLING ADDRESS —
THE FORMAT FORMAT NUMBER PARTY NOT GENERIC
“«+CC™+ “NDC"+ | “+CC"+*“NDC"+| PARAMETER NUMBER SCREENED) ADDRESS
“SN” BEEN “SN” BEEN ADDRESS PARAMETER ADDRESS PARAMETER
RECEIVED? RECEIVED? SIGNALS APRI SIGNALS APRI
NOTES

1. Itis possible that the P-Asserted-ldentity header field includes both a tel: URI and a sip: URI. The handling of

this case is for further study.

2. The “From” header may contain an “Anonymous URIL.” An Anonymous URI includes information that does
not point to the calling party. RFC 3261 recommends that the display-name component contain
“Anonymous.” RFC 3323 recommends that the Anonymous URI itself have the value

anonymous@anonymous.invalid.

3. This mapping effectively gives the equivalent of Special Arrangement (Network Option) to all SIP UACs with

access to the SIP/CCS7 IWF.

LEGEND

APRI Address Presentation Restricted Indicator

CCs7 Common Channel Signaling System No. 7
CgPN Calling Party Number
IWF Interworking Function

RFC Request for Comments

SIP Session Initiation Protocol
UAC User Agent Client

URI Universel Resource ldentifier

5.3.211.4.136.1

Calling Party Number

Table 5.3.2.11-8, Setting of the Network-Provided ISUP CgPN Parameter with a CLI, provides
details for when the Calling Party Number (CgPN) is given a network-provided value.

Table 5.3.2.11-8. Setting of the Network-Provided ISUP CgPN Parameter with a CLI

ISUP CgPN PARAMETER FIELD

VALUE

Screening Indicator

“network provided”

Number Plan Indicator

“ISDN (Telephony) numbering plan (Recommendation
E.164)”

Address Presentation Restricted Indicator

Presentation allowed/restricted (see Table 5.3.2.11-7)

Nature of Address Indicator

If next ISUP node is located in the same country, set to
“national (significant) number”; otherwise, set to
“international number.”

Address signals

If NOA is “national (significant) number,” no country code
should be included. If NOA is “international number,” then
the country code of the network-provided number should be
included.

LEGEND
CgPN
ISDN

Calling Party Number
Integrated Services Digital Network

ISUP ISDN User Part
NOA Nature of Address

Table 5.3.2.11-9, Mapping of P-Asserted-Identity and Privacy Headers to the ISUP CgPN
Parameter, provides details for CgPN mapping in other cases.
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Table 5.3.2.11-9. Mapping of P-Asserted-ldentity and Privacy Headers to the ISUP CgPN

header field,
appropriate global
number portion of
the URI, assumed to
be in the form of
“+” CC+NDC+SN*

Indicator

Parameter
SOURCE SIP SOURCE
HEADER FIELD | COMPONENT | CgPNPARAMETER DERIVED VALUE OF
& COMPONENT VALUE FIELD PARAMETER FIELD
- - Numbering Plan “ISDN (Telephony) numbering
Indicator plan (Recommendation E.164)”
P-Asserted-ldentity CcC Nature of Address If CC is equal to the country

code of the country where the
SIP/CCS7 IWF is located, AND
the next ISUP node is located in
the same country, then set to
“national (significant)
number”’; otherwise, set to
“international number.”

header field,
appropriate global
number portion of
the URI, assumed to
be in the form of
“+” CC+NDC+SN*

Privacy, priv-value | Privacy header APRI “presentation allowed”
component? field absent
“none” ““presentation allowed”
“header” ““presentation restricted”
“user” ““presentation restricted”
“id” ““presentation restricted”
— — Screening Indicator “network provided™
P-Asserted-ldentity | CC, NDC, SN Address Signals If NOA is “national

(significant) number,” then set
to NDC + SN.

If NOA is “international
number,” then set to
CC+NDC+SN.

NOTES

set to “presentation re

stricted.”

1. Itis possible that the P-Asserted-Identity header field includes both a tel: URI and a sip: URI. The handling
of this case is for further study.
2. Itis possible to receive two priv-values, one of which is “none,” the other “id.”” In this case, APRI shall be

LEGEND

APRI Address Presentation Restricted Indicator IWF Interworking Function
CCs7 Common Channel Signaling System No. 7 NOA Nature of Address

CgPN Calling Party Number SIP Session Initiation Protocol
ISDN Integrated Services Digital Network URI Universal Resource Indicator
ISUP ISDN User Part

Table 5.3.2.11-10, Mapping of SIP from Header Field to ISUP Generic Address Parameter,
provides details for mapping to a Generic Address, when this is possible.

[Conditional] The SIP/CCS7 IWF shall apply the mappings shown in Tables 5.3.2.11-7 through
5.3.2.11-10 when generating the ISUP CLI parameter. If any discrepancy occurs in privacy
settings during the alignment process, the strongest privacy shall be used.
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[Objective] The SIP/CCS7 IWF shall map the SIP From header field to the ISUP Generic
Address parameter for supplemental CgPN, as shown in Table 5.3.2.11-10.

Table 5.3.2.11-10. Mapping of SIP “From” Header Field to ISUP Generic Address
Parameter (Supplemental Calling Party Number Parameter)

GENERIC
SOURCE SIP SOURCE ADDRESS
HEADER FIELD | COMPONENT PARAMETER DERIVED VALUE OF
& COMPONENT VALUE FIELD PARAMETER FIELD
- - Type of Address “supplemental user provided calling
address — not screened”
From, userinfo CcC Nature of Address | If CC is equal to the country code of
component of URI Indicator the country where I-IWU is located,
assumed to be in the AND the next ISUP node is located
form of in the same country, then set to
“+” CC+NDC+SN “national (significant) number”’;
otherwise, set to “international
number.”
- - Numbering Plan “ISDN (Telephony) numbering plan
Indicator (Recommendation E.164)”
- - APRI Use same setting as for CgPN.
From, userinfo CC, NDC, SN Address Signals If NOA is “national (significant)
component assumed number,” then set to NDC + SN.
to be in the form of If NOA is “international number,”
“+” CC+NDC+SN then set to CC+NDC+SN.

NOTE: The “Geographical telephone number” in the userinfo component refers to the initial telephone number
(immediately following “sip:”) in the Request-URI.

LEGEND

CgPN Calling Party Number
I-IwWU Incoming Interworking Unit
ISDN Integrated Services Digital Network

APRI Address Presentation Restricted Indicator

ISUP ISDN User Part

NOA Nature of Address

SIP Session Initiation Protocol
URI Universal Resource Identifier

[Conditional] In the presence of the routing number and npdi fields in the userinfo component
of the Request-URI, the geographical telephone number field contained in the userinfo
component of the Request-URI shall be mapped to the GAP of the IAM. The coding of the GAP
set by the SIP/CCS7 IWF is as specified in Table 5.3.2.11-11, Mapping of SIP Request-URI to
ISUP Generic Address (Ported Number) Parameter.
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Table 5.3.2.11-11. Mapping of SIP Request-URI to ISUP Generic Address (Ported
Number) Parameter

SOURCE SIP SOURCE
HEADER FIELD COMPONENT GENERIC ADDRESS DERIVED VALUE OF
& COMPONENT VALUE PARAMETER FIELD PARAMETER FIELD
- - Type of Address “ported number”
- - Nature of Address “national (significant)
“+” CC+NDC+SN Indicator number”’
- - Numbering Plan “ISDN (Telephony)
Indicator numbering plan
(Recommendation E.164)”
Geographical +CC, NDC, SN Address Signal Setto NDC + SN
number in userinfo from the URI
component
LEGEND
ISDN Integrated Services Digital Network  SIP Session Initiation Protocol URI Universal Resource Identifier

5.3.2.11.41.3.7 Hop Counter

[Conditional] If the incoming INVITE request uses AS-SIP, the Hop Counter parameter shall
be set to an integer equal to the value from the Max-Forwards header field value divided by a
factor (F), rounded down. The value of F shall be derived by the SIP/CCS7 IWF using the
following principles:

1.  The Hop Counter parameter for a given message shall never increase, and shall decrease by
at least one with each successive visit to an SIP/CCS7 IWF, regardless of intervening
interworking. The same is true for Max-Forwards header field in the SIP domain.

2. The initial and successively mapped values of Max-Forwards header field should be large
enough to accommodate the maximum number of hops that might be expected of a validly
routed call.

3. The factor used to map from the Max-Forwards header field to the Hop Counter parameter
for a given call will depend on call origin and call destination, and will be provisioned at
the SIP/CCS7 IWF based on network topology, trust domain rules, and bilateral agreement.

53.2.11.4.1.38 Transit Network Selection

The DSN is the only transit network visible to the SIP/CCS7 IWF. Therefore, the SIP/CCS7

IWF does not expect to receive a Transit Network Selection parameter, and interworking for this
parameter is not specified here.

316



DoD UCR 2008, Change 1
Section 5.3.2 — Assured Services Requirements

5.3.2.11.4.1.3.9 Precedence

The modeling of the SIP/CCS7 IWF assumes that preemption of a call will occur at a node in the
AS-SIP network or in the CCS7 network. The role of the SIP/CCS7 IWF is limited to
interworking the signaling that indicates the relative priority of the calling party.

NOTE: If the SIP/CCS7 IWF controls the bearer path, it may perform preemption as described
in Section 5.3.2.11.3, General Considerations.

[Conditional] If the incoming INVITE request uses AS-SIP, the RPH shall be used to derive the
Precedence parameter, as shown in UCR 2008, Section 5.3.2.11.4, Interworking for a Call
Originating in an AS-SIP Network toward an ISUP Network, or Section 7.1.1.2.1 of ANSI
T1.619a in the outgoing 1AM, as follows:

1.  The network domain in the RPH is expected to be “uc.” However, the Network Identity
(NI) in the Precedence parameter shall be coded as “0000” (corresponding to the uc
domain), independent of the received network domain.

2.  The six-character precedence domain in the RPH shall be converted to binary to populate
the MLPP service domain in the Precedence parameter.

3. If the received network domain in the RPH is “uc,” then the SIP/CCS7 IWF shall map the
received decimal value in the r-priority field in the RPH to the precedence level in the
Precedence parameter. Some elements of this table are specified in Table 5.3.2.11-12,
Mapping of RPH r-priority Field to IAM Precedence Level.

Table 5.3.2.11-12. Mapping of RPH r-priority Field to IAM Precedence Level

RECEIVED DECIMAL
VALUE IN r-priority FIELD PRECEDENCE LEVEL IN
INRPH CALL PRIORITY 1AM

0 ROUTINE 0100
2 PRIORITY 0011
4 IMMEDIATE 0010
6 FLASH 0001
8 FLASH OVERRIDE 0000

LEGEND

1AM Initial Address Message RPH Resource Priority Header

4.  If the received network domain is not “uc,” the precedence level in the Precedence
parameter shall be coded as “0100” (“routine”).

[Conditional] For an incoming AS-SIP, the precedence level in the outgoing 1AM shall be
derived as follows:
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[Objective] Network domains other than “uc” may be configured as valid domains in the
SIP/CCS7 IWF. When the SIP/CCS7 IWF receives the AS-SIP message, it is an objective that
the IWF check whether the network domain is recognized.

If the network domain is recognized, then the IWF shall map the network domain to the
appropriate NI in the Precedence parameter according to configuration data, and shall translate
the value of the r-priority field in the RPH to the precedence level bits in the Precedence
parameter. The six-character precedence domain in the RPH shall be converted to binary to
populate the MLPP service domain in the Precedence parameter.

If the network domain is not recognized, then the IWF shall populate the Precedence parameter
according to configuration data.

5.3.2.11.4.2 Sending of Continuity Testing
[Conditional] When the preconditions on the incoming AS-SIP side have been met, and any

continuity tests on the outgoing CCS?7 side have been completed successfully, the SIP/CCS7
IWF shall send the Continuity Testing (COT) message coded as “Continuity check successful.”

5.3.211.4.3 ACM Received
Table 5.3.2.11.13, Message Sent to AS-SIP Network upon Receipt of ACM from the CCS7

Network, provides a summary of how the ACM is interworked by the SIP/CCS7 IWF to be sent
into an AS-SIP network.

Table 5.3.2.11-13. Message Sent to AS-SIP Network upon Receipt of ACM from the CCS7

Network

MESSAGE SENT TO ACM RECEIVED FROM CCS7 NETWORK:

AS-SIP NETWORK BClI PARAMETER, CALLED PARTY’S STATUS INDICATOR
183 Session Progress 00 — No indication
180 Ringing 01 — Subscriber free
LEGEND
ACM Address Complete Message BCI Backwards Call Indicator
AS-SIP  Assured Services Session Initiation Protocol CCS7 Common Channel Signaling No. 7

[Conditional] On receipt of the ACM, the backward SIP response sent by the SIP/CCS7 IWF
depends on the value of the Called Party’s Status Indicator in the Backwards Call Indicator
(BCI) parameter of the ACM, as follows:

1. Ifthe BCI (Called Party’s Status Indicator) is set to “subscriber free,” then a 180 (Ringing)
SIP response code shall be sent.
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2. If the BCI (Called Party’s Status Indicator) is set to “no indication” or any value other than
“subscriber-free,” and if ISUP encapsulation is not used (i.e., interworking with an AS-SIP
network), the ACM shall not be interworked.

NOTE: A backward path is available as soon as the IAM is sent and the appropriate SDP is
received from the calling end.

NOTE: When the ACM is not interworked, protection against indefinite prolongation of the call
is provided by timers specified in ANSI T1.113.

5.3.2.11.44 Call Progress Message Received

[Conditional] A Call Progress Message (CPG) with an Event Indicator of “progress” or “in-
band information” shall not be interworked with AS-SIP. A CPG with an Event Indicator of
“alerting” shall be interworked with AS-SIP, as shown in Table 5.3.2.11-14, Receipt of CPG at
the SIP/CCS7 IWF.

Table 5.3.2.11-14. Receipt of CPG at the SIP/CCS7 IWF

MESSAGE SENT CPG EVENT INFORMATION PARAMETER

TO THE AS-SIP NETWORK RECEIVED EVENT INDICATOR RECEIVED
180 Ringing 000 0001 (alerting)
Not interworked 000 0010 (progress) or

000 0011 (in-band information or an appropriate
pattern is now available)

LEGEND
AS-SIP  Assured Services Session Initiation Protocol CPG Call Progress Message

53.2.11.45 Answer Message Received

[Conditional] On receipt of an Answer message (ANM), the SIP/CCS7 IWF shall send a 200
OK INVITE request to the AS-SIP network. If no offer was received in the initial INVITE
request, and reliable provisional responses were not supported, the 200 OK INVITE request shall
include an SDP offer consistent with the USI used on the CCS7 side.

5.3.2.11.4.6 Confusion Message Received

[Conditional] A received Confusion message shall be discarded by the SIP/CCS7 IWF.
5.3.2.11.4.7 Circuit Identification Code Query Response Message Received

[Conditional] After sending a Circuit Identification Code (CIC) Query message, the SIP/CCS7
IWF expects to receive a Circuit (CIC) Query Response message. The SIP/CCS7 IWF shall
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process the Circuit (CIC) Query Response message as described in ANSI T1.113.4, Clause
2.8.2A. The ISUP procedures may result in the release of a call.

53.2.11.4.8 Pass Along Message Received

On receipt of a Pass Along Message (PAM), the actions taken toward the CCS7 network are
based on the contents of the PAM.

[Conditional] A received PAM shall be discarded by the SIP/CCS7 IWF.
5.3.2114.9 Through Connection

Through connection of bearer path is applicable only to an SIP/CCS7 IWF that controls the
bearer path.

[Conditional] Through connection at the SIP/CCS7 IWF shall follow the ANSI T1.113 through
connection procedures for the originating exchange.

5.3.2.11.4.10  Suspend Message, Network Initiated Received

[Conditional] If the SIP/CCS7 IWF is the controlling exchange for the Suspend procedure, the
actions taken toward the CCS7 network upon receipt of the Suspend message (SUS) shall be as
described in ANSI T1.113, Clause 2.5.1.3. The SUS is not interworked, and no action is taken
toward the AS-SIP network.

5.3.211.411 Resume Message, Network Initiated Received

[Conditional] If the SIP/CCS7 IWF is the controlling exchange for the Resume procedure, the
actions taken toward the CCS7 network upon receipt of the Resume message (RES) shall be as
described in ANSI T1.113, Clause 2.4.2c. The RES is not interworked, and no action is taken
toward the AS-SIP network.

5.3.2.11.4.12 Release Procedures

532114121 Receipt of BYE or CANCEL

[Conditional] On receipt of an AS-SIP BYE or CANCEL message, the SIP/CCS7 IWF shall
send an ISUP Release message (REL).

[Conditional] If AS-SIP is being used, and if the Reason header field is included in the BYE or
CANCEL message, then the cause value may be mapped to the ISUP cause value field in the
ISUP REL message, as shown in Table 5.3.2.11-15, Mapping of AS-SIP Reason Header Fields
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into Cause Indicators Parameter, depending on local policy. Table 5.3.2.11-16, Coding of Cause
Value If Not Taken from the Reason Header Field, shows the coding of the cause value in the
REL message if it is not available from the Reason header field. In all cases, the Location field
shall be set to “network beyond interworking point.”

Table 5.3.2.11-15. Mapping of AS-SIP Reason Header Fields into Cause Indicators

Parameter
COMPONENT OF
AS-SIP REASON COMPONENT ISUP
HEADER FIELD VALUE PARAMETER/FIELD VALUE
protocol “Q.850” Coding standard ITU-T Standard
protocol “ANSI” Coding standard ANSI Standard
protocol-cause “cause = XX” (Note) Cause Value “XX” (Note)
Location Network beyond
interworking point

NOTE: “XX” is the cause value as defined in ITU-T Recommendation Q.850 or ANSI T1.113, depending on the
value of the coding standard.

LEGEND
ANSI American National Standards Institute ISUP ISDN User Part
AS-SIP  Assured Services Session Initiation Protocol ITU-T international Telecommunication Union — Telecommunications

Table 5.3.2.11-16. Coding of Cause Value If Not Taken from the Reason Header Field

AS-SIP MESSAGE REL CAUSE INDICATORS PARAMETER
BYE Cause Value No. 16 (normal clearing)
CANCEL Cause Value No. 31 (normal unspecified)
LEGEND
AS-SIP  Assured Services Session Initiation Protocol REL Release Message

532114122 REL Message Received

[Conditional] On receipt of an ISUP REL message, if the SIP/CCS7 IWF is capable of bearer
control, it immediately requests the disconnection of the internal bearer path. When the ISUP
circuit is available for reselection, an ISUP Release Complete Message (RLC) is returned to the
CCS7 network.

[Conditional] Depending on local policy, the received (ITU-T Recommendation Q.850 or
ANSI T1.113) cause value of the REL message may be added to the AS-SIP final response or
BYE message that is sent. The mapping of the Cause Indicators parameter to the Reason header
field shall be as shown in Table 5.3.2.11-17, Mapping of Cause Indicators Parameter into AS-
SIP Reason Header Fields.
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Table 5.3.2.11-17. Mapping of Cause Indicators Parameter into AS-SIP Reason Header

Fields
CAUSE COMPONENT OF
INDICATORS VALUE OF AS-SIP REASON
PARAMETER FIELD | PARAMETER FIELD | HEADER FIELD COMPONENT VALUE
Coding standard ITU-T Standard protocol “Q.850”
Coding standard ANSI Standard protocol “ANSI”
Cause Value XX protocol-cause “cause= XX
reason-text Should be filled with the
definition text as given in
ITU-T Q.850 or ANSI
T1.113

NOTES

1. “XX"is the cause value as defined in ITU-T Recommendation Q.850 or ANSI T1.113.

2. Because the Cause Indicators parameter does not include the definition text as defined in ITU-T
Recommendation Q.850 or ANSI T1.113, this is based on provisioning in the SIP/CCS7 IWF.

LEGEND
ANSI American National Standards Institute ITU-T International Telecommunication Union — Telecommunications
AS-SIP  Assured Services Session Initiation Protocol

[Conditional] On receipt of a REL message before receiving an ANM, the SIP/CCS7 IWF shall
send the appropriate SIP status code in an AS-SIP final response, as shown in Table 5.3.2.11-18,
Receipt of the REL Message. The ISUP cause codes not appearing in the table shall have the
same mapping as the appropriate ANSI T1.113 class defaults.

Table 5.3.2.11-18. Receipt of the REL Message

AS-SIP MESSAGE | REL CAUSE INDICATORS PARAMETER
Cause Values with Coding Standard Field Set to 00 (ITU-T Standard)®
404 Not Found Cause Value No. 1 (unallocated (unassigned) number)
500 Server Internal Error Cause Value No. 2 (ho route to network)
500 Server Internal Error Cause Value No. 3 (ho route to destination)
500 Server Internal Error Cause Value No. 4 (send special information tone)

No Mapping (No procedure specified Cause Value No. 5 (misdialed trunk prefix) (No procedures
for this cause value in U.S. networks) specified for this cause value in U.S. networks)

See UCR 2008, Section 5.3.4, AS-SIP | Cause Value No. 8 (preemption-circuit is not to be reused)
Requirements, which references RFCs
4411 & 3326

See UCR 2008, Section 5.3.4, AS-SIP | Cause Value No. 9 (preemption-circuit is reserved for reuse)
Requirements, which references RFCs

4411 & 3326

486 Busy Here Cause Value No. 17 (user busy)

480 Temporarily Unavailable Cause Value No. 18 (no user responding)

480 Temporarily Unavailable Cause Value No. 19 (no answer from the user)
480 Temporarily Unavailable Cause Value No. 20 (subscriber absent)

480 Temporarily Unavailable Cause Value No. 21 (call rejected)

410 Gone Cause Value No. 22 (number changed)
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AS-SIP MESSAGE

REL CAUSE INDICATORS PARAMETER

No Mapping (due to redirection
procedures)

Cause Value No. 23 (redirect to a new destination)

502 Bad Gateway

Cause Value No. 27 (destination out of order)

484 Address Incomplete

Cause Value No. 28 (invalid number format) (address
incomplete)

500 Server Internal Error

Cause Value No. 29 (facility rejected)

480 Temporarily Unavailable

Cause Value No. 31 (normal unspecified) (Class default)

480 Temporarily Unavailable

Cause Value in the Class 010 (resource unavailable, Cause
Value No. 34)

500 Server Internal Error

Cause Value in the Class 010 (resource unavailable, Cause
Value Nos. 38-47) (47 is class default)

500 Server Internal Error

Cause Value No. 50 (requested facility not subscribed)

500 Server Internal Error

Cause Value No. 57 (bearer capability not authorized)

500 Server Internal Error

Cause Value No. 58 (bearer capability not presently
available)

500 Server Internal Error

Cause Value No. 63 (service option not available,
unspecified) (Class default)

500 Server Internal Error

Cause Value in the Class 100 (service or option not
implemented Cause Value Nos. 65-79) (79 is class default)

500 Server Internal Error

Cause Value No. 88 (incompatible destination)

404 Not Found

Cause Value No. 91 (invalid transit network selection)

500 Server Internal Error

Cause Value No. 95 (invalid message) (Class default)

500 Server Internal Error

Cause Value No. 97 (message type non-existent or not
implemented)

500 Server Internal Error

Cause Value No. 99 (IE/parameter non-existent or not
implemented)

480 Temporarily Unavailable

Cause Value No. 102 (recovery on timer expiry)

500 Server Internal Error

Cause Value No. 103 (parameter non-existent or not
implemented, passed on)

500 Server Internal Error

Cause Value No. 110 (message with unrecognized
parameter, discarded)

500 Server Internal Error

Cause Value No. 111 (protocol error, unspecified) (Class
default)

480 Temporarily Unavailable

Cause Value No. 127 (interworking unspecified) (Class
default)

Cause Values with Coding Standard F

ield Set to 01 (ANSI Standard)®

404 Not Found

Cause Value No. 23 (unallocated destination number)

500 Server Internal Error

Cause Value No. 24 (unknown business group)

500 Server Internal Error

Cause Value No. 25 (exchange routing error)

404 Not Found*

Cause Value No. 26 (misrouted call to a ported number)

No Mapping (No procedure specified
for this cause value in U.S. networks)

Cause Value No. 27 (NP QoR — number not found) (No
procedures are specified for this cause value in U.S.
networks.)
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AS-SIP MESSAGE REL CAUSE INDICATORS PARAMETER

Not Applicable Cause Value in the Class 010 (resource unavailable, Cause
Value Nos. 45 & 46)

NOTE: Cause Value No. 45 is superseded by Cause Values
8 and 9 in codeset 0; Cause Value No. 46 is in codeset 1.

500 Server Internal Error Cause Value in the Class 011 (service or option not
available, Cause Value Nos. 51 & 54)

NOTE

1. The Coding Standard field in the Cause Indicators parameter in the received REL message may be set to
either “ITU-T Standard” or “ANSI Standard.” This table is separated into two sections pertaining to each of
these values of the Coding Standard field.

LEGEND

ANSI American National Standards ITU-T International Telecommunication REL Release Message
Institute Union — Telecommunications RFC Request for Comment

AS-SIP  Assured Services Session NP Number Portability UCR Unified Capabilities
Initiation Protocol QoR Query on Release Requirements

IE Information Element

[Conditional] On receipt of a REL message after receiving an ANM, the SIP/CCS7 IWF shall
send a BYE message.

532114123 Autonomous REL at SIP/CCS7 IWF
Table 5.3.2.11-19, Autonomous Release at SIP/CCS7 IWF, shows the trigger events at the

SIP/CCS7 IWF and the release initiated by the SIP/CCS7 IWF when the call is traversing from
AS-SIP to ISUP.

[Conditional] If an automatic repeat attempt initiated by the SIP/CCS7 IWF is unsuccessful
(because the call is not routable), the SIP/CCS7 IWF shall send a 480 (Temporarily Unavailable)
response code to the AS-SIP side. No actions on the ISUP side are required.

[Conditional] If, after answer, ISUP procedures result in an autonomous REL message from the
SIP/CCS7 IWF, then a BYE message shall be sent on the AS-SIP side.

[Conditional] If the SIP/CCS7 IWF receives unrecognized backward ISUP signaling
information and determines that the call needs to be released based on the coding, the SIP/CCS7
IWF shall send a 500 (Internal Server Error) response code on the AS-SIP side. Depending on
local policy, a Reason header field containing the (ITU-T Recommendation Q.850 or ANSI
T1.113) cause value of the REL message sent by the SIP/CCS7 IWF may be added to the AS-
SIP message (BYE or final response) sent by the AS-SIP side of the SIP/CCS7 IWF.
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Table 5.3.2.11-19. Autonomous Release at SIP/CCS7 IWF

REL
ON THE CCS7 SIDE
AS-SIP SIDE TRIGGER EVENT CAUSE PARAMETER
484 Address Incomplete Determination that insufficient digits | Not applicable
received
480 Temporarily Unavailable | Congestion at the SIP/CCS7 IWF Not applicable
BYE ISUP procedures result in release According to ISUP procedures
after answer
500 Server Internal Error Call release due to the ISUP According to ISUP procedures
compatibility procedure
484 Address Incomplete Call release due to expiry of T According to ISUP procedures
within the ISUP procedures
480 Temporarily Unavailable | Other ISUP procedures result in According to ISUP procedures
release before answer
LEGEND
AS-SIP  Assured Services Session ISDN Integrated Services Digital Network REL Release Message
Initiation Protocol ISUP ISDN User Part SIP Session Initiation Protocol
CCs7 Common Channel Signaling IWF Interworking Function
No. 7

532114124 Reset Circuit, Circuit Group Reset, or Circuit Group Blocking Message
Received

Table 5.3.2.11-20, Receipt of RSC, GRS, or CGB Messages, shows the AS-SIP message sent by
the SIP/CCS7 IWF upon receipt of an ISUP Reset Circuit message (RSC), Circuit Group Reset
message (GRS), or Circuit Group Blocking message (CGB) with the Circuit Group Supervision
Message Type Indicator coded as “hardware failure oriented,” when at least one backward ISUP
message relating to the call has already been received. The SIP/CCS7 IWF sends a BYE
message if it has already received an ACK message for the 200 OK INVITE request it had sent.
If it has sent a 200 OK INVITE request, but has not received an ACK message for the 200 OK
INVITE request, then the SIP/CCS7 IWF shall wait until it receives the ACK message for the
200 OK INVITE request before sending the BYE message. Otherwise, it sends a 500 (Server
Internal Error) response. On receipt of a GRS or CGB, one AS-SIP message is sent for each call
association. Therefore, multiple AS-SIP messages may be sent on receipt of a single GRS or
CGB message.

[Conditional] The SIP/CCS7 IWF shall process a received CCS7 RSC, GRS, or CGB message
as shown in Table 5.3.2.11-20, Receipt of RSC, GRS, or CGB Messages.
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Table 5.3.2.11-20. Receipt of RSC, GRS, or CGB Messages

MESSAGE SENT TO AS-SIP NETWORK MESSAGE RECEIVED FROM ISUP

500 Server Internal Error or BYE RSC

500 Server Internal Error or BYE GRS

500 Server Internal Error or BYE CGB with the Circuit Group Supervision Message
Type Indicator coded “hardware failure oriented”

LEGEND

AS-SIP  Assured Services Session GRS Circuit Group Reset Message ISUP ISDN User Part

Initiation Protocol ISDN Integrated Services Digital RSC Reset Circuit Message
CGB Circuit Group Blocking Message Network

5.3.2.11.5 Interworking for a Call Originating in an ISUP Network toward an
AS-SIP Network

This section describes the interworking requirements for a call originating in an ISUP network
toward an AS-SIP network.

5.3.211.51 Sending of INVITE

[Conditional] After performing the normal ISUP handling for a received IAM and choosing to
route the call to the AS-SIP network, the procedures at the SIP/CCS7 IWF will depend on
whether preconditions are used in the AS-SIP network as follows:

1. Procedures to send an INVITE request without precondition upon receipt of an ISUP IAM
are given in UCR 2008, Section 5.3.2.11.5.1.1, Sending INVITE without Precondition for a
Received ISUP IAM.

2. Procedures to send an INVITE request with precondition upon receipt of an ISUP IAM are
given in UCR 2008, Section 5.3.2.11.5.1.2, Sending INVITE with Precondition for a
Received ISUP IAM.

3. Coding of the IAM received and the INVITE request sent by the SIP/CCS7 IWF are
specified in UCR 2008, Section 5.3.2.11.5.1.3, Coding of SDP Media Description Lines
from USI.

4.  Timer (Towg) is started when the INVITE request is sent.

5. If timer (Tow) expires, an early ACM is sent to the CCS7 network. See UCR 2008,
Section 5.3.2.11.5.3, Expiration of To,w2 and Sending Early ACM.
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53211511 Sending INVITE without Precondition for a Received ISUP IAM

Normal outgoing AS-SIP procedures for when an INVITE request is sent apply with the
following clarifications and exceptions:

1. [Conditional] An INVITE request shall be sent immediately when an ISUP IAM is
received and the Continuity Check Indicator in the Nature of Connection Indicators
parameter in the IAM is set to indicate “continuity check not required.”

2. [Conditional] Sending of the INVITE request shall be delayed if the Continuity Check
Indicator in the Nature of Connection Indicators parameter in the IAM is set to indicate
either “continuity check required on this circuit” or “continuity check performed on
previous circuit.” The INVITE request shall be sent on receipt of the Continuity message
with the Continuity Indicators parameter set to “continuity check successful.” The INVITE
request shall not be sent if the Continuity message is received with the Continuity
Indicators parameter set to “continuity check failed,” or the ISUP timer T8 expires.

53211512 Sending INVITE with Precondition for a Received ISUP IAM

[Conditional] An INVITE request with a precondition shall be sent on receipt of an ISUP IAM.
Incoming ISUP procedures apply, with the following clarifications and exceptions about when a
confirmation of the precondition being met is sent.

NOTE: Configured procedures may delay the INVITE request until local resources have been
reserved on the outgoing bearer path.

1. [Conditional] The SIP/CCS7 IWF initiates the precondition signaling procedure using the
SDP Offer in the INVITE request. The precondition signaling is concluded upon sending
(within an SDP Offer-Answer exchange) the confirmation of a precondition being met.
The SDP Offer or SDP Answer carrying the confirmation of a precondition being met shall
be sent when the following occur:

a.  If the Continuity Check Indicator in the Nature of Connection Indicators parameter in
the incoming IAM is set to indicate either “continuity check required on this circuit”
or “continuity check performed on previous circuit,” the Continuity message with the
Continuity Indicators parameter set to “continuity check successful” shall be
received.

b.  The requested preconditions are met in the SIP network.

NOTE: As a network option, the signaling of a precondition being met may only
occur within the SDP Offer in an UPDATE message.
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2. [Conditional] A CANCEL or BYE message shall be sent if the Continuity message is
received with the Continuity Indicators parameter set to “continuity check failed,” or if
ISUP timer T8 expires.

3. [Conditional] The REL message with Cause Value No. 47 (resource unavailable,
unspecified) shall be sent by the SIP/CCS7 IWF to the ISUP network, and a CANCEL or
BYE message shall be sent to the AS-SIP network if internal resource reservation was
unsuccessful.

Table 5.3.2.11-21, Mapping of IAM Information to an INVITE Message, provides a summary of
how the header fields within the outgoing INVITE message are populated. When the coding of
the received Calling Party Category (CPC) is “NS/EP call” or “emergency service call,”
additional information may be sent in the INVITE request.

Table 5.3.2.11-21. Mapping of IAM Information to an INVITE Message

IAM INVITE REFERENCE
Called Party Number Request-URI 53211514
To 53211514
Calling Party Number P-Asserted-ldentity 53211515
Privacy 53211515
From 53211515
GAP (Supplemental User Provided Calling | From 5.3.2.11.5.15
Address)
GAP (Ported Number) Request-URI 53211514
FCI (ported Number Translation Indicator) | Request-URI 53211514
Hop Counter Max-Forwards 53.2.115.1.6
uUsl Message Body (application/SDP) 5.3.2115.1.3
Precedence Resource Priority Header 53211517
LEGEND
FCI Forward Call Indicator SDP Session Description Protocol usl User Service Information
1AM Initial Address Message URI Universal Resource Indicator

53211513 Coding of SDP Media Description Lines from US/

[Conditional] If present, the USI parameter in the IAM indicates user-requested bearer service
characteristics. The USI codes shall be mapped to the AS-SIP SDP information. ANSI T1.113.3
provides an exhaustive list of the available codes in the USI. In principle, any combination of
those codes can be mapped into any SDP information as long as transcoding is available.

[Conditional] The SIP/CCS7 IWF, as a network option, may also encode the SDP for the
Adaptive Multi-Rate (AMR) codec, which is specified in RFC 4867.
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[Conditional] If ITU-T Recommendation G.711 encoding may be used, then the SIP/CCS7
IWF shall send an SDP Offer with both “G.711 p-law” and “G.711 A-law” included in the media
description, and “G.711 p-law” shall take precedence over “G.711 A-law.”

[Conditional] If transcoding is not available at the SIP/CCS7 IWF, the SIP/CCS7 IWF shall use
the mapping relations in Table 5.3.2.11-22, Coding of SDP Media Description Lines from USI:
ISUP to AS-SIP, from USI codes to SDP media description lines.

Table 5.3.2.11-22. Coding of SDP Media Description Lines from USI: ISUP to AS-SIP

usl usl usl usl
PARA- PARA- PARA- PARA- | HLCIEIN
METER METER | METER | METER ATP M= LINE B=LINE A=LINE
Information Rate Informa- User High Layer | <media> | <transport> | <fmt-list> | <modifier>: rtpmap:<dynamic
Transfer Rate | Multi- tion Informa- | Characteris- <bandwidth- -PT> <encoding
plier Transport | tion Layer | tics value> name>/<clock
Capability | 1 Protocol | ldentifica- rate>[/encoding
Indicator | tion parameters>
speech Speech G.711 “Ignore” audio RTP/AVP |0 (& AS:64 rtpmap:0
p-law possibly PCMU/8000(&
8! possibly rtpmap:8
PCMA/8000)*
speech Speech G.711 “Ignore” audio RTP/AVP | Dynamic AS:64 rtpmap:<dynamic
p-law PT (& -PT>
possibly a PCMU/8000(and
2nd Dy- possibly rtpmap:8
namic PT) PCMA/8000)*
3.1 kHz audio 3.1kHz G.711 Telephony | audio RTP/AVP |0 AS:64 rtpmap:0
audio p-law or “HLC PCMU/8000
absent”
3.1 kHz audio 3.1kHz Facsimile image udptl t38 AS:64 Based on T.38
audio Group 2/3
3.1 kHz audio 3.1kHz Facsimile image teptl t38 AS:64 Based on T.38
audio Group 2/3
64 kbps Unrestrict- | N/A “Ignore” audio RTP/AVP |9 AS:64 rtpmap:9
unrestricted ed digital G.722/8000
informa-
tion with
tone/ann
64 kbps Unrestrict- | N/A “Ignore” audio RTP/AVP | Dynamic AS:64 rtpmap:<dynamic
unrestricted ed Digital PT -PT>
Informa- CLEARMODE/8
tion 000
2 x 64 kbps 2 Unrestrict- | N/A “Ignore” Note 3 Note 3 Note 3 Note 3 Note 3
unrestricted ed Digital
Informa-
tion
384 kbps Unrestrict- | N/A “Ignore” Note 3 Note 3 Note 3 Note 3 Note 3
unrestricted ed digital
Informa-
tion

NOTES:

1. Both PCMA and PCMU required under the conditions stated in UCR 2008, Section 5.3.2.11.5.1.3.
2. CLEARMODE has not yet been standardized.
3. No standard is defined at this time.
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usl usl usl usl

PARA- PARA- PARA- PARA- | HLCIEIN

METER METER | METER | METER ATP M= LINE B=LINE A=LINE
LEGEND
ATP Acceptance Test Procedure/Plan kbps Kilobits per Second PCMU  Pulse Code Modulation mu-law
AVP Audio/Video Profile kHz Kilohertz RTP Real Time Protocol
HLC High Layer Compatibility N/A Not Applicable uslI User Service Information
IE Information Element PCMA  Paired Carrier Multiple Access

53211514 Request-URI and To Header Field

The Called Party Number parameter of the IAM contains the forward address information to
derive the userinfo component of the INVITE Request-URI. The SIP/CCS7 IWF follows
existing ISUP procedures to select the outgoing route.

[Conditional] If a new Called Party Number parameter is derived for the outgoing route, then
the newly derived Called Party Number parameter shall be mapped into the userinfo component
of the INVITE Request-URI.

For a basic call, the address information contained in the Called Party Number parameter is
considered as the identification of the called party. Therefore, this information is used to derive
the addr-spec component of the To header field.

If the Request-URI or the To header field contains a sip uri, it shall include the “user=phone”
URI parameter.

It is assumed that the SIP/CCS7 IWF does not perform NP queries. However, it does map NP-
related IEs.

[Conditional] When the Called Party Number parameter is included in the received IAM and
the GAP for the ported number is not present, the mapping of this parameter and of the FCI
Ported Number Indicator to the Request-URI shall be as shown in Table 5.3.2.11-23, Mapping of
Called Party Number and FCI Ported Number Translation Indicator.
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Table 5.3.2.11-23. Mapping of Called Party Number and FCI Ported Number Translation

Indicator
ISUP PARAMETER/
FIELD VALUE SIP COMPONENT VALUE
Called Party Number Digits Request-URI userinfo

Address Signal

Either NCD + SN
(national number)
or CC + NCD + SN
(international
number)

userinfo’s geographical
number

If national number, prepend
+CC to Address signal
digits, as in: “+CC” “NCD”
“SN.11

If international number,
prepend “+”.

FCI Ported Number userinfo’s npdi If Ported Number
Translation parameter Translation Indicator is
Indicator equal to “1,” append “;npdi”
to userinfo.
LEGEND
ISDN Integrated Services Digital FCI Forward Call Indicator npdi NP Database Dip Indicator
Network NP Number Portability SIP Session Initiation Protocol

ISUP ISDN User Part

[Conditional] When the Generic Address (ported number) and Called Party Number parameters
are both included in the received 1AM, the mapping of these parameters and of the FCI Ported
Number Indicator to the Request-URI shall be as shown in Table 5.3.2.11-24, Mapping of
Generic Address (Ported) and Called Party Number (When Both are Included), and FCI Ported
Number to Request-URI.

NOTE: The ISUP Transit Network Selection parameter is not expected to be received at the
SIP/CCS7 IWF. Therefore, this document does not specify interworking of the parameter.
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Table 5.3.2.11-24. Mapping of Generic Address (Ported) and Called Party Number (When
Both are Included), and FCI Ported Number to Request-URI

ISUP
PARAMETER/
FIELD VALUE SIP COMPONENT VALUE

Generic Address “ported number”’ Request-URI userinfo

Type of Number

Address Signal Since NOA is userinfo’s geographical [Add +CC to Address Signal
“national number digits, as in:
(significant) “+CC” “NCD” “SN”
number,” then the
format of the
address signals is
NCD + SN

FCI Ported Number userinfo’s npdi “:npdi” is added to userinfo
Translation parameter
Indicator

Called Party Number |Since NOA is userinfo’s routing “;rn=routing number” is added

Address Signal “national number to userinfo, with +CC being
(significant) prefixed to Address Signal’s
number,” then the NCD+SN
format of the
address signals is
NCD + SN

LEGEND

FCI Forward Call Indicator ISUP ISDN User Part SIP Session Initiation Protocol

ISDN Integrated Services Digital NOA Nature of Address

Network

53211515 P-Asserted-Identity, From, and Privacy Header Fields

[Conditional] The SIP/CCS7 IWF shall follow the mapping in Table 5.3.2.11-25, ISUP CLI
Parameters to AS-SIP Header Fields, when mapping from the ISUP Calling Party Number and
Generic Address parameters to the AS-SIP P-Asserted-Identity, From, and Privacy header fields
in the INVITE message.
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Table 5.3.2.11-25. ISUP CLI Parameters to AS-SIP Header Fields

Has a CgPN
Parameter with
Complete E.164

Number, with
Screening Indicator =

UPPS or NP, and with

APRI = “Presentation
Allowed” or

Has a Generic
Address
(Supplemental User
Provided Calling
Address — Not
Screened) with a
Complete E.164
Number, and with
APRI =

“Presentation “Presentation P-Asserted- From Header Field:
Restricted” Been Allowed” Been ldentity display-name (Optional) Privacy Header
Received? Received? Header Field and addr-spec Field
No No Header field Unavailable@Hostportion |Header field not
not included. included.
No* Yes Header field | display-name derived from |Header field not
not included. |Generic Address included.
(supplemental calling
address) if possible.
addr-spec derived from
Generic Address
(supplemental calling
address) address signals or
uses network-provided
value.
Yes* No Derived from | If APRI = “allowed,” If CgPN parameter

CgPN
parameter
address signals
(see Table

5.3.2.11-27).

display-name derived from
CgPN if possible.

If APRI = “restricted,”
display-name is
“Anonymous.”

If APRI = “allowed,”
addr-spec is derived from
CgPN parameter address
signals (see Table 5.3.2.11-
28) or uses network-
provided value.

If APRI = “restricted,”
addr-spec is set to
“Anonymous URI.”

APRI = “restricted,”
then priv-value =;
“id.” For other APRI
settings, Privacy
header is not
included or, if
included, “id” is not
included (see Table
5.3.2.11-29).
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Has a Generic
Has a CgPN Address
Parameter with (Supplemental User
Complete E.164 Provided Calling
Number, with Address — Not
Screening Indicator = | Screened) with a
UPPS or NP!, and with| Complete E.164
APRI = “Presentation | Number, and with
Allowed” or APRI =
“Presentation “Presentation P-Asserted- From Header Field:
Restricted” Been Allowed” Been Identity display-name (Optional) Privacy Header
Received? Received? Header Field and addr-spec Field
Yes' No Derived from | display-name may be If CgPN parameter
CgPN derived from Generic APRI = “restricted,”
parameter Address® then priv-value =;
address signals |addr-spec is derived from |“id”. For other
(see Table Generic Address address APRI settings,
5.3.2.11-27). |signals (see Table 5.3.2.11- | Privacy header is not
26). included or if
included, “id” is not
included (see Table
5.3.2.11-29).
NOTES

1. A network-provided CLI in the CgPN parameter may occur on a call from an analog access line. Therefore, to
allow the “display” of this network-provided CLI, it must be mapped into the AS-SIP From header. It is also
considered suitable to map into the P-Asserted-ldentity header.

2. This combination of CgPN and supplemental calling address is an error case, but is shown here to ensure
consistent mapping across different implementations.

3. It may be possible to derive the Display name from the Generic Address parameter.

4. The From header may contain an “Anonymous URI,” which would not point to the calling party. RFC 3261
recommends that the display-name component contain “Anonymous.” Anonymous URI itself has the value
“anonymous@anonymous.invalid.”

LEGEND

APRI Address Presentation Restricted Indicator NP Network Provided

AS-SIP  Assured Services Session Initiation Protocol RFC Request for Comment

CgPN Calling Party Number UPPS User Provided Passed Screening
CLI Calling Line Identification URI Universal Resource Identifier

[Objective] The SIP/CCS7 IWF shall follow the detailed mapping in Table 5.3.2.11-26,
Mapping of GAP (Supplemental User Provided Calling Address) to AS-SIP From Header Fields,
when mapping from the ISUP Generic Address parameter to the AS-SIP From header field.
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Mapping of GAP (Supplemental User Provided Calling Address) to
AS-SIP From Header Fields

ISUP
PARAMETER/ AS-SIP
FIELD VALUE COMPONENT VALUE
Generic Address “supplemental user From header field | display-name (optional)
Number Qualifier provided calling address — and addr-spec
Indicator not screened”
Nature of Address “national (significant) addr-spec Add CC (of the country
Indicator number” where the SIP/CCS7 IWF
is located) to GAP
address signals, then map
to AS-SIP URI.
“international number”’ Map complete GAP
address signals to AS-SIP
URI.
Address Signal If NOA is “national display-name display-name shall be
(significant) number,” then mapped from address
the format of the address signal, if possible, and if
signal is NDC + SN. network policy allows it.
If NOA is “international addr-spec “+CC” “NDC” “SN”
number,” then the format of mapped to the
the address signal is CC + appropriate global
NDC + SN. number portion of URI
scheme used.
LEGEND
AS-SIP  Assured Services Session ISDN Integrated Services Digital NOA Nature of Address
Initiation Protocol Network SIP Session Initiation Protocol
CCs7 Common Channel Signaling ISUP ISDN User Part URI Universal Resource Identifier
System No. 7 IWF Interworking Function

[Conditional] The SIP/CCS7 IWF shall follow the detailed mapping in Table 5.3.2.11-27,
Mapping of CgPN Parameter to AS-SIP P-Asserted-ldentity Header Fields, when mapping from
the ISUP Calling Party Number parameter to the AS-SIP P-Asserted-Identity.
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Table 5.3.2.11-27. Mapping of CgPN Parameter to AS-SIP P-Asserted-ldentity
Header Fields

ISUP
PARAMETER/ SIP
FIELD VALUE COMPONENT VALUE
Calling Party P-Asserted-ldentity | display-name (optional) and
Number header field addr-spec
Nature of Address | ““national (significant) addr-spec Add CC (of the country
Indicator number” where the SIP/CCS7 IWF is
located) to CgPN address
signals, then map to URI.
“international number”’ Map complete CgPN
address signals to URI.
Address Signal If NOA is “national display-name display-name shall be
(significant) number,” then mapped from address signal,
the format of the address if possible, and if network
signals is NDC + SN. policy allows it.
If NOA is “international addr-spec “+CC” “NDC” “SN”
number,” then the format of mapped to the appropriate
the address signals is global number portion of
CC + NDC + SN. URI scheme used.
LEGEND
CgPN Calling Party Number ISUP ISDN User Part SS7 Signaling System No. 7
CCs7 Common Channel Signaling IWF Interworking Function URI Universal Resource Identifier
System No. 7 NOA Nature of Address
ISDN Integrated Services Digital SIP Session Initiation Protocol
Network

[Conditional] The SIP/CCS7 IWF shall follow the detailed mapping in Table 5.3.2.11-28,
Mapping of ISUP CgPN Parameter to AS-SIP from Header Fields, when mapping from the ISUP
CgPN parameter to the AS-SIP From header field.
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Table 5.3.2.11-28. Mapping of ISUP CgPN Parameter to AS-SIP From Header Fields

ISUP
PARAMETER/ SIP
FIELD VALUE COMPONENT VALUE

Calling Party From header field display-name (optional) and

Number addr-spec

Nature of Address | “national addr-spec Add CC (of the country where the

Indicator (significant) SIP/CCS7 IWF is located) to CgPN
number”’ address signals, then map to user

portion of URI scheme used.
“international Map complete CgPN address
number”’ signals to user portion of URI
scheme used.

Address Signal If NOA is “national | display-name display-name shall be mapped from
(significant) Address Signal, if possible and
number,” then the network policy allows it.
format of the addr-spec “+CC” “NDC” “SN” mapped to
address signals is user portion of URI scheme used
NDC + SN.

If NOA is
“international
number,” then the
format of the
address signals is
CC + NDC + SN.

LEGEND

CgPN Calling Party Number ISUP ISDN User Part SIP Session Initiation Protocol

CCs7 Common Channel Signaling IWF Interworking Function URI Universal Resource Identifier

System No. 7 NOA Nature of Address

ISDN Integrated Services Digital

Network

[Conditional] The SIP/CCS7 IWF shall follow the detailed mapping in Table 5.3.2.11-29,
Mapping of ISUP APRIs into AS-SIP Privacy Header Fields, when mapping from the ISUP
Address Presentation Restricted Indicator (APRI) subfield of the Calling Party Number
parameter to the AS-SIP Privacy header field.

[Conditional] If the From or the P-Asserted-Identity header field is sent with a sip uri, it shall
include the “user=phone” URI parameter.

53211516 Hop Counter (Max-Forwards)

[Conditional] If the outgoing INVITE message uses AS-SIP, then the Max-Forwards header
field value from the Hop Counter value shall be set to an integer equal to the received Hop

Counter value multiplied by a factor (F) rounded down. The value of F should be derived by the
SIP/CCS7 IWF using the following principles:
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Table 5.3.2.11-29. Mapping of ISUP APRIs into AS-SIP Privacy Header Fields

ISUP
PARAMETER/ SIP
FIELD VALUE COMPONENT VALUE
Calling Party Privacy header | priv-value
Number field
APRI “presentation restricted” priv-value “id,” but only included if the
P-Asserted-ldentity header is
included in the AS-SIP
INVITE request.
“presentation allowed” priv-value Omit Privacy header
or Privacy header without “id”
if other privacy service is
needed.
NOTE
When the CgPN parameter is received, the P-Asserted-ldentity header is always derived from it as shown in
Table 5.3.2-34.
LEGEND

APRI Address Presentation Restricted Indicator
AS-SIP  Assured Services Session Initiation Protocol
CgPN Calling Party Number

ISDN Integrated Services Digital Network

ISUP ISDN User Part

SIP Session Initiation Protocol

1.  The Max-Forwards header field for a given message shall never increase, and shall
decrease by at least one with each successive visit to an SIP/CCS7 IWF, regardless of
intervening interworking. The same is true for the Hop Counter value in the ISUP domain.

2. The initial and successively mapped values of the Max-Forwards header field should be
large enough to accommodate the maximum number of hops that might be expected of a

validly routed call.

Since the value of F must take into account the topology of the networks that are traversed, it
will depend on call origin and destination, and it will be provisioned at the SIP/CCS7 IWF based

on network topology, trust domain rules, and bilateral agreement.

53211517 Precedence

The modeling of the SIP/CCS7 IWF assumes that preemption of a call will occur at a node either

in the AS-SIP network or in the CCS7 network. The role of the SIP/CCS7 IWF is limited to
interworking the signaling that indicates the relative priority of the calling party.

NOTE: If the SIP/CCS7 IWF controls the bearer path, it may perform preemption as described
in UCR 2008, Section 5.3.2.10.5, CCA Support for Admission Control.
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[Conditional] The SIP/CCS7 IWF shall populate the RPH in the outgoing AS-SIP INVITE
message as follows:

1. If the NI in the received Precedence parameter is “0000,” corresponding to “uc,” the
network domain in the RPH shall be coded as “uc.”

2. If the NI in the received Precedence parameter is not “0000,” corresponding to “uc,” then
the network domain in the RPH shall be coded as “uc.”

3. The binary MLPP service domain in the received Precedence parameter shall be converted
to six characters (0-F, one character per half-octet) and shall be used to populate the
precedence-domain in the RPH.

4. If the NI in the received Precedence parameter is “0000,” then the r-priority field in the
RPH shall be populated as shown in Table 5.3.2.11-30, Mapping of IAM Precedence Level
to RPH Precedence Subfield.

Table 5.3.2.11-30. Mapping of IAM Precedence Level to RPH Precedence Subfield

ISUP
PARAMETER/ SIP
FIELD VALUE COMPONENT VALUE
Calling Party Privacy header priv-value
Number field
“presentation | priv-value “id,” but only included if the
restricted” P-Asserted-ldentity header is included in
the AS-SIP INVITE message.
“presentation | priv-value Omit Privacy header
allowed” or Privacy header without “id” if other
privacy service is needed.
LEGEND
AS-SIP  Assured Services Session ISDN Integrated Services Digital ISUP ISDN User Part
Initiation Protocol Network SIP Session Initiation Protocol

5. If the NI in the received Precedence parameter is not “0000,” then the r-priority field inthe
RPH shall be coded as “0” (“Routine™).

5.3.2.115.2 18X Response Received
[Conditional]

Section 5.3.2.11.5.2.1, Receipt of 180 (Ringing) Message, describes procedures on receipt of a
180 (Ringing) message.

Section 5.3.2.11.5.2.2, Receipt of 183 (Session Progress), describes procedures on receipt of a
183 (Session Progress) message.
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Local ISUP procedures may generate a backward early ACM (no indication) based on timer
expiry. Those procedures are independent of these AS-SIP interworking procedures.

53211521 Receipt of 180 (Ringing) Message

[Conditional] On receipt of a 180 (Ringing) message, timer Toywe, if running, is stopped. If a
180 (Ringing) message is received, the SIP/CCS7 IWF shall send either the ACM, if no ACM
has previously been sent for this call, or a CPG message, if an ACM has been sent previously for
this call.

532115211 Setting for ACM BCls
[Conditional] Table 5.3.2.11-31, Indicators in the BCI Parameter, and Table 5.3.2.11-32,

Default BCls Values, list the bits of the BCI parameters that are set by the SIP/CCS7 IWF when
an ACM is sent. Other BCI parameters are set according to ISUP procedures.

Table 5.3.2.11-31. Indicators in the BCI Parameter

BITS INDICATORS IN BClI PARAMETER
C Called Party’s Status Indicator
Interworking Indicator

ISUP Indicator

ISDN Access Indicator

Z(ATIS

Table 5.3.2.11-32. Default BCls Values

PARAMETER BITS CODES MEANING
Interworking Indicator I 1 Interworking Encountered
ISUP Indicator K 0 ISUP/BICC not used all the way
ISDN Access Indicator M 0 Terminating Access Non-1ISDN
LEGEND
BCI Backward Call Indicator ISDN Integrated Services Digital ~ ISUP ISDN User Part
BICC Bearer-Independent Call Control Network

5.3.2.11.52.1.2 Settings for Event Information in CPG

[Conditional] On receipt of a 180 (Ringing) message, the SIP/CCS7 IWF shall send a CCS7
CPG message with the Event Indicator bits G F E D C B A set to “alerting” (000000 1) in the
Event Information parameter.

53211522 Receipt of 183 (Session Progress) Message

[Conditional] On receipt of an AS-SIP 183 (Session Progress) message, no ISUP message is
sent backward, and ISUP procedures shall continue.
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5.3.2.11.5.3 Expiration of Tow2 and Sending Early ACM

[Conditional] When timer Toyw2 expires, the SIP/CCS7 IWF shall return an ACM to the CCS7
network. In the case where the continuity check is performed, the SIP/CCS7 IWF shall withhold
sending an ACM until a successful continuity indication has been received.

[Conditional] When returning an ACM to the CCS7 network, the SIP/CCS7 IWF shall return
an awaiting answer indication (e.g., ringing tone) toward the calling party.

[Conditional] The Called Party’s Status Indicator (Bit DC) of the BCI parameter in the ACM
shall be set to “no indication.” The other BCI indicators shall be set as described in UCR 2008,
Section 5.3.2.11.5.2.1.1, Setting for ACM BCls.

53.2.11.54 Circuit (CIC) Query Response Message Received

[Conditional: SIP/CCS7 IWF] After sending a Circuit (CIC) Query message, the SIP/CCS7
IWF expects to receive a Circuit (CIC) Query Response message.

[Conditional] The SIP/CCS7 IWF shall process the Circuit (CIC) Query Response message as
described in ANSI T1.113.4, Clause 2.8.2A. If the ISUP procedures result in release of a call,
appropriate actions shall be taken on the AS-SIP side.

5.3.2.11.55 200 (OK) INVITE Message Received

[Conditional] On receipt of a 200 (OK) INVITE message, the SIP/CCS7 IWF shall stop Timer
Toiwg If it is running.

[Conditional] If the 200 (OK) INVITE message uses AS-SIP, the SIP/CCS7 IWF shall

1.  Send an ANM as determined by ISUP procedures. If an ANM is sent as the first backward
message on the CCS7 side, the BCI parameter shall be coded with the Called Party’s Status
Indicator (Bits DC) set to “no indication,” and the other BCI parameter indicators shall be
set as described in UCR 2008, Section 5.3.2.11.5.2.1.1, Setting for ACM BCls.

2.  Stop any existing “awaiting answer indication” (e.g., ringing tone).
5.3.2.11.5.6 Through Connection, Tones, and Announcements

Through connection of bearer path is applicable only to a SIP/CCS7 IWF that controls the bearer
path.
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[Conditional] For AS-SIP, through connection at the SIP/CCS7 IWF shall follow the ANSI
T1.113.4 procedures for the destination exchange if this functionality is not available at the
adjacent AS-SIP node. If the adjacent AS-SIP node does support the ANSI T1.113.4 procedures
for through connection at a destination exchange, the SIP/CCS7 IWF shall follow these
procedures:

1. Through connection of the bearer path shall be completed dependent on whether
preconditions are in use on the AS-SIP side of the call.

2.  The bearer path shall be connected in both directions on completion of the bearer setup on
the AS-SIP side. This event is indicated by the receipt of an SDP Answer acceptable to the
SIP/CCS7 IWF, and an indication that all mandatory preconditions, if any, have been met.

3. The bearer path shall be connected in the forward direction no later than on receipt of a 200
(OK) INVITE message.

[Conditional] For AS-SIP, the following conditions shall result in a ringing tone being played
from the SIP/CCS7 IWF:

e 180 (Ringing) received
e ISUP procedures indicate that ringing tone can be applied

e The local arrangements assign the role of destination exchange to the
SIP/CCS7 IWF rather than the associated AS-SIP entity

Ringing tone or a progress announcement may already be playing because of Towz expiry. See
UCR 2008, Section 5.3.2.11.5.3, Expiration of Tojw2 and Sending Early ACM.

[Conditional] In the case of ringing tones being played because of Tow: expiry, no additional
ringing tone shall be played.

NOTE: If the associated AS-SIP entity performs the functions of the destination exchange, other
tones or announcements may be received from the AS-SIP network.

5.3.2.11.5.7 Release Procedures
53211571 Receipt of Forward REL

[Conditional] Upon receipt of an ISUP REL message:
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1. If aREL message is received before the INVITE request has been sent, the SIP/CCS7 IWF
shall take no action on the AS-SIP side other than to terminate local procedures, if any, that
are in progress.

2. If aREL message is received before any response has been received to the INVITE
request, the SIP/CCS7 IWF shall hold the REL message until an AS-SIP response has been
received. At that point, it shall take appropriate release actions.

3. If aREL message is received before a response has been received that establishes a
confirmed dialog or early dialog, the SIP/CCS7 IWF shall send a CANCEL request. If the
SIP/CCS7 IWF later receives a 200 (OK) INVITE request, then it shall send an ACK
message for the 200 (OK) INVITE request and, later, send a BYE request after the ACK
message has been sent.

4. If a REL message is received at the SIP/CCS7 IWF after a response has been received that
establishes a confirmed dialog or early dialog, the SIP/CCS7 IWF shall send a BYE
request. For cases in which no encapsulation is used, for an early dialog only, CANCEL
may be used instead.

5. If aREL message is received after the 200 (OK) INVITE request, but before the outgoing
side of the SIP/CCS7 IWF has sent the ACK message, then the SIP/CCS7 IWF shall send
the ACK message before sending a BYE request.

NOTE: Depending on local policy, a Reason header field containing the received (ITU-T
Recommendation Q.850 or ANSI T1.113) cause value of the REL message may be added to the
CANCEL or BYE request. If the Coding Standard field of the Cause Indicators parameter is set
to “ANSI Standard,” the Protocol parameter of the Reason header is set to “ANSI,” and if the
Coding standard is set to “ITU-T Standard,” the Protocol parameter is set to “Q.850.” The
mapping of the Cause Indicators parameter to the Reason header is shown in Table 5.3.2.11-20,
Receipt of RSC, GRS, or CGB Messages.

53211572 Receipt of Backward BYE

[Conditional] On receipt of an AS-SIP BYE request, the SIP/CCS7 IWF shall send a CCS7
REL message.

[Conditional] For the AS-SIP case, if a Reason header with a Protocol parameter set to either
“Q.850” or “ANSI” is included in the BYE request, then the appropriate cause value may be
mapped to the cause value field in the REL message depending on the local policy. The
mapping of the Reason header to the Cause Indicators parameter is shown in Table 5.3.2.11-15,
Mapping of AS-SIP Reason Header Fields into Cause Indicators Parameter (see UCR 2008,
Section 5.3.2.11.4.12.1, Receipt of BYE or CANCEL). In case a value is not available from the
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Reason header field, the Cause Indicators parameter shall be encoded as “normal clearing”

(Cause Value No. 16).

53211573

Autonomous REL at the SIP/CCS7 I|WF

Table 5.3.2.11-33, Autonomous REL at SIP/CCS7 IWF, shows the trigger events at the
SIP/CCS7 IWF and the release initiated by the SIP/CCS7 IWF when the call is traversing from

ISUP to AS-SIP.

Table 5.3.2.11-33. Autonomous REL at SIP/CCS7 IWF

REL ON THE CCS7 SIDE
CAUSE PARAMETER

TRIGGER EVENT

AS-SIP SIDE

As determined by ISUP
procedure

COT received with the Continuity
Indicators parameter set to
“continuity check failed,” or the
ISUP timer T8 expires.

Send CANCEL or BYE request
according to the rule described
in Section 5.3.2.11.5.7.1.

REL message with Cause
Value No. 47 (resource
unavailable, unspecified)

Internal resource reservation
unsuccessful.

As determined by AS-SIP
procedure.

As determined by ISUP
procedure.

ISUP procedures result in
generation of autonomous REL
message on the ISUP side.

Send CANCEL or BYE request,
according to the rule described
in Section 5.3.2.11.5.7.1.

Depending on the AS-SIP
release reason

AS-SIP procedures result in a
decision to release the call.

As determined by AS-SIP

procedure.

LEGEND
AS-SIP
Protocol

Common Channel Signaling No. 7

CCS7

Assured Services Session Initiation

CcoT
ISDN

Customer Originated Trace
Integrated Services Digital
Network

ISUP
REL

ISDN User Part
Release

[Conditional] If, after answer, ISUP procedures result in autonomous REL message from the
SIP/CCS7 IWF, then a BYE request shall be sent on the AS-SIP side.

53211574
Received

Reset Circuit, Circuit Group Reset, or Circuit Group Blocking Message

Table 5.3.2.11-34, Receipt of RSC, GRS, or CGB Messages, shows the message sent by the
SIP/CCS7 IWF upon receipt of an ISUP RSC message, GRS message, or CGB message with the
Circuit Group Supervision Message Type Indicator coded as “hardware failure oriented.” On
receipt of a GRS or CGB message, one AS-SIP message is sent for each call association.
Therefore, multiple AS-SIP messages may be sent on receipt of a single GRS or CGB message.
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Table 5.3.2.11-34. Receipt of RSC, GRS, or CGB Messages
MESSAGE SENT TO AS-SIP

MESSAGE RECEIVED FROM ISUP NETWORK
RSC CANCEL or BYE
GRS CANCEL or BYE
CGB CANCEL or BYE

with the Circuit Group Supervision
Message Type Indicator coded

“hardware failure oriented”
LEGEND

AS-SIP  Assured Services Session Initiation Protocol ISDN Integrated Services Digital Network
CGB Circuit Group Blocking Message ISUP ISDN User Part
GRS Circuit Group Reset Message RSC Reset Circuit Message

[Conditional] The SIP/CCS7 IWF shall process received CCS7 RSC, GRS, or CGB messages
as shown in Table 5.3.2.11-34, Receipt of RSC, GRS, or CGB Messages. The SIP/CCS7 IWF
shall send a CANCEL or BYE message according to the rule described in Section 5.3.2.11.5.7.1,
Receipt of Forward REL.

Depending on local policy, a Reason header field containing the (ITU-T Recommendation Q.850
or ANSI T1.113) cause value of the REL message sent by the SIP/CCS7 IWF may be added to
the AS-SIP message (BYE or CANCEL).

53211575 3XX, 4XX, 5XX, or 6XX Response INVITE Received

[Conditional] The SIP/CCS7 IWF shall handle receipt of a 3XX Redirection message, if
received in a response as part of a valid dialog, according to the AS-SIP protocol, resulting in
invocation of the local routing function.

The remainder of this section applies only to the 4XX, 5XX, and 6 XX response cases.

[Conditional] If a Reason header is included in a received 4XX, 5XX, or 6 XX message, then
the SIP/CCS7 IWF shall map the cause value of the Reason header to the ISUP Cause Value
field in the CCS7 REL message. The mapping of the Reason header to the Cause Indicators
parameter shall be as shown in Table 5.3.2.11-15, Mapping of AS-SIP Reason Header Fields into
Cause Indicators Parameter.

[Conditional] If no Reason header is included in a received 4XX, 5XX, or 6XX message, then
the SIP/CCS7 IWF shall use the mapping of the status code to cause value on receipt of a 4XX,
5XX, or 6XX final response to the INVITE request into the AS-SIP network side, as shown in
Table 5.3.2.11-35, Mapping of 4XX, 5XX, or 6XX to REL Message.

Table 5.3.2.11-35. Mapping of 4XX, 5XX, or 6XX to REL Message

REL (CAUSE CODE) | 4XX/5XX/6XX SIP MESSAGE | REMARKS |
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REL (CAUSE CODE) AXX/I5XX/I6XX SIP MESSAGE REMARKS
127 Interworking 400 Bad Request
127 Interworking 401 Unauthorized Note 1
127 Interworking 402 Payment Required
127 Interworking 403 Forbidden
1 Unallocated number 404 Not Found
127 Interworking 405 Method Not Allowed
127 Interworking 406 Not Acceptable
127 Interworking 407 Proxy Authentication Required Note 1
127 Interworking 408 Request Timeout
22 Number changed (without diagnostic) | 410 Gone
127 Interworking 413 Request Entity Too Long Note 1
127 Interworking 414 Request-URI Too Long Note 1
127 Interworking 415 Unsupported Media Type Note 1
127 Interworking 416 Unsupported URI Scheme Note 1
127 Interworking 420 Bad Extension Note 1
127 Interworking 421 Extension Required Note 1
127 Interworking 423 Interval Too Brief
20 Subscriber absent 480 Temporarily Unavailable
127 Interworking 481 Call/Transaction Does Not Exist
127 Interworking 482 Loop Detected
127 Interworking 483 Too Many Hops
28 Invalid Number format 484 Address Incomplete Note 1
127 Interworking 485 Ambiguous
17 User busy 486 Busy Here
127 Interworking or no mapping (Note 3) | 487 Request Terminated Note 2
127 Interworking 488 Not Acceptable Here
No mapping. 491 Request Pending Note 2
127 Interworking 493 Undecipherable
127 Interworking 500 Server Internal Error
127 Interworking 501 Not Implemented
127 Interworking 502 Bad Gateway
127 Interworking 503 Service Unavailable Note 1
127 Interworking 504 Server Timeout
127 Interworking 505 Version Not Supported Note 1
127 Interworking 513 Message Too Large Note 1
127 Interworking 580 Precondition Failure Note 1

17 User busy

600 Busy Everywhere

21 Call rejected

603 Decline

1 Unallocated number

604 Does Not Exist Anywhere

127 Interworking

606 Not Acceptable

NOTES

1. This response may be handled entirely on the AS-SIP side; if so, it is not interworked.

2. This response does not terminate an AS-SIP dialog, but only a specific transaction within it.
3. No mapping if the SIP/CCS7 IWF previously issued a CANCEL request for the INVITE.

LEGEND

AS-SIP  Assured Services Session Initiation Protocol

REL Release
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REL (CAUSE CODE) | AXX/5XX/I6XX SIP MESSAGE | REMARKS
CCs7 Common Channel Signaling No. 7 SIP Session Initiation Protocol
IWF Interworking Function URI Universal Resource Identifier

[Conditional] When the response to the INVITE request results in the sending of a REL
message with a Cause Code No. 127, Interworking, the Location field shall be set to “network
beyond interworking point.”

In all cases where AS-SIP itself or this section specifies additional AS-SIP behavior related to
the receipt of a particular INVITE response, these procedures should be followed in preference
to the immediate sending of a REL message to the CCS7 network.

[Conditional] If there are no AS-SIP procedures associated with this response, the REL
message shall be sent to the CCS7 network immediately.

It is possible that receipt of certain 4XX, 5XX, and 6XX responses to an INVITE request will
not result in any REL message being sent to the CCS7 network. For example, if a 401
(Unauthorized) response is received and the SIP/CCS7 IWF successfully initiates a new INVITE
request containing the correct credentials, the call will proceed.

If no further reference is given in the Remarks column, then this means that the AS-SIP response
is interworked to a CCS7 REL message sent on the ISUP side of the SIP/CCS7 IWF with the
cause value indicated within the table. In cases where further reference is indicated, the behavior
of the SIP/CCS7 IWF is described within the referred-to clause. However, Table 5.3.2.11-36,
Interworking Timer, indicates the “eventual” behavior of the SIP/CCS7 IWF in the case that
further measures taken on the AS-SIP side of the call (to try to sustain the call) fail, resulting in
the requirement to send a REL message into the CCS7 network with the cause value indicated.

5.3.2.11.6 Interworking Timer

The SIP/CCS7 IWF requires one timer that is specific to its interworking functionality. Table
5.3.2.11-36, Interworking Timer, summarizes the timer Tow2. The value of Tows is set between
4 and 14 seconds (with a default value of 4 seconds). The timer is started when an INVITE
request is sent (unless an ACM has already been sent for this call). The timer is stopped on
receipt of any of the following messages:

e 180 (Ringing)
e 183 (Session Progress) with an encapsulated ACM
e 200 (OK) INVITE
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Table 5.3.2.11-36. Interworking Timer

TIME-OUT CAUSE FOR NORMAL
VALUE INITIATION TERMINATION AT EXPIRY
4-14 seconds | Sending of INVITE On reception of 180 | Send early ACM. For AS-SIP case,
(default of 4 | request unless the (Ringing), 183 send the awaiting answer indication
seconds) ACM has already been | (Session Progress) (e.g., ring tone) or appropriate progress
sent with encapsulated announcement to the calling party.
ACM, or 200 (OK)
INVITE request

LEGEND
ACM Address Complete Message AS-SIP  Assured Services Session Initiation Protocol

[Conditional] The SIP/CCS7 IWF shall initiate the timer when an INVITE request is sent,
unless an ACM has already been sent for this call.

[Conditional] At the expiry of the timer, the SIP/CCS7 IWF shall send an early ACM into the
CCS7 network.

[Conditional] For the AS-SIP case only, the SIP/CCS7 IWF shall send the awaiting answer
indication (e.g., ring tone) or appropriate progress announcement to the calling party.

5.3.2.12 Media Gateway Requirements
5.3.2.12.1 Introduction

This section provides GSRs for the MG function in the following network appliances:

e LSC
e MFSS
e WANSS

The LSC and MFSS have defined designs that include an MGC function and one or more MG
functions.

The scope of these MG requirements covers the following areas:

1.  Physical interfaces and protocols supported on the TDM side of the MG include the
following:

a. DoD CCS7 trunks (The TDM media trunks terminate on the MG; the TDM signaling
links terminate on the separate SG, which is discussed in Section 5.3.2.13, Signaling
Gateway Requirements.)
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b.  ISDN PRI trunks (The TDM media (B channels) channels and the TDM signaling
channels (D channels) both terminate on the MG.)

c.  CAS trunks (Both DTMF and MF; the TDM channel that carries both the media and
the signaling terminates on the MG.)

VolIP interfaces and protocols supported on the IP side of the MG include the following:

a. Interface to the IP router network and the LAN (ASLAN, LANs internal to a UC
product) that the network appliance is connected to

b.  VolIP protocol stacks supporting IP, IPSec, UDP, TCP, SCTP, and SRTP

c.  Secure VolP media streams, packetized using IP, UDP, and SRTP, IAW UCR 2008,
Section 5.4, Information Assurance Requirements

d.  Secure VolIP signaling messages, packetized using IPSec, and UDP or TCP or SCTP,
IAW, Section 5.4, Information Assurance Requirements

1) H.248 signaling messages, for MGC control of DoD CCS7, ISDN PRI, and
CAS trunks, if the supplier supports ITU-T Recommendation H.248

(@) ISDN PRI signaling messages, for MGC control of ISDN PRI trunks
Support for the following VoIP codecs, at a minimum, on the IP side of the MG:

a.  ITU-T Recommendation G.711 (uncompressed voice, both North American (p-law
and International A-law))

b. ITU-T Recommendation G.723.1
C. ITU-T Recommendation G.729
Support for FoIP on the IP side of the MG

Support for voiceband MolP on the IP side of the MG. The following terms define
“Modem over IP” traffic, as used in the UCR 2008. The terms are listed here to clarify that
SCIP over IP streams are a subset of all possible modem relay streams. In the UCR 2008,
the term SCIP over IP can be considered synonymous with the transmission of SCIP over
V.150.1 Modem Relay. These terms also appear in Appendix A, Definitions,
Abbreviations and Acronyms, and References.
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a. Modem over IP. The transport of modem data across an IP network, via either
modem relay or modem pass-through techniques.

b. Modem Relay. A subset of MolP, in which modem termination is used at gateways,
thereby allowing only the baseband data to reach the packet network.

c.  Voiceband Data (Modem Pass-Through). A subset of MolP in which modem signals
are transmitted over the voice channel of a packet network.

d.  SCIP over IP. The transport of SCIP information over an IP network. The SCIP
traffic can be transmitted over an IP network in many ways, but currently, the U.S.
Government requires SCIP devices to support transmission of SCIP on IP networks
via V.150.1 Modem Relay.

6.  Support for SCIP over IP on the IP side of the MG. As noted previously, SCIP over IP
streams are a subset of all possible modem relay streams. In the UCR 2008, the term SCIP
over IP is synonymous with the transmission of SCIP over V.150.1 Modem Relay. For
SCIP over IP calls, the MG supports V.150.1 Modem Relay traffic IAW ITU
Recommendation V.150.1 and NSA document SCIP 216 on the IP side of the MG.

7. Support for 64-kbps unrestricted digital information (clear channel) ISDN over IP on the IP
side of the MG.

5.3.2.12.2 Overview of the MG and MGC Functions

Media Gateway is a generic term for a Trunk Gateway (TG) and for an Access Gateway (AG).
Thus, MG requirements apply to TGs and to AGs.

Figure 5.3.2.12-1, MGC — MG Layered Interface, illustrates the relationship between the MGC,
a component of the CCA, and a generic MG.
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MG Applications
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Internet Protocol
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UbP
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Transport Layer Security
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Figure 5.3.2.12-1. MGC — MG Layered Interface

Figure 5.3.2.12-2, MG Trunk Function, illustrates the MG trunk function.
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Protocols
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Figure 5.3.2.12-2. MG Trunk Function
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5.3.2.12.2.1 Primary Trunk Functions and Interfaces

An MG may support a trunk-side interface to circuit-switched telephone networks. It terminates
circuit-switched trunks in the circuit-switched networks and packet flows in the DISN Core
network and, thus, provides functions such as media translation. The MG can set up and manage
media flows through the Core network when instructed by the CCA. It is associated with a
specific CCA that provides it with the necessary call control instructions.

5.3.2.12.2.2 Primary Access Functions and Interfaces

An MG may support line-side and trunk-side interfaces to the voice network end users.
Traditional telephones and PBXs currently used in the PSTN, as well as ISDN BRI telephones,
ISDN BRI terminals, and ISDN-capable PBXs using PRIs, can access the DISN Core network
through the MG. The MG provides functions, such as packetization and echo control, for its end
users’ information streams, and is associated with a specific CCA that provides the necessary
call control and service control instructions. On receiving the appropriate commands from its
CCA, the MG provides Call Control functions such as audible ringing and power ringing, as well
as Service Control functions. The MG also is capable of setting up transport connections
through the DISN Core network when instructed to do so by the CCA (see Figure 5.3.2.12-3,
MG Primary Access Functions and Interfaces).

Translation Applications
SRTP/SRTCP
PBX Access
. TCP/UDP VolP
Trunk Lines Prot |
Protocols | Protocols IP rotocols
OSl Layer 2/Layer 1
PBX Trunks : .
------------ AG : LSC or MFSS
L eemssssnen TIYTITIITETY Function . ASLAN
Access Lines :
Media Flows
LEGEND
AG Access Gateway PBX Private Branch Exchange
ASLAN Assured Service Local Area Network SRTCP SRTP Control Protocol
P Internet Protocol SRTP Secure Real-Time Transport Protocol
LsC Local Session Controller TCP Transmission Control Protocol
MFSS  Multifunction Softswitch UDP User Datagram Protocol
osl Open Systems Interconnection VolP Voice over Internet Protocol

Figure 5.3.2.12-3. MG Primary Access Functions and Interfaces
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5.3.2.12.2.3 MGC Functions

The requirements in this section allow for two options for the Gateway Control Protocol in the
MGC and the MG as follows:

1.  Anindustry-standard Gateway Control Protocol, using an open interface between the MGC
and the MG. This protocol assumes MG-to-MGC communication over IP and the LAN
that the appliance is connected to. This LAN is the ASLAN for the LSC and MFSS. (In
some cases, this LAN may be the Internal LAN of the UC product, where the UC product
also contains the LSC or the MFSS. In these cases, the Internal LAN of the UC product is
not an ASLAN.)

The industry-standard Gateway Control Protocol used in these requirements is ITU-T
Recommendation H.248.1.

2. Asupplier-specific Gateway Control Protocol, using a closed (supplier-proprietary)
interface between the MGC and the MG. This supplier-specific protocol may use MGC-to-
MG communication over IP and the LAN that the appliance is connected to (ASLAN or
Internal LAN for the UC product), or it may use separate physical, data link, and network
layer interfaces that are also proprietary to the supplier.
The MGC function is part of the CCA function in the LSC and MFSS, which in turn is part
of the SCS functions in these appliances. The MG function is a standalone appliance
function in the LSC and MFSS, and is not part of any other appliance function.

The role of the MGC within an LSC and MFSS is to

1.  Control all MGs within the LSC and MFSS.

2. Control all trunks (e.g., DoD CCS7, PRI, or CAS) within each MG.

3. Control all signaling and media streams on each trunk within each MG.

4.  Accept IP-encapsulated signaling streams from an SG or MG, and return IP-encapsulated
signaling streams to the SG or MG accordingly.

The MGC and the MG that it controls are considered “Conditional — Deployable” for the LSC,
and “Required” for the MFSS.
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5.3.2.12.3 Role of the MG in Appliances

The MG provides circuit-switched trunk termination for DoD CCS7, PRI, and CAS trunks, and
TDM/VolP interworking. The MG is controlled by the MGC. The protocol that the MGC uses
to control the MG can be ITU-T Recommendation H.248 (specifically, H.248.1) or a proprietary
protocol chosen by the LSC supplier.

5.3.2.12.3.1 Role of the MG in the LSC

Figure 5.3.2.12-4, Functional Reference Model — LSC, illustrates the reference model for the
LSC, including the VoIP MG and MGC.

The roles of the MG within the LSC are as follows:

1. The MG terminates all TDM trunks that interconnect the LSC with TDM networks,
including the following:

a. DoD TDM networks (e.g., DSN, including EO and Tandem switches within the
DSN), both in the United States and worldwide

b.  PSTNSs, both in the United States and worldwide
c. Allied and U.S. coalition partner TDM networks

2.  The MG terminates all TDM trunks that interconnect the LSC with TDM PBXs within the
same DoD B/P/C/S.

3. The MG supports the physical interconnection of the following TDM trunk groups with the
LSC:

a. [Conditional: LSC] DoD CCS7 trunk groups
b.  ISDN PRI trunk groups (for both U.S. PRI and foreign country PRI)
c. [Conditional: U.S. and foreign country CAS] CAS trunk groups

Media gateway support for these TDM trunk groups is expected to be identical to the
support for these trunk groups in DoD TDM PBXs, EOs, Tandem switches, and MFSs
today, as specified in UCR 2008, Section 5.2, Circuit-Switched Capabilities and Features.
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Figure 5.3.2.12-4. Functional Reference Model — LSC

[Conditional] In the DoD CCS7 case , the MG is responsible for terminating the TDM
media trunks (on the TDM side), and for terminating the VolP/FolP/MolP media streams
(on the VolIP side). In these cases, the separate SG is responsible for terminating the TDM
CCS7 signaling links and the VVolP/FolP/MolP signaling streams.
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10.

In the PRI and CAS cases, the MG is responsible for terminating the TDM media trunks
and signaling links on the TDM side, and for terminating the VVolP/FolP/MolP media
streams and signaling streams on the VVolIP side.

On calls that traverse the MG, the MG converts TDM media streams to VVolP, FolP, or
MolP media streams, and converts VVolP, FolP, or MolP media streams to TDM media
streams.

The MG supports interconnection of VVolIP, FolP, and MolP media streams with the
following LSC functions and end-user devices:

a. [Required: LSC MG] The LSC media server, which provides tones and
announcements for LSC calls and LSC features

b. [Conditional: LSC MG] Proprietary VolP, FolP, and MolP Els on the LSC (when
these Els are supported on the LSC)

c. [Conditional: LSC MG] Proprietary SIP Els on the LSC (when these Els are
supported on the LSC)

d. [Conditional: LSC MG] Proprietary H.323 Els on the LSC (when these Els are
supported on the LSC)

e. [Required: LSC MG] AS-SIP VolIP, FolP, and MolP AEIs on the LSC

On ISDN PRI calls that traverse the MG, the MG converts TDM signaling streams to VVoIP
signaling streams, and it converts VVoIP signaling streams to TDM signaling streams.
When H.248 control is used, the MG will send and receive encapsulated PRI signaling to
and from the CCA.

On CAS trunk calls that traverse the MG, the MG converts TDM signaling streams to VoIP
signaling streams, and it converts VVoIP signaling streams to TDM signaling streams.

When H.248 control is used, the MG will translate between CAS signaling and H.248
protocol messages to and from the CCA.

[Conditional — Deployable: LSC MG] The MG and the MGC that controls the MG are
considered “Conditional — Deployable” for the LSC. Some LSC suppliers may include an
MGC and MG in their Deployable LSC product, and other LSC suppliers may not. Those
suppliers who do should follow the MG requirements defined in UCR 2008.
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The LSC MG supports the VolP signaling interfaces shown in Table 5.3.2.12-1, LSC MG
Support for VolP Signaling Interfaces. The complete signaling requirements for the LSC are
summarized in Table 5.3.2.7-2, LSC Support for VolIP and Video Signaling Interfaces.

Table 5.3.2.12-1. LSC MG Support for VolP Signaling Interfaces

FUNCTIONAL
COMPONENT

VolP
SIGNALING INTERFACES

VolIP
SIGNALING PROTOCOLS

MG and MGC (CCA)

MG — to —- MGC (CCA)

ITU-T H.248 over IP
(used with DoD CCS7, ISDN PRI, and
CAS trunks)

MG and MGC (CCA)

MG — to — MGC (CCA)

ISDN PRI over IP
(North American National ISDN Version,
used with ISDN PRI trunks only)

MG and MGC (CCA)

MG — to — MGC (CCA)

Proprietary Supplier Protocols

(used as an alternative to

ITU-T H.248 over IP and

ISDN PRI over IP)

(used with DoD CCS7, ISDN PRI, and
CAS trunks)

LEGEND
CCA Call Connection Agent

DoD Department of Defense
IP Internet Protocol

CAS Channel Associated Signaling

CCs7 Common Channel Signaling No. 7

ITU-T International Telecommunications Union — Telecommunication

ISDN Integrated Services Digital Network

MG Media Gateway

MGC Media Gateway Controller
PRI Primary Rate Interface
VolP Voice over IP

5.3.2.12.3.2 Role of the MG in the MFSS

Figure 5.3.2.12-5, Functional Reference Model — MFSS, provides the functional reference model
of the MFSS. The role of the MG in the MFSS is identical to the role of the MG in the LSC
(including the underlying assumptions, roles of the MG and MGC, interactions with other LSC
components, and VolP signaling interfaces), with the following exceptions and extensions:

1.  The MG in the MFSS assists the MFSS CCA in providing call denial treatments for CAC,
and call preemption treatments for LSC-Level ASAC and WAN-Level ASAC Policing.
The MFSS supports LSC-Level ASAC for admission control for calls to and from Els that
it serves directly. The MFSS also supports WAN-Level ASAC Policing for admission
control for calls to and from LSCs that it serves directly.

2. The MG in the MFSS supports DoD CCS7 trunks [Conditional], in addition to supporting
ISDN PRI [Required] and CAS trunks [Conditional]. Support for these DoD CCS7
trunks is a conditional requirement for the MFSS MG and the LSC MG.
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Figure 5.3.2.12-5. Functional Reference Model — MFSS

NOTE: An LSC within an MFSS will serve a set of (MFSS-internal) LSC Els and MGs.
These LSC Els and MGs will exchange media streams with Els and MGs on other LSCs
located elsewhere on the DISN WAN. In addition, the MFSS EBC controls these media
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streams between the (MFSS-internal) LSC Els and MGs connected to the MFSS ASLAN,
and Els and MGs on other LSCs, where separate ASLANS are connected to the DISN
WAN.

53212321 MG Requirements for Interactions between the Softswitch and TDM
Sides of the MFSS

The TDM side of the MFSS provides EO and Tandem functions that allow the MFSS to support
connectivity to existing TDM switches in DoD networks (i.e., CONUS and Global), allied and
coalition networks, and the PSTN worldwide (i.e., CONUS and Global). In addition, the EO
function of the TDM side of the MFSS supports TDM users (i.e., analog and ISDN Els). The
softswitch side of the MFSS provides the IP-based features of an LSC with additional features as
required to serve as a network-level softswitch.

The CCA/SG/MGC/MG complex in the MFSS must provide Interoperability between the
softswitch side and TDM side in the MFSS, using connections based on CCS7, U.S. PRI, or U.S.
CAS signaling. In this case, some high-level requirements for this interworking are needed.
These high-level requirements are included in this section.

Internal MG connections are used when connecting the softswitch and the TDM sides of an
MFSS.

An “external MG trunk group” is an MFSS trunk group that connects an MFSS MG with the
following:

e The TDM EO or TDM Tandem component of another MFSS in the network
e The MGC/MG component of an LSC or another MFSS in the network

e A TDM PBX, SMEO, EO, Tandem, or MFS in a DoD TDM network

e A TDM PBX, EO, or Tandem in the U.S. PSTN or a foreign country PSTN

[Required] The MFSS MG shall be able to support MG trunk groups (referred to as internal
MG connections) that either interconnect the SS (VVolP) side of the MFSS with the EO or
Tandem functions on the TDM side of the MFSS.

[Conditional] When a DoD CCS7 connection is used between the SS and TDM sides of the
MESS, the MFSS MG shall interact with the MFSS MGC so that

e DoD CCS7 signaling is used between the S and TDM sides.
e The CCS7 version of the MLPP feature operates correctly between the SS and

TDM sides of the MFSS for both VVolP-to-TDM calls and TDM-to-VolIP calls
over this connection.
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[Required] When a U.S. ISDN PRI connection is used between the SS and TDM sides of the

MESS, the MFSS MG shall interact with the MFSS MGC so that

1. U.S. ISDN PRI signaling (National ISDN PRI signaling, with the precedence level IE and
related MLPP IEs included) is used between the SS and TDM sides.

2. TheT1.619/T1.619a version of the ISDN PRI MLPP feature operates correctly between the
SS and TDM sides of the MFSS for both VVolP-to-TDM calls and TDM-to-VolP calls over
this connection.

[Conditional] When a U.S. CAS trunk group is used between the SS and TDM sides of the
MFSS, the MFSS MG shall interact with the MFSS MGC so that

1. U.S. CAS trunk signaling is used between the SS and TDM sides.

2. The UCR 2008, Section 5.2, Circuit-Switched Capabilities and Features, version of the
CAS trunk MLPP feature operates correctly between the SS and TDM sides of the MFSS
for both VolIP-to-TDM calls and TDM-to-VolP calls over this trunk group.

[Required] The MFSS MG shall interact with the MFSS MGC so that internal MG connections
between the SS and TDM sides of the MFSS support:

e TDM calls between the TDM EO/Tandem and VolP PEIs/AEls on the MFSS,
allowing calls from EO lines to MFSS PEIs/AElIs, and calls from EO and
Tandem trunks to MFSS PEIs/AEls.

e TDM calls between the TDM EO/Tandem and the EBC on the MFSS,
allowing calls from EO lines to the EBC (and other appliances on the DISN
WAN), and calls from EO and Tandem trunks to the EBC (and other
appliances on the DISN WAN).

e TDM calls between the TDM EO/Tandem and external MG trunk groups on
the MFSS, allowing calls from EO lines to external MG trunk groups, and
calls from EO and Tandem trunks to external MG trunk groups.

e TDM calls between the TDM EO/Tandem and local MG trunk groups on the
MESS, allowing calls from EO lines to local MG trunk groups, and calls from
EO and Tandem trunks to local MG trunk groups. (This last case applies
when the MFSS supports local MG trunk groups from its MG to subordinate
PBX1s and PBX2s, when the subordinate PBX1s and PBX2s have not been
migrated to VoIP.)
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MFSS MG VolP Signaling Interfaces

The MFSS MG supports the VolP signaling interfaces shown in Table 5.3.2.12-2, MFSS MG
Support for VolP Signaling Interfaces.

Table 5.3.2.12-2. MFSS MG Support for VolP Signaling Interfaces

VolP AND VIDEO
FUNCTIONAL SIGNALING VolP AND VIDEO
COMPONENT INTERFACES SIGNALING PROTOCOLS
MG and MGC MFSS MG ITU-T H.248 over IP
—to- (used with DoD CCS7, ISDN PRI, and CAS
MFSS MGC trunks)
MG and MGC MFSS MG ISDN PRI over IP
-to- (North American National ISDN Version,
MFSS MGC used with ISDN PRI trunks only)
MG and MGC MFSS MG Proprietary Supplier Protocols
—to -
MFSS MGC
LEGEND MFSS Multifunction Softswitch
CCS7  Common Channel Signaling No. 7 MG Media Gateway
DoD Department of Defense MGC MG Controller
ISDN Integrated Services Digital Network IP Internet Protocol
ITU-T  International Telecommunications Union — PRI Primary Rate Interface
Telecommunication VolP \oice over IP

Unless stated otherwise, all requirements for an “Appliance MG” are for both the LSC and the
MFSS.

5.3.2.12.4 MG Interaction with NEs and Functions

The MG is responsible for interacting with elements and functions of the LSC and MFSS to
support end-user calls, end-user features, and other operational capabilities needed by the DoD
users (i.e., the Army, Navy, Air Force, and Marines). These other elements include the
following:

e ASAC

e Service Control functions (Information Assurance and media server)

e Management (FCAPS and audit logs)

e Transport Interface functions

e EBC (not part of the LSC, but part of the Local Assured Services Domain)

5.3.2.12.4.1 MG Support for ASAC

The MG interacts with the CCA, which in turn interacts with the ASAC component of the LSC
and MFSS to perform specific functions related to ASAC, such as providing denial treatments
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for calls that are denied admission to the LSC and/or MFSS, and preemption treatments for calls
that are preempted by PBAS/ASAC.

Requirements for ASAC are handled in two categories: CAC and ASAC. In addition, this
section covers two different levels of ASAC: LSC-Level ASAC, which is supported in the LSC
and the MFSS, and WAN-Level ASAC Policing, which is supported in the MESS only.

The MG assists the CCA in performing CAC (i.e., call blocking based on budget restrictions) for
outgoing TDM calls at MGs and for incoming TDM calls at MGs.

The MG assists the CCA in performing ASAC (i.e., call preemption based on per-call
precedence levels) for outgoing TDM calls at MGs and for incoming TDM calls at MGs.

In addition, please see Section 5.3.2.2.2.3, ASAC — Open Loop, and Section 5.3.4.10,
Precedence and Preemption, for detailed requirements on how ASAC is supported by CCAs in
LSCs and MFSSs.

53212411 MG Call Denial Treatments to Support CAC

When the CCA determines that a VoIP session request should be blocked because an Appliance
CAC restriction applies (e.g., the VolP session count equals the VVolIP session limit for the type
of session being requested), the CCA will deny the session request and apply a Call Denial
treatment (i.e., a busy signal or call denial announcement) to the calling party on that request. If
the calling party is a TDM calling party whose call enters the appliance at an MG trunk group,
the MG is responsible for applying the Call Denial treatment also.

[Required] On incoming call requests to a TDM trunk group, where the CCA/MGC applies a
CAC Call Denial treatment to that call request, the MG shall connect the TDM called party on
the incoming call request to the appropriate CAC Call Denial tone or announcement when
instructed to do so by the MGC.

53212412 MG Call Preemption Treatments to Support ASAC

When the CCA determines that an existing VolIP session or VoIP session request should be
cleared because an Appliance ASAC preemption applies (e.g., a CAC limit applies and a call of
a higher precedence level needs to complete within the appliance), the CCA will clear the
existing session or session request and apply a Call Preemption treatment (i.e., a Call Preemption
tone or announcement) to both the calling and called parties on that request. If the calling party
is a TDM calling party whose call entered the appliance at an MG trunk group, or the called
party is a TDM called party whose call left the appliance at an MG trunk group, the MG is
responsible for applying the Call Preemption treatment also.
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[Required] On incoming calls or call requests to a TDM trunk group, where the CCA/MGC
applies an ASAC Call Preemption treatment to that call or call request, the MG shall connect the
TDM calling party on the incoming call or call request to the appropriate ASAC Call Preemption
tone or announcement when instructed to do so by the MGC.

[Required] On outgoing calls or call requests from a TDM trunk group, where the CCA/MGC
applies an ASAC Call Preemption treatment to that call or call request, the MG shall connect the
TDM called party on the outgoing call or call request to the appropriate ASAC Call Preemption
tone or announcement when instructed to do so by the MGC.

5.3.2.12.4.2 MG and Information Assurance Functions

The MG interaction with Information Assurance function is consistent with the DoD Information
Assurance requirements in Section 5.4, Information Assurance Requirements.

The Information Assurance function within the appliance ensures that end users, PEIs, AEIs,
MGs, SGs, and EBCs that use the appliance are all properly authenticated by the appliance. The
Information Assurance function also ensures that VolP signaling streams and media streams that
traverse the appliance and its ASLAN are properly encrypted, using SIP/TLS and SRTP,
respectively.

Requirements for CCA and MGC interaction with the Information Assurance server are found in
Section 5.3.2.10.7, CCA Support for Information Assurance. These requirements, therefore,
apply to the MG.

[Required] Each MG within an appliance shall support all the appliance requirements in
Section 5.4, Information Assurance Requirements, that involve an Appliance MG.

The MG performs the following authentication and encryption functions in conjunction with the
CCA and Information Assurance:

1. When the MG registers with the MGC in the CCA, the MG exchanges authentication
credentials with the CCA and, through the CCA, with Information Assurance.

2.  The MG exchanges encryption keys with the CCA and, through the CCA, with Information
Assurance, before exchanging H.248 messages and encapsulated PRI messages with the
MGC in the CCA.

3. The MG uses the exchanged encryption keys to (1) encrypt H.248 messages and
encapsulated PRI messages sent in the MG => CCA => Information Assurance direction,
and (2) decrypt H.248 messages and encapsulated PRI messages sent in the Information
Assurance => CCA => MG direction. The encryption and decryption are performed at the

363



DoD UCR 2008, Change 1

Section 5.3.2 — Assured Services Requirements

IP layer using IPSec packets, instead of being done at the message layer using H.248
messages or PRI messages.

4.  The MG also performs the following encryption functions in conjunction with PEIs or
AEIls, and the media server in the LSC (NOTE: These functions may or may not use
Information Assurance, depending on the internal design of the LSC.):

a.  The MG exchanges encryption keys with local PEIs or AEIls and local MGs, remote
PEls or AEls and remote MGs, and the media server, before exchanging encrypted
VoIP media streams with these devices.

b.  The MG uses the exchanged encryption keys to (1) encrypt VolP SRTP media
streams sent in the MG => PEI/AEI/other MG/media server direction, and (2) decrypt
VVoIP SRTP media streams received in the PEI/AEIl/other MG/media server => MG
direction. The encryption and decryption are performed above the UDP Transport
Layer using SRTP packets.

5.3.2.124.3 MG Interaction with Service Control Functions

The media server is responsible for playing tones and announcements to calling and called
parties on VVolP calls, and for playing audio/video clips (similar to tones and announcements) to
calling and called parties on video calls. In addition, the media server may provide “play
announcement and collect digits” functionality to calling and called parties on VolIP and video
calls when this functionality is required by certain features that the CCA supports. Depending on
the complexity of those features, the media server may act as a full Interactive Voice Response
(IVR) system for Appliance PEIs/AEIs and other assured services end users, providing IVR-like
features to local and remote VolIP callers, and providing video-enhanced IVR-like features to
local and remote video callers.

The MG is responsible for routing individual VolP, FolP, and MolP media streams to the media
server when instructed to do so by the CCA/MGC. When instructed to do so by the CCA/MGC,
the MG is responsible for removing individual VVolIP, FolP, and MolIP media streams from the
media server, and for either disconnecting them entirely, or routing them on to other LSC end
users (e.g., VoIP or video Els).

[Required] When instructed to do so by the MGC, the MG shall direct TDM calls and call
requests to the media server, so that the media server can

1.  Play tones and announcements to TDM parties on TDM calls and call requests (e.g., busy
tone or announcement; call preemption tone or announcement).
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2. Provide “play announcement and collect digits” functionality when required by an
Appliance VolIP feature.

3. Provide full IVR-like functionality when required by an Appliance VoIP feature.

The interface and protocols used to interconnect the MG with the media server are internal to the
appliance and are, therefore, supplier-specific.

5.3.2.12.4.4 Interactions with IP Transport Interface Functions

The Transport Interface functions in the LSC provide interface and connectivity functions with
the ASLAN and its IP packet transport network. This section outlines high-level requirements
for these functions. The detailed implementation methods for these requirements are left up to
the vendor. Examples of Transport Interface functions include:

e Network Layer functions: IP, IPSec
e Transport Layer functions: IP Transport Protocols (e.g., TCP, UDP), TLS
e LAN protocols

The MG interacts with Transport Interface functions by using them to communicate with PEIs or
AEls and the EBC (and through the EBC to remote PEIs or AEIs and MGs served by other LSCs
and MFSSs) over the ASLAN. The following LSC elements and Local Assured Services
Domain elements are all IP endpoints on the ASLAN:

e Each PEI or AEI served by the LSC
e The MG itself

e Any other MGs that are served by the LSC (even though the other MGs may
be connected physically to the CCA/MGC over an internal proprietary
interface, instead of being logically connected to the CCA/MGC over the
ASLAN)

e The CCA and its IWF and MGC
e The EBC

As an example, the MG interacts with the LSC Transport Interface functions when it uses IPsec,
UDP/TCP/SCTP, and the native ASLAN protocols to exchange H.248 and PRI signaling
messages with the CCA/MGC over the ASLAN.

The MG interacts with the LSC Transport Interface functions when it uses IP, UDP, and the
native ASLAN protocols to route SRTP media streams to and from Els, GEls, other LSC MGs,
and the EBC over the ASLAN.
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[Required] Since each Appliance MG is an IP endpoint on the Appliance LAN, each MG shall
support assignment of the following items to itself:

e Only one MG IP address (This one IP address may be implemented in the
CCA as either a single logical IP address or a single physical IP address.)

e An MG FQDN that maps to that IP address

e An MG SIP URI that uses that MG FQDN as its domain name, and maps to a
“SIP User Agent” function within the MG.

[Required] The MG shall interact with the Transport Interface functions in the appliances in the
following cases:

e When the MG uses the native LAN protocols, IP, and UDP to exchange SRTP media
streams with PEIs, AEls, other MGs, and the EBC over the Appliance LAN

e [Objective] When the MG uses the native LAN protocols, IPSec, and UDP, TCP, or
SCTP to exchange H.248 signaling messages with the MGC over the Appliance LAN

e [Objective] When the MG uses the native LAN protocols, IPSec, and UDP, TCP, or
SCTP to exchange encapsulated PRI messages with the MGC over the Appliance
LAN

5.3.2.1245 MG - EBC Interaction

The EBC provides SBC and firewall capabilities for the ASLAN, the PEIs, AEls, and the IP-
based components of the LSC, including the CCA, and its IWF and MGC, and the MGs.

The MG interacts with the EBC by sending SRTP media streams to it (for call media destined for
a PEI, AEI, or MG that is served by another appliance outside the LSC), or by accepting SRTP
media streams from it (for call media arriving from a PEI, AEI, or MG that is served by another
appliance outside the LSC).

The SRTP media streams exchanged between the LSC MG and a remote PEI, AEI, or MG must
pass through the EBC. The EBC modifies these SRTP media streams by doing NAT / NAPT on
them..

The VoIP MG in the MFESS or LSC needs to interact with VVolP Media Transfer functions in the
EBC. The EBC
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1.  Transfers media streams between the PEIs or AEIs and MGs on the appliance, and PEIs or
AEls and MGs on remote appliances, located elsewhere on the DISN WAN.

2. Supports SBC functions, such as NAT and NAPT.
3. Supports IP firewall functions.

High-level MG requirements are needed for interacting with an EBC. These requirements are as
follows:

[Required] When sending VolP media streams to PEIs or AEIs and MGs served by other
network appliances, the MG shall direct these VoIP media streams to the EBC so the EBC can
process them before sending them on to the remote PEIs or AEIs and MGs via the DISN WAN.
The MG shall use the network-level IP addresses of the destination PEIs or AEls and MGs,
rather than the local IP address of the EBC, when directing the VVoIP media streams through the
EBC to the DISN WAN and the remote PEIs or AEls and MGs.

[Required] The MG shall direct VoIP media streams to remote PEIs or AEIs and MGs through
the EBC in the following cases:

e When the MG is part of an LSC and is directing VolIP media streams to PEIs
or AEls and MGs on another LSC on the DISN WAN

e When the MG is part of an LSC and is directing VolIP media streams to PEIs
or AEIls and MGs on an MFSS on the DISN WAN

e When the MG is part of an MFSS and is directing VoIP media streams to PEIs
or AEls and MGs on an LSC on the DISN WAN

When the MG is part of an MFSS and is directing VoIP media streams to PEIs or AEls and MGs
on another MFSS on the DISN WAN.

[Required] When accepting VolP media streams from PEIs or AEIs and MGs served by other
network appliances, the MG shall accept these VolP media streams from the appliance EBC,
because the EBC relays them from the DISN WAN and the remote PEIs or AEIs and MGs on the
DISN WAN. The MG shall recognize and act on the network-level IP addresses of the remote
PEls or AEls and MGs, when accepting the VVoIP sessions through the EBC from the DISN
WAN and the remote PEIs or AEIs and MGs.

[Required] The MG shall accept VoIP media streams from remote PEIs or AEIls and MGs
through the EBC in the following cases:
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e When the MG is part of an LSC and is accepting VVoIP media streams from
PEls or AEls and MGs on another LSC on the DISN WAN

e When the MG is part of an LSC and is accepting VoIP media streams from
PEls or AEls and MGs on an MFSS on the DISN WAN

e When the MG is part of an MFSS, and is accepting VoIP media streams from
PEls or AEls and MGs on an LSC on the DISN WAN

e When the MG is part of an MFSS, and is accepting VoIP media streams from
PEIs or AEIls and MGs on another MFSS on the DISN WAN

5.3.2.12.4.6 MG Support for Appliance Management Functions

The Management function in the EBC, LSC, and MFSS supports functions for EBC/LSC/MFSS
FCAPS management and audit logs. Detailed requirements for the MG support of the Appliance
Management functions are covered in Section 5.3.2.18.3, Management Requirements of the MG
Function.

The MG interacts with the Appliance Management function by

1. Making changes to its configuration and to its trunks’ configuration in response to
commands from the Management function that request these changes.

2. Returning information to the Management function on its FCAPS in response to commands
from the Management function that request this information.

3. Sending information to the Management function on a periodic basis (e.g., on a set
schedule), keeping the Management function up-to-date on MG activity. An example of
this update would be a periodic transfer of trunk media error logs from the MG to the
Management function so that the Management function could either store the records
locally or transfer them to a remote NMS for remote storage and processing.

5.3.2.12.4.7 IP-Based PSTN Interface Requirements

[Conditional] Voice and Video over IP interfaces from the UC network to the PSTN have not
been defined. Therefore, the LSC and MFSS to PSTN interface will remain TDM as specified in
UCR 2008, Section 5.2, Circuit-Switched Capabilities and Features. Interfaces from an LSC or
MESS to the PSTN will be via an MG with TDM interfaces as specified in UCR 2008, Section
5.2, Circuit-Switched Capabilities and Features.
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5.3.2.12.4.8 MG Requirements: Interactions with VolIP Els

The MG in the MFSS or LSC needs to interact with VoIP Els served by that MFSS or LSC, and
with VolP Els served by other MFSSs or LSCs. The VolP signaling interface between the PEI
and the MFSS or LSC is left up to the network appliance supplier. The VoIP signaling interface
between the AEI and the MFSS or LSC is AS-SIP per Section 5.3.2.22, AS-SIP El and Video
Codec Requirements, of this document. Detailed requirements for this VVolIP interface are
beyond the scope of this section.

However, the following high-level requirements on VVoIP Els do apply and are part of the MG

requirements for the MFSS and LSC:

1. [Required] The MG shall support the exchange of VVolP media streams with the following
voice PEIs and AEIs both on the local appliance and on remote network appliances:

a.  Supplier-proprietary voice PEIs
b.  Voice SIP Els, when the appliance supplier supports these Els
c.  Voice H.323 Els, when the appliance supplier supports these Els

d. Voice AS-SIP AEls

2. [Conditional] When the MG supports the exchange of voice media streams with voice
H.323 Els (both on the local network appliance and on remote network appliances), the
MG shall support a mechanism for interworking the G.7xx/SRTP/UDP/IP-based VoIP
media streams that the MG uses with the H.323-based VVoIP media streams that the H.323
El uses.

5.3.2124.9 MG Support for User Features and Services

[Required] The MG shall support the operation of the following features for VVoIP and Video
end users, consistent with the operation of this feature on analog and ISDN lines in DoD TDM
switches today:

e Call Hold

e Music on Hold

e Call Waiting

e Precedence Call Waiting

e Call Forwarding Variable

e Call Forwarding Busy Line
e Call Forwarding No Answer
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Call Transfer

Three-Way Calling

Hotline Service

Calling Party and Called Party ID (number only)
Call Pickup

5.3.2.12.5 MG Interfaces to TDM NEs in DoD Networks: PBXs, EOs, and MFSs

[Required] Each appliance MG shall support TDM trunk groups that can interconnect with the
following NEs in DoD networks, in the United States and worldwide:

PBXs
SMEOs
EOs
MFSs

[Required] Each appliance MG shall support TDM trunk groups that can interconnect with
DISN and DoD NEs in the United States and worldwide using the following types of trunk

groups:

[Conditional: LSC, MFSS] DoD CCS7 per UCR 2008, Section 5.2, Circuit-
Switched Capabilities and Features, where the MG handles the media trunks
and the SG handles the signaling links.

— ANSI T1.619 and T1.619a support is required for CCS7 MLPP
signaling, per UCR 2008, Section 5.2, Circuit-Switched Capabilities
and Features.

[Required: LSC, MFSS] U.S. National ISDN PRI per UCR 2008, Section
5.2, Circuit-Switched Capabilities and Features, where the MG handles both
the media channels and the signaling channel.

— ANSI T1.619 and T1.619a support is required for PRI MLPP signaling
per UCR 2008, Section 5.2, Circuit-Switched Capabilities and
Features.

— Facility Associated Signaling is required for T1.619A PRIs, and NFAS
is Conditional for T1.619A PRIs.

— Both FAS and NFAS are required for commercial PSTN PRiIs, for
access to the US PSTN.
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e [Conditional: LSC, MFSS] U.S. CAS trunks per UCR 2008, Section 5.2,
Circuit-Switched Capabilities and Features, where the MG handles both media
and signaling on the same channel.

— CAS MLPP signaling is required per UCR 2008, Section 5.2, Circuit-
Switched Capabilities and Features, when a U.S. CAS trunk is
supported.

[Required] Media Gateway support for these TDM trunk groups shall be identical to the
support for these trunk groups in DoD TDM PBXs, EOs, Tandem switches, and MFSs today, as
specified in UCR 2008, Section 5.2, Circuit-Switched Capabilities and Features.

5.3.2.12.6 MG Interfaces to TDM NEs in Allied and Coalition Partner Networks

The appliance suppliers should support TDM trunk groups on their MG product that can
interconnect with NEs in U.S. allied and coalition partner networks worldwide.

[Conditional] The MG shall support foreign country CCS7 trunk groups where the MG handles
the media trunks, and the SG handles the signaling links as follows:

1.

For interconnection with an allied or coalition partner network, using foreign CCS7 from
the network of the allied or coalition partner.

Support for MLPP using CCS7, per ITU-T Recommendation Q.735.3, is conditional on
LSC and MFSS trunk groups when these trunk groups are used to connect to an allied or
coalition partner from an OCONUS ETSI-compliant country.

[Required] The MG shall support foreign country ISDN PRI trunk groups where the MG
handles both the media channels and the signaling channel as follows:

1.

For interconnection with an allied or coalition partner network, using foreign ISDN PRI
from the network of the allied or coalition partner.

Support for MLPP using ISDN PRI, per ITU-T Recommendation Q.955.3, is required on
LSC trunk groups when these trunk groups are used to connect to an allied or coalition
partner from a U.S. OCONUS ETSI-compliant country.

Support for MLPP using ISDN PRI, per ITU-T Recommendation Q.955.3, is required on
MESS trunk groups when these trunk groups are used to connect to an allied or coalition
partner from a U.S. OCONUS ETSI-compliant country.
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[Conditional] The MG shall support foreign country CAS trunk groups where the MG handles
both media and signaling on the same channel as follows:

1.  For interconnection with an allied or coalition partner network, using foreign CAS trunk
groups from the network of the allied or coalition partner.

2. Support for MLPP using CAS trunk signaling is not required on these trunk groups.

[Conditional] When appliance suppliers support allied and coalition partner network TDM
trunk groups on their MG, MG support for these trunk groups shall be identical to the support for
these trunk groups in DoD TDM PBXs, EOs, Tandem Switches, and MFSs today, as specified in
UCR 2008, Section 5.2, Circuit-Switched Capabilities and Features.

5.3.2.12.7 MG Interfaces to TDM NEs in the PSTN in the United States

[Required] Each appliance MG shall support TDM trunk groups that can interconnect with NEs
in the PSTN in the United States, including CONUS, Alaska, Hawaii, and U.S. Caribbean and
Pacific Territories.

[Required] Each appliance MG shall support TDM trunk groups that can interconnect with the
U.S. PSTN, using the following types of trunk groups:

1. [Required] U.S. National ISDN PRI, where the MG handles both the media channels and
the signaling channel:

a.  Thisis required for U.S. PSTN NEs nationwide.
b.  Support for MLPP using ISDN PRI is not required on these trunk groups.
c.  Support for both FAS and NFAS is required on these trunk groups.

2. [Conditional] U.S. CAS trunks, where the MG handles both media and signaling on the
same channel:

a.  This is conditional for U.S. PSTN NEs nationwide.
b.  Support for MLPP using CAS trunk signaling is not required on these trunk groups.

[Required] Media Gateway support for these TDM trunk groups to the U.S. PSTN shall be
identical to the support for these trunk groups in DoD TDM PBXs, EOs, Tandem Switches, and
MFSs today, as specified in UCR 2008, Section 5.2, Circuit-Switched Capabilities and Features.
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5.3.2.12.8 MG Interfaces to TDM NEs in OCONUS PTT Networks

The appliance supplier (i.e., LSC or MFSS supplier) should support TDM trunk groups on its
MG product that can interconnect with NEs in foreign country PTT networks (OCONUS)
worldwide.

[Required] The MG shall support foreign country ISDN PRI, where the MG handles both the
media channels and the signaling channel:

1. For interconnection with a foreign country PSTN using foreign country ISDN PRI, from
the country where the DoD user’s B/P/C/S is located.

2. Support for ETSI PRI is required on LSC trunk groups when the LSC is used in OCONUS
ETSI-compliant countries.

3. Support for ETSI PRI is required on MFSS trunk groups when the MFSS is used in
OCONUS ETSI-compliant countries.

4.  Support for MLPP using ISDN PRI is not required on the above trunk groups.

[Conditional] The MG shall support foreign country CAS trunks, where the MG handles both
media and signaling on the same channel:

1. For interconnection with a foreign country PSTN, using foreign country CAS trunk groups
from the country where the DoD user’s B/P/C/S is located.

2. Support for MLPP using CAS trunk signaling is not required on foreign country CAS trunk
groups.

[Conditional] If an appliance supplier supports foreign country PSTN TDM trunk groups on its
MG, MG support for these trunk groups shall be identical to the support for these trunk groups in
DoD TDM PBXs, EOs, Tandem Switches, and MFSs today, as specified in UCR 2008, Section
5.2, Circuit-Switched Capabilities and Features.

5.3.2.12.9 MG Support for DoD CCS7 Trunks

[Conditional: LSC, MFSS] The MG shall support TDM trunk groups that are controlled by a
separate CCA-to-SG signaling link that carries DoD CCS7 protocol. The MG shall support these
TDM trunk groups, and the SG shall support DoD CCS7 signaling, conformant with the detailed
DoD CCS7 trunk and protocol requirements in the following DoD and ANSI documents:

e UCR 2008, Section 5.2.2, Multilevel Precedence and Preemption, including
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— Section 5.2.2.4.3, Preempt Signaling, Common Channel Signaling
Number 7 (CCS7)

— Section 5.2.2.9, MLPP Common Channel Signaling Number 7 (CCS7)

— UCR 2008, Section 5.2.4.6, Signaling — Common Channel Signaling
Number 7 (CCS7)

— ANSI T1.619-1992 (R2005)
— ANSI T1.619a-1994 (R1999)

[Conditional: LSC, MFSS] When used in OCONUS ETSI-compliant countries, the MG shall
also support DoD CCS7 trunk groups that support ITU-T Recommendation Q.735.3 for MLPP,
consistent with UCR 2008, Section 5.2, Circuit-Switched Capabilities and Features.

[Conditional: LSC, MFSS] The MG shall support multiple CCS7 trunk groups based on the
needs of the DoD user deploying the appliance. The MG shall allow each CCS7 trunk group at
the MG to connect to a different DoD TDM or IP NE (i.e., LSC, MFSS) based on the
interconnection needs of the DoD user.

The MG shall have knowledge of which DoD TDM NE (i.e., SMEO, EO, MFS, MFSS EOQO,
MFSS Tandem) or DoD IP NE (i.e., LSC, MFSS) each CCS7 MG trunk group is connected.

5.3.2.12.10 MG Support for ISDN PRI Trunks

[Required] The MG shall support ISDN PRI trunk groups that carry the U.S./National ISDN
version of the ISDN PRI protocol. The MG shall support these U.S. PRI trunk groups
conformant with the detailed U.S. ISDN PRI requirements in the following DoD and ANSI

documents:

1. UCR 2008, Section 5.2.9, Integrated Services Digital Network, including Table 5.2.9-4,
PRI Access, Call Control, and Signaling, and Table 5.2.9-5, PRI Features.

a.  The “MFS” column in these tables shall apply to the MFSS.
b.  The “PBX1” column in these tables shall apply to the LSC.

2. UCR 2008, Section 5.2.2, Multilevel Precedence and Preemption, including
a.  Section 5.2.2.4.2, Primary Rate Interface

b.  Section 5.2.2.7, ISDN MLPP PRI
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c. ANSIT1.619-1992 (R2005)
d. ANSI T1.619a-1994 (R1999)
e. FAS s required for T1.619 PRIs, and NFAS is conditional for T1.619 PRIs.

f.  Both FAS and NFAS are required for commercial PSTN PRISs, for access to the U.S.
PSTN.

[Required: MFESS, LSC for ETSI PRI — Conditional: MFSS, LSC for Other Foreign PRI]
The appliance supplier (i.e., LSC or MFSS supplier) has the option of supporting one or more
foreign versions of the ISDN PRI protocol on its product. As used here, the term “foreign
version of ISDN PRI protocol” means the version of the PRI protocol that is used in the PSTN of
a foreign country.

If an appliance supplier supports a foreign version of the ISDN PRI protocol on its product, the
MG shall support ISDN PRI trunk groups that support the version of the PRI protocol that is
used in the PSTN of a foreign country. The MG shall support these foreign PRI trunk groups
conformant with the PRI protocol standards that are used in the PSTN of that foreign country.
Examples of these standards include ETSI standards and ITU-T standards.

When used in OCONUS ETSI-compliant countries, the MG shall support ISDN PRI trunk
groups that support ITU-T Recommendation Q.955.3 for MLPP, consistent with UCR 2008,
Section 5.2, Circuit-Switched Capabilities and Features.

[Required] The MG shall support multiple U.S. PRI trunk groups based on the needs of the
DoD user deploying the appliance. The MG shall allow each U.S. PRI trunk group at the MG to
connect to: TDM EO and tandem components of the local MFSS; a different U.S. PSTN TDM
NE (e.g., PBX, TDM switch); a different DoD TDM NE (e.g., PBX, TDM switch); or a
different DoD IP NE (e.g., LSC, MFSS), based on the interconnection needs of the DoD user.

The MG shall have knowledge of which U.S. PSTN TDM, DoD TDM, and DoD IP NE each
U.S. PRI trunk group is connected.

[Required: MFSS, LSC for ETSI PRI — Conditional: MFSS, LSC for Other Foreign PRI]
When the appliance supplier supports foreign ISDN PRIs, the MG shall support multiple foreign
PRI trunk groups based on the needs of the DoD user deploying the appliance. The MG shall
allow each foreign PRI trunk group at the MG to connect to a different foreign PSTN TDM, a
different allied network element, or a coalition partner TDM network element (e.g., PBX,
switch) based on the interconnection needs of the DoD user.
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The MG shall have knowledge of which foreign PSTN TDM, or allied or coalition partner TDM
NE each foreign PRI trunk group is connected.

[Required] The MG shall support reception of ISDN PRI messages from the CCA MGC and
transmission of ISDN PRI messages to the CCA MGC.

The mechanisms that the MG uses to exchange ISDN PRI messages with the CCA MGC (i.e.,
use of vendor-proprietary protocols with security protection, or use of ISDN User Adaptation
Layer protocols over Transport Layer Protocols over IPSec) are described in Section
5.3.2.12.12.6, MG Support for VoIP Interworking for ISDN PRI Trunks.

5.3.2.12.11 MG Support for CAS Trunks

[Conditional: LSC, MFSS] The MG shall support CAS trunk groups that carry the U.S.
version of the CAS protocol. The MG shall support these U.S. CAS trunk groups conformant
with the detailed CAS trunk and CAS trunk signaling requirements in the following DoD
documents:

e UCR 2008, Section 5.2.4, Signaling, including
— Section 5.2.4.3, Trunk Supervisory Signaling
— Section 5.2.4.4, Control Signaling
— Section 5.2.4.5, Alerting Signals and Tones
e UCR 2008, Section 5.2.2, Multilevel Precedence and Preemption, including
— Section 5.2.2.4.1, Channel Associated Signaling
— Section 5.2.2.9.6, DSN MLPP CCS7 IAM Called Party Number
Format, including CAS-to-CCS Trunk Interworking Matrix (Line-to-
Trunk and Trunk-to-Line), and Table 5.2.2-14, CAS-to-CAS Trunk
Interworking Matrix (Trunk-to-Trunk)
[Conditional] The appliance supplier (i.e., LSC or MFSS supplier) has the option of supporting
one or more foreign versions of CAS trunks and trunk signaling on its product. As used here, the
term “foreign version of CAS trunks and trunk signaling” means the version of CAS trunks and

trunk signaling that is used in the PSTN of a foreign country.

If an appliance supplier supports a foreign version of CAS trunks and trunk signaling on its
product, the CCA IWF shall support the version of CAS trunks and CAS trunk signaling that is
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used in the PSTN of a foreign country, conformant with the CAS trunk standards that are used in
the PSTN of that foreign country. Examples of these standards include ETSI CAS trunk
standards and ITU-T CAS trunk standards.

The MG shall support multiple U.S. CAS trunk groups based on the needs of the DoD user
deploying the appliance. The MG shall allow each U.S. CAS trunk group at the MG to connect
to: a TDM EO and Tandem components of the local MFSS; a different U.S. PSTN TDM NE
(i.e., PBX, TDM Switch); a different DoD TDM NE (i.e., PBX, TDM switch); or a different
DoD IP NE (i.e., LSC, MFSS), based on the interconnection needs of the DoD user.

The MG shall have knowledge of which U.S. PSTN TDM, DoD TDM, or DoD IP NE (i.e., LSC,
MESS) each U.S. CAS trunk group is connected.

[Conditional] When the appliance supplier supports foreign CAS trunk groups, the MG shall
support multiple foreign CAS trunk groups based on the needs of the DoD user deploying the
appliance. The MG shall allow each foreign CAS trunk group at the MG to connect to a
different foreign PSTN, or allied or coalition partner TDM network element (e.g., PBX, TDM
switch), based on the interconnection needs of the DoD user.

The MG shall have knowledge of which foreign PSTN TDM, or allied or coalition partner TDM
network element each foreign CAS trunk group is connected.

[Conditional] The MG shall support reception of U.S. CAS trunk signaling sequences (i.e.,
Supervisory, Control, and Alerting) from the CCA MGC, and transmission of U.S. CAS trunk
signaling sequences to the CCA MGC.

[Conditional: LSC, MFSS] The MG shall support the requirements for MLPP Trunk Selection
(Hunting) in the following sections of the UCR 2008. The MG shall support these MLPP Trunk
Selection requirements on MG CAS trunk groups to DSN EOs and DSN MFSs. The MG shall
also support these requirements on MG CAS trunk groups to DSN SMEQs, PBX1s, and PBX2s
(when supported).

e UCR 2008, Section 5.2.2.2.3, MLPP Trunk Selection (Hunting)
e UCR 2008, Section 5.2.2.2.3.1, Hunt Sequence for Trunks
e UCR 2008, Section 5.2.2.2.3.1.1, ROUTINE Precedence Calls

e UCR 2008, Section 5.2.2.2.3.1.2, Precedence Calls Above ROUTINE
Precedence

e UCR 2008, Section 5.2.2.2.3.1.2.1, Method 1
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e UCR 2008, Section 5.2.2.2.3.1.2.2, Method 2

To meet the above requirements, the MG shall support the definitions of Precedence
Level/Calling Area (PL/CA), classmarks, voice-grade trunk groups, data-grade trunk groups,
route digit, direct route, alternative route, preemptive search, and friendly search from UCR
2008, Section 5.2, Circuit-Switched Capabilities and Features.

5.3.2.12.12 MG Requirements: VolP Interfaces Internal to an Appliance

The requirements in the following section assume that a supplier-specific Gateway Control
Protocol is used on the MGC-MG interface. In this case, these requirements assume that the
protocol layers below the application layer that carries the supplier-specific Gateway Control
Protocol can be either industry standard (as described below) or supplier specific, which is
outside the scope of this document.

When the H.248 Gateway Control Protocol is used over the open interface between the MG and
the MGC, this open interface supports industry-standard protocol layers (i.e., physical, data link,
network, and transport) below the application layer that carries the Gateway Control Protocol.
The support for these protocol layers is identified as an Objective.

5.3.2.12.12.1 MG Support for VolP Interconnection at the Physical and Data Link
Layers

[Required] The MG shall connect to the ASLAN of the appliance using the physical layer and
data link layer protocols of the ASLAN. In this case, the MG shall appear to the MGC, EBC,
and appliance PEIS/AElIs as a physical layer and data link layer endpoint on a LAN switch in the
ASLAN.

5.3.2.12.12.2 MG Support for VoIP Interconnection at the Network Layer

[Required] The MG shall connect to the ASLAN of the appliance using the IP as a Network
Layer Protocol. In this case, the MG shall appear to the MGC, EBC, and appliance PEIS/AEIs as
an IP endpoint on an IP router on the ASLAN.

[Required] The MG shall support IPv4 as a Network Layer Protocol, conformant with RFC
791.

[Required] The MG shall also support IPv6 as a Network Layer Protocol, conformant with RFC
2460.
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[Required] Conformant with Section 5.3.5, IPv6 Requirements, the MG shall support dual 1Pv4
and IPv6 stacks (i.e., support both IPv4 and IPv6 in the same IP end point) as described in RFC
4213.

[Objective] When an open H.248 MGC-MG interface is used, the MG shall support IPSec for
use with securing IP packets containing H.248 signaling messages and encapsulated ISDN PRI
signaling messages. The MG support for IPSec shall be conformant with the appliance IPSec
requirements in Section 5.4, Information Assurance Requirements.

NOTE: The MG is not required to support IPSec for use in IP packets containing SRTP media
streams for VVolIP, FolP, and MolP calls.

5.3.2.12.12.3 MG Support for VolP Interconnection at the Transport Layer

The following requirements apply when an open MGC-MG interface, which is an objective, is
supported:

[Objective] When an open MGC-MG interface is used, the MG shall support transport of H.248
signaling messages and encapsulated ISDN PRI signaling messages using the TCP as a
Transport Layer Protocol. In this case, the MG shall support TCP conformant with RFC 793.

[Objective] When an open MGC-MG interface is used, the MG shall support transport of H.248
signaling messages and encapsulated ISDN PRI signaling messages using the UDP as a
Transport Layer Protocol. In this case, the MG shall support UDP conformant with RFC 768.

[Objective] When an open MGC-MG interface is used, the MG shall support transport of H.248
signaling messages and encapsulated ISDN PRI signaling messages using the SCTP as a
Transport Layer Protocol. In this case, the MG shall support SCTP conformant with RFC 4960.

[Objective] When an open MGC-MG interface is used, the MG shall support a per-MG
parameter that controls which of the three Transport Layer Protocols (i.e., UDP, TCP, or SCTP)
is used to exchange H.248 signaling messages and encapsulated PRI signaling messages with the
MGC. This parameter shall support the following values:

1. When this parameter is set to “TCP,” the MG shall exchange application layer messages
with the MGC using TCP.

2. When this parameter is set to “UDP,” the MG shall exchange application layer messages
with the MGC using UDP.

3. When this parameter is set to “SCTP,” the MG shall exchange application layer messages
with the MGC using SCTP.
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NOTE: The MG is not required to support TLS at the Transport Layer for securing H.248
signaling messages or encapsulated PRI signaling messages that are exchanged with the MGC
using UDP, TCP, or SCTP. IPSec, which provides security at the Network Layer, is used in
these cases instead of TLS, which provides security at the Transport Layer. Transport Layer
Security is used elsewhere in the appliance to secure AS-SIP signaling messages on the
appliance-to- AEI and appliance-to-appliance interfaces, but it is not used to secure H.248 or PRI
signaling messages on the MG-to-MGC interface.

NOTE: The SCTP is used in other telecommunication industry documents as the Transport
Layer Protocol for communication between VolP SSs and their MGs.

5.3.212.12.4 MG Support for VoIP Interconnection for Media Stream Exchange above
the Transport Layer

[Required] The MG shall support exchange of VolP media streams with appliance PEIS/AElIs,
other appliance MGs, and the appliance EBC (and through the appliance EBC, with other
PEIs/AEIs and MGs on other network appliances) using the following IETF-defined Media
Transfer Protocols:

e SRTP, conformant with RFC 3711
e SRTCP, conformant with RFC 3711

[Required] The MG shall secure all VolP media streams exchanged with appliance PEIS/AEISs,
other appliance MGs, and the appliance EBC (and through the EBC, with PEIs/AEIs and MGs
on other network appliances) using SRTP and SRTCP.

[Required] The MG shall use UDP as the underlying Transport Layer Protocol, and IP as the
underlying Network Layer Protocol, when SRTP is used for media stream exchange.

5.3.2.12.125 MG Support for VolP Interconnection for Signaling Stream Exchange
above the Transport Layer

[Objective] When an open MGC-MG interface is used, the MG shall support exchange of VVoIP
signaling streams with the appliance MGC. When the VolP signaling streams contain ISDN PRI
signaling messages at the Application Layer, the MG shall use the ISDN User Adaptation (IUA)
Protocol between the Transport Layer and the Application Layer (the ISDN PRI signaling). The
MG shall support the IUA Protocol consistent with RFC 4233.

NOTE: The IUA Protocol is used in other telecommunication industry documents as the ISDN
Adaptation Layer Protocol above the SCTP Transport Layer Protocol for ISDN communication
between VoIP SSs and their MGs.
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[Required] When the VoIP signaling streams contain supplier-proprietary protocol messages
instead of H.248 or ISDN PRI messages, the MG shall secure the proprietary protocol message
exchange with the MGC using mechanisms that are as strong as, or stronger than, the use of
IPSec to secure H.248 and PRI message exchange.

5.3.2.12.12.6 MG Support for VolP Interworking for ISDN PRI Trunks

[Required] When an MG interworks a TDM call from an ISDN PRI trunk group with a VVolP
session within the network appliance, the MG shall perform the following:

1. [Required] Convert between the ISDN media stream on the ISDN PRI B-Channel and the
VVoIP SRTP/Transport Layer/IP media stream within the appliance.

2. [Objective] Convert between ISDN signaling messages (ITU-T Recommendation Q.931
messages in Q.921 frames) on the ISDN PRI D-Channel and encapsulated ISDN signaling
messages (ITU-T Recommendation Q.931 messages in IUA frames) in a VVoIP
IUA/Transport Layer/IPSec signaling stream within the appliance.

NOTE: The method of converting PRI signaling into VVoIP signaling and the method of
conveying this information to and from the CCA are dependent on the MGC protocol used.
Some protocols will not use encapsulation at all. 1f H.248 is used, signaling is encapsulated
between the MG and CCA.

532121261 MG Support for VolP Interworking for National ISDN PR/

[Objective] For U.S. ISDN PRI trunks carrying National ISDN PRI signaling, the MG shall
interwork the National ISDN PRI Data Link Layer Protocol (the National ISDN version of
ITU-T Recommendation Q.921) with the IETF IUA Protocol and the underlying Transport Layer
and IPSec protocols.

532121262 MG Support for VolP Interworking for CAS Trunks

The MG needs to read and understand incoming CAS signaling sequences before translating
them into MGC messages and sending them to the MGC using IP. Similarly, the MG has to
understand and generate outgoing CAS signaling sequences after receiving signaling messages
from the MGC using IP and translating the signaling messages into the appropriate CAS
signaling sequences. The method of converting CAS signaling into VolIP signaling and the
method of conveying this information to and from the CCA are dependent on the MG control
protocol used. The H.248 protocol provides a standard way of doing this.
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532121263 MG Support for VolP Interworking for U.S. CAS Trunks

[Conditional] When an MG interworks a TDM call from a CAS trunk with a VVoIP session
within the appliance, the MG shall perform the following:

1.  Convert between the TDM media stream on the CAS trunk and the VolP SRTP/Transport
Layer/IP media stream within the appliance.

2.  Convert between the CAS signaling sequences on the CAS trunk and the VolP signaling
sequences within the appliance.

532121264 MG Support for VolP Interworking for Foreign CAS Trunks

[Objective] When the MG supplier supports foreign CAS trunks, an MG shall interwork a TDM
call from a CAS trunk with a VoIP Session within the appliance and shall perform the following:

1.  Convert between the TDM media stream on the foreign CAS Trunk and the VVolP
SRTP/Transport Layer/IP media stream within the appliance.

2. Convert between the CAS signaling sequences on the foreign CAS trunk and the VolP
signaling sequences within the appliance.

532121265 MG Support for VolP Codecs for Voice Calls
The MG must support a set of internationally standard and DISN-standard VVolIP codecs for use
in converting TDM media streams to VVoIP media streams, and in converting VVoIP media
streams to TDM media streams.
[Required] The MG shall support TDM voice streams using the following:

e [TU-T 64 kbps G.711 u-law PCM over digital trunks

e |ITU-T 64 kbps G.711 A-law PCM over digital trunks

e North American 56 kbps G.711 u-law PCM over digital trunks

e North American analog voice transmission over analog trunks on TDM trunk
groups on the TDM side of the MG

[Required] The MG shall convert between North American 56 kbps G.711 p-law PCM and
ITU-T 64 kbps G.711 u-law PCM in cases where North American 56 kbps TDM voice trunks
are used on the TDM side of the MG.
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[Required] The MG shall convert between North American analog voice transmission and
ITU-T 64 kbps G.711 p-law PCM in cases where North American analog voice trunks are used
on the TDM side of the MG.

[Conditional] When the MG supplier supports analog foreign CAS trunks, the MG shall
support TDM voice streams using international (foreign) analog voice transmission over analog
trunks on TDM trunk groups on the TDM side of the MG.

[Conditional] When the MG supplier supports analog foreign CAS trunks, the MG shall
convert between international (foreign) analog voice transmission and ITU-T 64 kbps G.711
A-law PCM in cases where international (foreign) analog voice trunks are used on the TDM side
of the MG.

5.3.2.12.12.6.5.1  Support for Uncompressed, Packetized VoIP per ITU-T Recommendation
G.711

[Required] The MG shall support uncompressed, packetized VVoIP streams using ITU-T
Recommendation G.711 p-law PCM and ITU-T Recommendation G.711 A-law PCM (ITU-T
Recommendation G.711, November 1998, plus Appendix I, September 1999, and Appendix II,
September 2000) over the IP network on the VoIP side of the MG.

[Required] The MG shall packetize/depacketize G.711 media streams received or sent between
its TDM side and its VolP side.

[Required] The MG shall transport each packetized G.711 VolP stream to and from the
destination local PEI, local AEI, local MG, remote PEI (via an EBC), remote AEI (via an EBC),
or remote MG (via an EBC) using SRTP, UDP, and IP protocol layers on the VoIP side of the
MG.

[Required] The MG shall support the use of uncompressed, packetized G.711 u-law and A-law
VolIP media streams for both Fixed and Deployable applications.

5.3.2.12.12.6.5.2  Support for Compressed, Packetized VoIP per ITU-T Recommendation
G.72x

[Required] The MG shall support compressed, packetized VVoIP streams over the IP network on
the VVoIP side of the MG, according to the following international standards:

e |TU-T Recommendation G.723.1

e |TU-T Recommendation G.729, plus Erratum 1, and Annexes A through J,
and Appendices I, I, and 11
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The MG shall use internal G.723.1 and G.729 codecs to perform this compression and
decompression. These compressed VolP codecs are referred to collectively as G.72x in this
section. The MG shall use these internal codecs to 1) compress G.711 TDM media to G.72x
VVolIP media, for media transfer in the TDM-to-IP direction, and 2) decompress G.72x VVoIP
media to G.711 TDM media, for media transfer in the IP-to-TDM direction.

[Required] The MG shall transport each packetized G.72x VolP stream to and from the
destination local PEI, local AEI, local MG, remote PEI (via an EBC), remote AEI (via an EBC),
or remote MG (via an EBC) using SRTP, UDP, and IP protocol layers on the VVoIP side of the
MG.

[Required] The MG shall support the use of packetized G.72x VVolP media streams for both
Deployable and Fixed applications.

532121266 MG Support for Group 3 Fax Calls

[Required] The MG shall support Group 3 Facsimile (G3 Fax) calls between TDM trunk-side
interfaces on the MG, PEIs, AEIs, TAs, IADs, TDM line-side interfaces on the MG, and EBCs.

The MG shall support G3 Fax calls on TDM trunks for the following TDM trunk types:
e [Conditional: LSC, MFSS] DoD CCS7
e U.S.ISDN PRI

e U.S. CAS trunk (Conditional: when the MG supplier supports U.S. CAS
trunks)

e Foreign ISDN PRI (Required: When the MG supplier supports ETSI PRI -
Conditional: when the MG supplier supports other foreign ISDN PRIs)

[Required] The MG support for G3 Fax calls on the TDM trunk types listed in this section shall
be identical to the support for G3 Fax calls on these trunk groups in DoD TDM PBXs, EOs,
Tandem switches, and MFSs today, as specified in the UCR 2008, Section 5.2.2, Multilevel
Precedence and Preemption.

[Required] The MG support for G3 Fax calls on the TDM trunk types listed in this section shall
allow G3 Fax calls to:

1.  Originate from a PEI, AEI, TA, IAD, or MG line card that supports G3 Fax, and terminate
on a G3 Fax device in a TDM network (i.e., DoD; U.S. or foreign PSTN; allied or coalition
partner), via an MG trunk card.
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2. Originate from a G3 Fax device in a TDM network (i.e., DoD; U.S. or foreign PSTN; allied
or coalition partner) via an MG trunk card, and terminate on a PEI, AEI, TA, IAD, or MG
line card supporting G3 Fax.

3. Originate from a G3 Fax device in a TDM network, and terminate to a G3 Fax device in a
TDM network, where either TDM network can be DoD, U.S. or foreign PSTN, or allied or
coalition partner, when the VVVoIP network is used as a tandem network in between the
originating TDM network and the terminating TDM network.

[Required] The MG shall support a mechanism to detect FolP calls, to distinguish them from
VolIP calls, and to treat them differently from VolP calls. The MG shall support this FoIP
detection mechanism on both TDM-to-FolP calls (i.e., inbound from a TDM network to the IP
appliance) and FolP-to-TDM calls (i.e., outbound from the IP appliance to a TDM network).

[Required] The MG shall not rely on called number screening or calling number screening for
detecting inbound TDM-to-FolP calls or outbound FolP-to-TDM calls.

In other words, the IP appliance administrator should not be required to maintain a list of calling
and called fax numbers that are local to the IP appliance (representing FoIP end points within the
appliance), and a list of calling and called fax numbers that are outside the IP appliance
(representing G3 Fax and FolP end points outside of the appliance) to determine whether the call
is an FolP call.

[Required] The MG, in conjunction with the MGC, shall support two separate options for
“Handling of FolP calls within the IP appliance:”

e Handle FolP calls as G.711 VolIP calls (Fax Passthrough Calls)
e Handle FolP calls as ITU-T Recommendation T.38 FolP calls (Fax Relay
Calls)

The MG and the MGC shall allow the IP appliance administrator to set the value of this option
on a per-MG basis. Compression of FolP calls via ITU-T Recommendation G.723.1 or G.729 is
not recommended.

[Required] In the case where an FolP call enters the IP appliance MG over one TDM trunk or
line card, and then leaves the same IP appliance MG over another TDM trunk or line card, the
MG shall support the ability to interconnect the two-way TDM media streams from the first
trunk / line card directly with the two-way TDM media streams from the second trunk/ line card,
without performing any TDM-to-FolIP and FolP-to-TDM conversions on those two TDM media
streams.
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5.3.2.12.12.6.6.1 MG Option to ““Handle FolP Calls as G.711 VoIP Calls” (Fax Passthrough
Calls)

[Required] When the MG is configured to “Handle FolP calls as G.711 VVolP Calls,” the MG
shall support the use of uncompressed, packetized G.711 u-law and A-law FolP media streams
for both Fixed and Deployable applications.

[Required] When the MG is configured to “Handle FolP calls as G.711 VVolP Calls,” the MG
shall handle FolP calls within the appliance in exactly the same way it handles G.711 VolIP calls
within the appliance (e.g., the MG shall not allow compression of the media streams on these
calls), with these clarifications:

1. The MG shall still disable ECs for a FolP call being handled as a G.711 VolP call, when the
MG detects an “EC disabling” tone from either the TDM side or the FolP side of the call (see
Section 5.3.2.12.13, Echo Cancellation).

2. The MG may disable silence suppression on the FolP side of the call.

[Required] When the MG is configured to “Handle FolP calls as G.711 VVolP Calls,” the MG
shall support uncompressed, packetized FolP streams using ITU-T Recommendation G.711 p-
law PCM and G.711 A-law PCM over the IP network on the FolP side of the MG.

[Required] When the MG is configured to “Handle FolP calls as G.711 VVolP Calls,” the MG
shall transport each packetized G.711 FolP stream to and from the local EI/TA/IAD, local MG,
remote EI/TA/IAD (via an EBC), or remote MG (via an EBC) using SRTP, UDP, and IP
protocol layers on the FolP side of the MG.

NOTE: That End-to-end(E2E) synchronization of the calling and called fax machines (or fax-
equipped devices) is not guaranteed on a fax passthrough call. Even though a fax passthrough
call may complete between these two devices (i.e., a successful AS-SIP signaling INVITE/200
OK / ACK exchange can occur, and G.711 media can be exchanged over SRTP, UDP, and IP),
there is no guarantee that the two devices will be able to synchronize and exchange fax data
using the resulting G.711 media streams. Even if the two devices do synchronize and exchange
fax data, there is no guarantee that this synchronization and exchange will be maintained over
time, or that the synchronization and exchange will result in a data throughput that matches what
would be provided by a Fax Relay call, or by an E2ZE TDM fax call in a TDM voice network.

Because of this, there are no requirements in this section for the