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FOREWARD

This document will be reviewed and updated by the Defense Information Systems Agency (DISA) as required to remain current with technology and program requirements.  The current version of this document is available for download from the following World Wide Web location, and supersedes all previous versions:

((http://diicoe.disa.mil/coe/kpc/KernelPlatformCertification.html))

Changes to this document must be approved by DISA, but comments and recommendation for change may be forwarded using the format found in Appendix H

UNIX and Motif are registered trademarks of the Open Group.  PostScript is a trademark of Adobe Systems, Inc.

Change History
Changes since Draft 28 February 2001Version include:

1.  Chapter 2:


2.1.2.5.b.  Updated wording on OG CSQs based on 20 April 1999 WhatsNew.

2.1.1.1; 2.1.1.7; 2.1.1.12 - updated references to INRI IPR.

2.  Appendix A:

A1.3.
Replaced DISA IPR with, 21 April 2001 version.

Added Notice to Accompany the Dissemination of Export-Controlled Technical Data


A.1.5
Added INRI IPR

A2.4.
Updated Sample KPC Delivery Letter and Delivery Checklist

A2.14
The requirement for Programmer’s Guide and Reference Manual now applies only to Developer’s Toolkit.  Runtime API’s have been moved to the SAM.

A3.8
Updated Sample KPC Validation Certificate to 42P4.

2.  Appendix B:  1-13, 4-1, 5-28, 5-63, 5-67, 6-65...6-70, 7-9, 7-15, 7-18.

3.  Appendix D: Formatting Changes.

4.  Appendix E:  Removed narrative and merged with similar text in Chapter 3; Paragraph 3.3.5.

5.  Appendix F:  Syncronized test purpose/scope and description statements with Chapter 3.

6.  Appendix I:  Added reference to DII COE User Interface Specifications.



  Added reference to DII COE System Integrator’s Guide.
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1.  Introduction

1.1.  Purpose

This document identifies the criteria and procedures by which DISA grants a Certificate of Validation to vendors of conforming applications platforms.  This document does not, by itself, constitute a legal agreement or relationship with DISA.  In particular, DII COE Kernel Platform Compliance (KPC) Program does not imply any commitment by the government to (1) purchase any product validated under this program, or (2) port, re-host, or re-implement Government supplied or COTS application software to any product validated under this program.
Updates to this document will be made as needed, but the intention is to synchronize with the DII COE Kernel release cycle.
1.2.  Overview

The purpose of the DII COE Kernel Platform Compliance (KPC) Program is to provide the criteria and process for validation of Posix-based applications platforms as DII COE compliant.  A vendor certifies that the applications platform submitted is in compliance with all criteria identified in this document, and commits to a warranty to that effect.  DISA validates the information submitted by the vendor, and manages the resolution of KPC issues as they arise.  The DII COE Chief Engineer is the final authority for interpretation of the contents of this document.

Criteria for DII COE Kernel Platform Compliance Program are defined in accordance with the following engineering documents:

Defense Information Infrastructure (DII) Common Operating Environment (COE) Integration and Runtime Specification (I&RTS), Version 4.1, 03 October 2000 (CM-38541)  (URL http://dod-ead.mont.disa.mil/cm/cm_page.html).

Department of Defense Joint Technical Architecture (JTA), Version 3.1, 31 March 2000  (http://www-jta.itsi.disa.mil/jta/jtav3-1/jta31e.pdf).

Defense Information Infrastructure (DII) Common Operating Environment (COE) Build List for, DII COE Kernel Version 4.2.0.0P4.  (URL http://dod-ead.mont.disa.mil/cm/cm_page.html)

Defense Information Infrastructure (DII) Common Operating Environment (COE) Security Software Requirements Specification (SRS), Version 4.1, 15 October 1999  (Internal Use Only).

The “DII COE Build List” contains a consolidated list of all software available in the DII COE independent of any specific applications platform implementation.  DII COE Kernel components are those items required to be present on all DII COE applications platforms.

1.3.  Program Objective

This program establishes a process which encourages Information Technology (IT) industry vendors to provide DII COE Kernel Platform functionality in their applications platform products.  DISA will investigate a vendor’s claim of compliance and make a list of applications platforms with DII COE Certificates of Validation available to the public.

An additional objective of this program relates to the Government Supplied Kernel Software (GSKS) included in the DII COE Kernel.   This software provides features and functions which are essential to the operation of an applications platform within a distributed environment.  DISA prefers these features to be provided within commercial operating system offerings.  This objective will be satisfied when commercial offerings replace the government supplied software in the DII COE Kernel.

1.4.  
Applicability of Compliance

The DII COE Kernel Platform Compliance process is only available for Posix-based applications platforms.  This program is the only process by which any Posix-based applications platform shall be granted a DII COE Certificate of Validation.  Note that this program applies only to the DII COE Kernel. 
The term “Posix-based applications platform” refers to a computer which conforms with a set of criteria more complex than just a few of the Posix standards.  The full range of these criteria are found in Section 3 of this document.   For purposes of convenience, the term “Posix-based applications platform” refers to an applications platform that satisfies all of the compliance criteria identified in this document. The term “Posix-based” is also useful to distinguish these platforms from others included within the DII COE.
The KPC Program does not distinguish between server or client platforms, or any other categorization of applications platform.  A DII COE compliant applications platform may be configured in many ways, including as a client, server, or hybrid platform.  The KPC compliance criteria were selected to address functions needed on all DII COE applications platforms, regardless of use.

The KPC Program provides an opportunity for vendors of Posix-based applications platforms to enhance the appeal of their product for DOD customers with a need for such platforms.  DOD CINCs, Services, and Agencies which use Posix based DII COE applications platforms will use the KPC program as one measure of the suitability of a product.

Compliance with the DII COE has been mandated for C4I systems by the Joint Technical Architecture (JTA) version 3.1.  The minimum specified level of compliance is level 5 as defined in the DII COE Integration and Run Time Specification (I&RTS).  Service or Agency acquisition executives are responsible for the implementation of the JTA and have the authority for establishing compliance with, or waivers of any of its mandates.

For those programs where DII COE compliance is not waived, the pre-existing availability of a DII COE Kernel for a specific variant of UNIX, or a vendor’s commitment to provide and maintain a DII COE Kernel through the Kernel Platform Compliance (KPC) program may be considered along with other factors (e.g., standards compliance, third party product support, price and performance) in selecting a platform environment.  Factors related to DII COE compliance, as with all other evaluation factors, are specified and interpreted individually for each procurement by the responsible procurement official.

The availability of compliant DII COE Kernel platforms should not prevent non-compliant platforms from being considered for contract award.  However, the responsible procurement official may eliminate a platform without the required compliance from procurement consideration if, for example, the official determines that a compliant platform is urgently needed.

1.5.  Scope of Assurance

DII COE Kernel Platform Compliance does provide a level of assurance that a DII COE compliant applications platform:

--
provides services to applications software through conforming APIs required by the DII COE Kernel,

--
presents a specific appearance and behavior at the Human/Computer Interface level,

--
executes the Government Supplied Kernel Source code with the same behavior as the current “Reference Platforms”,

--
demonstrates interoperability and data interchange for a basic set of Internet application level services, and

--
provides a minimum set of security features and security configuration checks.

DII COE Kernel Platform Compliance does not:

--
assure applications interoperability in the broadest sense, or interoperability with any specific application currently running on a DII COE compliant platform.

--
assure portability of any application currently running on a DII COE compliant platform.

Compliance criteria includes, only functional aspects of the applications platform and does not address performance, reliability, or other criteria.  This program uses several mechanisms for establishing an expectation and level of assurance of specified platform function.  These mechanisms include use of commercial certification programs, test, analysis, inspection, vendor claim and warrant, and operational demonstration.

The initial level of assurance provided by the KPC program is consistent with that provided by the current DII COE Kernel platform engineering process. This level of assurance may be expanded with additional investment over a period of time. 

1.6.  Document Overview

Chapter 1 provides an introduction and overview of the KPC Program.  Chapter 2 describes the KPC compliance processes.  Chapter 3 defines the KPC compliance criteria.  Chapter 4 addresses DII COE program events and releases.

2.  DII COE Kernel Platform Compliance Processes

The DII COE Kernel Platform Compliance (KPC) Program operates within the context of the DII COE Configuration Management Plan, Version 2.0, dated 1 April 1998 (CM-400-438-02).  Section 2.1 describes the four main phases and milestones of the DII COE KPC process:  (1) the Application Process; (2) the Kernel Delivery Process; (3) the Delivery Review Process; and (4) the Validation Process.  Section 2.2 addresses administrative processes.  Section 2.2.1 discusses disclosure of conformance status.  Section 2.2.2 discusses changes in conformance status.  Section 2.2.3 discusses the process for appeal of validation decisions.  Section 2.2.4 addresses record retention and audit procedures.  Section 2.2.5 describes software fault reporting procedures.  Section 2.2.6 describes the Validation Cell.

2.1.  DII COE Kernel Platform Compliance Process

The DII COE Kernel Platform Compliance Process Milestones are summarized in Figure 2-1.
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2.1.1.  Application Process 

2.1.1.1.  Milestone Phases

This phase begins with the vendor’s formal request for acceptance to the DII COE Kernel Platform Compliance (KPC) Program.  The milestones for this phase are: (1)  vendor’s application submitted; (2) vendor’s KPC Security test submitted if required; (3) vendor signs DISA IPR and INRI IPR; (4) vendor application approved; (5) GSKS source code released to vendor; (6) vendor ports GSKS to Candidate Platform; and (7) vendor’s KPC Security Test approved.

2.1.1.2.  Application Submittal

The vendor submits an application for a specific Candidate Platform to the DII COE KPC Program Manager.  The application shall contain information as described in the sample format for the Application for DII COE KPC Validation in Appendix A, Part 1 of this document.  The vendor should use Appendix A, Part 1 for guidance in generating the application and compiling the application package.  

2.1.1.3.  Application Delivery

The application shall be delivered in both hardcopy and machine-readable form in MS Word 97 or later format.  The application shall be signed by an agent of the vendor with authority to commit the supplier to all of the conditions and statements made in this application and in the attached documents.  The application may be mailed or hand-delivered to the address found in Appendix A, Part 1. 

2.1.1.4.  Application Content

The application shall contain a detailed definition of the hardware and software configuration of the Candidate Platform, including patches applied to the vendor supplied system software.  The identification shall also be suitable for direct use as an engineering specification.  The Candidate Platform description shall correspond to the product identified on the attached IEEE POSIX Certificate of Conformance, but provide additional detail.  The level of detail in the Candidate Platform description shall be sufficient to assure repeatability of the validation process.  For example the description shall include at least the following: 

A.  A list and listings of patches applied to the vendor supplied operating system software,

B.  A list and listings of patches applied by the vendor to the government GSKS Kernel source code,

C.  A list and listings of any changes applied by the vendor to the government GSKS Test Data,

D.  A statement that the vendor shall not claim Intellectual Property Rights for any modifications to the GSKS source code,

E.  Specifications of the network interface card used for the test,

F.  Identification of any configuration and optional software included beyond that found in the vendor’s normal commercial software product, 

G.  A description of the Web browser used in support of validation.  The level of detail in the Web browser description shall be sufficient to assure repeatability of the validation process. 

H.  A description of the software development environment software used in support of validation.  This description shall correspond to the software development environment software identified on the attached IEEE POSIX Certificate of Conformance, but provide additional detail.  The level of detail in the software development environment software description shall be sufficient to assure repeatability of the validation process, and

I.  A description of the printer used in support of validation.  The level of detail in the printer description shall be sufficient to assure repeatability of the validation process. 

2.1.1.5.  KPC Security Test Procedure

The vendor’s KPC Security Test Procedure is not required until the Software Delivery Meeting, however, the vendor is encouraged to submit it as early in the KPC process as possible.  Validation of the KPC Security Test is time consuming and labor intensive.  The review process could take several months and the resources for this review are not at the discretion of the DII COE KPC Program Manager.  Validation testing shall not proceed until the vendor’s KPC Security Test is approved.  

2.1.1.6.  KPC Security Test Procedure Delivery

Delivery of the KPC Security Test Procedure for use in validation may be waived if this validation makes use of one that has already been approved for use on the KPC program.  This request shall be made in the “Waiver Request” portion of the application, and shall identify the specific KPC Security Test Procedure and version to be used.  Irrespective of when it is delivered, the KPC Security Test Procedure must include the results of testing, as specified in paragraph 2.1.2.4 H.   Any changes to an approved KPC Security Test Procedure require the re-delivery, review, and approval of the KPC Security Test Procedure. 

2.1.1.7.  Compliance Package

Items in the following list shall be attached to the application at the time of initial submission.  These documents, along with the vendor’s software and hardware documentation and electronic media, shall comprise a DII COE KPC Compliance Package. Example formats can be found in Appendix A, Part 1. 


A. Detailed Manifest


B. Waiver Requests 

C. IEEE POSIX Certificate of Conformance.


D. DISA Intellectual Property Rights Agreement (IPR)


E.  INRI Intellectual Property Rights Agreement (IPR)

2.1.1.8.  Detailed Manifest

A Detailed Manifest lists the items and describes the KPC Program conforming Candidate Platform hardware and software, including support for storage media, which shall be delivered to the validation site.  The software development environment, specified on the IEEE POSIX Certificate of Conformance, and any HTTP conforming World Wide Web browser capable of displaying HTML 3.4 files shall also be described and provided by the vendor as part of the test suite.  If licenses are required for the use of any technology delivered, including operating systems, these shall be identified, and three copies of the software and licenses shall be provided with the Candidate Platform at the Software Delivery Meeting. 

2.1.1.9.  Waiver Requests

The vendor shall separately identify any potential holdouts or issues in the Application for DII COE KPC Validation.  Waivers requested from DII COE KPC criteria shall be associated with the specific criteria, and a separate waiver submitted for each criteria affected.  Waiver Requests should state the requirement and the rationale as to why a waiver should be granted.  A strong case shall be made to deviate from any baseline requirement. Support for DII COE Level 8 conforming application software (per the DII COE I&RTS) is the minimum target level that shall be accepted into the program. After DISA internal coordination, the Manager, DII COE KPC Program, will notify the vendor management point of contact, identified in the application, of the disposition of each Waiver Request.  The vendor should try to resolve all waiver requests as early in the process as possible.  A suggested format for general waiver requests may be found in Appendix A, Part 1.

2.1.1.10.  IEEE POSIX Certificate of Conformance Definition

(ISO/IEC 9945-1: 1996, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 1: System Application Program Interface (API) [C language]*, (as profiled by FIPS PUB 151-2: 1994)).

2.1.1.11.  IEEE POSIX Certificate of Conformance

A copy of the valid IEEE POSIX Certificate of Conformance for the Candidate Platform as configured when submitted for validation.  The certificates shall show successful completion of appropriate industry testing.  DISA validation staff will verify the authenticity of the standards conformance certificates with the testing authority.  Validation staff will also review the claims for standards conformance not supported by automated testing to assess whether the proper assurance has been provided.  This verification and review will be performed in accordance with Appendix C of this document. 

2.1.1.12.  DISA and INRI Intellectual Property Rights Agreements (IPRs)

In order for a vendor to receive source code from DISA Configuration Management (DISA CM), an executed DISA Intellectual Property Rights (IPR) Agreement, 21 April 2001 version, and an executed INRI Intellectual Property Rights (IPR) Agreement with original vendor signatures shall be on file with the KPC Program Office and a copy shall be on file with DISA CM.  The DISA IPR and the INRI IPR agreements shall be signed by an agent of the vendor with authority to commit the supplier to all of the conditions and statements made in the IPRs.  DISA CM shall confirm IPR receipt with the KPC program office to assure they can meet their stewardship responsibilities. 

2.1.1.13.  Application Disposition

After DISA internal coordination, the Manager, DII COE KPC Program, will notify the vendor management point of contact, identified in the application, of the overall disposition of the application and of each Waiver Request.  A review of the application with the vendor may be required to close issues that may arise. 

2.1.1.14.  Post Application Approval

Upon approval of the application, the Manager, DII COE KPC Program will notify the DISA Center for Integration (CFI) Testers and DISA Configuration Management of an approved application and will sponsor the vendor for material requests from DISA Configuration Management.  The vendor may then contact DISA Configuration Management at URL <http://mont.disa.mil/cm/cm_page.html>, to request a copy of the CD containing the current version of the Government Supplied Kernel Software (GSKS) Kernel source and Developer’s Toolkit source, test data, validation procedures and documentation for Version 4.2.0.0P4 for Solaris 8.  The CD includes the manual test procedures described in Appendix D, “Government Supplied Software Compliance Criteria”; Appendix E, Part 2, “Sample KPC Security Test Procedure”; and Appendix F, “Internet Interoperability Demonstration Criteria”.  First time KPC Vendors should contact the KPC Program Office first for assistance in requesting media from DISA CM.

2.1.1.15.  Vendor Port of GSKS

Upon release of the source code, the vendor shall integrate the GSKS with the Candidate Platform and assure conformance to compliance requirements.  Vendors should be aware that CFI testers shall check out a copy of the GSKS from DISA CM and install it on the Candidate Platform during the validation process.  This controlled copy of the GSKS shall be modified by the vendor’s source code patches and shall be used to create the field executables or binaries during the build phase of the validation process.

2.1.1.16.  Segment Registration

The vendor shall use the DISA CM system to register the Candidate Platform’s Kernel and associated software and documentation as a DII COE Segment.  This should be done as early as possible in the application process.  First time KPC Vendors should contact the KPC Program Office for assignment of a segment prefix and for assistance with this process.  Sample DISA CM Web Pages for establishing a userid, segment prefix and segment registration may be found in Appendix A, Part 1.

2.1.1.17.  Phase End

This phase ends when the vendor’s application is approved by the government, the vendor has ported the GSKS to the Candidate Platform, the vendor has registered the Candidate Platform in the DISA CM Segment Data Base, the vendor has received DISA CM numbers for all items to be submitted for validation and the vendor is satisfied that all requirements have been met.

2.1.2.  Kernel Delivery Process 

2.1.2.1.  Kernel Delivery Milestone Phases

This phase begins with the vendor’s request for a Software Delivery Meeting.  The milestones for this phase are: (1)  Software Delivery Meeting preparation; (2)  Software Delivery Meeting scheduled; (3)  Software Delivery Meeting held; (4) All outstanding issues from the Software Delivery Meeting including waiver requests are resolved.

2.1.2.2.  Software Delivery Meeting Letter

When the vendor is satisfied that all requirements for validation have been met, the vendor shall send a formal letter requesting a Software Delivery Meeting to the DII COE KPC Program Manager.  A suggested format for this letter can be found in Appendix A, Part 2.

2.1.2.3.  Software Delivery Meeting

At the Software Delivery Meeting, the vendor shall provide a DII COE KPC Validation Package to DISA for review and validation.  The meeting will be chaired by the DII COE KPC Program Manager with representatives from DII COE Engineering and Security, the DISA Center for Integration testing facility, DISA Configuration Management and the Joint Interoperability Test Command (JITC).  The purpose of this meeting is to validate the Delivery Checklist and to take possession of the vendor’s operating system, kernel software, documentation, media and licenses provided by the vendor in support of the validation.  In addition, DISA will discuss waiver requests attached to the application.

2.1.2.4.  Application Update

Updates to the application and attachments may be delivered at the Software Delivery Meeting.  These include: 

A.   Detailed Manifest. An updated and final Detailed Manifest.  All document titles shall include version dates and DISA CM control numbers.

B.  Waivers Requests.   Updated and final copies of all waiver requests. 

C.  Candidate Platform Description.  Updated and final Candidate Platform description.

D.  Vendor Operating System Patch Digest.  The vendor shall provide a patch description digest of any vendor operating system source code patches made to the vendor’s commercial marketplace product as a result of modifications made during the porting process.  The patch digest shall include a list of files added, deleted or changed.  A suggested format for the Operating System Patch Digest may be found in Appendix A, Part 2, Section 11.

E.  Vendor Kernel Source Code (GSKS) (or Test Data) Patch Waiver Requests.  The vendor shall provide any updated and final DII COE Kernel Source Code (GSKS) or Test Data Waiver Requests.  The vendor shall provide any GSKS source code or test data patches made as a result of modifications made during the porting process.  The vendor shall provide an ASCii file and complied listing (in both soft and hard copy) and an executable of code deltas or differences that would have to be applied to the GKS source or test data to produce the Candidate Platform’s executable Field Binaries.  All approved GSKS source code patches are considered to be in the public domain.  A suggested format for the Vendor Kernel Source Code (GSKS) (or Test Data) Waiver Requests may be found in Appendix A, Part 2, Section 12.

F.  Vendor Change Proposals for DII COE GSKS Source Code.  Vendor’s may request or recommend changes to the DII COE GSKS source code.  However, maintaining a single GSKS source code base for all POSIX based applications platforms is an important DII COE program objective.  Source code modifications will only be considered if they retain or improve the portability of the GSKS across all POSIX-based platforms.  Each change proposal shall have a corresponding source code patch listing which implements the change to the GSKS source code.  The KPC Program Office will forward vendor change proposals to the DII COE GSKS source code to DII COE Engineering for consideration.  A suggested format for Vendor Change Proposal for GSKS Source Code may be found in Appendix A, Part 2, Section 13.

G. The vendor shall provide the KPC Validation Procedures in Appendix D in lieu of the DISA CM Software Test Report (STR) requirement. The current validation procedures should be downloaded from the KPC WWW site.  Care should be taken to preserve the identification information in the footer of these documents.   The vendor shall execute each procedure and annotate results in the “Observed Result” column as to the “Pass/Fail” status of all steps.  The vendor shall also annotate any observed differences in expected results or behaviors between the Candidate Platform and the DII COE “Reference Platform”.  Each procedure shall be signed and dated by the vendor and updated by the vendor to show the actual results obtained by the vendor during vendor certification of the Candidate Platform.  Any deviations from the downloaded validation procedures shall be documented in a waiver request.
H.  KPC Security Test Procedure.  The vendor shall provide the KPC Security Test for the Candidate Platform, unless previously provided and approved.  The vendor shall execute the KPC Security Test on the Candidate Platform and shall annotate results in the “Observed Result” column as to the “Pass/Fail” status of all steps.  The vendor shall also annotate any observed differences in expected results or behaviors between the Candidate Platform and the DII COE “Reference Platform”.  The KPC Security Test shall be signed and dated by the vendor and updated by the vendor to show the actual results obtained by the vendor during vendor certification of the Candidate Platform.  If the Security Test that is posted on the KPC WWW site is used, the most current version should be downloaded.  Care should be taken to preserve the identification information in the footer of this document.  Any deviations from the approved validation procedure shall be documented in a waiver request.
I. Internet Interoperability Demonstration Validation Procedures.  The vendor shall provide the Internet Interoperability Demonstration Validation Procedures contained in Appendix F.  The current validation procedures should be downloaded from the KPC WWW site.  Care should be taken to preserve the identification information in the footer of these documents.  The vendor shall execute each procedure on the Candidate Platform and shall annotate results in the “Observed Result” column as to the “Pass/Fail” status of all steps.  The vendor shall also annotate any observed differences in expected results or behaviors between the Candidate Platform and the DII COE “Reference Platform”.  Each procedure shall be signed and dated by the vendor and updated by the vendor to show the actual results obtained by the vendor during vendor certification of the Candidate Platform.  Any deviations from the downloaded version of the validation procedures shall be documented in a waiver request. 

2.1.2.5.  Additional Delivery Items

Additional items required at the Software Delivery Meeting include: 

A.  Documentation in satisfaction of the DII COE KPC Program Document, Appendix E criteria including:

(1) COE Security Features User's Guide (SFUG), and

(2) A COE Trusted Facility Manual (TFM) ( Waived for 4.2.0.0 and until further notice).

B.  Open Group Conformance Statements for VSC, VSM and VSW.  The vendor shall provide evidence that a proposed implementation passed certain test suites available from The Open Group.  DISA has agreed that the presence of relevant Conformance Statements in The Open Group’s Conformance Statement Library is sufficient evidence that the specified implementation successfully met DISA DII COE KPC industry testing requirements.  The Open Group’s Conformance Statement Library is available at URL:  http://www.opengroup.org/csq/browse.mhtml

The vendor shall ensure that the implementation being validated successfully completed testing using the following industry test suites:


Commands and Utilities V2 or V3 (VSC),


Motif Toolkit (VSM),

X Window System Application Interface V2 (VSW).

These tests shall have been performed on the Candidate Platform as configured when submitted for validation.

To gain access to the test suites, The Open Group requires that the vendor apply to The Open Brand for any of the above listed Product Standards that are not already registered.  Such applications will be processed in the normal way.  Once testing is completed, the vendor may withdraw from The Open Group's branding program.  By special DISA arrangement with The Open Group, the vendor may continue to claim to have passed the test.  The Open Group will continue to verify compliance and support any test data audits that DISA requests. 

The vendor is strongly advised to check DISA's current requirements with respect to derived certification.  Also the vendor should ensure that the definition of the registered product in the Conformance Statement is consistent with the wording of the application to DISA for the DII COE KPC program, and thus meets DISA's requirements. 

The current understanding is that the DII COE KPC is built upon certification to NIST FIPS 151-2, so the platform defined in the FIPS 151-2 certificate must be identical to that in all the relevant Conformance Statements.  It may be necessary to update the Conformance Statement and request product amendment or renewal to satisfy DISA in this respect. 

There is only one accommodation to the DII COE KPC program in the normal branding process.  DISA requires the right to audit test results used in connection with DII COE KPC compliance.  However, The Open Group test suite license explicitly forbids the disclosure of results by customers to a third party, and the Trademark License Agreement states that The Open Group should likewise hold all test results confidential.  The detailed test results are subject to audit, but shall not be attached to the application.

DISA requires that a hardcopy of the completed Product Standard Registration Form with the "DII COE KPC CONFIDENTIALITY WAIVER" box marked and with original signatures be attached to the application to DISA for the DII COE KPC program. The "Product Name and Version" and "Environment" entries for each product standard must be identical and must provide the additional level of detail required for DII COE KPC. 

C.  DII COE KPC Implementation Conformance Document (ICD) and Statement of Warranty (SOW).  The vendor shall provide an ICD/SOW and any additional supporting materials needed.  The ICD/SOW shall be signed by an agent of the vendor authorized to commit the vendor’s company and resources to support any vendor claim of conformance.  The ICD/SOW shall claim conformance to all compliance criteria identified the DII COE KPC Program Document.  The ICD/SOW shall have attached, for each standard for which conformance is identified as a compliance criteria, a clearly labeled part that satisfies the documentation requirements for a conforming implementation of that standard, if such documentation requirements exists.  The ICD/SOW shall contain a statement that indicates the full name, number and date of each standard.  The ICD/SOW shall not contain any specifications other than those explicitly permitted or required by this document, or by a required standard.  A template for this document is provided in Appendix A, Part 2.  

D.  A “Government Supplied Kernel Source (GSKS) Build Document”, used to generate executable files from Vendor’s Kernel and Developer’s Toolkit source during validation.

E.  An Installation Procedure (IP), describing exactly how to install the Vendor’s Kernel Field Binaries and Developer’s Toolkit Binaries on top of the vendor supplied operating system and any COTS software.

F.  Configuration Management Documentation.  Documentation per “Configuration Management Software and Documentation Delivery Requirements”, Version 4.1, dated 1 March 1999 (CM-165-60-05) includes:

(1)  Request for Software Delivery Meeting,

(2)  Delivery Letter, and

(3)  Delivery Checklist.

G.  Software Engineering Documentation.   Other documentation required includes versions of the following documents appropriate for the Candidate Platform as configured when submitted for validation: 

(1)  Security Feature User’s Guide (SFUG);

(2)  Trusted Facility Manual (TFM) (KPC Waiver for 4.2 and until further notice);

(3)  Software Version Description (SVD) for Kernel;

(4)  Software Version Description (SVD) for Developer’s Toolkit;

(5)  Installation Procedure (IP) Vendor’s OS;

(6)  System Administrator’s Manual (SAM);

(7)  Security Administrator’s Manual (SECAM);

(8)  Programmer’s Guide and Reference Manual (PGRM) for Developer’s Toolkit *;

(9)  Software Test Plan (STP) - (The KPC Program Document may be used in lieu of an STP but shall require a KPC Waiver if modified by the Vendor.);

(10)  Software Test Description (STD) - (The KPC Validation Procedures may be used in lieu of the STD but shall require a KPC Waiver if modified by Vendor.);

(11)  Software Test Report (STR) (For KPC, this is the executed, vendor annotated and signed KPC Validation Procedures with only approved waivers applied.); and

(12)  User’s Manual (UM) (Optional).

* The DII COE Developer was granted a waiver by DII COE Engineering to combine the Programmer’s Manual (PM) and Application Program Interface Reference Manual (APIRM) requirements.  The requirement for Programmer’s Guide and Reference Manual now applies only to Developer’s Toolkit.  Runtime API’s have been moved to the SAM.

H.  Vendor Media.  Media (CD or tape) that may be used to reproduce the Candidate Platform on additional hardware from the ground up, including operating system installation.  Media supplied may be CD or 4 or 8 millimeter tape, with 8 millimeter tape preferred.

I.  Software Development Environment Segment.  The software development environment, identified in the IEEE POSIX Certificate of Conformance, already installed on the Candidate Platform shall be available as a segment for re-installation.

J.  A Statement which authorizes Audit of Test Results: This statement grants to the Department of Defense, Defense Information Systems Agency (DISA) the right to receive and review electronic and hard copy of the full test-set summary reports for the specific industry tests identified in Appendix C.  The language shall be sufficient to assure that DISA has the right to audit and verify results and the contents of documentation referenced in support of an application for validation, regardless of the location and custody of the documentation.  It shall also assure a release to DISA of any and all test documentation held by any 3rd party.  Review of these reports is not expected on a routine basis, but full access is necessary for audit purposes and to support resolution of any testing issues that may arise.

2.1.2.6.   Software and Documentation Media

The software and documentation delivery shall be made in accordance with “Configuration Management Software and Documentation Delivery Requirements”, Version 4.1, dated 1 March 1999 (CM-165-60-05). Two hardcopies and two CD or diskette copies (in MS Word 97 or later format) of all documentation is required.  Two CD or tape copies, identified as master or backup, of all software is required.

2.1.2.7.  Phase End

This phase ends when all outstanding issues from the Software Delivery Meeting including waiver requests are resolved.

2.1.3.  Delivery Review Process

2.1.3.1.  Conditions for Acceptance

This phase begins when all conditions for acceptance of the DII COE KPC Compliance Package are met and all software delivery issues have been resolved.   The milestones for this phase are:  (1)  Verify KPC Security Test; (2) Verify Detailed Manifest, document revision dates and DISA CM control numbers;  (3) Review vendor’s documentation for technical content; and (4) Place Candidate Platform in validation queue.

2.1.3.2.  Validation Queue

The Candidate Platform will then be placed in the validation queue and an estimated validation date will be established.  This has the effect of tentatively reserving validation resources for a block of time.  Within five (5) to ten (10) business days, prior to the actual validation date, the vendor will be notified of a firm date, time and place for a Hardware Delivery Meeting.

2.1.3.3.  Placement in Validation Queue

DISA intends to validate Candidate Platforms in the order they appear in the queue.  Other management measures may be required to assure that all vendors have equitable access to limited resources during periods of high demand.  If special measures are required, DISA will provide notice as early as possible to all potentially affected parties.  Placement in the queue and priority treatment of Candidate Platforms to be validated may vary according to the priorities placed on DISA, and the needs of the Department of Defense.

2.1.3.4.  Suitability of Vendor KPC Security Test

The vendor should submit the KPC Security Test as early in the KPC process as possible.    DISA security personnel shall evaluate the suitability of the vendor’s KPC Security Test.  If the vendor’s KPC Security Test is found to be functionally equivalent to the sample KPC Security Test and the vendor’s KPC Security Test is found to be an effective method for demonstrating satisfaction of the criteria in DII COE KPC Security Compliance Criteria (Appendix E), the test will be accepted.  In addition, KPC Validation staff will review any new KPC Security Test or modifications to an existing test submitted by the vendor, to assure that the criteria in Appendix E are appropriately addressed.  Validation testing shall not proceed until the vendor’s security test is approved for a specific Candidate Platform.

2.1.3.5.  Execution of Vendor KPC Security Test

The vendor’s KPC Security Test shall be executed during the validation process to ensure that the Candidate Platform implements the features and capabilities identified in Appendix E.

2.1.3.6.   Waiver Request Dispositions

All Waiver Requests will be assigned a disposition.

2.1.3.7.  Kernel Patch  Review

Vendor’s GSKS Kernel Patches will be reviewed.

2.1.3.8.  Conformance Statements

The Vendor’s Open Group Conformance Statements (CSQs) for VSC, VSM and VSW shall be reviewed on the Open Group Conformance Statement Library.  The waiver status on CSQs should be “none”. 

2.1.3.9.  Documentation Review

This phase ends when a successful review of all documentation has been accomplished and all outstanding issues are resolved.

2.1.4.  Validation Process 

2.1.4.1.  Hardware Delivery Meeting

This phase begins when the vendor schedules a Hardware Delivery Meeting.  The milestones for this phase are:  (1) Conduct Hardware Delivery Meeting; (2) Conduct Entrance Briefing; (3) Setup and configure Validation Cell; (3) Install Candidate Platform; (4) Build KPCS Kernel Field Binaries and Developer’s Toolkit Binaries; (5) Execute KPC Security Test; (6) Execute KPC Validation Procedures; (7) Conduct Exit Briefing; and (8) Compile Final Validation Report.

2.1.4.2.  Validation of Compliance

DISA operational or designated contractor personnel will validate the vendor’s claim of compliance and confirm the vendor’s testing by executing the validation processes described below.  DISA validation staff will initialize the Candidate Platform and then build and validate it from the documents provided at the delivery meetings.  DISA validation staff personnel are not authorized to deviate in any way from the vendor’s build procedures or “Run for Record” procedures (as defined in paragraph 2.1.4.32 below) and are specifically prohibited from seeking or following guidance from any other source with out the approval of the DII COE KPC Program Manager.  This assures that: 

A.  The documentation and instructions are complete and correct.  Since documentation provided by the vendor will be used by many DOD personnel of varying skill levels, undocumented steps or written marginal notes included in the configuration controlled documents are not acceptable, and 

B.  Test schedules will be adhered to.  Any changes made to the Candidate Platform after testing has started may invalidate tests already completed and would cast doubt on the validation.  Restart of validation, or a pause while problems are investigated, could result in a delayed start for those waiting in the validation queue. 

2.1.4.3.  Hardware Delivery

The Vendor shall deliver the Candidate Platform to the validation facility on or shortly before the test date.  The Installation Procedure, Build Procedure, KPC Security Test and Kernel Overview Validation Procedure will be exercised at the Center for Integration (CFI) test facility in Sterling, Virginia.  Upon successful completion of these tests, the vendor shall take possession of the equipment and shall then ship it to the Joint Interoperability Test Command (JITC) at Fort Huachuca, Arizona where a full test campaign will be conducted on the Candidate Platform.  The vendor’s hardware shall be delivered to the validation facility in accordance with procedures specific to the validation site.  Procedures for shipping hardware to the validation facilities are found in Appendix G, “Equipment Delivery Procedures and Validation Cell Layout”.

2.1.4.4.  Candidate Platform Delivery

The Candidate Platform delivered shall be as described in the Detailed Manifest and shall have the vendor’s operating system and the development environment, referenced in the IEEE POSIX Certificate of Conformance, loaded and configured to generate executable software from source code.  The vendor will provide personnel to install the Candidate Platform within the Validation Cell.  After hardware installation, the vendor may choose to have one representative on site for liaison purposes, but this is not required by DISA.  This representative shall not observe the conduct of the validation or be consulted on test issues. 

2.1.4.5.  Validation Timeline

The Validation Timeline is summarized in Figure 2-2. 
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2.1.4.6.  Entrance Briefing

An Entrance Briefing will be conducted by the Lead Tester at the initial government test facility.  The Entrance Briefing shall not exceed 1 hour and shall precede all other Candidate Platform validation activities.  At least one and no more than three vendor representatives shall attend the Entrance Briefing.  Minutes of the Entrance briefing, signed by government and vendor representatives, and noting attendees and discussion points, shall become part of the final validation report. The Entrance Briefing agenda shall include the following:

A.  Statement of Testing Objective;

B.  Approximate timeline for major test components;

C.  Vendor operations during validation; and

D.  Identification of an estimated date, time and location for the Exit Briefing.

2.1.4.7.  Load DISA CM Controlled GSKS Source Code

The lead tester will provide the vendor a fresh copy of the “DISA CM Controlled” DII COE Government Supplied Kernel Software (GSKS) source code to load on the Candidate Platform using the vendor’s “load procedure”.  This procedure shall be documented in the vendor’s “GSKS Build Document”. 

2.1.4.8.  Apply Vendor Patches to the GSKS Source Code or Test Data

If the vendor has any modifications to the DII COE GSKS source code or test data, the vendor shall load and execute the vendor’s source code patch using the vendor’s “load and patch procedures” on the Candidate Platform.  These procedures shall be documented in the vendor’s “GSKS Build Document”. 

2.1.4.9.  Build Vendor’s Executable Files and Libraries

The vendor shall execute the vendor’s procedure for building the vendor’s executable files and libraries on the Candidate Platform. This procedure shall be documented in the vendor’s “GSKS Build Document”.

2.1.4.10.  Build Vendor KPCS Installable Binaries

DISA validation staff shall then observe the vendor build the vendor’s Kernel Platform Compliance Software (KPCS) Kernel Field Binaries and Developer’s Toolkit Binaries on the Candidate Platform.  This procedure shall be documented in the vendor’s  “GSKS Build Document”.

2.1.4.11.  Build Rationale

Sections 2.1.4.7 through 2.1.4.10 are not expected to be performed by field personnel.  The purpose here is to assure that the software tested is built from the DII COE GSKS baseline source code and that any approved patches received from the vendor are correctly applied.  Without assurance of this relationship, allocation and resolution of problem reports are extremely difficult.

2.1.4.12.  Label Vendor’s KPCS Binaries

The vendor’s build process shall result in the generation of a master and a backup Kernel Platform Compliance Software (KPCS) Kernel Field Binaries and a master and a backup KPCS Developer’s Toolkit Binaries media for use by DISA configuration management.  Both media shall be write/erase protected.  These media shall be DISA CM controlled and shall be used in the validation process.  Both media shall be formally delivered to DISA CM by the KPC Program Office at the successful conclusion of the validation process.  Additional copies may be created for vendor use.  The master and backup media shall be labeled as follows: 

A.  Unclassified,

B.  Media creation date,

C.  DISA CM reference number for the vendor’s executable media.

D.  The DII COE Kernel version and patch level, 

E.  KPCS Kernel Field Binaries or KPCS Developer’s Toolkit Binaries as appropriate,

F.  Unique identifier for the vendor and the vendor’s operating system,

G. Master or Backup indicator, and

H.  Media Label Examples:

Unclassified
DD Month YYYY

Unclassified
DD Month YYYY

CM Number nnnnn



CM Number nnnnn

DII COE Kernel V4.2.0.0P4


DII COE Kernel V4.2.0.0P4

KPCS Kernel Field Binaries CD/Media
KPCS Kernel Field Binaries CD/Media

Vendor Name / Vendor OS


Vendor Name / Vendor OS

MASTER




BACKUP

Unclassified
DD Month YYYY

Unclassified
DD Month YYYY

CM Number nnnnn



CM Number nnnnn

DII COE Kernel V4.2.0.0P4


DII COE Kernel V4.2.0.0P4

KPCS Developer’s Toolkit Binaries

KPCS Developer’s Toolkit Binaries

     CD/Media




     CD/Media

Vendor Name / Vendor OS


Vendor Name / Vendor OS

MASTER




BACKUP

2.1.4.13.  Clear Validation Cell

At this point, vendor personnel shall leave the Validation Cell and DISA validation staff will execute the remaining steps. 

2.1.4.14.  Initialize Candidate Platform

Erase/format the Candidate Platform boot media and other storage media. 

2.1.4.15.  Install Vendor’s Operating System (OS)

Install the vendor’s operating system software on the Candidate Platform using the vendor’s “Operating System Software Load” procedure.  This procedure shall be documented in the vendor’s Installation Procedures (IP). 

2.1.4.16.  Install Vendor OS Patches

Install any vendor supplied OS patches or support software on the Candidate Platform using the vendor’s “Operating System Software Load” procedure.  This procedure shall be documented in the vendor’s Installation Procedures (IP).

2.1.4.17.  Install Vendor COTS

If the vendor has provided any vendor supplied COTS software, install it on the Candidate Platform using the vendor’s “COTS Software Load” procedure.  This procedure shall be documented in the vendor’s Installation Procedures (IP).

2.1.4.18.  Install Vendor Binaries

Install the vendor’s KPCS Kernel Field Binaries and KPCS Developer’s Toolkit Binaries (executables) on the Candidate Platform using the media generated in sections 2.1.4.10  through 2.1.4.12 using the vendor’s “KPCS Kernel and Developer’s Toolkit Software Load” procedure.  This procedure shall be documented in the vendor’s Installation Procedure (IP). 

2.1.4.19.  I&RTS Conformance Criteria

Verify a subset of the Integration and Runtime Specification (I&RTS) conformance criteria identified in the KPC Program Document, Appendix B, Integration and Runtime Specification Compliance Criteria.

2.1.4.20.  Execute the KPC Security Test

Execute the vendor’s KPC Security Test procedure to assure that the specified security measures, features, and functions are available, enabled, and effective.  Successful test completion will verify the security compliance criteria identified in the KPC Program Document, Appendix E, Security Compliance Criteria.

2.1.4.21.  Kernel Overview (KO) Validation Procedure

Execute the KPC Kernel Overview Validation Procedure specified in the KPC Program Document, Appendix D, Government Supplied Software Compliance Criteria, to assure that the full range of fundamental Kernel Platform functionality is available, that the Graphical User Interface (GUI) presented to the user for basic system operation is consistent with the DII COE “Reference platform” and that the operations invoked and exercised exhibit behavior and results identical to the DII COE “Reference Platform”.  Test results shall indicate “PASS” without qualification and shall be used to validate the vendor’s submitted test results.

2.1.4.22.  Transfer Candidate Platform to JITC

After successful completion of the above steps, the Candidate Platform shall be transferred, by the vendor, from the CFI test facility to the JITC test facility.  The remainder of the test campaign will then be conducted at the JITC test facility.

2.1.4.23.  Government Supplied Kernel Software (GSKS) Validation Procedures

Execute the rest of the Validation Procedures specified in the KPC Program Document, Appendix D, Government Supplied Software Compliance Criteria.  Test results shall indicate “PASS” without qualification and shall be used to validate the vendor’s submitted test results. 

2.1.4.24.  WWW Browser

If the vendor’s World Wide Web Browser has not already been loaded, it shall be installed using the vendor’s “WWW Browser Software Load” procedure.  This procedure shall be documented in the vendor’s Software Version Document (SVD). 

2.1.4.25.  Internet Interoperability Demonstration Validation Procedures

 Execute the Internet Interoperability Validation Procedures identified in the KPC Program Document, Appendix F, Internet Interoperability Demonstration Criteria, to assure that the specified Internet services are available, enabled and effective.  Test results shall indicate “PASS” without qualification and shall be used to validate the vendor’s submitted test results.

2.1.4.26.  Validation Cell Operations Complete

At this point, Validation Cell operations are complete.  Vendor personnel shall remove the Candidate Platform and vendor supplied equipment from the Validation Cell.

2.1.4.27.  Exit Briefing

After the Validation Cell is cleared, an Exit Briefing, conducted by the Lead Tester, will be provided to two vendor representatives.  If any step in the validation process deviated from the expected successful result, the failed criteria and the nature of the failure will be identified during this meeting.

2.1.4.28.  Final Validation Activity

The Exit Briefing is the final validation activity and will be the only activity on that day.  The Exit Briefing shall be held to a maximum of 2 hours.  It will be held at the JITC test facility.  Attendance shall be restricted to the same personnel that attended the Entrance Briefing, though substitutions may be considered on a one for one basis.  A suggested format for the Exit Briefing may be found in Appendix A, Part 3.

2.1.4.29.  Limited Discussion

During the Exit Briefing, discussion shall be limited to specific results of testing.  No advice, opinion, or recommendations shall be provided as to whether a Candidate Platform will be issued a Certificate of Validation.  In the case of a recorded failure, faults shall not be allocated to sub-elements of the Candidate Platform.  Minutes of the Exit briefing, signed by government and vendor representatives, and noting attendees and discussion points, shall become part of the final validation report.  The Exit Briefing agenda shall include the following:

A.  Statement of Test Objectives,

B.  Identification of the actual timeline for the major test components as executed,

C.  Presentation of raw test results.  This is not the final validation report but merely a checklist indicating what tests were actually run, and the result (pass/fail/inconclusive),

D.  Discussion of recorded failures or inconclusive results, if any, and

E.  An estimated date that the  final validation report will be available.

2.1.4.30.  Validation Report

The validation report summarizes the findings of the validation process.  The validation report records the technical aspects of the process and the technology used.  The validation report makes recommendations to the DII COE KPC Program Manager.  The DII COE KPC Program Manager then makes a recommendation to the DII COE Chief Engineer with respect to issuing a Certificate of Validation.

2.1.4.31.  Sample Final Validation Report

A sample format for the Final Validation Report can be found in Appendix A, Part 3.  The Final Validation Report shall contain the following items:

A.  Identification (contents of labels and CM numbers) of the vendor’s master and backup KPCS Kernel Field Binaries and KPCS Developer’s Toolkit Binaries media built during the validation process,

B.  Narrative summary of the test campaign and test results,

C.  Summary of recommendations and findings,

D.  Summary and discussion of recorded failures (if any),

E.  Entrance Briefing Minutes, signed and dated by the Lead Tester,

F.  Exit Briefing Minutes, signed and dated by the Lead Tester,

G.  Description of Vendor Patches applied to GSKS source code or test data,
H.  Approved Vendor Waiver Requests to the KPC Validation Procedures cross referenced to both the Vendor’s original Validation Procedure submission and to the  “Run for Record” Validation Procedures,

I.  The Vendor’s original hardcopy, signed and dated by the Vendor, of all Validation Procedures used for Vendor certification with updates indicating observed results and PASS/FAIL declarations for each test step for the Vendor certification,

J.  The original hardcopy “Run for Record”, signed and dated by the Lead Tester, of all Validation Procedures with updates indicating any observed result or PASS/FAIL step that deviates from the Vendor’s Validation Procedure submission results, and

K. Approved Validation Observation and Resolution Forms (VORs) documenting 

changes, due to the resolution of a test anomaly, that must be applied to the “Run for Record” Validation Procedures prior to validation. 

2.1.4.32  Run for Record Validation Procedures

Validation testing will use the Run for Record Validation Procedure, which is either the current validation procedure posted on the KPC WWW site or an authorized update thereto.  Updates are made to correct errors and to apply approved vendor waivers.  Errors are corrected so as to preserve the original test purpose.  Updated validation procedures shall be submitted to the Test Director for review at least 48 hours before the start of testing.  Required updates that are not accomplished before the deadline, and anomalies observed during testing, shall be documented using Validation Observation reports (VORs).

2.1.4.33.  Failed Validation Step

If any step in the validation process deviates from the expected successful result, the failed criteria and the nature of the failure shall be noted in the validation report.  Testing beyond the unsuccessful step shall not be performed, and validation operations shall skip to the step for “removal of vendor equipment from the Validation Cell”.

2.1.4.34.  Validation Recommendation

This phase ends when the final validation report is delivered to the DII COE KPC Program Manager and a validation recommendation has been made to the DII COE Chief Engineer.

2.1.5.  Validation Cell Description

2.1.5.1.  Services and Interfaces

The following services and interfaces will be provided at the DISA validation site for KPC operation:

A.  Floor Space – approximately 8 by 8 foot space.  This area will house the vendor equipment and supplies including: the display, keyboard and pointing device, and is available for other vendor supplied equipment.  A raised floor cannot be assumed;

B.  Electric Power - 110 VAC, 20 Amps, surge suppression is provided by the vendor if desired;

C.  Cooling - The cell will be air-conditioned but a data processing conditioned site cannot be assumed;

D.  Validation Cell Network;

E.  KPC Validation Host; and

F.  Network Printer. 

2.1.5.2.  Validation Cell Diagram

A diagram of the basic Validation Cell configuration is shown in Figure 2-3.  Additional requirements or modifications may be accommodated if requested in advance, but generally shall be provided by the vendor at no cost to the government.  Further details for specific validation sites are provided in Appendix G, “Equipment Delivery Procedures and Validation Cell Layout”. 
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Figure 2-3.  Basic Validation Cell Configuration 

2.1.5.3.  Validation Host

The DII COE Validation Host is a DII COE KPC conformant applications platform that provides network print services in support of validation operations, and a remote partner to validate interoperability of key services.  The Validation Host is configured to provide the following services and all required test data to the Candidate Platform: 

A.  TCP/IP Ping,

B.  Domain Name Service (DNS) server (configured as a secondary server),

C.  File Transfer Protocol (FTP) server,

D.  Network File System (NFS) server,

E.  Simple Mail Transport Protocol (SMTP) email,

F.  Network Information System (NIS) server (configured as a NIS master),

G.  GSKS print services, and 

H.  World Wide Web server.

2.1.5.4.  Directories

The directories /h/USERS/global, /h/data/global, and /kpc shall be NFS exported from the Validation Host.  All test data is loaded under the /kpc subdirectory. 

2.1.5.5.  Network Printer

A DISA provided ASCII/postscript printer is attached to the Validation Cell network as a standalone node.  This printer is used during the “Print Services” validation procedure as well as providing general print services in support of validation operations. 

2.1.5.6.  Validation Cell Network

 A 10 Mbit/sec Ethernet network provides connectivity to the nodes within the Validation Cell.  Candidate Platform connection to the validation cell network shall be via RJ-45 twisted pair connection.  A network hub is used in the DISA Validation Cell to allow the validation cell network to be isolated during validation operations.  The following network related information will be provided, but will vary with the specific validation site and Validation Cell used:

A.  IP Address and Host name of the DII COE Validation Host, and

B.  Internet Configuration Information for the Candidate Platform.

2.1.5.7.  Candidate Platform Configuration

For validation, the Candidate Platform is configured: 

A.  As a “caching-only” Domain Name Service (DNS) server,

B.  As a Network Information System (NIS) client, and

C.  With directories /h/USERS/global, /h/data/global, and /kpc remotely mounted from the Validation Host using NFS. 

2.1.5.8.  Configuration Assumption

Each validation procedure assumes this configuration at the beginning and returns the Candidate Platform to this state when completed. 

2.1.5.9.  Local PostScript Printer

The “Print Services” validation procedure requires a vendor provided ASCII/postscript printer that is locally attached (i.e. not attached to the network) to the Candidate Platform.  The choice of printer, cabling method, software, drivers, etc. is up to the vendor.

2.1.6.  Validation Decisions

2.1.6.1.  Validation Report Decision Process

The DII COE Chief Engineer, after consideration of the validation report, and in consultation with the chain of command, will render a validation decision.

2.1.6.2.  Successful Validation

After a successful validation, vendors will be issued a DII COE Certificate of Validation for the Candidate Platform.  The certificate will be signed by the DII COE Chief Engineer.  The certificate will identify relevant aspects of the hardware and software configuration of the Candidate Platform.  The level of detail in the certificate’s “Candidate Platform” description is that required to assure that only Candidate Platforms which meet all compliance criteria are included.  Candidate Platforms are validated against a DII COE release number, with an associated KPC Program Document revision number.  Once a Candidate Platform is validated as DII COE compliant, the vendors’ claim of DII COE compliance remains valid until the Candidate Platform is either withdrawn by the vendor, or the Certificate of Validation is withdrawn by DISA.

2.1.6.3.  Unsuccessful Validation

After an unsuccessful validation, the vendor will be provided a DII COE validation report for the Candidate Platform.  The validation report will identify the specific procedure, results and criteria that were not satisfied during validation.  Unsuccessful validation attempts will not be disclosed to any party other than the vendor, or parties involved in the resolution of an appeal of a validation decision.  DOD and Federal record retention and disclosure policies may require longer retention and/or dissemination.

2.1.6.4.  Requirements Subset Verified

The validation process can only confirm satisfaction of a subset of the total compliance requirements claimed and warranted by the vendor.  The verification of a subset of the requirements does not relieve the vendor of responsibility for satisfaction of all requirements.  If any DII COE Kernel Platform Compliance criteria are later found not to be satisfied, the Certificate of Validation for the Candidate Platform shall be withdrawn per the procedure defined in the section, “Changes in DII COE Kernel Platform Compliance Status”.

2.2.  Administrative Processes

2.2.1.  Disclosure of DII COE Compliance Status for Systems

2.2.1.1.  Validated Platforms List

The “Validated Platforms” list on the KPC Web Page identifies applications platforms that have been evaluated for conformance to DII COE engineering criteria in accordance with DII COE conformance evaluation procedures, and have a current Certificate of Validation.  At DISA’s option, the  KPC Web Page for “Validated Platforms” may also contain information about the organizations, test methods and procedures that support the certification programs identified in this document.  Candidate Platforms with a current Certificate of Validation are listed on the KPC Web Page for “Validated Platforms” with a status of “Validated”.  No public disclosure of unsuccessful validation attempts will be made by the government within the KPC Web Page for “Validated Platforms”.

2.2.1.2.  Validated Candidate Platform Withdrawal

If the vendor withdraws a validated Candidate Platform, the Candidate Platform listing shall be removed from the KPC Web Page for “Validated Platforms”.

2.2.1.3.  Technical Support Elimination

When a vendor no longer offers, or eliminates technical support for a validated Candidate Platform, the Candidate Platform listing shall be removed from the KPC Web Page for “Validated Platforms”.

2.2.1.4.  Web Page Removal

Removal from the KPC Web Page for “Validated Platforms” shall have no effect on vendor warrantee for procured and fielded systems.  Such warrantees remain in full force and effect. 

2.2.1.5.  Incorporating a Software Patch

If a vendor incorporates a DII COE GSKS software patch, and satisfies all compliance criteria, an annotation to the KPC Web Page for “Validated Platforms” will be made to indicate that the Candidate Platform incorporates the specified kernel patch. 

2.2.1.6.  Items on the KPC Web Page

Copies of the KPC Web Page for “Validated Platforms”, the DII COE Certificate of Validation, and the compliance status for any conforming Candidate Platform are available for download from the DII COE KPC Web Page.

2.2.2.  Changes in DII COE Kernel Platform Compliance Status

2.2.2.1.  Withdrawal Request

If vendor wishes to withdraw a validated Candidate Platform, the Candidate Platform listing will be removed from the KPC Web Page for “Validated Platforms”.  A written request from the vendor shall be sent to the DII COE Chief Engineer documenting a withdrawal request.

2.2.2.2.  Vendor Claim Warrant

If a vendor claim of conformance is found to be in error, the vendor warrants that the Candidate Platform shall be brought into conformance within 180 calendar days of receiving DISA notification of the error. In the interval while the Candidate Platform is being brought into conformance, the Kernel Platform compliance shall be considered provisional for engineering purposes.  The Candidate Platform listing shall be identified as “Provisional” on the KPC Web Page for “Validated Platforms”, with a date by which the Candidate Platform shall be brought into conformance.  If the Candidate Platform is not brought into compliance within the required 180 calendar days of receiving DISA notification of the error, the Candidate Platform validation shall not be considered valid for engineering purposes.  The Candidate Platform listing on the KPC Web Page for “Validated Platforms” shall be changed to indicate the Candidate Platform status as “Pending Update”.

2.2.2.3.  Government Right of Withdrawal

The government reserves the right to withdraw the Certificate of Validation for the Candidate Platform during the interval while the Candidate Platform is being brought into conformance in cases where a deviation from conformance could: (a) seriously degrade the ability of systems or forces to satisfy operational requirements, or (b) present a danger to life, property, or national security.  Under these circumstances the Kernel Platform Compliance shall not be considered valid for engineering purposes.  The Candidate Platform listing on the KPC Web Page for “Validated Platforms” shall be changed to indicate the Candidate Platform status as “Pending Update ”. 

2.2.2.4.  Pending Update Status

When a Candidate Platform status is “Pending Update”, and the vendor indicates that the Candidate Platform has been brought into conformance, it shall be submitted for re-validation.  Portions of the re-validation process may be waived by the DII COE Chief Engineer depending on the nature of the updates required.  

2.2.2.5.  Change in Compliance Status

All decisions regarding changes in compliance status of Candidate Platforms are at the discretion of the DII COE Chief Engineer.

2.2.3.  Appeal of Validation Decisions

2.2.3.1.  Appeal Process

An appeal process addresses unsuccessful validation attempts that the vendor believes were the result of ambiguities in the specifications cited, the test suites, or were porting related.  Appeal resolution authority and management of the appeal process rests with the DII COE Chief Engineer.

2.2.3.2. Unsuccessful Validation Appeal Process

A vendor wishing to pursue an appeal for an unsuccessful validation shall submit a request in writing to the DII COE Chief Engineer.  This request shall be filed within 30 days of the validation report date for the disputed validation attempt.  The DII COE Chief Engineer will review the documentation of the unsuccessful validation attempt, and issue a finding within 60 business days, resources permitting.  The Chief Engineer may draw on the resources of and consult with the chain of command and the membership of the DII COE Architecture oversight group.

2.2.4.  Record Retention and Audits

2.2.4.1.  Right to Audit Test Results

DISA, at it’s sole discretion, always retains the right to audit and verify results and the contents of documentation referenced in support of an application for validation, regardless of the location and custody of the documentation.  Audit authority and management of the audit process rests with DISA Configuration Management.

2.2.4.2.  Test Record Retention

The full records for all tests performed at a government site will be maintained until 1 year after the Candidate Platform is withdrawn from the KPC Web Page for “Validated Platforms”.   Test records for unsuccessful validation attempts will be retained by the government for the duration of the appeal period to support any appeals that are filed.  Once the appeal period has expired, the records associated with the validation attempt will be destroyed. 

2.2.4.3.  Record Retention Policy

DOD and Federal record retention and disclosure policies may require longer retention broader availability and/or wider dissemination, contrary to the statement above.

2.2.5.  Software Fault Reporting Process

2.2.5.1.  Software Defect Process

If a software defect is suspected to be present in the GSKS source code, the vendor should first check the defect against the list of known problems documented in the JPL Software Version Description (SVD) for the applicable DII COE release.  If the defect is not recorded, the vendor should submit an email to the KPC program point of contact using the format for Vendor Change Proposal for GSKS Source Code found in Appendix A1, Part 2, Section 13.  Software fixes may be submitted to the KPC Program Office as “patches”.  These will be forwarded to DII COE Engineering for considered for incorporation into the GSKS baseline in an appropriate DII COE release.

3.  DII COE Kernel Platform Compliance Criteria 

The following text identifies specific criteria that must be satisfied for DII COE Kernel Platform Compliance.

To the extent that automated test suites can verify satisfaction of a subset of these criteria, submission of certificates from recognized testing organizations will be considered sufficient evidence of conformance.  For manual test procedures, submission of valid and successful test results shall be considered sufficient evidence of conformance.  For many criteria, vendor claim of satisfaction may be accepted, with the provision that if found to be in error, the vendor shall bring the Candidate Platform into compliance within 180 calendar days in accordance with the provisions of section 2.5, "Changes in DII COE Kernel Platform Compliance Status".

Manual validation procedures, for testing of DII COE Government Supplied Kernel Source (GSKS) code, are available as an indication of proper function of the Candidate Platform.   The test data set, required to support the execution of the validation procedures, is available for download.  Detailed definition of the procedures and decision criteria are found in the following referenced specifications and appendices.

To assess the degree of satisfaction of the functional requirements associated with the Government Supplied Kernel Source (GSKS) code, functional testing of the vendor port or implementation is required.  Any available automated and manual testing of DII COE GSKS will be provided to aid in assuring proper function.  Appendix D identifies applicable test technology, manual validation procedures and acceptance criteria.

3.1.  DII COE Integration and Run-Time Specification (I&RTS) Compliance Criteria

The Candidate Platform shall comply with relevant I&RTS requirements applicable to the 8 levels of conformance.  These criteria include all platform specific requirements in the document, with emphasis on those identified in the I&RTS Appendix B checklist.

The specific I&RTS Appendix B criteria applicable to the DII COE Kernel Platform Compliance (KPC) Program are listed in Appendix B of this document.  In most cases, the requirement is copied verbatim from the I&RTS.  In some cases the text reflects an interpretation, either to clarify the aspect of the I&RTS requirement that applies to the “reference platform”, or to make explicit an implied requirement.  In all cases, no modification of the I&RTS requirement is intended, and where conflict arises, the current version of the I&RTS shall have precedence.

3.2.  Commercial Specification Compliance Criteria 

DII COE Kernel Platform Compliance requires the Candidate Platform implementation to be in conformance with specifications in the following paragraphs.  Certificates and summaries of results from accredited testing laboratories for commercial testing shall be submitted with the DII COE KPC Application for Validation package.  The requirements for commercial testing are identified in Appendix C of this document.   Citations below are drawn from  “Department of Defense Joint Technical Architecture”, Version 3.1, 31 March 2000.  The following standards contain provisions, which through direct references in this text, constitute criteria for DII COE Kernel Platform Compliance.  At the time of publication, the editions indicated were valid.  All standards are subject to revision, and parties of interest are encouraged to investigate the applicability of the most recent editions of the standards listed below.  However, DII COE Kernel Platform Compliance criteria include conformance only to the specific versions listed below.

3.2.1.  Application Program Interface

The Candidate Platform implementation shall be in conformance with the following Application Program Interface specifications.  An application executing on the Candidate Platform implementation shall have simultaneous access to all services associated with the following standards: 

3.2.1.1.  Operating System API

The following standards are required:

· ISO/IEC 9945-1: 1996, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 1: System Application Program Interface (API) [C language]*, (as profiled by FIPS PUB 151-2: 1994)

3.2.1.2.  Communications Service API

· IEEE 1003.1g: 1997  6.6, POSIX - Part 1: System Application Program Interface (API) Amendment 2: Protocol Independent Interfaces (Sockets)  [C Language]*, Sockets portion only

3.2.1.3.  Human Computer Interaction API

· C508, Window Management (X11R5): Xlib - C Language Binding, X/Open CAE Specification, April 1995.

· C509, Window Management (X11R5): X Toolkit Intrinsics, X/Open CAE Specification, April 1995.

· C510, Window Management (X11R5): File Format & Application Conventions, X/Open CAE Specification, April 1995.

· M213: Motif 2.1 - Programmer's Guide, ISBN 1-85912-134-9, October 1997 

NOTE: The reference to C Language is part of the formal title of these standards.  It denotes the language used to define the standard.

3.2.1.4.  Human Computer Interface

The Candidate Platform implementation shall be in conformance with the following Human Computer Interface specifications:

· MO27: CDE 2.1/Motif 2.1 - Style Guide and Glossary, ISBN 1-85912-104-7, October 1997.

· MO28: CDE 2.1/Motif 2.1 - Style Guide Certification Checklist, ISBN 1-85912-109-8, October 1997.

· ISO 9945-2: 1993, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 2: Shell and Utilities, (as profiled by FIPS PUB 189: 1994).

3.2.1.5.  Communications Service Interface

The Candidate Platform implementation shall be in conformance with the following Communications Service Interface specifications:

· IETF Standard 3/RFC-1122/RFC-1123, Host Requirements, October 1989.

· IETF Standard 7/RFC-793, Transmission Control Protocol, 1 September 1981.  In addition, TCP shall implement the PUSH flag and the Nagle Algorithm, as defined in IETF Standard 3.

· RFC 2001, TCP Slow Start, Congestion Avoidance, Fast Retransmit, and Fast Recovery Algorithms, January 24, 1997.

· IETF Standard 6/RFC-768, User Datagram Protocol, 28 August 1980.

· IETF Standard 5/ RFC-791/RFC-950/RFC-919/RFC-922/RFC-792/RFC-1112,, Internet Protocol, 1 September 1981.  In addition, all implementations of IP must pass received Type-of-Service (TOS) values up to the transport layer as defined in IETF Standard 3.

· IETF Standard 13/RFC-1034/RFC-1035, Domain Name System, 1 November 1987.

· IETF Standard 9/RFC-959, File Transfer Protocol, 1 October 1985, with the following FTP commands mandated for reception: Store unique (STOU) and Abort (ABOR), and Passive (PASV).

· IETF Standard 8/RFC-854/RFC-855, TELNET Protocol, 1 May 1983.

· IETF Standard 15/RFC-1157, Simple Network Management Protocol (SNMP), 10 May 1990.

· IAB Standard 16/ RFC-1155, RFC-1212, Structure of Management Information (SNMPv1), May 1990.

· IAB Standard 17/RFC-1213, Management Information Base-II (MIB), 26 March 1991.

· IETF RFC 1757, Remote Network Monitoring Management Information Base (RMON Version 1), 10 February, 1995.

· RFC-951, Bootstrap Protocol, September 1, 1985.

· RFC-2132, DHCP Options and BOOTP Vendor Extensions, March 1997.

· RFC-2131, Dynamic Host Configuration Protocol, March 1997.

· RFC-1542, Clarifications and Extensions for the Bootstrap Protocol, October 27, 1993.

· RFC-1305, Network Time Protocol (Version3) Specification, Implementation, and Analysis, April 9, 1992.

3.3.  Government Supplied Kernel Source (GSKS) Code Compliance Criteria

Government Supplied Kernel Source (GSKS) code is provided which implements functionality not available on many commercial platforms.  Government supplied source code implementation assures that human-computer interfaces are functionally identical across multiple applications platforms.  This tends to reduce training costs and potential for operator error.

The Government Supplied Kernel Source  (GSKS) code contains 178,000 lines of code, which break down as follows: 

· System management Services & Security Management Services have 22,000 lines of JAVA, 22,000 lines of C and 4000 lines of shell script. 

· The COE Installer & Developers Toolkit have 130,000 lines of C and C++.

The following software elements described in the “DII COE 42P4 Build List” are currently implemented by the GSKS and shall be ported by the vendor to the Candidate Platform.  The full set of tools called for in the DII COE I&RTS are not yet implemented and the set of GSKS code will expand as more tools become available.  The current set of software elements include: 

3.3.1.  Print Services

Provides the basic heterogeneous print capability of the system.  It provides such functions as user selection of a default printer, printer administration, and a common way of accessing print resources from an application program.  It also includes print queue management and remote printer administration.

NOTE: For the 4.2P4 KPC program, no GSKS is provided to implement print services.  Print service requirements are currently reduced to support printing of ASCII text and postscript graphics ("See Print Services Validation Procedure").  Both formats must be printed on a locally attached printer and on a network printer.  An implementation which provides the set of print services described above will be available third quarter of 2001.

3.3.2.  System Management Services 


Government supplied software interfaces with implementations supplied by commercial operating system vendors for the functions listed below.  System management functions required as part of a complete kernel platform include:

- Network Management


-- Hosts


-- DNS Administration


-- System Name / IP Address Update


-- Routing Administration

- Disk Management

- System Shutdown / Reboot

3.3.3.  DII COE Kernel Platform Elements

3.3.3.1.  Accounts & Profile Manager (APM)

Used to set profile configurations, create or edit local and global user profiles, and create or edit local and global user accounts.  This software also manages "features" and assigns them to profiles.  Finally, the APM also manages the systems that are part of an APM Administrative Domain.  

The security administrator’s account group sets the security administrator’s environment in order to execute the profiles and accounts.  The Security Administration function also provides a facility to update internal profile and user account data structures through command line programs.  During initiation of a DII COE session based on user-selected roles, APM will establish appropriate session characteristics.

APM administers a Network Domain, negating the need for NIS+.  Commercial products (including NIS+) can be used but are not needed for an APM Administrative Domain.  Source code is provided for the NIS+ Admin Segment.

3.3.3.2.  Documentation

All DII COE required documentation is now supplied in HTML format for on-line browsing and in PDF format for printing.

3.3.3.3.  Segment Installer

The DII COE Segment Installer is designed to install all DII COE segments. It installs segments from disk, CD, tape or the network.  All the above options have to be done from a local or a remote system.

3.3.3.4.  DII COE Run-Time Tools

The system administrator uses the DII COE Runtime Tools support to install, configure, and de-install systems.  The tools also provide the developers with a means to communicate with the operator during segment installation.  These tools include:

COE_add_segment_features
Adds one or more features to a segment installed on the system.

COEAskUser
Display a message to the user, and have the user click on a button (Yes/No, True/False, Accept/Cancel, etc.) in response to the message.  

COE_feature_enabled
Determines whether a specified segment feature is currently enabled in the user's current login session.
COEFindSeg
Return information about a requested segment.  The tool sets status and writes the pathname, segment name, segment prefix, and segment type information to stdout.  

COEGetProcessGroup
Return the current setting of a process group.

COE_get_features
Return the list of features assigned to a profile.

COEInstaller
Display a list of variants or segments that may be installed from tape, disk, or other electronic media.  It is normally executed by an operator who selects it from a System Administrator menu to install or de-install segments.  

COEInstError
Display an error message to the user from within a Pre-Install, Post-Install, or De-Install script signaling installation termination or de-installation of the segment.  

COEListSegments
Displays a list of segments that are installed on the system.

COEListSegs
Reads and outputs information on installed segments from a computer.

COEMsg
Display a message to the user and have the user click on the “OK” button to continue.  The tool may be used by the Pre-Install, Post-Install, and De-Install scripts.  

COEPrompt
Display a message to the user and have the user enter a response to the message.  The tool may be used by the Pre-Install, Post-Install, and De-Install scripts.

COEPromptPasswd
Prompt user to enter a password.  The tool may be used by the  Pre-Install, Post-Install, and De-Install scripts.  

COERegisterInterfaceEngine
Prompts the user to enter a password.

COESetProcessGroup
Changes the current setting of a process group.

COESegInstall
Allows users to install a segment that already exists on disk without asking the user for input during installation.The COESegInstall API is essentially a stand-alone binary that can be executed from the command line, from a shell script, or from within an executable program.The program was developed to allow users to install a segment that already exists on disk without asking the user for input during installation. The API call was implemented as a binary to allow programmers to use the function in any type of program (e.g., shell script, binary executable, or stand-alone tool) rather than tying it specifically to a limited set of C or X-window library calls.

COEUpdateHome
Update the home environment variable within a script file to point to where a segment was actually installed.  

3.3.3.5.  DII COE Developers Tools

DII COE Developers' Tools support application software development and delivery, but are not delivered to operational sites.  All interfaces to these tools are at the command line; none of them have a GUI interface.  These tools include:

CalcSpace 
computes the space required for the segment specified and updates the hardware descriptor accordingly.  The segment referred to must not be compressed and must not contain any files that do not belong with the segment (e.g., source code) at run-time.  The amount of space required is written to stdout in K bytes.  

CanInstall 
tests a segment to see if it can be installed, which means that all required segments must already be on the disk, and the disk cannot have any conflicting segments.  

ConvertSeg 
examines segment descriptors and converts them to the latest format.  The original segment descriptor directory is not modified.  The output is in a directory created by the tool and called SegDescrip.NEW.  This directory will be located directly underneath the segment’s home directory at the same level as SegDescrip.  ConvertSeg is not location sensitive and may be moved to any directory desired for development.  

MakeAttribs 
creates the descriptor file FileAttribs.  It recursively traverses every subdirectory beneath the segment home directory and creates a file containing permits, owner, group, and filename information.  

MakeInstall 
writes one or more segments to an installation medium, or packages the segments for distribution over the SIPRNET.  MakeInstall checks to see if VerifySeg has been run successfully on each of the segments, and aborts with an error if it has not.  

TestInstall 
temporarily installs a segment that already resides on disk. There must be no other COE processes running when TestInstall is run.  The reason for this restriction is that the tool may modify COE files already in use with unpredictable results.  

TestRemove 
removes a segment that was installed by TestInstall.  There must be no other COE processes running when TestRemove is run. The reason for this restriction is that the tool may modify COE files already in use with unpredictable results.  

TimeStamp 
puts the current time and date into the VERSION descriptor.  

VerifySeg 
validates that a segment conforms to the rules for defining a segment.  It uses information in the SegDescrip subdirectory and must be run whenever the segment is modified.  

VerUpdate 
updates the segment version number, date, and time in the VERSION descriptor.  

3.3.4.  DII COE Application Program Interface (APIs)

3.3.4.1.  DII COE Kernel APIs

The following APIs are implemented in the government supplied source code.  The syntax and action associated with these interfaces must be preserved as described in:  "Programmer's Guide and Reference Manual (PGRM) for Kernel", Kernel Version 4.2.0.0, dated 4 Feb 2000.

3.3.4.2.  DII COE User Profiles APIs

The User Profiles APIs provide utilities to access different types of user profile information. A profile is the basic unit of information that defines a functional activity within a site. As profiles are defined, they are associated with a set of applications, menu options, object permissions, and other items required to support an operational function. When users are added into a DII COE network, system administrators also assign them to those profiles they need to support their functional tasks. The DII COE Kernel provides a User Profile database in which to store information about users, profiles, and applications. The DII COE Kernel also provides the User Profile APIs to access the database. When a user logs in to a DII COE workstation, one or more user profiles are selected and activated. The profile selections may default to the last setting held during a session or they can be set explicitly via a tool presented to the user at login. After the login process has completed, the user obtains access to the applications assigned to the active profile(s). The DII COE Kernel provides the Current Selection APIs to set and query the set of active profile selections.

Under the default Kernel configuration, any number of users can actively select any profile. However, some sites may require a profile to be held by at most one user at any time. To satisfy this requirement, the optional profile locking capability is implemented. When a user selects a profile, that profile is locked so no other user may select it until it is released. The DII COE Kernel provides the Profile Locking APIs to set and query profile lock states.

NOTE: These APIs may be deprecated for COE 5.0 Kernel

3.3.4.3.  User Data APIs

The User Data APIs provide a means for modifying and accessing information stored in the User Data table in the database. (6 API calls)

3.3.4.4.  Profile Data APIs

The Profile Data APIs provide a means for modifying and accessing information stored  in the Profile Data table in the database. (5 API calls)

3.3.4.5.  User/Profile Data APIs

The User/Profile Data APIs provide a means for modifying and accessing information stored in the User/Profile Data table in the database. (3 API calls)

3.3.4.6.  Application Data APIs

The Application Data APIs provide a means for modifying and accessing information stored in the Application Data table in the database. (3 API calls)

3.3.4.7.  Profile/Application Data APIs

The Profile/Application Data APIs provide a means for modifying and accessing information stored in the Profile/Application Data table in the database. (3 API calls)

3.3.4.8.  Current Profile Selection APIs

The Current Profile Selection APIs provide the means to access or change the user's set of currently selected or active profiles. (1 API call)

3.3.4.9.  Profile Locking APIs

The DII COE Kernel supports the option to lock profiles to prevent an individual profile from being selected or assumed by a second user, thus locking the profile.

NOTE: The Profile Locking APIs do not function unless a profile locking segment is installed on the system. (4 API calls)

3.3.4.10.  Miscellaneous APIs

Miscellaneous APIs are designed to support the other APIs. (2 API calls)

3.3.4.11.  Common Data Store APIs

The Common Data Store (CDS) APIs are C shared library utilities to add, delete, modify and retrieve data from the Common Data Store. The Common Data Store has four distinct areas: (1) local host public data, (2) master host public data, (3) local host private data, and (4) user public data. Public data may be written by the owner and read by anyone. Private data may be read and written only by the owner. Local host and master host data are owned by the privileged user (root on UNIX. Each user has their own user public data area in CDS. Two types of data may be stored in CDS: class data and object data. Class data defines a template that objects with the class must match. Object data may be instances of a particular class. The class has a name and a list of attributes. Each attribute is specified to be mandatory or optional. All objects within a class must provide a value for each mandatory attribute. An object within a class may provide a value for any optional attribute. An object within a class may not provide a value for an attribute that is not defined for the class. Classes and objects are conceptually arranged in a hierarchy. The hierarchy uses standard UNIX directory notation. The class name specifies which CDS area the data will be part of. 

For more information on the available types of CDS areas, refer to the "DII COE Security Administrator's Manual (SECAM) for Kernel".

Objects may be created that are not part of a defined class. Classless objects may have any attributes desired. Even though the object is not part of a defined class, it is still considered to be within a class. The notion of a fully-qualified object name (the object name and its class name taken together) permits the existence of multiple objects with the same name, provided that they are in separate classes. Note that it does not matter whether the object's class actually exists. The object myObject in the class /myClass is distinct from the object myObject in the class /myOtherClass/SubClass, regardless of whether the two classes really exist in CDS.

Finally, since each user has their own public CDS data area, classes and objects that exist in one user's CDS area are distinct from classes and objects in another user's CDS area. The value of the object path in class /environment_variables may be different for each user, or the object may not be defined at all for a particular user. (14 APIs calls)

3.3.4.12.  DII COE Java Feature APIs

The COE Java Feature API Toolkit provides developers with an interface to the DII COE Feature APIs from the Java programming language. A Java program can link with a public API to modify and retrieve a user's feature information.  DII COE Helper Function Application Program Interface (API) routines are available for displayable or logging output. (5 APIs).

3.3.5.  Security Compliance Criteria
This document identifies security-related criteria for DII COE Kernel Platform Compliance.  Service, agency and system unique requirements are outside the scope of this document, as are the overall security requirements of systems built using DII COE Kernel Platforms.  These criteria are drawn from “Defense Information Infrastructure (DII) Common Operating Environment (COE) Security Software Requirements Specification (SRS)”, Version 4.1, dated 15 October 1999.

In some cases, SRS text applies to system elements beyond the applications platform.  In these cases an interpretation of the SRS text is required, to clarify the applications platform related aspect of the text.  Where interpretation is provided, the text may be found in the table in  Appendix E, Part 1 in the comment column next to the requirement.  The numbering of security requirements from the SRS is retained in the Appendix E, Part 1 table as an aid to traceability.  A discussion of the password policy reflected by these requirements may be found in the Security Features Developers Guide, paragraph 4.1.3, “Password Policy”.

This evaluation verifies the presence and configuration of basic DII COE Kernel Platform security features and capabilities as identified in Appendix E of this document.  These security features and capabilities are grouped into the following categories:


1.  Identification and Authentication (I&A)


2.  Security Audit


3.  Service Availability


4.  Discretionary Access Control


5.  Markings


6.  Object Reuse


7.  Data Confidentiality


8.  System Integrity


9.  System Architecture


10.  Trusted Facility Management


11.  Other Requirements

This list includes criteria satisfied by the current Sun and HP DII COE “reference platforms”.  Note that additional security measures are required by CINCs, services, and agencies who develop and install systems.

Appendix E, Part 2 contains a Sample KPC Security Test Procedure developed for the Sun Solaris 8, DII COE Kernel 4.2.00P4 platform.  This Sample Security Test Procedure is presented as an aid to the vendor.  The vendor is required to develop and deliver a KPC Security Test Procedure as an aid in assuring that the Candidate Platform satisfies the security criteria in Appendix E, Part 1.  

DISA security personnel shall evaluate the suitability of the vendor’s KPC Security Test.  This evaluation will be performed by the government at no charge to the vendor.  If the vendor’s KPC Security Test is found to be functionally equivalent to the Sample KPC Security Test and the vendor’s KPC Security Test is found to be an effective method for demonstrating satisfaction of the criteria in Appendix E, the test will be accepted.  The KPC Security Test for a specific Candidate Platform shall then be executed to ensure that the Candidate Platform implements the features and capabilities identified in Appendix E.

DII COE Kernel Platform Compliance security evaluation and criteria supporting DII COE Kernel Platform Compliance does not replace or satisfy security testing required by Department of Defense Directive 5200.28 (1988).

3.3.6.  Internet Interoperability Demonstration Compliance Criteria

Appendix F contains a series of simple validation procedures for the exercising key Internet interoperability capabilities.   A DII COE Validation Host, with the remote services and data required to support the Internet Interoperability Demonstration portion of this validation testing, is provided as part of the Validation Cell.

Validation Procedures and associated test data are available for download from the DII COE KPC Web Page.  Internet Interoperability Demonstration Procedures include:

1. TCP/IP “Ping” and Domain Naming System (DNS) Interoperability Demonstration

2. File Transfer Protocol (FTP) Interoperability Demonstration

3. Network File System (NFS) Interoperability Demonstration

4. Simple Mail Transfer Protocol (SMTP) Interoperability Demonstration

5. World Wide Web (WWW) Interoperability Demonstration

These simple demonstrations provide a basic, yet cost-effective, verification of TCP/IP interoperability, and basic BSD sockets API support.  They also provide assurance of application level interoperability for several key services and protocols, such as File Transfer Protocol (FTP) and Hyper-Text Transfer Protocol (HTTP).  The scope of each test is limited, but DISA investment in more formal testing can be made over time to expand the scope of assurance, as needed.  Interoperability Demonstration Procedures are used to validate claims that the Candidate Platform supports the following capabilities:

3.3.6.1.  TCP/IP “Ping” Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides an initial assurance of application level interoperability prior to demonstration of other services and protocols.

The Ping utility sends a request for simple acknowledgment and displays the result to the user.  The DNS utility “nslookup” is exercised to retrieve and display DNS information about the Validation Hosts’s DNS clients.  DNS is used to assure connectivity to a DISA remote Validation Host and to provide a first order verification of proper TCP/IP protocol stack and sockets API operation.

3.3.6.2.  Domain Name Service (DNS) Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Domain Naming Service (DNS) services and protocols.

This demonstration shows that hostnames are resolved via DNS and can be converted from standard format to DNS format.  Using Internet network administration tools, testers request translation of known remote domain names to Internet Protocol addresses.

3.3.6.3.  File Transfer Protocol (FTP) Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key File Transfer Protocol (FTP) services and protocols.

The demonstration suite for ftp uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  Test files located on the remote Validation Host are transferred to the Candidate Platform, and key ftp capabilities are exercised from the Candidate Platform. Test files located on the Candidate Platform are then transferred to the remote Validation Host, and key FTP capabilities are exercised from the remote Validation Host.

3.3.6.4.  Network File System (NFS) Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Network File System (NFS) services and protocols.

The demonstration suite for NFS uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  A volume located on the remote Validation Host is mounted on the local Candidate Platform, and key NFS capabilities are exercised from the Candidate Platform.  A volume located on the Candidate Platform is then mounted on the remote Validation Host, and key NFS server capabilities of the Candidate Platform are exercised from the Validation Host.

3.3.6.5.  Electronic Mail Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Simple Mail Transport Protocol (SMTP) services and protocols.

The demonstration of SMTP electronic mail uses the ‘mailx’  commands required by the ISO/IEC 9945-2 (Posix) specification.  An electronic mail message is read in from a file, sent to the sysadmin account on the Validation Host and is reflected back to the Candidate Platform.  The returned message is displayed and saved to a file.  This provides some level of assurance that the Candidate Platform can support sending, receiving, display and storage of electronic mail.

3.3.6.6.  World Wide Web (WWW) Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability and the ability to support key Hyper-Text Transfer Protocol (HTTP) services and protocols.  This procedure is not intended as a comprehensive test and only exercises a subset of TCP/IP, HTML and HTTP features.

The demonstration of WWW services uses an HTTP 1.0 conforming web browser to download a series of HTML 3.2 compliant test pages from the Candidate Platform and to display them.  The test pages exercise key Hyper-Text Markup Language (HTML), HTTP and forms related capabilities.  

NOTE:  The Web Browser is supplied by the vendor as part of the validation suite, not as part of the kernel platform software.

4.  DII COE Program Events 

The following sections outline DISA KPC actions and guidelines in response to specific events.
4.1.  DII COE Releases


DII COE releases are normally issued every 6 months.  However, DII COE Kernel versions do not have scheduled releases.  They are normally released as a result of a major DII COE version change, addition of significant new functionality or at the discretion of the Chief Engineer.  A Candidate Platform shall be validated to the new DII COE Kernel version in order to claim compliance to the new DII COE Kernel version.  The vendor may still continue to claim compliance to the older DII COE Kernel version for Candidate Platforms previously validated. 

There is no requirement, under the terms of this program, for vendors to upgrade their products upon each release of a new DII COE Kernel version by DISA of new or upgraded DII COE technology.  However, if a vendor chooses to incorporate new DII COE technology into a previously validated product, the new implementation shall be validated in order to claim compliance to the new DII COE Kernel version.

Note that major and minor releases of the DII COE may not change the DII COE Kernel.  If there are few or no changes to the DII COE Kernel, some or all portions of testing or validation for Candidate Platforms validated to the prior DII COE Kernel versions may be waived, at the discretion of the DII COE Chief Engineer.
4.2.  DII COE Kernel Patch Releases

DISA may occasionally issue patch releases to the DII COE Government Supplied Kernel Software (GSKS).  Incorporation of patch releases into a vendor’s Candidate Platform is not required under the terms of this program and is not required to continue an existing claim of compliance to the DII COE Kernel version.

However, if the vendor chooses to incorporate a patch release and if the changes to the DII COE Kernel software are limited to a particular area, some or all portions of testing or validation for Candidate Platforms previously validated to a specific kernel version may be waived at the discretion of the DII COE Chief Engineer.  Under these circumstances, the KPC Certificate of Validation and the KPC Web Page for “Validated Products” will be updated to indicate that the Candidate Platform incorporates the specified kernel patch.

4.3.  DII COE KPC Program Document Release

DISA identifies all DII COE KPC compliance criteria, test procedures and test technology associated with a specific kernel in this KPC Program Document.  The KPC Program Document revision number is an identifier for DII COE Kernel validation.

There is no requirement, under the terms of this program, for vendors to upgrade their products upon each new release by DISA of new or upgraded DII COE compliance criteria.   However, if the vendor chooses to update the Candidate Platform, it shall be validated in order to claim compliance to the new DII COE Kernel version.

Note that major and minor releases of the DII COE may not change the DII COE Kernel.  If changes to the compliance criteria or the test technology are limited to a particular area, some or all portions of testing or validation to the prior DII COE Kernel version may be waived, at the discretion of the DII COE Chief Engineer.
4.4.  Vendor Updates, Upgrades or Modifies a Validated Platform

If a vendor releases any new version that includes new functionality for a previously validated Candidate Platform, that Candidate Platform shall be re-validated in order for the vendor to continue the claim of DII COE compliance.  Examples of new functionality are modifications to security, localization or other features to an existing validated Candidate Platform.  Vendor patches beyond those identified in the 
description of the Candidate Platform submitted as part of the KPC application proposal are considered new functionality.
If changes to the Candidate Platform are limited to a particular area, some or all portions of the testing or validation for a Candidate Platform validated to a prior kernel version may be waived at the discretion of the DII COE Chief Engineer.
DISA has been asked to distinguish between a “maintenance release”, a “product upgrade”, and a “patch to the binary product”.   Unfortunately, there is no consensus for what these terms mean, or the effect they may have on the behavior of the validated product.  For this reason, we shall judge on a case by case basis.

4.5.  Derived Certification

A “derived certification” based on system and application software binary compatibility among applications platform families is under consideration as a result of vendor input.  Resolution of this issue is TBD.
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A1.  Application Process Formats

A1.1.  Sample DII COE KPC Application

-----------------------------------------------------------------------

Application for DII COE KPC Validation

Date:  (Insert YYYY/MM/DD)
CM#:  (Insert CM #)
To:  
Defense Information Systems Agency (DISA)


Joint Information Engineering Organization (JIEO)


Center for Applications Engineering (CFAE)


DII COE KPC Program Manager, Code JECC


5600 Columbia Pike


Falls Church, VA 22041

From:
Vendor KPC POC Name:  (

Name of Individual

)
Vendor Company Name:  _____________________________________

Company Street Address:  _____________________________________

City, State and Zip Code:  _____________________________________

Subject:  DII COE KPC Application

1.  Name and address of the submitting organization:

Company Name:  ___________________ 

Address:  __________________________

City:  _____________________________

State:  __________

Zip Code:  _____________________

Telephone Number:  ________________________

Fax Number:  ______________________________

Email Address:  ____________________________

2.  Other Points of Contact:

Vendor Management POC:

Individuals Name:  __________________________

Title:  _____________________________________

Company Name:  ____________________________

Address:  __________________________________

City:  _____________________________________

State:  ___________

Zip Code:  ____________________

Telephone Number:  _________________________

Fax Number:  ______________________________

Email Address:  ____________________________

Vendor Technical POC:

Individuals Name:  __________________________

Title:  _____________________________________

Company Name:  ____________________________

Address:  __________________________________

City:  _____________________________________

State:  ___________

Zip Code:  ____________________

Telephone Number:  _________________________

Fax Number:  ______________________________

Email Address:  ____________________________

3.  Description of the Candidate Platform submitted for KPC Validation.

3.1.  Hardware:

Manufacturer:  _________________________________

CPU Make and Model:  _________________________

CPU Speed:   _________________________________

Memory:  ____________________________________

Number of Processors:  _________________

Number and Size of Hard Disk Drives:  _____________

CD-ROM Drives:  ______________________________

Number and Size of Tape Drives:  _________________

Video Memory:  _______________________________

Network Interface Card:  _____________________________

Keyboard  _________________________________________

Mouse:  ______________________________________

Monitor Make and Model:  ___________________________

Monitor Size:  __________

Cache:  ____________________

Speakers:  _____________________________

Micro Phone:  __________________________

Printer Make and Model:  ____________________________

3.2.  Software:

Manufacturer: __________________________________

Operating System Title:  __________________________

Version Number:  _______________________________

Patch Level:  ___________________________________

Media Type:  ___________________________________

Documentation:  ________________________________

4.  Description of the Web Browser used in support of validation.

Manufacturer:  __________________________________________

Product Name:  _________________________________________

Version:  ______________________________________________

Patch Level:  ___________________________________________

5.  Description of the software development environment software used in support of validation:

5.1.  Compilers:

Manufacturer:  __________________________________________

Product Name:  _________________________________________

Version:  ______________________________________________

Patch Level:  ___________________________________________

5.2.  Third Party Software or Hardware:

Manufacturer:  __________________________________________

Product Name:  _________________________________________

Version:  ______________________________________________

Patch Level:  ___________________________________________

5.3.  Freeware/Shareware:

Manufacturer:  __________________________________________

Product Name:  _________________________________________

Version:  ______________________________________________

Patch Level:  ___________________________________________

6.  Description of the printer used in support of validation:

Manufacturer:  ________________________________________

Printer Make and Model:  ________________________________

7.  Waiver Requests:  (see attached) 

8.  DISA Intellectual Property Rights (IPR) Agreement:  (see attached)

9.  INRI Intellectual Property Rights (IPR) Agreement:  (see attached)

10.  Vendor Intellectual Property Rights (IPR) Agreement:  (see attached)

11.  A statement that the vendor shall not claim any Intellectual Property Rights (IPR) for any modifications to the government GSKS source code.

12.  Copy of IEEE POSIX Certificate of Conformance: [ISO/IEC 9945-1: 1996, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 1: System Application Program Interface (API) [C language]*, (as profiled by FIPS PUB 151-2: 1994)]: (see attached)  (Insert brief statement)

13.  Authority to Audit Test Results: (Insert paragraph)

14.  (Open Group Conformance Statements for Commands and Utilities V2 (VSC), Xwindows (VSX) and Motif (VSM) are due at the Software Delivery Meeting.)

15.  (DII COE Kernel Platform Implementation Conformance Document (ICD) and Statement of Warranty (SOW) is due at the Software Delivery Meeting.)

16.  (Vendor’s KPC Security Test Procedure is due at Software Delivery Meeting, but Vendors are encouraged to submit this early.)

17.  
(KPC OS and Kernel and Developer’s and Runtime Tools Validation Procedures are due at the Software Delivery Meeting.)

18.  (KPC Internet Interoperability Demonstration Procedures are due at Software Delivery Meeting.)

19.  (KPC (Vendor name) GSKS Source Build Procedure is due at Software Delivery Meeting.)

20.  Special Notes:

(Insert Additional Relevant Information)

Sincerely,

(Insert Vendor Company Name)
By:  ____________________________

(First Name MI Last Name)

(Title)

(Vendor Company Name) 

-----------------------------------------------------------------------

End Sample KPC Application.

A1.2.  Sample DII COE KPC Waiver Request

 or advance Waiver Requests may be e-mailed to the KPC Program Office.  Early feedback will be provided as resources permit.  Final Waiver Requests are due at the Software Delivery Meeting.  Each Waiver Request should be limited to one specific item (i.e a requirement or a Validation Procedure  test step), however, it is expected that multiple Waiver Requests will be submitted.  Multiple Waiver Requests may be packaged with one cover letter.  The following format is recommended.
-----------------------------------------------------------------------

DI COE KPC Waiver Request

Date:  (Insert YYYYMMDD)
CM#:  (Insert CM #)

To:  
Manager, DII COE KPC Program 

From:
Vendor KPC POC Name:

Vendor Company Name:

Vendor Technical POC Name:

Vendor Technical POC email:

Vendor Technical POC phone:

Date:
YYYYMMDD

Subject:  DII COE KPC Program Waiver Request
1.  (Identify the program requirement, the test or the test step(s) in question.)

2.  (State the observed behavior and indicate how to reproduce the problem.)

3.  (Provide justification, rationale or supporting documentation for the change)

4.  (Specify the exact change that would resolve the issue)  

5.  (If proposing modified test steps, fill in “from/to” steps using format on next page.)

6.  (For multiple waiver requests, provide a waiver request digest with each item clearly identified.)

	Validation Procedure Waiver Request Form

	Step Number/Operator Action/Expected Result/Observed Result: (Cut and paste from the validation procedure of test campaign) 


Page x of y

	Step Number
	Operator Action
	Expected Result
	Observed Result

	
	
	
	

	Resolution: (Proposed change to validation procedure.)
	

	Step Number
	Operator Action
	Expected Result
	Observed Result

	
	
	
	

	Lead Tester Approval:
	Signature:
	Date:
	Test Director

 Approval:
	Signature:
	Date:


------------------------------------------------------------------------------------------------------------

End Sample DII COE KPC Waiver Request.

A1.3.  DISA Intellectual Property Rights (IPR) Agreement

-----------------------------------------------------------------------

At URL:  ((http://diicoe.disa.mil/coe/kpc/disa_ipr.doc))

Agreement for Non-Disclosure and Safeguarding of

DISA Intellectual Property Rights to COE Kernel Computer Source Code

This Agreement, effective upon signing below, between the Defense Information Systems Agency (DISA) of the U.S. Department of Defense, and 

_______________________________________________
(hereinafter the "Undersigned"), shall govern the disclosure and safeguarding of DISA Intellectual Property Rights to COE Kernel Computer Source Code provided to the Undersigned in the course of their activities related to the COE Kernel Platform Compliance (KPC) Program.  

The Undersigned agrees not to disclose any COE Kernel Computer Source Code received from DISA to any third party outside of the signatory organization without the written consent of the DISA Kernel Platform Compliance Program Manager.  The Undersigned shall exercise all reasonable precautions to protect and preserve the confidentiality of COE Kernel Computer Source Code provided by DISA.  

DISA places no restriction on the use of other non-human readable forms of the software derived from the source code (i.e. object or executable code).  Neither DISA nor the Undersigned has an obligation under this Agreement to commercially offer any products using or incorporating the COE Kernel Computer Source Code.  The Undersigned may, at its sole discretion, offer such products commercially and may modify them or discontinue such offerings at any time.

This Agreement is not intended to constitute, create, give effect to or otherwise recognize a joint venture, partnership or formal business entity of any kind and the rights and obligations of all parties shall be limited to those expressly set forth herein.

Nothing herein shall be construed as providing for the sharing of profits or losses arising out of the cooperative efforts of the parties.  Each party shall act as an independent contractor and not as an agent of the other party and neither party shall have authority to bind the other party.

Any release to qualified recipients of technical data controlled by DoD Directive 5230.25, “Withholding of Unclassified Data from Public Disclosure” shall be accompanied by a notice to the recipient as follows: The wording and underlining of the title must be duplicated exactly.

Version:  21 April 2001
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NOTICE TO ACCOMPANY THE DISSEMINATION

OF EXPORT-CONTROLLED TECHNICAL DATA
1. Export of information contained herein, which includes, in some circumstances, release to foreign nationals within the United States, without first obtaining approval or license from the Department of State for items controlled by the International Traffic in Arms Regulations (ITAR), or the Department of Commerce for items controlled by the Export Administration Regulations (EAR), may constitute a violation of law.

2. Under 22 U.S.C. 2778 the penalty for unlawful export of items or information controlled under the ITAR is up to 2 years imprisonment, or a fine of $100,000 or both.  Under 50 U.S.C., Appendix 2410, the penalty for unlawful export of items or information controlled under the EAR is a fine of up to $1,000,000, or five times the value of the exports, whichever is greater; or for an individual, imprisonment of up to 10 years, or a fine of up to $250,000, or both.

3. In accordance with your certification that establishes you as a “qualified U.S. Contractor”, unauthorized dissemination of this information is prohibited and may result in disqualification as a qualified U.S. contractor, and may be considered in determining your eligibility for future contracts with the Department of Defense. 

4. The U.S. Government assumes no liability for direct patent infringement, or contributory patent infringement or misuse of technical data.

5. The U.S. Government does not warrant the adequacy, accuracy, currency, or completeness of the technical data.

6. The U.S. Government assumes no liability for loss, damage, or injury resulting from manufacture or use for any purpose of any product, article, system, or material involving reliance upon any or all technical data furnished in response to the request for technical data.

7. If technical data furnished by the Government will be used for commercial manufacturing or other profit potential, a license for such use may be necessary.  Any payments made in support of the request for data do not include or involve any license rights.

8. A copy of this notice shall be provided with any partial or complete reproduction of these data that are provided to qualified U.S. contractors.
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Media created by the undersigned containing any partial or complete reproduction of these data shall be accompanied by a copy of this notice and shall have the following label affixed:

“WARNING – This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22 U.S.C. Sec 2751, et.seq.) or the Export Administration Act of 1979, as amended, Title 50 U.S.C. App 2401 et.seq.  Violations of these export laws are subject to severe criminal penalties.  Disseminate in accordance with provision of DoD Directive 5230.25”

2. The undersigned agrees to be bound by all provisions of the “NOTICE TO ACCOMPANY THE DISSEMINATION OF EXPORT-CONTROLLED TECHNICAL DATA” included above.

This Agreement constitutes the complete agreement between the parties and supersedes any previous understanding or agreement with respect to the subject matter hereof.  All additions or modifications to this Agreement must be made in writing and signed by both parties.

DISCLAIMER

For any use other than the Kernel Platform Compliance Program, THE SOFTWARE AND RELATED MATERIALS ARE PROVIDED by DISA "AS-IS" WITHOUT WARRANTY OR INDEMNITY OF ANY KIND INCLUDING ANY WARRANTIES OF USE, PERFORMANCE OR MERCHANTABILITY OR FITNESS FOR A PARTICULAR USE OR PURPOSE (as set forth in UCC ''2312-2313) OR FOR ANY PURPOSE WHATSOEVER.

For any use other than the Kernel Platform Compliance Program, the Undersigned BEARS ALL RISK RELATING TO USE, QUALITY AND PERFORMANCE OF THE SOFTWARE.

IN WITNESS WHEREOF, and intending to be legally bound, the undersigned hereto has caused this Agreement to be executed by it's duly authorized representative.

By:    
_________________________
Name:  
_________________________
Title: 
_________________________
Date:  
_________________________
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-----------------------------------------------------------------------

End DISA IPR.

A1.4 .  Notice to Accompany the Dissemination of Export-Controlled Technical Data
-----------------------------------------------------------------------

Any release to qualified recipients of technical data controlled by DoD Directive 5230.25, “Withholding of Unclassified Data from Public Disclosure” must be accompanied by a notice to the recipient as follows: The working and underlining of the title must be duplicated exactly.

NOTICE TO ACCOMPANY THE DISSEMINATION

OF EXPORT-CONTROLLED TECHNICAL DATA
9. Export of information contained herein, which includes, in some circumstances, release to foreign nationals within the United States, without first obtaining approval or license from the Department of State for items controlled by the International Traffic in Arms Regulations (ITAR), or the Department of Commerce for items controlled by the Export Administration Regulations (EAR), may constitute a violation of law.

10. Under 22 U.S.C. 2778 the penalty for unlawful export of items or information controlled under the ITAR is up to 2 years imprisonment, or a fine of $100,000 or both.  Under 50 U.S.C., Appendix 2410, the penalty for unlawful export of items or information controlled under the EAR is a fine of up to $1,000,000, or five times the value of the exports, whichever is greater; or for an individual, imprisonment of up to 10 years, or a fine of up to $250,000, or both.

11. In accordance with your certification that establishes you as a “qualified U.S. Contractor”, unauthorized dissemination of this information is prohibited and may result in disqualification as a qualified U.S. contractor, and may be considered in determining your eligibility for future contracts with the Department of Defense. 

12. The U.S. Government assumes no liability for direct patent infringement, or contributory patent infringement or misuse of technical data.

13. The U.S. Government does not warrant the adequacy, accuracy, currency, or completeness of the technical data.

14. The U.S. Government assumes no liability for loss, damage, or injury resulting from manufacture or use for any purpose of any product, article, system, or material involving reliance upon any or all technical data furnished in response to the request for technical data.

15. If technical data furnished by the Government will be used for commercial manufacturing or other profit potential, a license for such use may be necessary.  Any payments made in support of the request for data do not include or involve any license rights.

16. A copy of this notice shall be provided with any partial or complete reproduction of these data that are provided to qualified U.S. contractors.

Media containing any partial or complete reproduction of these data shall have the following label affixed:

“WARNING – This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, U.S.C., Sec 2751, et.seq.) or the Export Administration Act of 1979, as amended, Title 50, U.S.C., App 2401 et.seq.  Violations of these export laws are subject to severe criminal penalties.  Disseminate in accordance with provision of DoD Directive 5230.25”

-----------------------------------------------------------------------

End Notice to Accompany the Dissemination of Export-Controlled Technical Data

A1.5 .  INRI Intellectual Property Rights (IPR)
-----------------------------------------------------------------------

Agreement for Non-Disclosure and Safeguarding of
INRI Intellectual Property Rights

This Agreement, effective upon the signatures of both parties, between Inter-National Research Institute, Inc. and                                                                  (hereinafter individually the "Party" or collectively the "Parties"), shall govern the disclosure and safeguarding of INRI Intellectual Property Rights and Proprietary Information exchanged between the Parties in the course of their cooperative efforts.  The receiving Party shall use the information provided only for the purpose of the DII COE Kernel Platform Certification Program.
Under no conditions shall INRI Proprietary Information provided under this agreement  be used for any purpose other than the DISA DII COE Kernel Platform Certification program nor provided to any third party without prior approval in writing from the President of INRI.


As used in this Agreement, the term "Proprietary Information" means: (i) documented information originated by the disclosing Party which is not generally available to others; or (ii)  information obtained through verbal or visual disclosure of the disclosing Party provided, in either case, that such information is specifically identified by the disclosing Party as being proprietary at the time of disclosure, and within ten(10) calendar days of such oral or visual disclosure, such disclosure is summarized in writing and delivered to the receiving Party.  However, information shall not be considered proprietary if it falls into one (1) or more of the following categories:
(a)
Information which, at the time of disclosure, is in the public domain;
(b)
Information which, after disclosure, enters the public domain, except where such entry is the result of breach of this Agreement by a Party;
(c)
Information which, prior to the disclosure, was already in the possession of the receiving Party;
(d)
Information which is independently developed by the receiving Party;
(e)
Information which is disclosed under operation of law;
(f)
Information which is disclosed by the disclosing Party to a third party without a duty of confidentiality on the third party;
(g)
Information which is disclosed by the receiving Party with the disclosing Party's prior written approval.

The Discloser of Proprietary Information is :


INTER-NATIONAL RESEARCH INSTITUTE, Inc.

The parties' representative (Point of Contact") responsible for disclosing or receiving Proprietary Information is:
On behalf of Inter-National Research Institute, Inc.:

Name:

Dr. Jackie Lawrence

Title:

Vice President

Address:
12200 Sunrise Valley Drive, Suite 300, Reston, VA  20191

On behalf of   






:
Name:

Title:


Address:

Either party may replace its Point(s) of Contact by providing prior written notification to the other party.

The Parties shall exercise all reasonable precautions to protect and preserve the confidentiality of Proprietary Information disclosed by the other Party with no less care than the Party treats its own like Proprietary Information.  The Parties agree that neither Party will disclose any Proprietary Information received from the other Party to any third party except the U.S. Government, and that such disclosure will provide for the identification of the Proprietary Information.

Neither Party shall be liable for the inadvertent or accidental disclosure of Proprietary Information of the other Party if the disclosure occurs despite the exercise of the same degree of care as the Party normally takes to preserve and safeguard its own like Proprietary Information.

During the exchange of Proprietary Information between the Parties, any inventions conceived shall belong exclusively to the disclosing Party upon whose Proprietary Information such inventions are presumed to be based.  There shall be no license implied to either Party under any intellectual property right of the other Party except the limited right to use described herein.

Neither party has an obligation under this Agreement to commercially offer any products using or incorporating the Proprietary Information.  The Disclosure may, at its sole discretion, offer such products commercially and may modify them or discontinue such offerings at any time.

This Agreement is not intended to constitute, create, give effect to or otherwise recognize a joint venture, partnership of formal business entity of any kind and the rights and obligations of the Parties shall be limited to those expressly set forth herein.

Nothing herein shall be construed as providing for the sharing of profits or losses arising out of the cooperative efforts of the Parties.  Each Party shall act as an independent contractor and not as an agent of the other Party and neither Party shall have authority to bind the other Party.

This Agreement constitutes the complete agreement between the Parties and supersedes any previous understanding or agreement with respect to the subject matter hereof.  All additions or modifications to this Agreement must be made in writing and signed by both parties.
INTER-NATIONAL RESEARCH








INSTITUTE, INC.




Signature






Signature
Jackie Lawrence










Name (Type or Print)



Name (Type or Print)
Vice President










Title






Title
Date






Date
-----------------------------------------------------------------------

End INRI IPR

A.1.6.  Sample Detailed Manifest (DM) (Hardware and Software)

-----------------------------------------------------------------------

Detailed Manifest (DM)

for

(Vendor Name)

Date:  (Insert YYYY/MM/DD)
CM#:  (Insert CM #)

	Item
	QTY
	Description Manufacturer
	Serial/License Number
	Model/Version Number
	Part Number

	
	
	
	
	
	

	Hardware:
	
	
	
	
	

	
	
	
	
	
	

	CPU
	
	
	
	
	

	Speed
	
	
	
	
	

	Memory
	
	
	
	
	

	Processors
	
	
	
	
	

	Hard Disk Drives
	
	
	
	
	

	
	
	
	
	
	

	CD-ROM Drives
	
	
	
	
	

	
	
	
	
	
	

	Tape Drives
	
	
	
	
	

	
	
	
	
	
	

	Video Memory
	
	
	
	
	

	Network Interface
	
	
	
	
	

	Cache
	
	
	
	
	

	
	
	
	
	
	

	Keyboard
	
	
	
	
	

	Mouse
	
	
	
	
	

	Monitor
	
	
	
	
	

	Printer
	
	
	
	
	

	Cables
	
	
	
	
	

	
	
	
	
	
	

	Micro Phone
	
	
	
	
	

	Camera
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Software:
	
	
	
	
	

	
	
	
	
	
	

	Operating System
	
	
	
	
	

	
	
	
	
	
	

	2.1.1.1.1 COTS Applications
	
	
	
	
	

	
	
	
	
	
	

	2.1.1.1.1.1 OS Patches
	
	
	
	
	

	
	
	
	
	
	

	OS Documentation
	
	
	
	
	

	
	
	
	
	
	

	Web Browser
	
	
	
	
	

	
	
	
	
	
	

	Compilers
	
	
	
	
	

	
	
	
	
	
	

	Freeware
	
	
	
	
	

	
	
	
	
	
	

	Shareware
	
	
	
	
	

	
	
	
	
	
	

	Other Documentation
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


-----------------------------------------------------------------------

End Sample Detailed Manifest.

A.1.7.  Sample DISA CM Web Page Segment Prefix and Registration Process.

-------------------------------------------------------------------------

First time KPC Vendors should contact the KPC Program Office for assignment of a Segment Prefix and for assistance in the Segment Registration Process.

User support for online Configuration Management (CM) in Montgomery Alabama is 334-416-3626. 

NOTE:  The user information requested is presented in different formats.

   Please make note of the differences for your own records.

------------------------------------------------------------------------------------------------------------

DISA Configuration Management Home Page and URL

http://dod-ead.mont.disa.mil/cm/cm_page.html
[image: image7.png]T Buskuaks A Metsie

i wad ot i aniPn rage ot

Defense Informatian Infrastructure

t
- T >

. P — What's New
Configurationlif,
Managemen

Cornmon Operation Environment

GoTo | [OnLine DB

Socurity & Privacy Natico

DIl COE
Documentation

+ CM Softwars and

Documentation Delivery

Bequiremento VA 1

- Submit On-line Reguest
for DIl COE Software
and Documents

+ Segment Registralion

“Purl &1 Registration

- Gl Numpering Systern

« Beview Sagmen Dilivery
Calendar

DIl COE
Ourliue The Defense Informtion
Databases nfrastruoture psrating
[ e

foundation for bulding open
cyetams. It 16 a "plug and play
apan architacture dacigned around
& client/server madel.

Tha Oparatianal Supp

|

eneral Ciocuments

« Seciity Dociments
« DILCOE 30 Ducuments

- DICOE 3. &4
Documents

[ p——
DI COE swsnted ivrs)

« Search DIl COE GSPR
Database (Internet]

« DIl COE Build List

Worksheet
(segment status)

Internet

« GCCS Info Page
« CM Home Page

« DILCOE Home Page

NI24 Hama Dane

e

S T
repository of information for the
use of the DIl COE develapers and
testers

Any requests for Beta or
unreleased segments need to be
coordinated and approved in writing
by the DIl Syster Engineering
Cfice Before any such request is
granted.

GMC Help Desk
(703)695.0671
DSN 225.0671

« Stufit Expander for
Windows

« Downloading
Instructions

« GIIP tools
- PostSeript Viewsr
» Converter for

‘WordPerfect B.1 to
MS Word 6.0 (962 KE)





-----------------------------------------------------------------------------------------------------------

Segment Registration

http://dod-ead.mont.disa.mil/qry/internet/Register/SEGREGSYS.htm
[image: image8.png]T aie B Vel et deamiay e g SRS

Segment Registration System

The Segment Registration System is used to register any DoD segment information prior to deliv
appropriate Agency of Sponsor.

+ Follow step-by-step instructions on how to register segment information. The instructions
registering, searching, and updating the following components
o Prefizes
o Software Segments
o TCP/UDP Poris
o am

‘The following information is required for segments and documents being delivered.

* Request CM Numbers. Use this link to request CM mumbers for segment bundle, one se
muliple Operafing System (OS), or Muliple segments on a single container (Disk, Tape,
or CD) with documentation. Prior to scheduling a delivery all developers must get their pr
CM numbers for each segment and any documents they are delivering. Mormal turn arou
processing requested CM umbers is one to two days.

+ Antomatic CM Numbers. Use this lnk to receive antomatic CM numbers for a single seg
single OS and ifs associated documents. Prior to scheduling a delivery all developers rmu

pre-assigned CM et for each segent and any docunerts they are deliverig. o]
a '

o Schedule a delivery. This process includes submitting version number, operating system (C
placform and delvery date. For sofware delveris, the delivry can only be scheduled o
segment and its components i, segnare, preis, TCPUDP, GID) have been properly
Users can aso conduct searches on tis information.

+ Review the delivery schedule calendar and change delivery dates. To use the delivery sch
calendar module, you must have a user ID and password. Anyone can apply. NOTE: Di
must e scheduled at least 7 days prior to delivery date and cannot he modified w
hrs of the scheduled delivery time.
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How To Register
Segment Information

NOTE: Per I&RTS policy, ALL DoD programs (i.e., DII COE, DoDIIS, AGCCS, A
GCCS, GOCS-T, and GCSS) must register segment-related information as early as po
development cycle.

STEP 1: Register Prefix

You can register a new prefix or search for a prefix that may have already been registered. A p
character alphanumeric identiier. Each segment must be associated with a prefix_For exampl
GSORTS must be registered before i can be associated with the GSORLS 1.0.0, GSORTS 1]
GSORTS 1.2.0 segments

1f you wish to update an existing prefix information.

I your desired prefixis already registered, continue with Step 2.

STEP 2: Register Software Segment

“To register a seement, you must complete a series of on-line forms which require enfry of key
points-of-contact and specific segment information. Please have this information readily availabl
up the data entry process.

You can also search for segments that have already been registered or update a segment that w

previously registered. REMINDER: To update a scgment, you must enter your Regisinutio

and Password. The last name of the individual who regitered the segment i the il passwwor =]
i 2





[image: image10.png]and Password. The last name of the individual who registered the scgment s the inifial passwor ]
segment. IFyou can not remember who registered the segment or you forget your password, pl
forward an email to CM.

STEP 3: Register TCP/UDP Sockets - optional

All DIT COE TCP Numbers are required to he registeredverified ift
1. I you are using a well know port (Range 0 - 1023 Well Known Ports) verify the port numbe
and be sure you are using the port correctly. You MUST NOT use a "wel known port 0 -102
name, for a NON-standard use.

2. Tfyou are using a portin the Range 1024 - 49151 (Registered Ports)

3. Tfyou are using a portin the Range 49152 - 65535 (Dynamic andlor Private Ports) you mus
email to CM-SUPPORT with the port Name, Number and Range.

I your segment requires associated TCRUDP sockets, you must register TCP/UDP Sockets
[TCP/UDP Sockets. Socket resistration s not recnired for all seaments. You may plso view as =]

sockets that have already been assigned. You may also UPDATE your sockets that have alreac2]
assigned (Via Emai)

STEP 4: Register UID/GID - optional

I your segment requires a User ID (UID) and Group ID (GID), you must register the UID/GIT
the UID/GID. Socket regisiration is not required for all segments. You may also view as st of
that have already been assigned. You may also UPDATE vour sockets that have already been
(Via Emai).

[Segment Registration System] [On-Line Datebases] [GCCS Home Page] [DICOE Home Pag
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Step 1 Register Software PREFIX

You must now register a new Prefix name. Please enter up to 6 alphamumerical
characters in the below field.
Users may also update existing prefix information.

REGISTER NEW PREFIX
Prefix: Enter prefix to be registered. (Mo more than 6 characters)

REGISTER PREFIX

I you need assistance with a special requirement, please e-mail CM-Support and include your
name, telephone mumber, and e-mail address

Segnent Regictation Systen] [Oreline Databases] [GCCS Home Poge] [DIICOEHomePagel 7]
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Prefix Registration

‘The prefix that you wish to add, hob , has not yet been assigned. To complete registration of
this prefix, please enter all requested information below. Allinputs are required.

Prefix hob

Your Name:

Your Email Address
Your Phone No.
Prefiz Name: 1 =

——

Purpose

AOG Member: Please Select =
Sponsoring Program: [Please Select =
Target Program: Please Select =

Application
(ie. IMTE, JOPES...)

SUBMIT

[PED=[ [Print this page.
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Search Prefix

To see which prefixes have already been assigned, please enter full or partial search crieria in
one or more of the following search fields.

Prefix: [Gegmewin &
Application: I
AOG Member: [Please Select =] -
Sponsoring Program: [Please Select 7]

Target Program: [Please Select =]

SEARCH

I you need assistance with a special requirement, please e-mail CM-Support and include your
name, telephone mumber, and e-mail address

[Segment Registration System] [On-Line Datsbases] [GCCS Home Page] DIl COE Home Page] =





------------------------------------------------------------------------------------------------------------

CM Numbering System

Prior to scheduling a delivery all developers must get their pre-assigned CM numbers for each segment and any documents they are delivering.

http://dod-ead.mont.disa.mil/cm/cm_numbers.html
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CM Numbering System

# DPrior to scheduling a delivery all developers must get their pre-assigr
for each segmers and any dotuments they are delivering,

@ Reauest CM Nurnbers. Ute this link to recuest CM numbers for seg
one segment with multiple Ogerating System (OS). Nermal turn-aroun
processing recuested CM nunbers is one to two days

@ Sutomatic CM Numbers. Use this link to immediately receive CM 1
for a single scgment with a single OS and s associated documents, a
OS documents enly delivery, or Maliple segments on 2 single containe
(Disk, Tape,or CD) with documentation.. This system requires you
have a “D" number for each segment.

biegment RegistrationSysten] [Or-Line Databases] [GCCS Info Page] [DII
COE Info Page]

Questions? Comments?
Contact us at

CM.SUPPORT@mo i

| 3





---------------------------------------------------------------------------------------------------------

Request CM Numbers: Requester Information

http://dod-ead.mont.disa.mil/Qry/internet/PRE_CM/PRE_CM.taf?function=form
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REQUESTER INFORMATION

Developers must obtain pre-assigned CM Numbers for cach software and document e
prior to scheduling the delivery of such ifems. ~Please complete the following series of on-line
forms. In refurn, you willreceive an email message with an aftached pdy fle containing a list of

the CM numbers that have been reserved for your items. An Adobe Acrobat Reader (free
dowload) is reqired to view the retumed pdf e

First Name,
Last Name

Area Code + Phone

Email Address

savE |
= == |Document: Done:





---------------------------------------------------------------------------------------------------------

Automatic CM Numbers: Auto-Assignment of CM Numbers

http://dod-ead.mont.disa.mil/qry/internet/auto_cm/pre_cm_poc.taf?function=form
First Time Users: Submit a New User Profile
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Auto-Assignment of CM Numbers

Developers st obtain pre-assigned CM Numbers for each software and document item prior

scheduling the delivery of such items. Please complete the following series of on-line forms

4acliyt EXPERIENCED USERS
U5 (Must Have Pusswond)

IFyou have previously submitted a user
profile and password, enter your LAST
NAME and PASSWORD, then select
ENTER. Remember, the entries are cuse

Last Name:

Password:

Do you wish to update your information?

(é; FIRST TIME USERS

TEyou have never submitted a request before,

unction=fom ¥

¥t

subrmt 2 user profile ptior to gaining acess to the

System.

SUBMIT NEW USER PROFILE

ENTER CLEAR

[ GCCS Home Page |

[ DI COE Hotme Page |
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NEW POC REQUEST

SUBMIT NEW USER PROFILE

Title: First Name: MLL: Last Name:

s

(AC) + Phone No.

P

Password:
Fax No.:

Confirm Password (re-

Organization/Company Name: |

|

Address line 1:

Address line 2:

Address line 3:

City:

State: ZIP:

Email: [

Required; Government emplayee should enter their OWN name, organizion, and pho

GOV POC Name:

GovPOC

IPhone: GOV POC

Agency:

|




-----------------------------------------------------------------------

End Sample DISA CM Web Page Segment Prefix and Registration Process.

2.2 

A2.  Kernel Delivery Process Formats

A2.1.  Sample Software Delivery Meeting Request

-----------------------------------------------------------------------

Software Delivery Meeting Request

Date:  (Insert YYYY/MM/DD)
CM#:  (Insert CM #)

To:  
Defense Information Systems Agency (DISA)


Joint Information Engineering Organization (JIEO)

Center for Applications Engineering (CFAE)


Manager, DII COE KPC Program, Code JECC


5600 Columbia Pike


Falls Church, VA 22041

From:
Vendor POC Name:  (Insert Name of Individual)
Vendor Company Name:  (Insert Company Name)
Street Address: (Insert Street Address of Company)
City, State and Zip Code: (Insert City, State, Zip Code)
Subject:  Request for DII COE KPC Software Delivery Meeting

(Insert Company Name) respectfully requests a Software Delivery meeting to be tentatively scheduled during (Insert date DD/MM/YYYY and time 00:00AM/PM) with the Manager, DII COE KPC Program at the Defense Information Systems Agency (DISA), Joint Information Engineering Organization (JIEO), Center for Integration (CFI), 45335 Vintage Park Plaza, Sterling, VA 20166-6701.  The final date and time to be coordinated two weeks in advance with (Insert Name of individual serving as the POC for the company, telephone number and email address).  (Insert name of POC) shall be accompanied by (Insert name of individual/s limited to two (2) additional personnel).  

Sincerely,

(Insert Vendor Company Name)
By:  ____________________________

        (First Name Last Name)

        (Title)

        (Vendor Company Name) 

-----------------------------------------------------------------------

End sample Software Delivery Meeting Request.

A2.2.  Sample Software Delivery Meeting Agenda

---------------------------------------------------------------------------------

Software Delivery Meeting 

Agenda

(Insert Vendor)

(Insert Time, Day, Date)

1.
Introductions: Introduce Government and Vendor Staffs.
2.
Opening Remarks:  The meeting chairman states the purpose of the meeting and establishes the rules and roles of the staff and the program.
3.
Meeting Objective: To take delivery of all CM KPC documentation and electronic media associated with the Candidate Platform.
4.
Briefly Review and take delivery of the items listed in paragraph A2.1 of this appendix.
---------------------------------------------------------------------------------

End Sample Software Delivery Meeting Agenda.

A2.3  Sample Software Delivery Meeting Minutes.

---------------------------------------------------------------------------------

Software Delivery Meeting Minutes

(Insert Date)

1.  Meeting is called to order (Insert Time).

2.  Introductions: The KPC Case Officer, Lead Tester or KPC Program Manager introduces the government staff.  The Vendor then introduces the vendor’s staff. 

3.  Opening Remarks: The KPC Case Officer, Lead Tester or KPC Program Manager sets the pace of the meeting providing an overview of what will be discussed during the meeting.  The opening comments should not diverge from the agenda.

4.  Meeting Objective:  Stat the meeting objective.  This meeting is take delivery of all Documentation, Software and Hardware. 
5.  Agenda: The meeting agenda is reviewed (See Agenda).

6.  Issues:  Discuss Vendor Issues, Clarify.

7.  Meeting Adjourned at (Insert Time)
---------------------------------------------------------------------------------

End Sample Software Delivery Meeting Minutes.

A2.4.  Sample DISA CM Delivery Letter (DL) for KPC

-----------------------------------------------------------------------

Delivery Letter (DL); CM-SDDR: Version 4.1;CM-42641

Date:  (Insert YYYY/MM/DD)
CM#:  (Insert CM #)

To:  
Defense Information Systems Agency (DISA)


Joint Information Engineering Organization (JIEO)


Center for Applications Engineering (CFAE)


Manager, DII COE KPC Program, Code JECC


5600 Columbia Pike


Falls Church VA 22041

From:
Vendor POC Name:  (Insert Name of Individual)
Vendor Company Name:  (Insert Company Name)
Street Address: (Insert Street Address of Company)
City, State and Zip Code: (Insert City, State, Zip Code)
Subject:  Delivery of DII COE Kernel V4.2.0.0P4 Source Code (KPCS) for [Insert Vendor OS and Hardware Platform]  Note:  For KPC confidentiality, use segment prefix assigned by the KPC Program Office for Vendor OS and Vendor Platform (e.g., KPC123 and KPC123.)
1.  Letter accompanies:

A.  Formal delivery name: DII COE Kernel for [Insert Vendor OS and Hardware Platform].  
B.  Version number: [4.2.0.0P4]
C.  Segment Prefix:  [KPC123]
D.  Material date:  [YYYYMMDD]
E.  Vendor Operating Ssystem: [Insert Vendor OS and Hardware Platform]
F.  Documentation/Software is intended for: Kernel Platform Compliance (KPC)
2.  This submission supersedes the following software: ____________________________________.
3.  Regarding types of software:

A.  Is the segment being delivered COTS or GOTS?  COTS.

B.  Does the GOTS segment contain COTS products?  No.

C.  Have the appropriate COTS licenses been attached to this Delivery Letter?

Yes.

D.  For COTS items, are there any Freeware or Shareware? Yes.

E.  For COTS segments, or GOTS which contains COTS products, what is the commercial (or freeware) version number of the COTS product? ___________________________________

4.  This segment submission requires the following software be loaded prior to installation: __________________________________________________________________________________

5.  A short description of the software functionality is:  This software provides full DII COE Kernel 4.2.0.0P4 functionality on [Insert Vendor OS and Hardware Platform] as defined by the DII COE Kernel Platform Compliance (KPC) Program.

6.  This submission includes changes/fixes to the following GSPRs:  N/A

7.  Documentation applicable to the software submitted includes:

A.  Full Document Title: DII COE V4.2.0.0P4 Kernel Platform Compliance Application for [Insert Vendor OS and Hardware Platform]

CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
B.  Full Document Title: DII COE V4.2.0.0P4 Kernel Platform Compliance Waiver Requests for [Insert Vendor OS and Hardware Platform]

CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
C.  Full Document Title: DISA Intellectual Property Rights (IPR) Agreement, 21 April 2001 Version

CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
D.  Full Document Title: [Insert Vendor OS and Hardware Platform] Notice to Accompany the Dissemination of Export-Controlled Technical Data
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
E.  Full Document Title: Kernel Version 4.2.0.0P4 Detailed Manifest (DM) for [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
F.  Full Document Title: Kernel Version 4.2.0.0P4 Segment Registration and Segment Prefix for [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
G.  Full Document Title: Kernel Version 4.2.0.0P4 Delivery Letter (DL) for [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
H.  Full Document Title: Kernel Version 4.2.0.0P4 Delivery Checklist (DC) for [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
I.  Full Document Title: Kernel Version 4.2.0.0P4 DII COE Implementation Conformance Document & Statement of Warranty (ICD/SOW) for [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: ]YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
J.  Full Document Title: [Insert Vendor Name] Intellectual Property Rights (IPR) Agreement Attachment

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
K.  Full Document Title: [Insert Vendor Name] Open Group Conformance Statement for VSC

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
L.  Full Document Title: [Insert Vendor Name] Open Group Conformance Statement for VSM

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
M.  Full Document Title: [Insert Vendor Name] Open Group Conformance Statement for VSX

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
N.  Full Document Title: [Insert Vendor Name] JITC Test Agreement

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
O.  Full Document Title: [Insert Vendor OS and Hardware Platform] License Agreements and Packs Required for DII COE KPC Application
CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
P.  Full Document Title: [Insert Vendor Name] Operating System (OS) Patch Digest

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
Q.  Full Document Title: [Insert Vendor Name] Kernel Source Code (or Test Data Patch Waiver Requests

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
R.  Full Document Title: [Insert Vendor Name] Change Proposals for GSKS Source Code

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
S.  Full Document Title: Kernel Version 4.2.0.0P4 Installation Procedures (IP) for [Insert Vendor OS and Hardware Platform]
CM Number: [Insert CM Number)

Material Date: [Insert YYYYMMDD)

Previous Version: [Insert  Title, CM Number, and Material Date]

T.  Full Document Title: Kernel Version 4.2.0.0P4 Government Supplied Kernel Software (GSKS) Build Guide (BG) for [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
U.  Full Document Title: Kernel Version 4.2.0.0P4 Security Features User’s Guide (SFUG) for [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
V.  Full Document Title: Kernel Version 4.2.0.0P4 Trusted Facility Manual (TFM) for [Insert Vendor OS and Hardware Platform] [KPC Waiver at this time and until further notice]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
W.  Full Document Title: Kernel Version 4.2.0.0P4 Software Version Description (SVD) for Kernel [Insert Vendor OS and Hardware Platform]

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]


Previous Version: [Title, CM Number, and Material Date]
X.  Full Document Title: Kernel Version 4.2.0.0P4 Software Version Description (SVD) for Developer’s Toolkit [Insert Vendor OS and Hardware Platform]

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]


Previous Version: [Title, CM Number, and Material Date]
Y.  Full Document Title: Kernel Version 4.2.0.0P4 Installation Procedure for Kernel for [Insert Vendor OS and Hardware Platform]

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]


Previous Version: [Title, CM Number, and Material Date]
Z.  Full Document Title: Kernel Version 4.2.0.0P4 Installation  Procedure for Developer’s Toolkit for [Insert Vendor OS and Hardware Platform]

CM Number: [Insert CM Number]

Material Date: [YYYYMMDD]


Previous Version: [Title, CM Number, and Material Date]
AA.  Full Document Title: Kernel Version 4.2.0.0P4 System Administrator’s Manual (SAM) for [Insert Vendor OS and Hardware Platform]
CM Number: [Insert CM Number]

Material Date: [Insert YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
BB.  Full Document Title: Kernel Version 4.2.0.0P4 Security Administrator’s Manual (SECAM) for [Insert Vendor OS and Hardware Platform]
CM Number: [Insert CM Number]

Material Date: [Insert YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
CC.  Full Document Title: Kernel Version 4.2.0.0P4 Programmer’s Guide and Reference Manual for Developers’s Toolkit (PGRM) for [Insert Vendor OS and Hardware Platform]
CM Number: [Insert CM Number]

Material Date: [Insert YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
DD.  Full Document Title: Kernel Version 4.2.0.0P4 Software Test Report (STR) for [Insert Vendor OS and HW Platform]

CM Number: [CM Number]

Material Date: [Insert YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
EE.  Full Document Title: Kernel Version 4.2.0.0P4 User’s Manual (UM) (Optional) for [Insert Vendor OS and Hardware Platform]
8.  Release restrictions: 

A.  Are there any intellectual property rights (IPR) restrictions associated with the documentation or software included in this delivery?  Yes.  IPR is attached to this deliver letter.  Software is Restricted to Domestic Distribution Only.
B.  Are there any technical exportability issues associated with this documentation or software delivery? Yes.  Source code for encryption algorithms is included.

C.  Are there any specific release restrictions that would prevent the software from being used for foreign military sales or being released to private industry outside of  information provided in question 8B?  Yes.  

9.  Vendor-Assessed DII COE Compliance Level (1 to 8):  Level 8 for KPC
10.  Sponsoring Service/Agency POC for delivery:

A. Name: Fritz Schulz 

B.  Title: Manager, DII COE KPC Program

C.  Telephone: 703-681-2335

D.  Fax: 703-681-2813

E.  Email address: schulzf@ncr.disa.mil

11.  Government COR/POC for delivery:

A.  Name: Robert DeVenny

or

Valorie Johnson

B.  Telephone: 703-681-2147


703-681-2336

C.  Fax: 703-681-2795



703-681-2813

D.  Email address: devenn1r@ncr.disa.mil

johnsonv@ncr.disa.mil

12.  Developer Technical POC for delivery:
A.  Name: (Insert Vendor POC Name)

B.  Company Name: (Insert Vendor Company Name)
C.  Telephone: (XXX-XXX-XXXX)
D.  Fax: (XXX-XXX-XXXX)
E.  Email address: (Insert Vendor POC Email Address)
13.  Individual performing delivery: 

A.  Name: (Insert Vendor POC Name)
B.  Telephone: (XXX-XXX-XXXX)
C.  Fax: (XXX-XXX-XXXX)
D.  Email address: (Insert Vendor POC Email Address)
14.  Developer Information: 

A.  Name: (Insert Vendor POC Name)
B.  Contract Number: (Insert Contract Number)
C.  Task Number: (Insert Task Number)
D.  CDRL Number: (Insert CDRL Number)

15.  Softcopy Media Contents:
A.  Full Document Title: DII COE Kernel V4.2.0.0P4 KPCS Kernel Field Binaries CD [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
B.  Full Document Title: DII COE Kernel V4.2.0.0P4 KPCS Kernel Field Binaries Tape [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
C.  Full Document Title: DII COE Kernel V4.2.0.0P4 KPCS Developer’s Toolkit Binaries CD [Insert Vendor OS and Hardware Platform]
CM Number:  [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
D.  Full Document Title: DII COE Kernel V4.2.0.0P4 KPCS Developer’s Toolkit Binaries Tape [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date:  [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
E.  Full Document Title: DII COE Kernel V4.2.0.0P4 KPCS OS Support Tape [Insert Vendor OS and Hardware Platform]

CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
F.  Full Document Title: DII COE Kernel V4.2.0.0P4 KPCS Blank 3½ inch Diskette for Disk Manager Test [Insert Vendor OS and Hardware Platform]
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
G.  Full Document Title: DII COE Kernel V4.2.0.0P4 KPCS Blank Tape for Install Test (Insert Vendor OS and Hardware Platform)
CM Number: [CM Number]

Material Date: [YYYYMMDD]

Previous Version: [Insert  Title, CM Number, and Material Date]
	Software Name:
	Segment Name

Segname:
	SegmentPrefix:
	Version:
	CM Number:

	DII COE Kernel V4.2.0.0P4 Source Code (KPCS) for [Vendor OS and HW Platform]
	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4


	

	DII COE Kernel V4.2.0.0P4 KPCS OS Support Tape [Insert Vendor OS and Hardware Platform]
	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4
	

	[Vendor OS and HW Platform] Source Code Patches 
	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4
	

	[Vendor OS and HW Platform] Workstation Firmware
	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4
	

	[Vendor OS and HW Platform] Scripts for KPC Validation
	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4
	

	[Vendor OS and HW Platform]  KPCS Patches
	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4
	

	DII COE Kernel V4.2.0.0P4 KPCS Kernel Field Binaries CD [Insert Vendor OS and Hardware Platform]
	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4
	

	DII COE Kernel V4.2.0.0P4 KPCS Developer’s Toolkit Field Binaries CD [Insert Vendor OS and Hardware Platform]

	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4
	

	Documentation previously identified in Section 7 of this document.
	DII COE Kernel - KPC
	KPC123
	4.2.0.0P4
	


16.  For segment deliveries, did the segment successfully load on a DII COE-compliant workstation using the COEInstaller at the developer’s site? Yes, but this is not a segment.  The segment name and prefix are used for registration and delivery purposes only.

17.  Additional Comments: (Insert supporting information as appropriate).

Encl.:

(1) Delivery Checklist



(2) Approved Waivers, if applicable

Sincerely,

(Insert Vendor Company Name)
By:  ____________________________

        (First Name MI Last Name)

        [Title]

        [Vendor Company Name] 

-----------------------------------------------------------------------

End Sample DISA CM Delivery Letter (DL) for KPC.

A2.5.  Sample DISA CM Delivery Checklist (DC) for KPC

-----------------------------------------------------------------------

Delivery Checklist

CM-SDDR, Version 4.1 CM-42641

Formal segment name (As listed in segname file):  [DII COE Kernel, Version 4.2.00P4]
Operating System:  [Insert Vendor OS and HW Platform]
	"(" or "N/A"
	Item
	Title and CM#

	
	DOCUMENTATION 
	(2 Hardcopy and 2 Softcopy except as noted)

	
	DII COE Kernel Platform Compliance Application

KPC Only
	DII COE V4.2.0.0P4 Kernel Platform Compliance Application for (Vendor OS and HW Platform) (CM-nnnnn) 

	
	DII COE Kernel Platform Compliance Waiver Requests (KPC letters, emails etc.)
	DII COE V4.2.0.0P4 Kernel Platform Compliance Waiver Requests for (Vendor OS and HW Platform) (CM-nnnnn)

	
	DISA Intellectual Property Rights (IPR) Agreement, 21 April 2001

KPC Only (CM-43693)
	DISA Intellectual Property Rights (IPR) Agreement for (Vendor OS and HW Platform) (CM-nnnnn) 

	
	Notice to Accompany the Dissemination of Export-Controlled Technical Data, 21 April 2001

KPC Only (CM-43695)
	Notice to Accompany the Dissemination of Export-Controlled Technical Data for (Vendor OS and HW Platform) (CM-nnnnn) 

	
	Detailed Manifest (DM)

DII COE Only
	Kernel Version 4.2.0.0P4 Detailed Manifest (DM) (Vendor OS and HW Platform) (CM-nnnnn)

	
	Delivery Letter (DL)
	Delivery Letter: DII COE Kernel V4.2.0.0P4 Source Code (KPCS) for (Vendor OS and HW Platform) (CM-nnnnn)

	
	Delivery Checklist (DC)
	Delivery Checklist: DII COE Kernel V4.2.0.0P4 Source Code (KPCS) for (Vendor OS and HW Platform) (CM-nnnnn)

	
	ICD/SOW 

DII COE Only
	Kernel Version 4.2.0.0P4 Conformance Document & Statement Of Warranty (ICD/SOW) for (Vendor OS and HW Platform) (CM-nnnnn)

	
	(Vendor Name) Intellectual Property Rights (IPR) Agreement Attachment
	(Vendor Name) Intellectual Property Rights (IPR) Agreement Attachment (CM-nnnnn)

	
	Open Group Conformance Statements for VSC, VSM and VSX

KPC Only
	Open Group Conformance Statements for VSC, VSM and VSX for (Vendor OS and HW Platform)

	
	JITC Test Agreement  KPC Only
	JITC Test Agreement for (Vendor OS and HW Platform)

	
	Three (3) Operating System Licenses Documentation - Required for DII COE KPC Application 
	(Vendor OS and HW Platform) Operating System Licenses Documentation  (CM-nnnnn)

	
	Vendor Operating System Patch Digest

KPC Only
	Operating System Patch Digest for (Vendor OS and HW Platform)

	
	Vendor Kernel Source Code Patch Waiver Requests KPC Only
	Kernel Source Code Patch Waiver Requests for  (Vendor OS and HW Platform)

	
	Vendor Test Data Patch Waiver Requests KPC Only
	Test Data Patch Waiver Requests for (Vendor OS and HW Platform)

	
	Vendor Change Proposals for GSKS Source Code - Waiver Requests KPC Only
	Change Proposals for GSKS Source Code for (Vendor OS and HW Platform)

	
	Installation Procedures (IP) 
DII COE Only
	Kernel Version 4.2.0.0P4 Installation Procedures (IP) (Vendor OS and HW Platform) (CM-nnnnn)

	
	Government Supplied Kernel Software (GSKS) Build Document (BG) 

KPC Only
	Kernel Version 4.2.0.0P4 Government Supplied Kernel Software (GSKS) Build Document (BG) for (Vendor OS and HW Platform) (CM-nnnnn)

	
	Security Features User’s Guide 

DII COE Only
	Kernel Version 4.2.0.0P4 Security Features User’s Guide (SFUG) (Vendor OS and HW Platform) (CM-nnnnn)

	
	Trusted Facility Manual (TFM) 

DII COE Only (KPC Waiver at this time and until further notice)
	Kernel Version 4.2.0.0P4 Trusted Facility Manual (TFM) (Vendor OS and HW Platform) 

(CM-nnnnn)

	
	Software Version Description (SVD) for Kernel
	Kernel Version 4.2.0.0P4 Software Version Description (SVD) for Kernel (Vendor OS and HW Platform) (CM-nnnnn)

	
	Software Version Description (SVD) for Developer’s Toolkit
	Kernel Version 4.2.0.0P4 Software Version Description (SVD) for Developer’s Toolkit (Vendor OS and HW Platform) (CM-nnnnn)

	
	Installation Procedure (IP)  for Kernel
	Installation Procedure (IP) for Kernel for (Vendor OS and HW Platform) (CM-nnnnn)

	
	Installation Procedure (IP) for Developer’s Toolkit
	Installation Procedure (IP) for Developer’s Toolkit for (Vendor OS and HW Platform) (CM-nnnnn)

	
	
	 

	
	System Administrator’s Manual (SAM)
	Kernel Version 4.2.0.0P4 System Administrator’s Manual (SAM) (Vendor OS and HW Platform) (CM-nnnnn)

	
	Security Administrator’s Manual (SECAM)
	Security Administrator’s Manual (SAM) for (Vendor OS and HW Platform) (CM-nnnnn)

	
	Programmer’s Guide and Reference Manual (PGRM) for Developer’s Toolkit   (See note on page A2.14.)


	DII COE Kernel Version 4.2.0.0P4 Programmer’s Guide and Reference Manual (PGRM) for Developer’s Toolkit for (Vendor OS and HW Platform) (CM-nnnnn)

	
	Software Test Report (STR)
	Kernel Version 4.2.0.0P4 Software Test Report (STR) (Vendor OS and HW Platform) (CM-nnnnn)

	
	User’s Manual (UM) (Optional)
	COTS Documentation:  CDE: User's Guide  

	
	
	

	
	SOFTCOPY MEDIA
	(2 Softcopy except as noted.)

	
	(1 of 3) Operating System License  -Required for DII COE KPC Application 

MASTER Only
	(Vendor OS and HW Platform) Operating System License 1 of 3 (CM-nnnnn)

	
	(2 of 3) Operating System License  -Required for DII COE KPC Application 

MASTER Only
	(Vendor OS and HW Platform) Operating System License 1 of 3 (CM-nnnnn)

	
	(3 of 3) Operating System License  -Required for DII COE KPC Application 

MASTER Only
	(Vendor OS and HW Platform) Operating System License 1 of 3 (CM-nnnnn)

	
	Two (2) copies of executable software media (Labeled MASTER and BACKUP)
	Kernel Version 4.2.0.0P4 OS Support CD/Tape for (Vendor OS and HW Platform) (CM-nnnnn)

	
	Two (2) copies of executable software media (Labeled MASTER and BACKUP)
	DII COE Kernel V4.2.0.0P4 KPCS Field Binaries (CD) (Vendor OS and HW Platform) (CM- nnnnn)

	
	Two (2) copies of executable software media (Labeled MASTER and BACKUP)
	DII COE Kernel V4.2.0.0P4 KPCS Field Binaries Tape (Vendor OS and HW Platform) (4mm DAT Tape) (CM-nnnnn)

	
	Two (2) copies of executable software media (Labeled MASTER and BACKUP)
	DII COE Kernel V4.2.0.0P4 KPCS Developer’s Toolkit Binaries CD (Vendor OS and HW Platform) (CD) (CM-nnnnn)

	
	Two (2) copies of executable software media (Labeled MASTER and BACKUP)
	DII COE Kernel V4.2.0.0P4 KPCS Developer’s Toolkit BinariesTape (Vendor OS and HW Platform) (4mm DAT Tapes) (CM- nnnnn)

	
	One (1) blank 3 ½ inch diskette (Labeled Blank Diskette for Disk Manager Test)
	DII COE Kernel V4.2.0.0P4 KPCS 3 ½ inch Blank Diskette for Disk Manager Test (Vendor OS and HW Platform) (CM-N/A)

	
	One (1) blank tape 4mm (Labeled Blank Tape for Install)
	DII COE Kernel V4.2.0.0P4 KPCS Blank Tape for Install (Vendor OS and HW Platform) (4mm DAT Tapes) (CM-N/A)

	
	KPC WAIVERS
	

	
	Software Product Specification (SPS)
	KPC Waiver

	
	Database Design Document (DBDD) Database only
	KPC Waiver

	
	Software Test Plan (STP)
	KPC Waiver unless modified by vendor

	
	Software Test Description (STD) 
	KPC Waiver unless modified by vendor

	
	Software Design Description (SDD)
	KPC Waiver

	
	Interface Design Document (IDD) 1
	KPC Waiver

	
	Errata Sheet (ES) 

DII COE Only
	KPC Waiver

	
	GCCS Segment Release Bulletin (SRB) GCCS Only
	KPC Waiver

	
	Printouts of the contents of the segname and Version Descriptor Files 
	KPC Waiver


* NOTE:  For all N/A entries, the subject, originator, date, and time of the electronic mail message granting the waiver, a reference from the DII COE CM-SDDR, or a reference to the automatic GCCS issued waivers must be included. Additionally, a copy of the cognizant engineering office’s email granting any waivers must be attached to this checklist. 

-----------------------------------------------------------------------

End Sample DISA CM Delivery Checklist (DC) for KPC.

A2.6.  DII COE KPC Implementation Conformance Document (ICD) and Statement of Warranty (SOW).

-----------------------------------------------------------------------

DII COE KPC

Implementation Conformance Document (ICD)

and

Statement of Warranty (SOW)

CM #: 




Date: 




The Vendor applications platform identified in the application for DII COE Kernel Platform Compliance (KPC), to which this statement is attached, conforms to all DII COE Kernel Platform Compliance criteria identified in the DII COE KPC Program document.  The specific version of the document used for this application is:

“DII COE KPC Program”, version 1.1, dated 31 May 2001.

All references to the DII COE KPC Program Document below refer to the document version identified above.

If a claim of conformance to any DII COE KPC criteria made in this Implementation Conformance Document (ICD) / Statement of Warranty (SOW) is found to be in error after a certificate of DII COE KPC compliance has been issued, we, the Vendor, will provide at our expense, the remedies identified in the DII COE KPC Program document paragraph 2.2.3.  These remedies include, but are not limited to, taking any necessary steps to bring the Candidate Platform validated as a result of this application into compliance with the criteria specified in the DII COE KPC Program document.  In addition to the above, we specifically make the following claims:

A.  The Vendor applications platform, as configured and submitted for DII COE Kernel Platform Compliance, conforms to all applications platform related compliance criteria expressed or implied in the current version of the DII COE Integration and Run-time Specification (I&RTS).  This assurance specifically includes those provisions included in paragraph 3.1 and Appendix "B" of the DII COE KPC Program document.  The specific version of the document used for this application is:

“DII COE I&RTS”, version 4.1, dated 03 October 2000 (CM-38541).

B.  The Vendor applications platform, as configured and submitted for DII COE Kernel Platform Compliance, is Year 2000 compliant in accordance with the definition found in the Federal Acquisition Regulation, 48 CFR Parts 39.002 and 39.106.

C.  All documentation and test results, which accompany this request for DII COE Kernel Platform Compliance, are believed to be current and accurate.  Furthermore, these documents and test results were obtained from testing the equipment configuration that is submitted for validation.  We are unaware of any reasons why the equipment configuration submitted should not be granted a DII COE KPC certificate of compliance.  Should any such reasons come to our attention, we will promptly notify DISA of them and their significance.  The obligation to report compliance problems is continuous including the validation process, the equipment certification period, and after the certificate of compliance has been withdrawn.

D.  The Vendor applications platform, as configured and submitted for DII COE Kernel Platform Compliance, satisfies all commercial specification compliance criteria expressed or implied in the KPC Program document.  This assurance specifically includes those provisions included in paragraph 3.2 and Appendix "C" of the DII COE KPC Program document.

E.  The Vendor applications platform conforms to all of the Government Supplied Software Compliance criteria identified in paragraph 3.3 of the DII COE KPC Program document.  In addition, all of the validation procedures identified in paragraph 3.3 and Appendix "D" were successfully executed without any failure or inconclusive results.

F.  The Vendor applications platform conforms to all of the Security Compliance Criteria identified in paragraph 3.4 and Appendix “E”, Part 1 of the DII COE KPC Program document.  The KPC Security Test approved for use in this validation is the functional equivalent of the sample KPC Security Test provided in Appendix “E”, Part 2 of the DII COE KPC Program Document and is an equally effective method for demonstrating satisfaction of the security compliance criteria provided in Appendix "E", Part 1 of the DII COE KPC Program document.  In addition, the KPC Security Test approved for use in this validation, as identified in paragraph 3.4 and Appendix “E”, Part 1 of the DII COE KPC Program Document, was successfully executed without any failure or inconclusive results.  

G.  The Vendor applications platform conforms to all of the Internet Interoperability Demonstration compliance criteria identified in paragraph 3.5 of the DII COE KPC Program document.  In addition, all of the test procedures identified in paragraph 3.5 and Appendix "F" of the DII COE KPC Program Document were successfully executed without any failure or inconclusive results.

SIGNATURE OF CONFORMANCE AND WARRANTY

AGREE
IN WITNESS WHEREOF, the Vendor’s authorized representative has executed this statement and it is valid and binding upon the Vendor as of this date:

Accepted and Agreed:

[Name of Vendor]



By: 







Authorized Signature

Printed Name: 







Title: 








Date: 







This ICD/SOW is also available for download at URL:  ((http://diicoe.disa.mil/coe/kpc/ICD/SOW))

-----------------------------------------------------------------------

End DII COE KPC ICD/SOW.

A2.7.  Sample Vendor IPR Agreement

-----------------------------------------------------------------------

Also at URL:  ((http://diicoe.disa.mil/coe/Scr_IPR/JPL_IPR.txt))

Intellectual Property Rights (IPR) Agreement

The following text is included in the DII COE Kernel Source Code as delivered by the Jet Propulsion Laboratory:

********PUBLIC DOMAIN DISCLAIMER**********

This software was developed at the Jet Propulsion Laboratory, an operating division of the California Institute of Technology and is available for use by the public without need of a license.

DISCLAIMER

THE SOFTWARE AND RELATED MATERIALS ARE PROVIDED "AS-IS" WITHOUT WARRANTY OR INDEMNITY OF ANY KIND INCLUDING ANY WARRANTIES OF USE, PERFORMANCE OR MERCHANTABILITY OR FITNESS FOR A PARTICULAR USE OR PURPOSE (as set forth in UCC ''2312-2313) OR FOR ANY PURPOSE WHATSOEVER.

USER BEARS ALL RISK RELATING TO USE, QUALITY AND PERFORMANCE OF THE SOFTWARE.

The Jet Propulsion Laboratory, the California Institute of Technology and the United States government retain a paid-up royalty free world wide license in this product.

-----------------------------------------------------------------------

End Sample Vendor IPR Agreement.

A2.8.  Sample Open Group Conformance Statement

-----------------------------------------------------------------------

Provide a signed hard copy of the Open Group Conformance Statements for VSC, VSW and VSM.  The following URL can be used to search for vendor conformance statements.

At URL:  <http://www.opengroup.org/csq/browse.mhtml>
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and the -F option
specifies a flesystem

Compaq AlphaServer
Systems and Alpha
[Workstation Systems.

Internationalised
System Calls and
Libraries Extended

Test Report
from Test
Suite

Test Suite
V5C5.0.1
Test Report
vsc-full-pt





[image: image23.png]To use the
XPG4-conformant sh
command, set the
environment variable
[BIN_SH to xped and
cxport the variable. This
causes the invocation of
usefbin/posisdsh.

Temporary Waivers

Mone

1.1 Feature Groups

Question 1: Which of the following feature groups are supparted by the implementation?

Response

UNIX Extension | Ves





[image: image24.png]1.2 POSIX.2 Supported Features

Question 2: Which of the following options, specified in the <unistd. > header, are available on

the system?
Response
Macro Name Meaning Provided
_POSDX2_C_BIND Timplementation supports the C language binding option. | Ves
POST2 C DEV Tmplementation supports the C language development |-
- - utiites option.
_POSTX2_CHAR_TERM |mplementation suppors at least one terminal fype. Yes
POSIX2 FORT DEV |Feplementation supports the FORTRAN Developmmert |\
- O Utiiies Option.
POSIX2 FORT RUN |Biplementation supports the FORTRAN Run-time o
- O Utiies
POSIN2 LOCALEDEF |Frplementation supports the creation oflocales by the |-,
- ~ localedef wilty.
 posD2 W pEy |[mPlementation supports the Sofiware Developments e

Utiiies Option.





[image: image25.png]1.5 Possibly Unsupportable Utilities and Options

Question 5: Which of the following utilities and utility aptions are not supported on the
implementation?

Response
Utility |Option [Supported
o s [Tes
cancel Yes
o Yes

m [Tes
o [
R e
W [Tes
lpstat o
sort Yes
abs  [+m[[Yes





-----------------------------------------------------------------------

End Sample Open Group Conformance Statement.
A2.9.  JITC Test Agreement

---------------------------------------------------------------------------------

At URL:  ((http://diicoe.disa.mil/coe/kpc/KernelPlatformCertification.html))

JITC Test Agreement

Joint Interoperability Test Command (JITC)

Test Agreement And License

Defense Information Infrastructure (DII) Common Operating Environment (COE) Kernel Platform Compliance (KPC) Program

	Instructions

1.  This form is a legal contract that shall be submitted after Licensor has been notified by the Defense Information Systems Agency (DISA) that the Application for DII COE Certification is approved for submission.

2.  This form can be filled out electronically or on the printer form.  All data fields shall be filled out with complete information and there shall be no alteration of any printed text.

3.  To obtain an electronic copy of this form: Go to the DII COE WWW Site at diicoe.disa.mil/coe/.  Click on the pointer for the KPC program.  Locate the test site pointer on the KPC program page, navigate to JITC, and locate the Test Agreement and License to download.

4.  To use an electronic copy of this form: Open the file using Microsoft Word 97 or a later version.  Print the form or fill it out electronically.  To save a filled-out copy, use Save As and change the file extension to doc.

5.  The effect of opening this file with any other word processing program, including earlier versions of Microsoft Word, is unknown.  Inadvertent alteration that affects the terms of this Test Agreement and License will not be accepted and may result in a delay in the start of testing.

6.  For best results when filling out this form electronically, use Tools, Options to turn off the display of non-printing characters.  Use the scroll bar to move down to the first data entry field.  To go to the other fields, use the Tab key for moving down and Shift-Tab for moving up.  The electronic file is password-protected to discourage alteration, which unfortunately also interferes with reading the form electronically.  Print a copy to read the Agreement.

7.  Licensor shall submit two identical forms that are completely filled out and signed.

8.  Required attachments that shall be submitted with each form are as follows:

a. A copy of the detailed manifest describing the KPC program conforming platform (hardware and software).

b. An original certificate of signature authority showing that the individual signing for the Licensor is authorized to execute contracts for and on behalf of the Licensor.

9.  Submit completed forms by mail to the JITC POC as show below.  The forms will be signed for the Licensee by the JITC Contracting Officer and one copy will be returned to the Licensor.

JITC

ATTN: Dr. Robert E. Levine, JTDA

Building #57305

Fort Huachuca, AZ 85613-7020

10.  Questions should be directed to the JITC POC at leviner@fhu.disa.mil, (520) 538-5139.


1.  This Test Agreement and License is made as of the date and time specified in paragraph 4 below between the party named in the table below, elsewhere referred to herein as Licensor, and the Joint Interoperability Test Command (JITC), Fort Huachuca, AZ, elsewhere referred to herein as Licensee.

	Information to be Supplied by Licensor

	Licensor Name:
	

	Version and Date of the DII COE KPC Program Document that is the basis for certification:
	

	KPC file reference assigned by DISA for the submitted platform:
	


2.  WHEREAS, Licensor has applied to the Defense Information Systems Agency (DISA) for testing and certification under the DII COE KPC Program.

2.1.  A copy of the detailed manifest describing the KPC program conforming platform (hardware and software) is attached hereto and made a part of this document.

2.2. The version and date of the DII COE KPC Program document that is the basis for certification is specified in the table on page 1 above.

2.3.  Licensor has been notified by DISA that the Application for DII COE Certification is approved for submission.  The KPC file reference assigned by DISA for the submitted platform is specified in the table on page 1 above.

2.4.  Licensor agrees to provide the platform that is listed on the attached manifest for testing and evaluation purposes.  Hardware and software delivery procedures are specified in the DII COE KPC Program Document.  Testing and evaluation will basically consist of the procedures specified in the DII COE KPC Program Document.  Licensee will perform testing and test results will be provided to the DISA DII COE Engineering Division.

2.5.  Licensee's rights and obligations under this Test Agreement and License shall apply to all JITC Government officers, employees and contractors.

3.  It is further agreed as follows:

3.1.  Licensor grants consent to Licensee to use the platform described herein for testing purposes as herein stipulated for the explicit purpose of evaluation.  Licensor conveys no title to any hardware or software herein described, and Licensee shall acquire no ownership rights or entitlements.

3.2.  As specified in the DII COE KPC Program document, the platform software has been or will be delivered to DISA at the Software Delivery Meeting.  Said software will be provided to Licensee for test and evaluation purposes.  All software provided by the Licensor in conjunction with tests and evaluations to be accomplished under this Agreement shall be considered to contain all proprietary informational notifications for Licensor protection.  In the event Licensee shall break this proprietary provision, Licensor shall be entitled to (1) the termination of this license, and (2) the immediate return of all equipment and respective software to Licensor.

3.3.  Licensee shall provide all test site facilities and utilities, which are required for the conduct of any and all tests to be accomplished pursuant to this Agreement.

3.4. Licensor shall bear the cost of transporting any items provided under this Agreement to and from the initial test site(s) at the JITC, and assume the risk of loss of the items during transportation and delivery.


3.5. All maintenance or repair of the items shall be at Licensor's expense and Licensor agrees to provide such maintenance and repair when required.  Licensee or the U.S. Government shall not, except for gross negligence, fraud, abuse, or misuse, be responsible for any property of the Licensor consumed, damaged, or destroyed in the performance of this Agreement.  Liability shall be limited to the lesser of the cost of repair, the cost of replacement, or the fair market value of the lost or damaged property.  Liability may not exceed funds available at the time of the loss or damage; and nothing in this Agreement may be considered to imply that Congress will, at a later date, appropriate funds sufficient to meet any deficiencies.


3.6. Licensee shall at all times protect and safeguard information that the Licensor has identified as proprietary, confidential in nature, or as a Licensor’s trade secret.  Licensee may divulge such information only to those United States Government and JITC contractor personnel directly involved in the tests and evaluations conducted pursuant to this Agreement, and then only on a bona fide need-to-know basis.  All JITC contractor personnel receiving Licensor's proprietary information will be required to sign a non-disclosure Agreement.

3.7.  The Licensor agrees not to circulate, refer to, or otherwise use for publicity or advertising purposes the results of the tests conducted by the Government in any manner that will bear a connotation of endorsement of a product by the Government.

3.8.  The release of information or data generated as a result of tests and evaluations conducted under provisions of this Agreement to the Licensor, shall be the sole and unilateral decision of the Licensee.  The Licensee shall not release information or data generated pursuant to this Agreement outside the United States Government without the express written consent of the Licensor. Licensor agrees that Licensee is not liable for the disclosure of proprietary, confidential or trade secret information which a court of competent jurisdiction requires be disclosed provided the Licensee gives Licensor notice of such court action and a reasonable time to contest such disclosure.

3.9. By entering into this Agreement, neither party assumes any additional obligation to the other party in the future.  Licensor and Licensee acknowledge that no promise, express or implied, has been made that any contracts or contract modifications will result from the testing and evaluation described in this Agreement.  The presence or participation of Licensor shall not be deemed service for the Government for which future compensation may be sought.

3.10.  Licensor shall provide the above described hardware and software at no cost to Licensee.  Upon Completion of testing as provided herein, Licensee shall return the hardware to Licensor.  Disposition of software is specified in the applicable DII COE KPC Program document.

3.11.  The Licensor shall acknowledge return of any items by providing a written receipt on the date the Government surrenders possession of those items.

3.12.  This Agreement constitutes the sole and entire understanding between the parties pertaining to the hardware and software listed in the attachment hereto.

3.13. The illegality or invalidity of any provisions of this Agreement shall not impair, affect or invalidate the other provisions of this Agreement.

3.14. The Agreement shall be governed by federal laws and regulations.


3.15. This Agreement may be terminated by either party upon five days written notice.

4.  IN WITNESS WHEREOF, the parties hereto have executed this Test Agreement and License, which shall take effect immediately upon signature by the Licensee.

	Execution of Agreement by Licensor

	Licensor's Signature:
	

	Date signed:
	

	Name:
	

	Title:
	

	Address:
	

	Telephone:
	


	Execution of Agreement by Licensee

	Licensee's Signature:
	

	Date signed:
	

	Name:
	

	Title:
	

	Address:
	

	Telephone:
	


---------------------------------------------------------------------------------

End JITC Test Agreement.

A2.10.  License Agreements/Packs

-----------------------------------------------------------------------

The vendor shall provide one hard copy of all license agreements/packs.  In addition three (3) electronic media copies of the licensed operating system and any COTS used in the Candidate Platform Description are required.
-----------------------------------------------------------------------

End License Agreements/Packs.

A2.11.  Vendor Operating System (OS) Patch Digest

-----------------------------------------------------------------------

Vendor Operating System (OS) Patch Digest

Patches applied to the vendors Operating System shall be identified and documented as described below.  Multiple patches may be packaged with one cover letter.  The following format is recommended.

----------------------------------------------------------------------------------------------------------

Vendor Specific Control Number  ___________

TO:
Manager, DII COE KPC Program

FROM:Vendor POC Name:  (Insert Name of Individual)
Vendor Company Name:  (Insert Company Name)

DATE:
YYYYMMDD

SUBJECT:  DII COE KPC Vendor Operating System (OS) Patch Digest

1.  (Provide a patch description digest with a clear identification of each patch entry.)
2.  (Provide a vendor specific identifier for each patch.)

3.  (Provide justification, rationale or supporting documentation for each patch).

4.  (Provide a description of differences from the vendor’s commercial marketplace product to include a list of files added, a list of files deleted and a list of files changed.)
5.  (Provide a DISA CM identifier for the media containing the patch binary.)

-----------------------------------------------------------------------

End Vendor Operating System (OS) Patch Digest.

A2.12.  Vendor Kernel Source Code (or Test Data) Patch Waiver Requests

-----------------------------------------------------------------------

Vendor Kernel Source Code (or Test Data) Patch Waiver Requests

Vendor patches or changes applied to the GSKS source code or test data shall be documented with a discrete Waiver Request for each patch.   or advance Waiver Requests may be e-mailed to the KPC Program Office.  Early feedback will be provided as resources permit.  Final Waiver Requests are due at the Software Delivery Meeting.  Each patch should be limited to one specific change, however, it is expected that multiple patches will be submitted.  Multiple patches may be packaged with one cover letter.  The following format is recommended.

----------------------------------------------------------------------------------------------------------

Vendor Specified Control Number  ___________

TO:
Manager, DII COE KPC Program

FROM: Vendor Company Name:

Vendor KPC POC Name:
Vendor Technical POC Name:


Vendor Technical POC email:


Vendor Technical POC phone:

DATE:
YYYYMMDD

SUBJECT:  DII COE KPC Vendor Kernel Source Code(or Test Data) Patch Waiver Request

1.  (Provide justification, rationale or supporting documentation for the change)

2.  (State the observed behavior.)

3.  (Indicate how to reproduce the problem if any.)

4.  (Specify the exact change that would resolve the issue)  

5.  (Provide a list of GSKS files added, a list of files deleted and a list of files changed.)
6.  (Provide an ascii file and compiled listing (in both soft and hard copy) and an executable of code deltas or differences that would have to be applied to the GSKS source to produce the Candidate Platform’s executable Field Binaries.)

7.  (For multiple waiver requests, provide a patch description digest with a clear identification of each patch entry.)
-----------------------------------------------------------------------

End Vendor Kernel Source Code(or Test Data) Patch Waiver Requests.

A2.13.  Vendor Change Proposal for GSKS Source Code

-----------------------------------------------------------------------

Change Proposals may be e-mailed to the KPC Program office.  Applicable vendor change proposals may be forwarded to DII COE Engineering for consideration.  This is outside the prioritized GSPR process for DII COE developers and customers.  Each change proposal should be limited to one specific change.  The following format is recommended.

----------------------------------------------------------------------------------------------------------

Control Number  ___________

TO:
Manager, DII COE KPC Program

FROM: Vendor Company Name:

Vendor KPC POC Name:
Vendor Technical POC Name:


Vendor Technical POC email:


Vendor Technical POC phone:

DATE:
YYYYMMDD

SUBJECT:  DII COE KPC Vendor Change Proposal for GSKS Source Code

1.  (State the observed behavior and indicate how to reproduce the problem.)

2.  (Specify the exact change that would resolve the issue)  

3.  (Provide justification, rationale or supporting documentation for the change)

-----------------------------------------------------------------------

End Vendor Change Proposal for GSKS Source Code.

A2.14.  List of Required Software Engineering Documents

-----------------------------------------------------------------------

Installation Procedure (IP) Vendor’s OS

Build Document (BD) for Vendor’s GSKS Binaries

Security Feature User’s Guide (SFUG)

Trusted Facility Manual (TFM) (KPC Waiver at this time and until further notice)

Software Version Description (SVD) for Kernel

Software Version Description (SVD) for Developer’s Toolkit

Installation Procedures (IP) for Kernel

Installation Procedures (IP) for Developer’s Toolkit

System Administrator’s Manual (SAM)

Security Administrator’s Manual (SECAM)

Programmer’s Guide and Reference Manual (PGRM) for Developer’s Toolkit *

Software Test Plan (STP) (KPC Waiver; redeliver if modified by Vendor)

Software Test Description (STD) (KPC Waiver; redeliver if modified by Vendor)

Software Test Report (STR) (Executed and signed KPC Validation Procedures in lieu of)

User’s Manual (UM) (Optional)

* The DII COE Developer was granted a waiver by DII COE Engineering to combine the Programmer’s Manual (PM) and Applications Program Interface Reference Manual (APIRM) requirements.  The requirement for Programmer’s Guide and Reference Manual now applies only to Developer’s Toolkit.  Runtime API’s have been moved to the SAM.

-----------------------------------------------------------------------

End List of Required Software Engineering Documents.

A2.15.  List of Required KPC Validation Procedures

-----------------------------------------------------------------------

At URL:  ((http://diicoe.disa.mil/coe/kpc/KernelPlatformCertification.html))

Setup Validation Cell

Setup Procedures for KPC Validation Cell:  Appendix E: Candidate Platform Initial

Validation Procedure

GSKS Source Build Procedure

Operating System & Kernel

Kernel Overview

Local APM Client

Local APM Master

Audit Log File Manager

Segment Installation

Print Services

Developer’ Toolkit and Runtime Tools Validation Procedure

Developer’s Toolkit and Runtime Tools

KPC Security Test Procedure

KPC Security Test Procedure

Interoperability Demonstration Validation Procedures

FTP

NFS

TCP/IP “Ping”/DNS

SMTP

WWW and Attachment

Interoperability Demonstration Test Data

-----------------------------------------------------------------------

End List of Required KPC Validation Procedures.

A3.  Validation Process Formats

A3.1.  Sample Entrance Briefing Agenda

-----------------------------------------------------------------------

DII COE KPC Entrance Briefing

Agenda

for

(Vendor Company Name)

(DD Month YYYY)

1.  Opening Remarks. (ground rules, roles)

2.  Introduction of government test team.

3.  Introduction of vendor team.

4.   Meeting Objective.

5.  Discussion.

A.  Statement of Testing Objectives.

B.  Approximate timeline of major test components.

C.  Vendor operations during validation

D.  Identification of an estimated date, time and location for the Exit Briefing.

6.  Closing remarks.

-----------------------------------------------------------------------

End Sample Entrance Briefing Agenda.

A3.2.  Sample DII COE KPC Entrance Briefing Minutes

-----------------------------------------------------------------------

DII COE KPC Entrance Briefing

Minutes

for

(Vendor Company Name) 

DD Month YYYY

1.
The DII COE KPC Entrance Briefing for Vendor XYZ validation testing was conducted at 0710 hours, at the Center for Integration (CFI) testing facility in Sterling, VA.

2.
Attendees:


Test Director
DISA/JECC


Lead Tester
DISA/JITC


Tester1
DISA/JITC Contractor


Tester2
DISA/CFI


Vendor Firstname Lastname
Vendor XYZ KPC POC





3.
Test Objective.  To determine if the Vendor XYZ Candidate Platform meets the requirements for KPC certification.

4.
Introductions of the test team and vendor representative were made, as well as the following designations:


Test Director


Lead Testers


Testers

5.
The following tests were conducted during the period DD through DD Month YYYY:


Installation and Build Procedures
Week 1 dates



KPC Security Test
Week 2 dates
 


Kernel Overview
Week 3 dates


6.
The vendor was notified that during the conduct of the test, he was to assume an observer’s role after completion of the initial build.

7. Testers were reminded that they are to report to the Lead Tester all observed behavior that does not exactly match the expected behavior of a test.  All observations are to be documented on the Validation Observation and Resolution (VOR) and each problem concisely and completely documented.  All documentation produced during testing (i.e., notes) will be turned over to the Lead Tester for possible inclusion in the final validation report.  The Test Director will declare a “Test Stop” for each confirmed anomaly event that is a potential fail for the Candidate Platform.  Upon resolution of the anomaly, the Test Director may direct resumption of testing.

8.
The KPC XXX Entrance Briefing concluded at 0730 hours, DD Month YYYY.

-----------------------------------------------------------------------

End Sample DII COE KPC Entrance Briefing Minutes.

A3.3.  Sample Sign-In Sheet 

-----------------------------------------------------------------------

Sign-In Sheet

Date: 

Subject:

Location: 

Name
Org
Telephone
Email
Fax
Jane Doe
YYY
nnn-nnn-nnnn

doej@yyy.yyy.yyy
nnn-nnn-nnnn

John Doe
ZZZ
nnn-nnn-nnnn

doej@zzz.zzz.zzz
nnn-nnn-nnnn

[image: image26.png]Name

[Crganiation

[Tlephone Numbe]

Email Adres

Fax





------------------------------------------------------------------------------ End Sample Sign-In Sheet. 

A3.4.  Sample DII COE KPC Exit Briefing Agenda

-----------------------------------------------------------------------

DII COE KPC Exit Briefing

Agenda

for

(Vendor Company Name)

(DD Month YYYY)

1.  Opening Remarks. (ground rules, roles)

2.  Introduction of government test team.

3.  Introduction of vendor team.

4.   Meeting Objective.

5.  Discussion.

A.  Statement of Testing Objectives.

B.  Actual timeline of major test components as executed.

C.  Presentation of raw test results.

D.  Discussion of recorded failures or inconclusive results, if any.

E.  An estimated date that the final validation report will be made available.

6.  Closing remarks.

-----------------------------------------------------------------------

End Sample DII COE KPC Exit Briefing Agenda.

A3.5.  Sample DII COE KPC Exit Briefing Minutes

-----------------------------------------------------------------------

DII COE KPC Exit Briefing

Minutes

for

(Vendor Company Name)

(DD Month YYYY)

1.
The KPC Exit Briefing for the completion of Vendor XYZ compliance testing was conducted at 0900 hours, DD Month YYYY, at the JITC, Ft. Huachuca, AZ.

2.

Attendees:



Test Director



DISA/JECC 



Lead Tester



DISA/JITC



Tester




DISA/JITC Contractor



Tester




DISA/CFI



Vendor Firstname Lastname

Vendor XYZ KPC POC

3. Test Objective:  To determine if the Candidate Platform meets the all KPC compliance criteria.  The Lead Tester notified the Test Director that, based on the results of testing, the objective appears to have been met, and that certificate of compliance should be considered.

4. Time Line for Testing:



Installation and Build Procedures



Week 1 dates



KPC Security Test




Week 2 dates



Kernel Overview Validation Procedure


Week 3 dates



OS and Kernel Validation Procedure



Week 4 dates



Developer and Runtime Tools Validation Procedure

Week 5 dates



Internet Interoperability Demonstration
 

Week 6 dates

5. Presentation:  The following anomalies were observed during testing and attributed to the Candidate Platform:

a.
… …

b.
… …

6.  The  final validation report will be delivered to the KPC Program Manger, approximately DD Month YYYY.
-----------------------------------------------------------------------

End Sample DII COE KPC Exit Briefing Minutes.

A3.6.  Validation Observation and Resolution (VOR) Form

------------------------------------------------------------------------------
	Validation Observation and Resolution (VOR) Form  (Page 1 of 2)
Defense Information Infrastructure (DII) Common Operating Environment (COE)

Kernel Platform Compliance (KPC) Program

This form is for recording KPC validation observations.  If a discrepancy is observed during testing, the designated tester shall initiate a VOR by filling out the blocks starting at the top through Observed Result.  The second tester shall attempt to duplicate the anomaly on the Candidate Platform and then on the Reference Platform, with the results added the Observed Result block.  Confirmed anomalies shall be demonstrated to the Lead Tester, who is responsible for completion of the form.  VORs shall be reviewed by the Test Director and kept with the original Validation Report.   

	Tester Name:
	
	Date:
	
	Time:
	
	Reference Number:
	

	Lead Tester Name:
	
	Test Director Name:
	

	DII COE Version:
	
	Validation Procedure:
	Build
Install
Security Test Validation Procedure Title:
	

	Validation Procedure Date:
	
	Validation Procedure Version: (if applicable)
	

	Test Step Number: 
	
	Candidate Platform:
	Validation Host:

	
	
	
	

	Expected Result: (Cut and Paste from Validation Procedure)

	

	3. Observed Result: (Detail what was different from the expected behavior.)

	

	Proposed Resolution: (Use for Comments, Log Entries, Proposed Resolutions or other information.)

	

	Final Resolution: (Use to record final resolution.)

	

	Reviewed       Second Tester     Date:              Lead Tester     Date:         Approved     Test Director      Date:

By:                  Initials:                                        Initials:                               By:               Initials:


	Validation Observation and Resolution (VOR) Form (Continued)

	Step Number/Operator Action/Expected Result/Observed Result: (Cut and paste from the validation procedure of test campaign) 


Page 2 of 2

	Step Number
	Operator Action
	Expected Result
	Observed Result

	
	
	
	

	Resolution: (Change validation procedure to read.)
	

	Step Number
	Operator Action
	Expected Result
	Observed Result

	
	
	
	

	Lead Tester Approval:
	Signature:
	Date:
	Test Director

 Approval:
	Signature:
	Date:


Validation Observation and Resolution (VOR) Form Instructions:

1.  Tester Name:  The designated tester shall enter his/her name or number in block labeled Tester.  (Example: John Doe or Jane Doe or 2018268).  The tester number shall be the testers access badge number taken from the back of agency access badge.  This also applies to contractor badges.  If a badge is lost, stolen or destroyed.  The new badge number shall be used.

2.  Date/Time:  The designated tester shall enter the date and time the test was conducted in the block labeled Date/Time (Format: yyyymmdd hh:mm). (Example: 20000615 13:30).

3.  Reference Number:  The designated tester shall enter the Reference Number in the block labeled Reference Number (Format: Vendor, Validation Step Number, Date).  The Reference Number shall have some significance related to the vendor, the validation step number and date of the test (Example: DSI-B110-12062000).  This also provide a cross reference to the vendor, the test step and date of test.  Numbering schemes need to have some relevance to the program, project, database, etc.  

4.  Lead Tester Name:  The designated tester shall enter the name of the JITC Lead Tester.

5.  Test Director:  The designated tester shall enter the name of the current KPC Program Manager.

6.  DII COE Version:  Enter the current DII COE Kernel Version, usually 4.2.0.0P4.

7.  Validation Procedure:  Enter the title of the Build Procedure, Installation Procedure, KPC Security Test Procedure or KPC Validation Procedure being tested.

8.  Validation Procedure Date:  Enter the revision date found in the Validation Procedure’s footer line.

9.  Validation Procedure Version:  If applicable, enter the Validation Procedure version file name identifier and date.

10.  Test Step Number:  The designated tester shall enter the test step number or identifier in the block labeled Test Step Number (Format: Alpha.Number.Number).  (Example: B.1.10)  Enter the number of the test step in which the observed result first deviates from the expected result.  For a VOR that is resolved by correcting one or more test step errors, the test step for this observed result may or may not be a test step that requires correction.

11.  Candidate Platform:  The designated tester shall enter the Candidate Platform Identification in the block labeled Candidate Platform (Format: Vendor, Operating System).  (Example: Delta Systems Inc. (DSI), DSUnix5 or DSI, DSUnix5).  The vendors complete name or logo initials followed by the vendor’s operating system designation.

12.  Validation Host:  The designated tester shall enter the Validation Host Identification in the block labeled Validation Host (Format: Vendor, Operating System).  (Example: SUN ULTRA 5 Solaris 8).  The vendors complete name or logo initials followed by the vendor’s operating system designation.

13.  Block Entries and Attachments:  Entries in the Expected Result, Observed Result, Proposed Resolution, and Final Resolution blocks shall be labeled with the title of the individual who provides the entry (Designated Tester, Second Tester, Lead Tester, Test Director).  If the entry does not fit into the block on the VOR form, enter “NOTE:  Attached” into the block and attach the documentation.  The documentation shall contain the following information at the top of the page:  the block title (Example:  Expected Result) on the first line left side, the author in the middle, followed by the block title Reference Number on the first line right side (Example: Expected Result TAB TAB Tester TAB TAB Reference Number: DSI-B110-12062000).  This heading shall be followed by the narrative documentation.  Since VOR attachments will not normally be retained in the test report, they should not be used to record information that needs to be included therein.

14.  Expected Result:  Designated Tester shall enter the expected result in the block labeled Expected Result.  The entry should be the Expected Result as it appears in the current validation procedure, preferably copied electronically from the validation procedure.

15.  Observed Result:  Designated Tester shall enter the observed result that differs from the expected result in the block labeled Observed Result.  This entry should describe the anomalous response of the system – clearly, concisely, accurately, and in sufficient detail for subsequent verification of repeatability.  (Example:  System returned message “Permission Denied.”).  Second Tester may add additional notes or clarification to the Observed Result based on results of a rerun on the Candidate platform and/or the Reference Platform.

16.  Proposed Resolution:  Designated Tester shall enter any relevant comments, suggested workaround or proposed resolution, if known.  Second Tester may add additional comments, an alternate workaround, or an alternate resolution.  Lead Tester may accept a proposed resolution, may insert a modification thereto, or may insert an additional entry.  In most instances, the Lead Tester will determine the resolution of the VOR on the basis of information provided by the Designated Tester and Second Tester.  The Test Director may also provide an entry in the Proposed Resolution block, if required for the resolution of the VOR.

17.  Final Resolution:  Lead Tester shall use this block to specify the resolution of the VOR by making reference to an entry in the Proposed Resolution Block and/or reference to a resolution entry on page 2 of the VOR.  As discussed under Responsibilities below, certain VORs require Test Director input for final resolution.  All VORs are subject to Test Director review and modification.

18.  Reviewed By:  The second Tester shall enter initials and date when VOR is submitted to Lead Tester.  Lead Tester shall enter initials and date when VOR is either submitted to Test Director or completed without requiring immediate Test Director concurrence.

19.  Approved By:  If the Test Director concurs with the Final Resolution the Test Director shall Initial and Date the appropriate block at the bottom of the form.  

20.  VOR Page 2 - Original Step(s):  If a corrective change or addition to one or more test steps is required, the Designated Tester or reviewer shall enter the original Step Number, Operator Action, Expected Result and Observed Result in the upper blocks on page 2 of the VOR form.  Test step(s) to be changed may or may not include the test step at which the discrepancy was observed during test conduct.  The Lead Tester will correct or complete this section to ensure that the entries include all steps entered in the resolution block below.  The Test Director may review and modify this entry.

21.  VOR Page 2 - VOR Resolution:  If a corrective change or addition to one or more test steps is required, the Designated Tester or reviewer shall enter the Step Number, Operator Action, Expected Result and Observed Result in the lower (Resolution) blocks on page 2 of the VOR form at the time the VOR is originated.  The Lead Tester will correct or complete this section to ensure that the entries match the approved final resolution and specify completely and exactly all new and corrected test steps.  The Test Director may review and modify this entry.

Validation Observation and Resolution (VOR) Form Procedures

Purpose:  To standardize the processing of Validation Observation and Resolutions (VORs) with in the Kernel Platform Compliance (KPC) testing community.

Applicability: The following procedures apply to all VORs, the Tester, Second Tester, Lead Tester and Test Director.

Definitions:

Related VORs:  A set of VORs that are related because they address and/or reference identical problems in multiple test steps or specify multiple or overlapping changes to the same test step.

Procedures:

1.  All Validation Observation and Resolutions (VORs) shall be completed in accordance with the Instructions for completing a Validation Observation and Resolution (VOR).

2.  The designated Tester shall complete all VORs for the designated Vendor Platform assigned to the designated Tester.

3.  All supporting documentation indicated by the note (NOTE: See Attached) in the Comment/s or Resolution/s blocks shall be stapled behind the appropriate VOR by the appropriate person (i.e. Tester, Second Tester, Lead Tester, Test Director).

4.  Supporting documentation includes but is not limited to Emails documenting test observations made by the Designated Tester and Second Tester, final resolution coordination between Lead Tester and Test Director, and other documentation such as notes and references to specific validation test steps. 

5.  All VORs and supporting documentation shall be retained in electronic and/or hard copy form in accordance with DOD guidelines at the testing facility.

6.  During test conduct, related VORs that require multiple changes to the same test step shall be identified and reconciled.  As determined by the Lead Tester, such VORs shall either be consolidated into a single VOR or cross referenced.  Cross references, if applicable, shall be entered into the final Resolution block.  As determined by the Lead Tester, related VORs that address a common test procedure problem in multiple test steps may be consolidated or cross referenced, either during test conduct or during test report preparation.  Treatment of related VORs that concern anomalous Candidate Platform behavior shall be determined in coordination with the Test Director.

Responsibilities:

1.  Designated Tester:  The Designated Tester shall initiate a VOR whenever the observed result differs from the expected result.  This action shall be accomplished by inserting entries for Expected Result, Observed Result, and all blocks above Expected Result.  The Designated Tester may also insert a Recommended Resolution entry.  The VOR is then given to the Second Tester for entry of results of repeat testing and testing on the Reference Platform.  Additional responsibilities of the Designated Tester are carried out in cooperation with the Second Tester, as described below.

2.  Second Tester:  The Second Tester shall attempt to duplicate or replicate the Observed Results of the Tester on the Candidate Platform.  If the observed results are duplicated, the Second Tester shall immediately notify the Lead Tester and then repeat the test using the Reference Platform.  The results of this additional testing shall be recorded in the Observed Results block.  The Second Tester shall then confer with the Designated Tester concerning resolution of the VOR.  The completion of this discussion shall result in the entry of additional information in the Proposed Resolution block recording one of the following: (1) concurrence of the Designated Tester and Second Tester on a single proposed resolution, (2) submission of separate proposed resolutions, or (3) no proposed resolution.  If a resolution is proposed, VOR page 2 may be filled out.  The Second Tester shall then initial and date the Reviewed By block and submit the VOR to the Lead Tester.  VOR Resolution shall be based on the test results IAW the following guidelines:

	Test Results
	Resolution

	a. The original expected results are observed upon re-execution on the Candidate Platform.
	Close VOR for non-repeatability of anomaly and assign a pass.

	b. The Designated Tester observed results are duplicated on the Candidate Platform and the Reference Platform results match the original expected results.
	Potential Failure.  Lead tester may require additional testing to confirm and shall coordinate with Test Director.

	c. The Designated Tester observed results are duplicated on the Candidate and the Reference Platform and outcome d does not apply.
	Test step to be grayed out because of uncorrectable defect.  Lead Tester may require additional testing to confirm and should confer with Test Director if VOR resolution has a major impact on other parts of the validation procedure.

	d. The test purpose can be achieved on both the Candidate Platform and the Reference Platform by correcting one or more test steps.
	Correct test step and assign verdict on the basis of running the corrected test step.  Lead Tester will review to confirm that test purpose has been achieved and may confer with Test Director if necessary to clarify test purpose.


3.  Lead Tester:  The Lead Tester has direct oversight over the Designated Tester and Second Tester and shall establish a time limit for reporting testing anomalies.  Confirmed anomalies shall be demonstrated to Lead Tester by Designated Tester and Second Tester.  Lead Tester may choose to participate actively in the testing and VOR generation process at any time.  Lead Tester may accept a Proposed Resolution, may order additional testing or investigation, and may insert additional entries in the Proposed Resolution block.  Lead Tester shall determine the VOR resolution, either alone or with Test Director input IAW the guidelines given above.  If Lead Tester determines that the VOR requires immediate Test Director concurrence or input during a test campaign, the Lead Tester shall communicate with the Test Director and document any discussion in an email to the Test Director with the VOR attached.

4.  Test Director:  During a test campaign, the Test Director shall be available to respond to Lead Tester requests for concurrence and/or input to the VOR resolution process.  Test director may order additional testing or investigation and may insert a proposed resolution and/or select a final resolution.  Test Director shall determine the final resolution of each potential failure.  Test Director shall indicate concurrence with a VOR by initialing and dating the Approved By block.  If a VOR does not require immediate Test Director approval during a test campaign, this approval shall be inserted during review of the Validation Final Report.

Final Validation Report VORs:

Applicable related VORs should be consolidated and cross referenced to the Run for Record Validation Procedure prior to inclusion in the Final Report.  Each VOR in the Final Report will normally consist of pages 1 and 2, with all attachments removed.  Lead tester will ensure that VORs are understandable after attachments are removed and may leave in some attachments if necessary for clarification.

------------------------------------------------------------------------------

End Validation Observation and Resolution (VOR) Form.

A3.7  Sample KPC Validation Final Report

-----------------------------------------------------------------------


DEFENSE INFORMATION INFRASTRUCTURE

(DII)

COMMON OPERATING ENVIRONMENT

(COE)

KERNEL PLATFORM COMPLIANCE

(KPC) PROGRAM

FINAL VALIDATION REPORT

FOR

(VENDOR NAME)

(XYZ)
DII COE KPC Program

Final Validation Report

for

(Vendor XYZ)

	TEST CAMPAIGN INFORMATION

	JITC Test Campaign Number:
	TC-nnn

	KPC File Reference:
	YYYYMMDD-KPCXYZ

	Report Date:
	YYYYMMDD

	Test Dates:

	YYYYMMDD - YYYYMMDD

	Vendor Name:
	XYZ

	    Candidate Platform:
	YYY

	    Operating System:
	ZZZ

	    DII COE Version:
	Kernel 4.2.0.0P4

	    Field Binaries Media
	DISA CM Reference CM-nnnnn

	    Developer’s Toolkit Binaries Media
	DISA CM Reference CM-nnnnn

	Validation Host:
	SUN ULTRA 2

	    DII COE Version:
	Kernel 4.2.0.0 P4


	CANDIDATE PLATFORM OVERALL TEST RESULTS

	
	No discrepancies recorded that are attributable to incorrect behavior of the Candidate Platform.  Test results support certification recommendation.

	
	One or more discrepancies recorded for the Candidate Platform.  Test results do not support certification recommendation.


	REPORT CONTENTS

	Narrative Summary of Test Campaign
	

	Narrative Summary of Test Results
	

	Summary of Recommendations and Findings
	

	Summary and discussion of recorded failures (if any).
	

	Comments
	

	Entrance Briefing Minutes – signed and dated by the Lead Tester.
	Appendix A

	Exit Briefing Minutes – signed and dated by the Lead Tester.
	Appendix A

	Approved Vendor Waiver Requests for the KPC Validation Procedures and Description of Vendor Patches Applied to the GSKS Source Code or Test Data 
	Appendix B

	Vendor’s original hardcopy of the GSKS Build and Installation Procedures – signed and dated by the vendor.
	Appendix C

	The Vendor’s original hardcopy of all Validation Procedures used for Vendor certification with updates indicating observed results and PASS/FAIL declarations for each test step for the Vendor certification – signed and dated by the Vendor
	Appendix D

	The original hardcopy “Run for Record” of all Validation Procedures with updates indicating any observed result or PASS/FAIL step that deviates from the Vendor’s Validation Procedure submission results – signed and dated by the Lead Tester
	Appendix D

	Approved Validation Observation and Resolution (VORs) Forms applied to the “Run for Record” – signed and dated by the Lead Tester and the Test Director.
	Appendix E


SUMMARY OF TEST CAMPAIGN

4. TEST CAMPAIGN SESSIONS.  This report provides final results for Kernel Platform Compliance (KPC) testing for (Vendor XYZ) Candidate Platform (Insert Candidate Platform OS and hardware specification here).  The test campaign was conducted in the sessions as described below.  Except where noted, the YYYYMMDD validation procedures were used.  The original hardcopy of the validation procedures and any associated VORs have been signed, dated and updated to record both the vendor certification and the government validation and are contained in the Appendices of this report.  Signed and dated Entrance and Exit Briefing minutes are contained in Appendix A of this report.

a. This Phase 1 session, conducted at the Defense Information Systems Agency (DISA) Center for Integration (CFI) in Sterling, VA, performed GSKS Build, Software Installation, Candidate Platform Initial, KPC Security Test and the Kernel Overview (KO) Validation Procedures.  Candidate Platform discrepancies [were/were not] observed.

b. This Phase 2 session, conducted at the DISA JITC, performed APM Local Client, APM Local Master, Audit Log File Manager, Segment Installation, Print Services, Developer and Runtime Tools, TCP/IP “Ping” and Domain Name System (DNS), File Transfer Protocol (FTP), Network File System (NFS), Simple Mail Transfer Protocol (SMTP) and World Wide Web (WWW) Validation Procedures.  Candidate Platform discrepancies [were/were not] observed.

SUMMARY OF TEST RESULTS

a. GSKS Build.  See Appendix C for further details of testing.

b. Installation Procedure.  See Appendix C for further details of testing.

c. Candidate Platform Initial Validation Procedure.  The original signed, dated and annotated validation procedure is contained in Appendix D.  Any associated VORs and email correspondence are contained in Appendix E.

d. KPC Security Test Procedure.  The original vendor security test procedure and the Run for Record security test procedure signed, dated and annotated are contained in Appendix D.  Any associated VORs and email correspondence are contained in Appendix E.

e. Kernel Overview (KO) Validation Procedure.  The original, signed and annotated vendor and Run for Record validation procedures are contained in Appendix D.  Any associated VORs and email correspondence are contained in Appendix E.

f. Operating System and Kernel Validation Procedures Suite.  The original signed, dated and annotated vendor and Run for Record validation procedures are contained in Appendix D.  Any associated VORs and email correspondence are contained in Appendix E.

g. Developer and Runtime Tools Validation Procedure.  The original signed, dated and annotated vendor and Run for Record validation procedures are contained in Appendix D.  Any associated VORs and email correspondence are contained in Appendix E.

h. Internet Interoperability Demonstration Validation Procedures Suite.   The original signed, dated and annotated vendor and Run for Record validation procedures are contained in Appendix D.  Any associated VORs and email correspondence are contained in Appendix E.

RECOMMENDATIONS AND FINDINGS

1.

2.

RECORDED FAILURES (if any)

1.

2.

COMMENTS:

1.

2.

Lead Tester:


[Name of Lead Tester]



By:  __________________________________





Signature



Printed Name:  __________________________



Title:  _________________________________



Date:  _________________________________

Reviewed By:


[Government  Project Leader]



By:  __________________________________





Signature



Printed Name:  __________________________



Title:  _________________________________



Date:  _________________________________

-----------------------------------------------------------------------

End Sample KPC Validation Final Report

A3.8 Sample KPC Validation Certificate

-----------------------------------------------------------------------
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-----------------------------------------------------------------------

End Sample KPC Validation Certificate

A3.9 Sample from KPC “Validated Products” List

-----------------------------------------------------------------------
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-----------------------------------------------------------------------

End Sample from KPC “Validated Products” List

APPENDIX B

INTEGRATION AND RUNTIME SPECIFICATION COMPLIANCE CRITERIA
This page intentionally left blank.

B.  I&RTS Requirements

Applications Platform related compliance requirements are summarized in this appendix for convenience.  In the event of any conflict with the current I&RTS (currently version 4.1), the I&RTS shall have precedence.  Some I&RTS requirements apply to system elements other than the Applications Platform.  In these cases, the text of the requirement is an interpretation of the I&RTS requirement, to clarify the Applications Platform requirement.  Where interpretation is required, the text added to the requirement will be underlined, and deleted text will be struck through.

I&RTS checklist headings and numbering have been retained to correspond to the I&RTS, Version 4.1 requirements. 

B.1.  Standards Compliance  (Level 1)

Operating System Services

T
F
N/A
1-1
The operating system is configured to support TCP/IP protocols.

T
F
N/A
1-2
The operating system is configured to support UDP protocols.

T
F
N/A
1-3
The operating system is configured to support SLIP and/or PPP.

T
F
N/A
1-5
The operating system and associated software conform to the following standards from the JTA XE "JTA" :
(a) ISO 9445-1:1996, Information Technology - Portable Operating System Interface for Computer Environment (POSIX) - Part 1: System Application Program Interface (API) [C Language], as profiled by FIPS 151-2:1994.
(b) IEEE 1003.1g: D6.6 March 1998, Standard for Information Technology - Portable Operating System Interface (POSIX) - Part 1: System Application Program Interface (API) Amendment 2: Protocol Independent Interfaces (Sockets) [C Language].

Network Services

GUI Environment

T
F
N/A
1-11
The applications platform provides a Graphical User Interface that complies with the style of the native GUI (i.e. the platform provides X Windows services, and is Motif and CDE compliant)

T
F
N/A
1-12
The windowing environment conforms to the following standard from the JTA XE "JTA" : ISO 9945-2: 1993, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 2: Shell and Utilities as profiled by FIPS PUB 189:1994.

T
F
N/A
1-13
The windowing environment conforms to the following standard from the JTA XE "JTA" : FIPS Pub 158-1:1993, User Interface Component of the Application Portability Profile X-Windows Version 11, Release 5.

Database Services

B.2.  Network Compliance  (Level 2)

Security Services
T
F
N/A
2-1
The applications platform is able to operate correctly with the operating system security modules enabled (BSM for Solaris, C2 enabled for HP, etc.) and under the constraints imposed by the UNIX kernel security configuration (“lockdown”) settings. Refer to the latest version of the DII COE Security Features Developers Guide for specifics about these settings. Exceptions have been brought to the Chief Engineer for resolution. Waivers, if any, have been documented accordingly.
Operating System Services

T
F
N/A
2-3
The operating system supports NFS servers and clients.

T
F
N/A
2-4
The operating system can be configured to support DNS/NIS+. 





(NOTE: The requirement is that the operating system be capable of supporting centralized management of key resources such as hostnames, user accounts, etc. NIS+ is not a specific requirement because not all vendors support it.)

Network Services

T
F
N/A
2-6
The operating system supports sockets, including Berkeley sockets.

T
F
N/A
2-7
The applications platform is able to operate properly in an environment where other applications are performing UDP broadcasts.

T
F
N/A
2-8
The applications platform does not require any special hostname conventions nor does it need reserved IP addresses.

T
F
N/A
2-9
The ability of the applications platform to execute correctly is independent of the type of LAN (e.g. Class B or Class C) connected to the platform.

T
F
N/A
2-10
The applications platform can operate in a DNS/NIS+ environment. 





(NOTE: The requirement is that the applications platform be able to operate correctly when the features supported by the operating system for centralized management of key resources are enabled.)

GUI Environment

T
F
N/A
2-12
If the application is an X Window application, it, The X server provided by the applications platform is compatible with the X server supplied by the COE.

Database Services

B.3.  Platform Compliance  (Level 3)

Operating System Services

T
F
N/A
3-3
The applications platform does not use hardcoded port assignments (e.g. from /etc/services) and is not sensitive to specific ports other than well-known port assignments (e.g., ftp, ping, and ports less than 1024).  If the applications platform provides uses network services, including standard services such as ftp and ping as well as its own private services, it retrieves the standard port number(s) by service name.

Network Services

GUI Environment

T
F
N/A
3-7
The applications platform provides uses the same X server version that is and xdm version supplied by the COE.

T
F
N/A
3-8
The applications platform provides uses either the same version of Motif as that provided by the COE or does a static link to Motif libraries so that it does not conflict with other COE-based segments.

Database Services

COTS Products

T
F
N/A
3-11
The applications platform runs in a well-behaved manner in an environment that includes DII COE approved COTS products and segments, as specified in the DII COE Buildlist Worksheet (available on the DISA DII COE website, CM sub-page) for the COE version being used.

T
F
N/A
3-12
Configuration changes made to COTS products, if any, do not render inoperable any features normally available with the COTS product.  All configuration changes shall be backward compatible. 

T
F
N/A
3-13
The applications platform does not require any source code modifications to COTS products in order to achieve compliance, except as approved by the DII COE Chief Engineer.

Runtime Environment

Miscellaneous

B.4.  Bootstrap Compliance  (Level 4)

Security Services

T
F
N/A
4-2
Documentation is submitted with the kernel segment that clearly identifies releasability restrictions.

Standards Compliance

Database Services

COTS Products

Runtime Environment

B.5.  Minimal DII COE Compliance (Level 5)

Security Services

T
F
N/A
5-2
For COE component segments, if the segment All methods used by the kernel platform to provides a command-line mode or feature are explicitly identified and have prior approval by the DII COE Chief Engineer has granted prior approval.

T
F
N/A
5-4
The kernel platform segment does not provide a “back door” access to a command-line prompt. If a command-line mode is available, it is through a known, documented approach for all authorized users and not through some hidden, undocumented approach.

T
F
N/A
5-5
For all segments, whether COE-component segments or mission-application segments, Prior approval has been granted by the Chief Engineer to provide a command-line mode or feature that allows “superuser” access.

T
F
N/A
5-6
Entering a command-line mode requires the operator to enter a password and forces execution of the system login process.

T
F
N/A
5-8
The kernel platform segment contains no directories or files, nor does it create directories or files, at install time or runtime that grant world write permissions. VerfiySeg will generate warnings, which All directories or files which violate this requirement must be explicitly documented and explained as waiver requests during the KPC application process.  VSOutput XE "VSOutput"  and the SVD or equivalent document, for any segment that violates this requirement.

T
F
N/A
5-12
If the kernel platform segment uses the COE GID, the DII COE Chief Engineer has approved such usage.

T
F
N/A
5-13
The kernel platform segment does not alter the COE establishesd the umask setting specified for the COE.

T
F
N/A
5-14
The kernel platform segment does not contain or create any shell scripts that SUID or SGID to root. VerifySeg will generate warnings, which must be explained in VSOutput XE "VSOutput"  and the SVD or equivalent document, for Any segment that violates this requirement must be explicitly documented and explained as waiver requests during the KPC application process.
Standards Compliance

T
F
N/A
5-18
All directory and filenames contain only printable, non-blank, standard ASCII characters.

Operating System Services

T
F
N/A
5-28
The applications platform segment does not rename well defined ports (e.g., ftp, ping, listen and ports less than 1024), or declare new port names which have the same port number as well defined ports in the /etc/services file.

T
F
N/A
5-29
If ports, other than well defined ports are required, they have been identified and documented in the COEServices XE "COEServices"  segment descriptor. as waiver requests during the KPC application process.
GUI Environment

T
F
N/A
5-30
The applications platform segment is fully compliant with the style of the native GUI, i.e. Motif and CDE. (see compliance requirements in the DII COE User Interface Specifications XE "User Interface Specification" ).

T
F
N/A
5-31
The applications platform provides segment uses the window manager provided by the COE (dtwm
 for UNIX platforms).

T
F
N/A
5-32
The applications platform establishes global settings for the segment is compatible with the XFONTSDIR XE "XFONTSDIR" , XAPPLRESDIR XE "XAPPLRESDIR" , and XENVIRONMENT XE "XENVIRONMENT"  settings specified for established by the COE. 

Database Services

Web Services

T
F
N/A
5-62
The applications platform browser and HTML data segment supports HTML 3.2 and complies with style specifications (see the DII COE User Interface Specifications XE "User Interface Specification" ) for Web applications.

T
F
N/A
5-63
The applications platform segment provides a notification to “disadvantaged” users if they are using a browser that does not supports the features provided to “disadvantaged” users (see compliance requirements in the DII COE User Interface Specifications XE "User Interface Specification" ) (CM-27986 v4.0, 06 Oct 1999) URL http://dod-ead/mont.disa.mil/cm/general.html).

Runtime Environment

T
F
N/A
5-66
The desktop is configured in accordance with the DII COE User Interface Specifications XE "User Interface Specification" .

T
F
N/A
5-67
The applications platform segment uses pathnames relative
 to the segment’s home directoriesy for files within the segments that support the installation/deinstallation process (e XE "User Interface Specification" .g., PreInstall, PostInstall, or DEINSTALL) so that the installer may choose where to load the segments.

T
F
N/A
5-68
The applications platform segment does not alter any reserved symbols from the I&RTS Runtime Environment chapter, unless approved to do so by the DII COE Chief Engineer.

T
F
N/A
5-70
The applications platform segment completely separates the development environment from the runtime environment, and no development environment tools, scripts, or other executables are required at runtime.

T
F
N/A
5-71
The applications platform segment uses the same global runtime environment configuration as provided by the COE.

T
F
N/A
5-72
The applications platform segment only listens on assigned ports, only registers assigned RPC addresses, and for UNIX, only adds assigned system UIDs.

T
F
N/A
5-73
The applications platform segment is not tied to a particular server or workstation name (i.e., the segment does not hardcode a server or workstation name).

T
F
N/A
5-74
The applications platform segment does not use the “~” character for referencing pathnames which become a part of the global runtime environment.

COE Component Segments

Aggregate Segments

Segment Descriptors

T
F
N/A
5-87
The vendor provided System Version Description document segment describes all background processes. if any, through the “Processes” descriptor.
T
F
N/A
5-89
Memory and disk space provided in the applications platform as configured for compliance requirements are fully and accurately specified in the application for DII COE Kernel Platform Compliance validation Hardware descriptor file.

Process Compliance

Miscellaneous

B.6.  Intermediate DII COE Compliance (Level 6)

Security Services

T
F
N/A
6-3
Termination of segment execution of any executable delivered with the applications platform, whether premature, inadvertent, or intentional does not place the operator at a command-line prompt.

T
F
N/A
6-5
No directory or file permission, whether created at install time or runtime, is less restrictive than identified in the DII COE Integration and Runtime Specification Security chapter’s directory/file permissions table, unless approved by the Chief Engineer. Any such directories or files that do not meet the permissions identified in the table are documented in the SVD document or its equivalent. VerifySeg XE "VerifySeg"  also uses this table to check permissions. All security-related messages from VerifySeg are explained in the VSOutput XE "VSOutput"  file and documented in the SVD document or its equivalent.

Standards Compliance

T
F
N/A
6-9
The applications platform segment is either completely Motif and CDE compliant with the DII COE User Interface Specification, or has minimal deviations that have been approved by the DISA Chief Engineer.

GUI Environment

Database Services

Web Services

COTS Products

Runtime Environment

Segment Descriptors

Process Compliance

T
F
N/A
6-55
The segment applications platform documentation includes man pages, help files, or HTML-format pages for all APIs that are to be distributed distribution with the Developer's Toolkit.

Miscellaneous

Java Conventions

T
F
N/A
6-65
The segment applications platform does not use company name to name Java packages, interfaces, classes or methods.

T
F
N/A
6-67
Jar files are named with .jar extension (or .zip for JDK-1.1 or earlier).

T
F
N/A
6-69
The segment applications platform does not replace includes the COE-provided standard Java runtime tools, class libraries, or jar files.

T
F
N/A
6-70
If the segment requires a modified version of The applications platform includes all standard Java class libraries or jar files, the segment has completely encapsulated the modifications in its own segment.

B.7.  Interoperable Compliance (Level 7)

Security Services

T
F
N/A
7-1
The applications platform segment does not place any temporary files in the system maintained temporary directory that are sensitive to alteration, deletion, or disclosure to unauthorized users.
T
F
N/A
7-2
If the applications platform segment creates files that are sensitive to alteration or deletion by unauthorized users, they are not placed in any directory where such unauthorized users have write access, and those files do not have write permissions set for such unauthorized users.
T
F
N/A
7-3
If the applications platform segment creates files that are sensitive to disclosure to unauthorized users, they are not placed in any directory where unauthorized users have read access.
Standards Compliance

T
F
N/A
7-9
If written in C, the segment is ANSI-C-compliant any patches to the Government Supplied Kernel Source Code (GSKS) proposed by the vendor are written in C, the code patch supplied shall be written in ANSI- compliant C and shall be documented as a waiver request during the KPC application process.
T
F
N/A
7-15
The applications platform segment uses only provides the minimum mandatory POSIX.1-defined interfaces, to access the operating system unless approved by the Chief Engineer.

GUI Environment

T
F
N/A
7-17
The applications platform segment uses resource files to control window behavior rather than hard-coded window behavior attributes.  Deviations shall be documented as waiver requests during the KPC application process.

Database Services

Runtime Environment

Miscellaneous

T
F
N/A
7-34
The applications platform segment does not duplicate any functions provided by COE-component segments unless approved by the DII COE Chief Engineer.

B.8.  Full DII COE Compliance (Level 8)

Security Services

T
F
N/A
8-1
Entry to and exit from the command line mode causes an entry into the system audit logs that specifies the date, time, and user involved.

GUI Environment

T
F
N/A
8-8
The applications platform segment is fully compliant with Motif and CDE the DII COE User Interface Specifications.

Database Services

Runtime Environment

Account Groups

Segment Descriptors

Process Compliance

Miscellaneous
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C.1.  Commercial Specification Compliance Criteria

Certificates shall be submitted with the DII COE KPC Application Package.  Open Group Conformance Statements for VSC, VSM and VSW shall be available on the Open Group’s Conformance Statement Library at URL:  http:/www.opengroup.org/csq/browse.mhtml and shall be submitted in signed hardcopy at or before the Delivery Meeting to be attached to the application package.

Requirement
Conformance 

Operating System




- POSIX API
NIST/IEEE FIPS 151-2 Certificate

- POSIX Commands and Utilities
Open Group VSC5 5.1.2 Test Report

Human/Computer Interaction 


- X Window System (X11R5) API
Open Group VSW5 5.1.1 Test Report *


-- C Language Binding



“


-- X Window System Protocol



“


-- X Toolkit Intrinsics



“


-- File Formats & Application Conventions


“

- Motif - Platform
Open Group VSM4 1.2 Test Report **

- Commands and Utilities
Open Group VSC   Test Report

- CDE: Common Desktop Environment
Vendor Statement of Conformance


-- Motif Toolkit
Open Group VSM4 1.2 Test Report

The overall test result for these tests shall be documented as “PASS” for all DII COE required elements of these tests.  Test results shall be maintained on file at the accredited test laboratory for inspection should a need arise.  

* VSW5 version 5.1.1, dated 11 January 2000 or later is required.

** VSM4 version 4.1.2, dated 28 June 1999 or later is required.
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D.  Government Supplied Kernel Source (GSKS) Code Compliance Criteria Validation Procedures

The validation procedures (tests) listed herein were initially developed for DII COE Kernel Version 4.2.0.0P4.  Contact the KPC Program Office concerning the applicability of these procedures to subsequent versions of the DII COE Kernel.  Since the KPC Program Document, Version 0.8 was released, substantial work has been done on the validation procedures.  Several validation procedures have merged and new validation procedures have been added.  The set of validation procedures listed is the full set projected for the KPC 42P4 program.

Total estimated time for executing all Government Supplied Kernel Source (GSKS) Code Validation Procedures: 50 hours.

D.1.  DII COE Setup Procedures for KPC Validation Cell

Setup Procedures for KPC Validation Cell: - estimated time: 2-4 hrs.

Scope:  This document contains the procedures necessary to install the KPC Validation Host and Candidate Platform in a Reference Cell.

Description:  The KPC Validation Host provides services and test data to client systems under test in the KPC Program. The KPC Validation Host contains an operating system (Solaris 8) with the DII COE Kernel, iPlanet, PERL, Web Server, and Netscape Web Browser software installed.  This document assumes two types of hardware configurations (cells). A Reference Cell contains two Solaris computers. A Validation Cell contains one Solaris computer as the Validation Host and one vendor supplied computer as the Candidate Platform. This document describes in detail the setup and configuration of a Reference Cell. Appendix E contains a recommended setup and configuration procedure for a vendor’s Candidate Platform.

Total estimated setup time for KPC Validation Cell: 2-4 hrs.

D.2.  DII COE Operating System and Kernel Validation Procedures

D.2.1.  Test:  Candidate Platform Initial Validation Procedure: - estimated time: 1 hr.

Scope:  This test provides a set of steps to initialize a system for executing other Kernel Platform Compliance (KPC) validation procedures.
Description:  This test procedure initializes a Candidate Platform using the following steps: Vendor Build Kernel and Toolkit, Build Candidate Platform for DII COE KPC Validation Test Procedures, Install KPC Test Data for 4200P4, Set DNS, Installation of PERL and Netscape Web Browser, Backup Candidate Platform and Logout.  The vendor submitting the Candidate Platform is responsible for providing the detailed instructions for performing the build and install.

D.2.2.  Test:  DII COE  Kernel Overview Validation Procedure: - estimated time: 6 hrs.

Scope:  This test provides a high level test of the full range of fundamental Kernel Platform functionality.  Each of the other Kernel Platform Compliance (KPC) tests provides a deeper (i.e. more thorough) test of a specific narrower range of Kernel Platform function.  This test also assures that the Graphical User Interface (GUI) presented to the user for basic system operation is consistent across all compliant POSIX-based DII COE platforms.  This test assures that the operations invoked and exercised have identical results that are consistent across all compliant POSIX-based Defense Information Infrastructure (DII) Common Operating Environment (COE) platforms.

Description:  Functionality that will be tested using the Kernel Overview are as follows:  sysadmin login, system administration tools, change machine ID (with DNS), create action, xterm/dtterm, disk manager, edit local hosts,  segment installation server and segment installation, set routes, default router, set system time,  text editor, reboot system, shut down system, security administration, account and profile management, audit log file manager functions, merge hosts, profile selector configuration, remove host and logout.

D.2.3.  Test: Segment Installation: - estimated time: 10 hrs.

Scope:  This test procedure has been structured to cover the verification of proper segment installation by testing the features and functions of the Segment Installer and the Segment Installation Server.  In addition the test segments suite supplied will validate that the Segment Installer will install segment types and segment descriptors correctly and consistent with the DII COE I&RTS Sections 4.3,4.4 & 6.

This test also assures that the Graphical User Interface (GUI) presented to the user for basic system operation is consistent across all compliant POSIX-based DII COE platforms.  This test assures that the operations invoked and exercised have identical results that are consistent across all compliant POSIX-based Defense Information Infrastructure (DII) Common Operating Environment (COE) platforms.   The demonstration suite for the Segment Installer and Segment Installation Server uses segments that are supplied to the tester in Configuration Management (CM) MakeInstall format on both 8mm tape and CD.  Tests listed below are designed to check the interoperability and integrity of the Segment Installer and Segment Installation Server with respect to both the commercial operating system and the DII COE environment.

Description:  The following functionality is tested:  verify segment installer and segment installation server availability, local and remote device testing, runtime tools, segment type, process descriptor, conflicts descriptor, requires descriptor, segment installation server, deinstall segments, command line installer, and create test data tape.
D.2.4.  Test: Local APM Client - estimated time: 6 hrs.

Scope:  This Account and Profile Manager test provides a detailed test of Client side of the Account and Profile Manager configuration software against Local user accounts.

Description:  This test procedure establishes a multiple-host APM administrative domain and creates and manipulates Local accounts, groups and profiles within this domain. This procedure performs the following steps:

A. Configure APM

B. Designate the New APM Master and Configure Authentication

C. Merge Hosts

D. Create Local Users with Associated Profiles and Features

E. Add a Profile to an Existing User

F. Verify assigned Profiles and Unix permissions

G. Augment Local Users With a New UNIX Group

H. Deassign a Profile from a Local User

I. Verify Deassignment of Profile from Local User

J. Verify Assign Passwords Functionality 

K. Delete a Local Account

L. Create a Local User with no Profile
Test Local Account Creation on a Master System

M. Create and Test An Account with the Same Login Name as That of a Previously Deleted Account Create and Test a Profile Containing a Subset of the Features in a Segment Test Local Profile and Local Account Creation and Modification on a Master System Test Local Profile Creation on a Client System

N. Verify a User with no Profiles Assigned Has no Profiles Available

O. Add Multiple Users,  Use Templates to Predefine Account Parameters, and  Verify Accounts Created on One Merged Host Are Reflected On The Other

P. Test Users with Multiple Derivative ProfilesUse Templates to Predefine Profiles

Q. Test interactions of Segments.  Test Account Modification on a Master System

R. Test Session Manager's Ability to Resume the Previously Active Set of Profiles

S. Log in With no Available Profile and Test Account Modification on a Master System

T. Test ability to detect duplicate Local user names

U. Test Ability to Detect Duplicate Profiles

V. Test Ability to Detect Duplicate UNIX Groups

W. Delete a Profile and Verify Local Users Cannot Assume a Profile Already Assigned to Them After the Profile Has Been Deleted

X. Reset Test Cell for Additional Testing

Y. Remove Hosts

Z. Log out of the Candidate Platform (kpccp) and the Validation Host (kpchost)

D.2.5.  Test: Local APM Master - estimated time: 3 hrs.

Scope:  This Account and Profile Manager test provides a detailed test of the Master side of the Account and Profile Manager configuration software against Local user accounts.

Description:  This test procedure establishes a multiple-host APM administrative domain and creates and manipulates Local accounts, groups and profiles within this domain.

A.  Configure APM

B.  Designate the New APM Master and Configure Authentication

C.  Merge Hosts

D.  Create Local Users with Associated Profiles and Features

E.  Add a Profile to an Existing User

F.  Verify assigned Profiles and Unix permissions

G.  Augment Local Users With a New UNIX Group

H.  Deassign a Profile from a Local User

I.  Verify Deassignment of Profile from Local User

J.  Verify Assign Passwords Functionality 

K.  Delete a Local Account

L.  Create a Local User with no Profile Test Local Account Creation on a Master System

M.  Create and Test An Account with the Same Login Name as That of a Previously Deleted AccountCreate and Test a Profile Containing a Subset of the Features in a Segment Test Local Profile and Local Account Creation and Modification on a Master SystemTest Local Profile Creation on a Client System

N.  Verify a User with no Profiles Assigned Has no Profiles Available

O.  Add Multiple Users,  Use Templates to Predefine Account Parameters, and  Verify Accounts Created on One Merged Host Are Reflected On The Other

P.  Test Users with Multiple Derivative Profiles / Use Templates to Predefine Profiles

Q.  Test interactions of Segments. Test Account Modification on a Master System

R.  Test Session Manager's Ability to Resume the Previously Active Set of Profiles

S.  Log in With no Available Profile and Test Account Modification on a Master System

T.  Test ability to detect duplicate Local user names

U.  Test Ability to Detect Duplicate Profiles

V.  Test Ability to Detect Duplicate UNIX Groups

W.  Delete a Profile and Verify Local Users Cannot Assume a Profile Already Assigned to Them After the Profile Has Been Deleted

X.  Reset Test Cell for Additional Testing

Y.  Remove Hosts

Z.  Log out of the Validation Host (kpchost) and the Candidate Platform (kpccp)

D.2.6.  Test: Audit Log File Manager - estimated time: 2 hrs.

Scope:  Provides a detailed test of the Audit Log File Manager.

Description:  Exercises the following functions:  default configuration settings, sample audit log files, disk usage parameters, verify monitoring of log files and system audit logs, display events, verify preserved settings, verify email notification of events, verify notification for 85% disk capacity usage, verify audit log file deletion, verify default button function and restore original settings. 

D.2.7.  Test: Print Services - estimated time: 1.5 hrs.

Scope:  Demonstrates the ability of the Candidate Platform to print ASCII text and postscript graphics to both a locally attached printer and a printer attached directly to the network.

Description:  The following functions are exercised:  attach a local printer, add a locally attached printer to the Candidate Platform from the GUI, print text and graphics from the command line, add a network printer from the GUI, print text and graphics to the network printer, delete local and network printers, detach printer from the Candidate Platform.

Total estimated time for OS and Kernel Validation Procedures: 29.5 hrs.

D.3.  DII COE KPC Security Test

D.3.1.  Test: KPC Security Test - estimated time: 16 hrs.

Scope:  Procedures will validate the Kernel and CDE functionality available under the “SECMAN” account.

Description:  Security Manager testing will include testing of CDE icons, security banner and Application Manager.

Total estimated time for KPC Security Test Validation Procedure: 16 hrs.

D.4.  DII COE Developer’s Toolkit and Runtime Tools Validation Procedure

D.4.1.  Test:  Developer’s Toolkit and Runtime Tools- estimated time 4 hrs

Scope:  This test provides a detailed test of the developer tools in the DII COE Developer’s Toolkit in addition to the routines in the DII COE Runtime API.  Testing will be preformed on sample segments.

Description:  Overview test procedures will be performed on the following tools: Login, Help, Version, TimeStamp, MakeAttribs, CalcSpace, VerUpdate, verify functionality and options of VerifySeg, verify functionality and options of MakeInstall, verify functionality and options of CanInstall, verify functionality and options of TestInstall and TestRemove, Public API test and Logout.  The following tools are tested:
CalcSpace - computes the space (in bytes) required for the segment specified and updates the Hardware descriptor accordingly. 

CanInstall - tests a segment to see if it can be installed.  If performs the same test that Segment Installer does at installation time.  This tool provides the developer an easy way to test the installation of a segment without using the Segment Installer.

MakeAtribs - recursively traverses every subdirectory beneath a segment’s home directory and creates a descriptor file FileAttribs.



permits:owner:group:filename

At installation time the installation tools perform the following statement for each entry:



chmod permits $INSTALL_DIR/filename



chown owner $INSTALL_DIR/filename



chgrp owner $INSTALL_DIR/filename

Testing will ensure that no file owned by root nor any files have permissions greater than 777.

TestInstall - is used to temporarily install a segment that already resides on disk.  The same operations as Segment Installer will be performed except that it does not need to read the segment from tape (e.g., it is already on disk), and the segment may be in any arbitrary location. 

TestRemove - used to remove a segment that was installed by TestInstall

TimeStamp - puts the current time and date into the VERSION descriptor.

Time Stamp is intended to assist the configuration management process by allowing the time stamp to be updated just prior to running VerifySeg.

VerUpdate - used to update the VERSION descriptor.  VerUpdate updates the segment version number, date and time in the VERSION descriptor file.  If no version number is specified, the tool increments the version number contained in the descriptor file.  Testing will be performed on sample segments to ensure functionality.

VerifySeg - validates that a segment conforms to the DII COE Compliance rules for defining a segment.  

VerifySeg - uses information in the SegDescript subdirectory and must be run whenever the segment is modified.  VerifySeg is a validation process that will be run against sample segments to verify compliance.

COEFindSeg - returns information about requested segments.  Testing includes verification of parameters such as help, version, directory, segment name, type segment attribute and error status.

COEAskUser - is intended for use in the PostInstall script to display a message to the user and have the user respond with a Yes or No, True or False or Accept or Cancel; basic testing of creating prompt windows using the COEAskUser tool and responding with correct response; and for verification of valid parameters.

COEMsg - is intended to be used by PreInstall, PostInstall and DEINSTALL to display an information message to the user;  basic testing of creating prompt window using the COEMsg tool during PreInstall, PostInstall and DEINSTALL; and for verification of valid parameters.

COEPrompt - is intended to be used by PreInstall, PostInstall and DEINSTALL to display an information message to the user; basic testing of creating prompt window using the COEMsg tool during PreInstall, PostInstall and DEINSTALL; and for verification of valid parameters.

COEPromptPasswd - is similar to COEPrompt in syntax and operation.  It is intended to be used in PreInstall and PostInstall to prompt a user to enter a password. The user’s response is echoed on the screen.  It is also used for basic testing of creating prompt windows using the COEMsg tool during PreInstall and  PostInstall; to prompt user for password; and for verification of valid parameters.

Total estimated time for Developer’s Toolkit and Runtime Tools Validation Procedures: 4 hrs
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These acronyms are used in the following table:

	ACL
Access Control List

API
Application Program Interface

APM
Account and Profile Manager

CDE
Common Desktop Environment

CDS
Common Data Store

CFI
Center for Integration

COE
Common Operating Environment

COTS
Commercial off-the-shelf

DII
Defense Information Infrastructure

DISA
Defense Information Systems Agency

DNS
Domain Name Service

EEPROM
Electronically Erasable Programmable Read-Only Memory

FTP
File Transfer Protocol

GOTS
Government off-the-shelf

GSPR
Global Software Problem Report

GUI
Graphical User Interface

HTML
Hypertext Markup Language

HTTP
Hypertext Transfer Protocol


	ID
Identification

IP
Installation Procedures (referring to documentation)

IP
Internet Protocol (as in IP address)

JPL
Jet Propulsion Laboratory

NFS
Network File System

NIS+
Network Information Service Plus

PAM
Pluggable Authentication Modules

PDC
Primary Domain Controller

PDF
Portable Document Format

PGRM
Programmer’s Guide and Reference Manual

PID
Process ID

POSIX
Portable Operating System Interface for UNIX

PSM
PAM Strike Manager

SAM
System Administrator’s Manual

SECAM
Security Administrator’s Manual

SMTP
Simple Mail Transfer Protocol

STD
Software Test Description

STR
Software Test Report

SVD
Software Version Description

TCP/IP
Transmission Control Protocol/Internet Protocol




	Requirement Number
	Security Services Capability Requirements
	Comments

	
	
	

	3.2.1
	Identification and Authentication
	

	3.2.1.1
	The COE shall enforce individual accountability by providing the capability to uniquely identify each user to the system.
	

	3.2.1.1.1
	The COE shall require users to uniquely identify themselves before beginning to perform any actions that the system is expected to mediate.
	Criteria is satisfied by the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1.1.2
	The COE shall require users to login prior to assuming a trusted profile (e.g., system administrator, security officer, root user, and super user).
	

	3.2.1.2
	Each user shall be uniquely identifiable (e.g., user name or userID) within an administrative domain.
	Criteria is satisfied by the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1.2.1
	The COE shall uniquely identify each user for an entire enterprise.
	Criteria is satisfied by the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1.3
	The COE shall provide the capability of associating the user’s identity with all auditable actions taken by that individual.
	

	3.2.1.4
	The COE shall provide the following mechanism(s) to authenticate each user’s identity.
	See below

	3.2.1.4.1
	The COE shall provide the capability to authenticate each user’s identity with a password.  Passwords shall meet the following requirements:
	

	3.2.1.4.1.1.1
	The COE shall provide a graphical user interface (GUI) for changing passwords.
	

	3.2.1.4.1.1.2
	The COE shall require a password be changed after the age of a password has exceeded a maximum of n days where n is configurable by a trusted user.
	

	3.2.1.4.1.1.2.1
	The default maximum days shall be 91.
	

	3.2.1.4.1.1.3
	The COE shall provide the capability to notify the user n days prior to password expiration where n is defined by a trusted user.
	

	3.2.1.4.1.1.3.1
	The COE shall default to notifying the user 7 days prior to password expiration.
	

	3.2.1.4.1.1.4
	The COE shall prohibit a password from being changed until the age of a password has exceeded a minimum of n days where n is defined by a trusted user.
	

	3.2.1.4.1.1.4.1
	The default minimum before a password can be changed shall be 7 days.
	

	3.2.1.4.1.2
	The COE shall permit a trusted user to override minimum password age limits when changing passwords.
	

	3.2.1.4.1.4
	The COE shall permit only trusted users to change passwords other than their own.
	

	3.2.1.4.1.5
	The COE shall provide the capability to require users to change a password during the initial use of a password created by trusted users.
	

	3.2.1.4.1.7
	The COE shall ensure that passwords feature specific characteristics configurable by a trusted user.  The following characteristics shall be included:
	See below

	3.2.1.4.1.7.1
	Minimum password length
	

	3.2.1.4.1.7.1.1
	The default minimum password length shall be set to eight characters.
	Allow waiver for 6 character passwords if requested, but waiver will be noted on certificate.

	3.2.1.4.1.7.2
	Password character set (e.g., alphanumeric plus special American National Standard Code for Information Interchange [ASCII] characters).
	

	3.2.1.4.1.7.3
	Password includes at least one numeric, case change, or special character (e.g., 0-9, &, %).
	

	3.2.1.4.1.8
	The COE shall provide the capability to prohibit the following passwords:
	

	3.2.1.4.1.8.2
	Use of a user name within a password.
	Allow waiver if requested, but waiver will be noted on certificate.

	3.2.1.4.5
	The COE shall provide the capability where upon success user login the COE shall display the date and time of the last successful login and the number of unsuccessful login attempts since the last successful login.
	Requirement satisfied if vendor implements the equivalent of the “last” command.  Capability must be present, but may not be implemented in the GUI login process.

	3.2.1.4.5.1
	The COE shall provide a trusted user the capability to enable or disable display of last successful login date and time and the number of unsuccessful login attempts.
	

	3.2.1.5
	The COE shall prevent unauthorized access to authentication data.
	

	3.2.1.5.1
	The COE shall prevent unauthorized disclosure of passwords during transmission across a network.
	GOTS APM software uses Diffie-Hellman algorithm for encrypting network traffic within admin. Domain.

	3.2.1.5.2
	The COE shall prevent unauthorized disclosure of passwords while stored.
	

	3.2.1.6
	The COE shall provide the capability to limit invalid login attempts which are indicative of potential login attacks.
	

	3.2.1.6.1
	If the number of consecutive invalid login attempts for a single userID reaches a threshold n, where n is configurable by a trusted user, the userID shall be locked and will remain locked during all further login attempts with that userID from within the administrative domain.
	

	3.2.1.6.2
	The COE shall be configurable by a trusted user to provide the capability to set the default number of consecutive login failures.
	

	3.2.1.6.2.1
	The default number of consecutive login failures shall be three.
	

	3.2.1.6.3
	The COE shall provide the capability for a trusted user, and only a trusted user, to disable the consecutive login failure functionality.
	

	3.2.1.6.4
	When a userID is locked, the COE shall provide the capability to send a notification to a trusted user.
	

	3.2.1.6.5
	The COE shall provide the capability for a trusted user to restore locked userIDs.
	Criteria is satisfied if the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1.6.6
	The COE shall perform login failure lockout for all login points (e.g., console, remote login) in the administrative domain.
	

	3.2.1.6.6.1
	The COE shall perform login failure lockout for all login points (e.g., console, remote login) in the enterprise.
	

	3.2.2
	Trusted Path
	

	3.2.3
	Security Audit
	

	3.2.3.1
	The COE shall provide the capability to create, maintain, process, and protect from modification or unauthorized access or destruction an audit trail of accesses to the objects it protects.
	

	3.2.3.1.1
	The COE shall protect audit data so that access to it is limited to those who are authorized to view audit data.
	

	3.2.3.1.2
	The COE shall protect the audit processes and audit data from change or deletion by general users.  At a minimum, the COE shall protect the following:
	

	3.2.3.1.2.1
	Audit mechanisms (e.g., executable files).
	

	3.2.3.1.2.2
	Configuration parameters (e.g., audit configuration files).
	

	3.2.3.1.2.3
	Capability to enable or disable audit processes.
	

	3.2.3.1.3
	The COE shall provide a mechanism that generates a notification when the audit data has reached a configurable threshold of n percent of available storage capacity.
	

	3.2.3.1.3.1
	The COE shall be configurable by a trusted user to provide a capability for recovery in the event that the threshold n percent of available storage capacity has been exceeded.  At a minimum, the following capabilities shall be provided:
	

	3.2.3.1.3.1.2
	Overwrite the oldest audit data
	

	3.2.3.1.3.1.4
	Increase storage capacity for audit data
	Minimal compliance is satisfied by the ability to increase capacity manually via Log File Manager.

	3.2.3.1.3.2
	The COE shall provide an interface for configuring which trusted user shall receive notifications when the audit data has reached the threshold n percent of available storage capacity.
	

	3.2.3.1.3.3
	The COE shall provide the capability for a trusted user to configure the threshold n percent of available storage capacity when a notification will be generated.
	

	3.2.3.1.3.3.1
	The default threshold n shall be 85 percent.
	

	3.2.3.1.4
	The COE shall provide a mechanism that generates a notification to a trusted user when the audit process(s) has failed.
	

	3.2.3.1.4.2
	The COE shall provide an interface for configuring which trusted user shall receive notifications when the audit process(s) has failed.
	

	3.2.3.1.5
	The COE shall provide a capability to archive and selectively retrieve audit data.
	Minimal compliance satisfied via Posix commands (i.e. tar, dd, etc.) at a command line.  Neither a GUI nor automation is required, since the reference platform does not provide them.

	3.2.3.1.5.1
	The COE shall provide the capability to automatically archive audit data when the audit data reaches a configurable threshold of n percent of available storage capacity.
	Minimal compliance satisfied via Posix commands (i.e. tar, dd, etc.) at a command line. Neither a GUI nor automation (via Cron) is required, since the reference platform does not provide them.

	3.2.3.1.5.4
	The COE shall provide a mechanism that generates a time configurable notification to remind a trusted user (e.g., system administrator) to perform audit archive.
	

	3.2.3.1.5.4.1
	The COE shall provide a GUI for a trusted user to configure the time, represented as every n hours.
	

	3.2.3.1.5.4.2
	The default threshold n shall be every 168 hours.
	

	3.2.3.2
	The COE shall provide the capability to enable and disable auditable events.
	

	3.2.3.3
	The COE shall provide the capability to audit the following types of events:
	

	3.2.3.3.1
	Use of identification and authentication mechanisms
	

	3.2.3.3.2
	Introduction of designated objects into a user’s address space (e.g., file open, program initiation)
	

	3.2.3.3.3
	Creation, modification, and deletion of designated objects
	

	3.2.3.3.4
	Actions taken by trusted users
	

	3.2.3.3.7
	Change in access control permissions
	

	3.2.3.3.9
	System startup
	

	3.2.3.3.10
	System shutdown
	

	3.2.3.4
	The COE shall provide the capability for a trusted user to define security-relevant events.
	

	3.2.3.5
	For each recorded event, at a minimum the COE audit record shall identify:
	

	3.2.3.5.1
	System date and time (to the nearest second) of the event
	

	3.2.3.5.2
	UserID
	

	3.2.3.5.3
	Type of event
	

	3.2.3.5.4
	Success or failure of the event
	

	3.2.3.6
	For identification and authentication events, the COE audit record shall identify the origin of the request (e.g., terminal ID, host IP address).
	

	3.2.3.10
	The COE shall provide the capability to receive application-level audit data (e.g., UNIX syslog, Windows NT event log).
	

	3.2.3.11
	The COE shall provide the capability to generate reports of audit data that has been collected.
	

	3.2.3.11.1
	The COE shall provide the capability to generate reports based on fields in event records or Boolean combinations of those fields.
	

	3.2.3.11.2
	The COE shall provide the capability to generate reports based on ranges of system date and time that audit records were collected.
	

	3.2.4
	Availability
	

	3.2.4.1
	The COE shall be capable of detecting the failure of a system service or resource.
	Minimally satisfied by POST on boot



	3.2.4.1.2
	The COE shall provide the following capabilities to notify a trusted user:
	

	3.2.4.2
	Upon recovery of a failed system resource, the COE shall verify that it returns in a secure state.
	Minimally satisfied by POST on boot

	3.2.4.2.1
	Upon recovery of a failed system resource, the COE shall provide the capability to determine if file systems are intact.
	Minimally satisfied by fschk.

	3.2.4.2.2
	Upon recovery of a failed system resource, the COE shall provide the capability to determine if access control permissions are unchanged from the state prior to the failure.
	Minimally satisfied on Reference Platforms by Tripwire.  KPC vendor may propose an equivalent for review.

	3.2.4.2.3
	Upon recovery of a failed system resource, the COE shall ensure that user privileges have not increased.
	Minimally satisfied on Reference Platforms by Tripwire.  KPC vendor may propose an equivalent for review.

	3.2.4.3
	The COE shall provide the capability for a trusted user to selectively revoke a user’s access to services.
	Minimally satisfied by the combination of TCPwrapper and DAC.

	3.2.4.3.1
	The COE shall provide the capability to kill or halt a user’s process(es).
	

	3.2.4.4
	The COE shall provide the capability to perform system and database backups.
	System Backup/Restore capability required. KPC vendor must identify a solution for review.

	3.2.4.4.1
	The COE shall provide the capability to scan for viruses during backup operations.
	Virus Scan capability required. KPC vendor must identify a solution for review.

	3.2.4.5
	The COE shall provide the capability to recover from failures using system and database backups.
	System Backup/Restore capability required. KPC vendor must identify a solution for review.

	3.2.5
	Discretionary Access Control (DAC)
	

	3.2.5.1
	The COE shall provide the capability to define access between named users and/or defined sets of users and named objects (e.g., files, database elements, and programs).
	

	3.2.5.2
	The COE shall provide the capability to control access between named users and/or defined sets of users and named objects (e.g., files, database elements, and programs).
	

	3.2.5.3
	The COE shall restrict access to objects based on the user’s and/or defined sets of user’s identity and on access rights (e.g., read, write, execute).
	

	3.2.5.3.1
	The COE shall provide the capability to restrict access to objects based on the user’s role.
	

	3.2.5.3.2
	The COE shall provide the capability to restrict access to objects based on the user’s organization.
	

	3.2.5.4
	The COE shall provide the capability for users to specify and control sharing of objects by named users or defined sets of users (e.g., UNIX groups, access control lists), or by both.
	

	3.2.5.5
	The COE shall provide controls to limit the propagation of access rights.
	

	3.2.5.6
	The COE shall, either by explicit user action or by default, protect objects from unauthorized access.
	

	3.2.5.7
	The COE shall provide the capability to assign access rights to authorized users.
	

	3.2.5.8
	The COE shall permit a user to grant or revoke access to an object if the user has control permission (e.g., file owner) for that object.
	

	3.2.5.9
	The COE shall provide a means to associate applications with a work environment (i.e., profiles) and allow users to specify the work environment (i.e., profile selection) during a session.
	

	3.2.5.9.1
	The COE shall permit a user to hold membership in multiple groups of users simultaneously and have all the access rights of those groups.
	

	3.2.5.11
	The COE shall be capable of restricting access to input/output (I/O) devices (e.g., floppy disks and tape drives).
	

	3.2.5.11.1
	The COE shall provide a capability to specify which users may access which I/O devices.
	

	3.2.5.12
	The COE shall provide a deadman capability that is activated if user input devices have been idle for longer than a time period of n minutes, where n is configurable by a trusted user (e.g., system administrator).
	

	3.2.5.12.1
	When the deadman capability is activated after n minutes, the COE shall discontinue the user session (log the user off). 
	

	3.2.5.12.2
	The configurable time period n shall default to 30 minutes.
	

	3.2.5.16
	The COE shall provide a screen-lock capability that is activated if user input devices have been idle for longer than a time period of n minutes, where n is configurable by a trusted user (e.g., system administrator).
	

	3.2.5.16.1
	When the screen-lock capability is activated after n minutes, the COE shall screen-lock the terminal and display a selected screensaver.
	

	3.2.5.16.2
	The configurable time period n shall default to 15 minutes.
	

	3.2.5.16.5
	Any user-input device shall be used to initiate actions to restore a screen-locked terminal.
	

	3.2.5.16.6
	The specific input value (whether from keyboard, mouse, or other input device) used to restore a screen-locked terminal shall be ignored except to initiate actions to unlock the terminal.
	

	3.2.5.16.7
	The COE shall require that users re-authenticate themselves to unlock a screen-locked terminal.
	

	3.2.5.16.8
	The screen-lock capability shall be available for users to activate via icon, menu selection, or button.
	

	3.2.5.16.9
	The COE shall provide the capability for a trusted user (e.g., system administrator) to unlock a screen-locked terminal irrespective of which user was logged in to that terminal.
	

	3.2.6
	Mandatory Access Control (MAC)
	

	3.2.7
	Sensitivity Labels
	

	3.2.8
	Markings
	

	3.2.8.2
	The COE shall display a security warning during the login process that indicates misuse of the system is subject to applicable penalties.
	

	3.2.8.2.1
	This security warning shall state that the user accepts responsibility for his or her actions prior to being permitted to access information.
	

	3.2.9
	Trusted Interfaces
	

	3.2.10
	Object Reuse
	

	3.2.10.1
	The COE shall ensure that no information, including encrypted representations of information, produced by a prior subject’s actions is made available to any subject that obtains access to an object that has been released back to the COE.
	Vendor may demonstrate or present an analysis supporting a claim of compliance.  Applies to disk and memory. Solaris, HP, and NT reference platforms both pass.  Testing is very difficult to formulate for heterogeneous multi-vendor environment.

	3.2.10.2
	The COE shall ensure that all authorizations to information contained within a storage object have been revoked prior to initial assignment, allocation, or reallocation to a subject from the COE’s pool of unused storage objects.
	Vendor may demonstrate or present an analysis supporting a claim of compliance.  Applies to disk and memory. Solaris, HP, and NT reference platforms both pass.  Testing is very difficult to formulate for heterogeneous multi-vendor environment.

	3.2.11
	Data Confidentiality
	

	3.2.11.1
	The COE shall provide an interface to cryptographic application programming interfaces for use by applications to selectively encrypt and decrypt data and files.
	Minimal compliance is provided by “crypt” implementation.

	3.2.12
	Data Integrity
	

	3.2.12.1
	The COE shall provide the capability to detect unauthorized modification or destruction of data during storage (e.g., using digital signatures and hash codes on files).
	Minimally satisfied by tripwire or equivalent.

	3.2.12.1.1
	The COE shall provide the capability to audit unauthorized modification or destruction of data during storage.
	Minimally satisfied by tripwire or equivalent.

	3.2.13
	System Integrity
	

	3.2.13.1
	The COE shall provide the capability to validate the correct operation of the hardware, software, and firmware elements of the COE security services.
	Minimally satisfied by POST.

	3.2.13.2
	The COE shall provide the capability to automatically validate the correct operation of the hardware and firmware elements of the COE security services during recovery from failure.
	Minimally satisfied by POST on restart.

	3.2.13.3
	The COE shall be configured such that a password must be entered to boot to a privileged start-up state. 
	

	3.2.13.4
	The COE shall provide the capability to detect and eradicate malicious code (e.g., viruses).
	Virus Scan capability required.  KPC vendor must identify a solution for review.

	3.2.13.4.1
	The COE shall provide the capability for a user to initiate a scan of hard drives and removable media for malicious code and alert the user and a trusted user if such code is detected.
	Requirement should be interpreted to allow a Trusted User only) to initiate such a scan.  (Normal user may not access full file system).  Virus Scan capability required. KPC vendor must identify a solution for review.

	3.2.13.4.2
	The COE shall provide the capability to automatically scan hard drives and removable media for malicious code.
	Minimally satisfied by CRON invocation of Virus Scan capability. KPC vendor must identify a solution for review.

	3.2.13.4.3
	The COE shall provide the capability to alert the user and trusted user of the detection of malicious code by the following techniques:
	

	3.2.13.4.3.1
	Visible message on the workstation screen
	Capability required. KPC vendor must identify an equivalent solution for review.

	3.2.13.4.3.2
	Audible alarm
	Capability required. KPC vendor must identify an equivalent solution for review.

	3.2.13.4.4
	The COE shall provide the capability to create, maintain, and update a virus database to support virus detection and eradication.
	Capability required. KPC vendor must identify an equivalent solution for review.

	3.2.13.4.5
	The COE shall provide the capability to capture malicious code (e.g., virus) during the eradication process and store the malicious code as data in a separate file.
	Virus Scan capability required. KPC vendor must identify a solution for review.

	3.2.14
	Non-repudiation
	

	3.2.15
	System Architecture
	

	3.2.15.1
	The COE security services shall protect themselves from external interference or tampering (e.g., by modification of their code or data structures).
	Minimal compliance via DAC.

	3.2.15.2
	The COE shall isolate resources to be protected so that they are subject to the access control requirements.
	Minimal compliance via DAC.

	3.2.15.3
	The COE shall implement the principle of least privilege such that each subject is granted the most restrictive set of privileges needed for the performance of authorized tasks.
	Minimal compliance via DAC.

	3.2.16
	Trusted Facility Management
	

	3.2.16.1
	The COE shall support trusted facility management via segregation of authorized roles.
	

	3.2.16.1.1
	At a minimum the COE shall provide security officer, system administrator, and user roles.
	

	3.2.16.1.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) to create trusted role(s). 
	

	3.2.16.1.3
	The COE shall provide the capability for a trusted user (e.g., system administrator) to assign function(s) to a trusted role(s) and/or group(s).
	

	3.2.16.1.4
	The COE shall provide the capability for a trusted user (e.g., system administrator) to modify trusted role(s). 
	

	3.2.16.1.4.1
	The COE shall provide the capability for a trusted user (e.g., system administrator) to add function(s) to a trusted role(s) and/or group(s).
	

	3.2.16.1.4.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) to delete function(s) from a trusted role(s) and/or group(s).
	

	3.2.16.1.4.3
	The COE shall provide the capability for a trusted user (e.g., system administrator) to modify function(s) from a trusted role(s) and/or group(s).
	

	3.2.16.1.5
	The COE shall provide the capability for a trusted user (e.g., system administrator) to delete trusted role(s) and/or group(s).
	

	3.2.16.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) to manage user accounts of a user(s). 
	

	3.2.16.2.1
	The COE shall provide the capability for a trusted user (e.g., system administrator) to create user accounts.
	

	3.2.16.2.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) to delete user accounts.
	

	3.2.16.2.3
	The COE shall provide the capability for a trusted user (e.g., system administrator) to manage profile(s) and/or group(s).
	

	3.2.16.2.3.1
	The COE shall provide the capability for a trusted user (e.g., system administrator) to create profile(s) and/or group(s).
	

	3.2.16.2.3.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) role to modify the access rights of profile(s) and/or group(s).
	

	3.2.16.2.3.3
	The COE shall provide the capability for a trusted user (e.g., system administrator) to delete profile(s) and/or group(s) of users.
	

	3.2.16.2.4
	The COE shall provide the capability for a trusted user (e.g., system administrator, security officer) to lock and unlock user accounts.
	Criteria is satisfied if the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.16.4
	The COE shall provide the capability to purge data from fixed and removable storage media or assignable storage devices.
	Unix “purge” command provides minimal compliance.

	3.2.16.5
	The COE shall provide a standard set of security support tools to determine the security posture of COE systems.
	Vendor must provide equivalent function:

1) Virus scanning software,

2) Tripwire (or equivalent),

3) tcpwrapper (or equivalent),

 

	3.2.16.5.1
	The COE shall provide the capability to validate that passwords have met the requirements for password characteristics specified in Paragraph 3.2.1.4.1.7.
	

	3.2.16.5.2
	The COE shall provide the capability to determine if changes have been made to designated systems and applications files, (e.g., password or rc.* files).
	Minimally satisfied by tripwire or equivalent.

	3.2.16.5.3
	The COE shall provide the capability for a trusted user to monitor and analyze the configuration of a host.
	Minimally satisfied by tripwire or equivalent.

	3.2.16.5.3.1
	The COE shall provide the capability to verify the configuration of a system to ensure that the security policy has been implemented (i.e., check for current security patches, check that unneeded network services are turned off).
	Minimally satisfied by tripwire (SPConfig is desired). Specific requirements stated by parenthetical phrase are not satisfied by the reference platform and are therefore waived.

	3.2.16.7
	The COE shall provide a GUI-based capability for a trusted user (e.g., security officer) to configure all audit functionality.
	

	3.2.16.7.1
	The COE shall provide the following capabilities for a trusted user (e.g., security officer) for managing the audit log(s):
	Minimal compliance satisfied via Posix commands (i.e. tar, dd, grep, etc.) at a command line.  GUI not required.  Automation not required.

	3.2.16.7.1.1
	Selectively view
	

	3.2.16.7.1.2
	Selectively print
	

	3.2.16.7.1.3
	Archive
	

	3.2.16.7.1.4
	Selectively restore
	

	3.2.16.7.1.5
	Backup
	

	3.2.16.7.1.6
	Selectively delete
	

	3.2.16.7.1.7
	Sort
	

	3.2.16.7.1.8
	Reduce
	

	3.2.16.7.2
	The COE shall provide the capability to separately assign each of the following audit functions to separate trusted roles (e.g., security officer, system administrator):
	

	3.2.16.7.2.1
	Backup and recover audit data file(s)
	

	3.2.16.7.2.2
	Archive audit data file(s)
	

	3.2.16.7.2.3
	Delete audit data file(s)
	

	3.2.16.7.2.4
	Restore audit data file(s)
	

	3.2.16.7.2.5
	Review online audit data file(s). 
	

	3.2.16.8
	The COE shall be configurable to prevent all but a trusted user (e.g., security officer) access to audit log(s) and audit functionality.
	

	3.2.16.9
	The COE shall be configurable to prevent all but a trusted user (e.g., system administrator) access to account, profile, and group management functionality.
	

	3.2.16.10
	The COE shall provide the capability to assign security, system administration, database administration, and network administration function(s) to multiple trusted roles, allowing levels of responsibility within a trusted role to be created.
	Minimally satisfied by SYSAD, SECMAN, etc. users defined for reference platform.  “Levels of responsibility” requirement is undefined and is waived.

	3.2.16.11
	The COE shall provide a GUI-based capability for a trusted user (e.g., security officer) to restrict access to system resources, objects, files, hardware, etc from user(s) and/or groups.
	Minimally satisfied by command line interface; “GUI-based” requirement is waived.
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(Insert sample KPC Security Validation Procedure here.)
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F.  Internet Interoperability Demonstration Validation Procedures.

F.1.  TCP/IP “Ping” and Domain Naming System (DNS) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform. The demonstration also provides an initial assurance of application level interoperability prior to demonstration of other services and protocols as well as for key Domain Name System (DNS) services and protocols.  This demonstration also shows that hostnames are resolved via DNS and can be converted from standard format to DNS format.

Ping Test Description:  The Ping utility sends a request for simple acknowledgment and displays the result to the user. The DNS utility “nslookup” is exercised to retrieve and display DNS information about the Validation Host’s DNS clients. 

A.
Login

B.
Identify Host Names and IP Address

C.
Use "Ping" to Validate the Communication Capability of the Candidate Platform 

The following command is entered at a command line in using the system administrator account (assuming a prompt of “node>”):

node> ping 204.34.175.70 -n 2

The expected response is similar to the following:

pinging 204.34.175.70  with 32 bytes of data

reply from 204.34.175.70: bytes=32 time=80ms TTL=249

reply from 204.34.175.70: bytes=32 time=80ms TTL=249

node>

If the result is similar to the expected response (parameter values may vary), test result is PASS, otherwise the Ping test result is FAIL.

DNS Test Description:  Using Internet network administration tools, testers request translation of known remote domain names to Internet Protocol addresses.

If translation and conversion is successful, DNS test result is PASS, otherwise test result is FAIL.

F.2.  File Transfer Protocol (FTP) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key File Transfer Protocol (FTP) services and protocols.

Description: The demonstration suite for ftp uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  Test files located on the remote Validation Host are transferred to the Candidate Platform, and key ftp capabilities are exercised from the Candidate Platform. Test files located on the Candidate Platform are then transferred to the remote Validation Host, and key ftp capabilities are exercised from the remote Validation Host.

This test procedure exercises the following basic functionality:

A.
Login,

B.
Setup Test Data and Confirm Validation Cell Configuration,

If all temporary directories and test files are present, the test result is PASS, otherwise the test result is FAIL.

C.
Exercise ftp client operations provided by and initiated on, the Candidate Platform,

C.1
Start client ftp service user interface on the Candidate Platform,

C.2.
Select and download an ASCII test file, located on the Validation Host, to the Candidate Platform,

C.3.
Select and upload an ASCII test file, located on the Candidate Platform, to the Validation Host,

C.4.
Select and download a binary test file, located on the Validation Host, to the Candidate Platform,

C.5.
Select and upload a binary test file, located on the local Candidate Platform, to the Validation Host,

C.6.
Terminate the ftp service user interface on the Candidate Platform,

If both ascii and binary test files can be uploaded to and downloaded from the Candidate Platform, the test result is PASS, otherwise the test result is FAIL.

D.
Exercise ftp server operations provided by and initiated on the Validation Host,

D.1
Start client ftp service user interface on the Validation Host,

D.2.
Select and download an ASCII test file, located on the Candidate Platform, to the Validation Host,

D.3.
Select and upload an ASCII test file, located on the Validation Host, to the Candidate Platform,

D.4.
Select and download a binary test file, located on the Candidate Platform, to the Validation Host.,

D.5.
Select and upload a binary test file, located on the Validation Host, to the Candidate Platform,

D.6.
Terminate the ftp service user interface on the Candidate Platform,

If both ascii and binary files can be uploaded to and downloaded from the Validation Host, the test result is PASS, otherwise the test result is FAIL.

E.
Delete test files and logout of the remote session.

If all temporary directories and test files are not present, the test result is PASS, otherwise the test result is FAIL.

F.3.  Network File System (NFS) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Network File System (NFS) services and protocols.

Description: The demonstration suite for NFS uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  A volume located on the remote Validation Host is mounted on the local Candidate Platform, and key NFS client capabilities are exercised from the Candidate Platform.  A volume located on the Candidate Platform is then mounted on the remote Validation Host, and key NFS server capabilities of the Candidate Platform are exercised from the Validation Host.

This test procedure exercises the following basic functionality:

A.
Login,

B.
Set Up Test Data and Confirm Validation Cell Configuration,

If all temporary directories and test files are not present, the test result is PASS, otherwise the test result is FAIL.

C.
Exercise NFS Client Operations Initiated on the Candidate Platform,

C.1.
Use NFS to Mount the Remote Validation Host File System onto the Candidate Platform (Local) File System,

If the Validation Host temporary test directory is properly mounted and then unmounted on the Candidate Platform, the test result is PASS, otherwise the test result is FAIL.

D.
Exercise NFS Server Operation Provided by the Candidate Platform to a Remote Client, 

D.1
Export the Candidate Platform File System,

D.2.
Log On the Validation Host as Sysadmin ,

D.3.
Use NFS to Mount a Candidate Platform File System on the Validation Host File System ,

D.4
Exercise Disk Related Options,

D.5.
Use NFS to 'unmount' the Candidate Platform File System from the Validation Host File System,

If the Candidate Platform temporary test directory is properly mounted and then unmounted on the Validation Host , the test result is PASS, otherwise the test result is FAIL.

E.
Cleanup of Validation Host,

If the temporary test directory is not present and no volumes are mounted on the Validation Host, the test result is PASS, otherwise the test result is FAIL,

F.
Remove KPC_NFS from the Candidate Platform Export List,

G.
Re-establish the standard Candidate Platform configuration.

If the temporary test directory is not present and no volumes are mounted on the Candidate Platform, the test result is PASS, otherwise the test result is FAIL.

F.4.  Simple Mail Transfer Protocol (SMTP) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Simple Mail Transport Protocol (SMTP) services and protocols.

Description: The demonstration of SMTP electronic mail uses the mailx  commands required by the ISO/IEC 9945-2 (Posix) specification.  An electronic mail message is read in from a file, sent to the sysadmin account on the Validation Host and reflected back to the Candidate Platform.  The returned message is displayed and saved to a file.  This provides some level of assurance that the Candidate Platform can support sending, receiving, display and storage of electronic mail.

This test procedure exercises the following basic functionality:

A.
Login,

B.
Send Mail Test Message to Validation Host,

If the mail test message can be sent from Candidate Platform, the test result is PASS, otherwise the test result is FAIL.

C.
From Validation Host, Send Response to Test Message,

If the mail test message received on the Validation Host appears as expected, the test result is PASS, otherwise the test result is FAIL.

D.
Receive reflected Mail Message and Compare to the Expected Result,

If the mail test message received on the Candidate Platform appears as expected, the test result is PASS, otherwise the test result is FAIL.

F.5.  World Wide Web (WWW) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability and the ability to support key Hyper-Text Transfer Protocol (HTTP) services and protocols.  This procedure is not intended as a comprehensive test and only exercises a subset of TCP/IP, HTML and HTTP features.

Test Description: From a Candidate Platform and HTTP conforming web browser, download a series of  HTML 3.2 compliant test pages from the Candidate Platform, and display them.  The following categories are taken from the HTML 3.2 Specification. [This test is patterned after a similar test service (WWW Test Pattern) provided on the web by The Web Resource Group at http://www.uark.edu/~wrg/.
This test procedure exercises the following basic functionality.

A.
Login

B.
WWW Interoperability Demonstration Initiation,

C.
Basic HTML Data Types,

D.
Text Display / Tag Handling,

Text Support page, demonstrates interoperability of the following tag sets:

Basic Markup,
Text Formatting,
Typographical,
Idiomatic, 

Heading,

Text Block,

Lists,


Glossaries.

Compare to printed test pattern.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Text Support page also demonstrates that the browser displays the tag sets properly.

Graphics Support page, demonstrates interoperability of the following graphic formats:

GIF,

JPEG,


XBM,


TIFF,

etc.

Compare to printed test pattern.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Graphics Support page also demonstrates that the browser renders the graphic formats correctly.

Test Description: From a Candidate Platform, using an HTTP conforming web browser, download a series of  HTML test forms from the Candidate Platform, fill them as directed and return them.  [This test is patterned after a similar test service provided on the web by Digital Equipment Corporation at  http://www.research.com/nls/formtest.
E.
Multi-media Support,

F.
Forms and Script Support,

Forms Input Behavior page, demonstrates interoperability of the following form features:

Hidden Lines
Hidden Data

Force Newline char

Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Forms Input Behavior page also demonstrates that the browser form behaviors are correct.

Forms Special Characters page, demonstrates interoperability of the following form characters:

&
=
%
;./.#.?.:. .+



Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Forms special characters page also demonstrates that the browser form handling of special characters is correct.

Forms image page, demonstrates interoperability of form images.

Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Forms Image page also demonstrates that the browser form image handling is correct.
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G.1. Validation Site at the Center for Integration (CFI)

G.1.1.  CFI Validation Site Procedures

The following procedure is used to submit equipment to the Center for Integration (CFI):

A.  Schedule the delivery of the Candidate Platform to the CFI with the lab manager, Kent Smith (E-mail: smith1k@ncr.disa.mil; phone 703 735-8583). The CFI capability is for evaluation of one platform at a time.

B.  Prior to delivery, provide a list of the equipment and software serial numbers, model numbers and list price for inventory purposes to Kent Smith or Scott Boyce.  

C.  Coordinate delivery of the equipment to the CFI with the CFI warehouse personnel; Ms. Angela Wenzel 703 735-8721, between the hours of 8 am and 5 pm eastern standard time.  This name should be the Point of Contact for the shipper.  The vendor should submit a DOD form DD1149, Government Bill of Lading, to the warehouse in advance of the delivery with the information in paragraph G.1.1.B.  A sample is provided in Figure G-1.   The DD1149 will be serve as a delivery receipt and will be presented again by the vendor as in paragraph G.1.1.F below to pick up the equipment.  

D. The CFI can accommodate deliveries from any size truck.  CFI recommends that all heavy (greater than 200 pounds) equipment ship on pallets, as the flooring from the loading dock to the computer room area is not smooth.  The CFI has a pallet jack. The Product Support Division will have a POC available to support the “run for record.”

E. The Product Support Division will have a POC available to support CFI equipment for the “run for record.”

F. Once the KPC validation is complete the equipment can be removed immediately, or we can store it in our warehouse for a short time pending pick-up.  The equipment will be transferred back to the vendor with another copy of the DOD form DD1149, which the vendor must sign and return upon receipt of the returned equipment/software.

G.1.2.  Center for Integration (CFI) Address and Points of Contact (POC)

A.  CFI Address for Visitors and Deliveries:

45335 Vintage Park Plaza

Sterling, VA 20166-6700

B.  KPC Validation Project Leader and Primary POC:

Ms. Karen DeMeritte

JIJC, ATTN: KPC

45335 Vintage Park Plaza

Sterling, VA 20166-6700

Phone: 703-735-8701

FAX: 735-735-8700

E-Mail: demeritk@ncr.disa.mil

C.  Test Support Contract POC:

Ms.  Rokhshana

Phone: 735-735-8741

FAX: 703-735-8700

E-Mail: safir@ncr.disa.mil

D.  CFI Warehouse Manager:

Mr. Kent Smith

Phone: 703-735-8583

FAX: 703-735-8520

E.  CFI Warehouse POC:

Ms. Angela Wenzel

Phone: 703-735-8721

FAX: 703-735-8520

F.  CFI Security Office:

Greg Kuemmel

Phone: 703-735-8245

FAX: 703-735-8960

G.1.3.  CFI Validation Site Layout and Facilities.
Figure G.1-1 shows the layout and facilities at the CFI KPC Program Validation Site.
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 Figure G.1-1. – CFI Validation Cell Layout

G.1.4.  DOD Form DD1149 for CFI Warehouse
Figure G.1-2 provides an example of the items to be filled in by the Vendor before submission to the CFI Warehouse.
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Figure G.1-2. – DD1149

G.2.  Validation Site at the Joint Interoperability Test Command (JITC)

G.2.1.  JITC Validation Site Procedures

G.2.1.1.  JITC Address and Points of Contact (POC)

A.  JITC Address for Visitors and Deliveries:

Brainard Road, Building 57305

Fort Huachuca, AZ 85613-7020

B.  KPC Validation Project Leader and Primary POC:

Dr. Robert Levine

JITC, ATTN: JTDA

Building 57305

Fort Huachuca, AZ 85613-7020

Phone: 520-538-5139

FAX: 520-538-4375

E-Mail: leviner@fhu.disa.mil

C.  Test Support Contract POC:

Ms. Marge Grayson-Cole

Phone: 520-538-1754

E-Mail:graysonm@fhu.disa.mil

D.  JITC Warehouse POC:

David Inman

Phone: 520-538-5584

E.  JITC Security Office:

Phone: 520-538-4397

FAX: 520-538-4345

G.2.1.2.  Validation Preparation

A.  When the DII COE KPC Program Office has notified you that your platform will be tested at the JITC, contact the JITC Project Leader and provide a vendor POC for coordination.

B.  The JITC capability is for evaluation of a maximum of two platforms simultaneously.  The scheduling of testing depends on workload at the Validation Site.  After coordination, the JITC will notify the vendor POC of a firm date and time for platform delivery.

C.  The JITC Fort Huachuca Validation Site is located within a secure building on a military installation.  To avoid access delays, vendors are strongly encouraged to assign U.S. citizen personnel for on-site support of testing.  If a vendor requires foreign national personnel to visit the JITC, a lengthy approval process and assistance from the applicable embassy will be necessary.

D.  Two completed copies of the JITC Test Agreement and License found in Appendix A2 or available for download at <<http://diicoe.disa.mil/coe/kpc/KernelPlatformProgram.htm>> with original vendor signature must be submitted prior to delivery of the platform to the JITC.  Each completed Test Agreement and License must be accompanied by a copy of the detailed manifest describing the KPC program conforming platform.  The JITC will coordinate the signing of this form by the Government Approving Authority and a fully signed copy will be provided to the vendor POC.  A copy of the JITC Test Agreement and License form is provided at Attachment 1 and can also be downloaded from the KPC WWW site.

E.  The equipment that is delivered for testing must be logged into JITC and will subsequently be identified on an Authorization for Equipment Removal form.  This form lists each item of equipment and its serial number.  To expedite processing, a list of equipment that includes model numbers, part numbers, and serial numbers should be provided to the JITC prior to or at the time of delivery.

G.2.1.3.  Procedure for Equipment Delivery

A.  The platform equipment may be brought to the JITC by the vendor or may be delivered up to three (3) working days ahead of the validation date.

B.  Coordinate delivery of the equipment to the JITC with the JITC Warehouse POC, between the hours of 8 am and 5 pm mountain standard time.  Equipment should be addressed to JITC ATTN: Robert Levine, BLDG 57305 Brainard Road, Fort Huachuca, AZ 85613-7020.

C.  The JITC can accommodate deliveries from any size truck.  We recommend that all heavy (greater than 200 pounds) equipment be shipped on pallets, as the flooring from the loading dock to the computer room area is not smooth.  The JITC has a pallet jack.

D.  If required, JITC personnel will transport the equipment to the test cell.

E.  After the equipment is logged in, the JITC will provide the vendor with a signed Authorization for Equipment Removal.

G.2.1.4.  Preparation for Testing

A.  The vendor is responsible for unpacking the equipment and setting it up for testing.

B.  Once the equipment has been set up and determined to be operational by the vendor, the vendor shall depart the test area and await the conclusion of testing.  The vendor should provide a phone number so that JITC test personnel can contact the vendor in case of equipment breakdown or other problems.

C.  JITC testing may include any and all applicable validation procedures, including building and installing the Candidate Platform software.  If partial KPC testing at another DISA facility has been successfully completed prior to testing at the JITC, the completed tests will usually not be repeated.  Testing at the JITC is normally done without the vendor being present.  Before departing, the vendor should insure that all necessary software and documentation is available in the test cell.

G.2.1.5.  Procedures for Removal of Equipment

A.  Once the KPC validation is complete, the equipment can be removed immediately, or we can store it in our warehouse for a short time (not to exceed 3 working days) pending pick-up.

B.  The vendor is responsible for packing the equipment and verifying that it is ready for removal.

C.  The JITC must receive a signed copy of the Authorization for Equipment Removal to release the equipment.  Only that equipment identified in the authorization for Equipment Removal can be removed from the JITC.

D.  If removal by common carrier is desired, provide the JITC warehouse POC with an account number to use when scheduling the pickup.

E.  Once the equipment has been removed by or delivered to the vendor, a copy of the Authorization for Equipment Removal form shall be signed by the vendor to acknowledge receipt and returned to the JITC DII COE KPC Validation Project Leader.

G.2.2.  Technical Information

G.2.2.1. Validation Site Layout and Facilities.  Figure G.2-1 shows the layout and facilities at the JITC KPC Program Validation Site.  This facility can accommodate two simultaneous validation tests.  Vendor activities within a test cell will be scheduled to insure privacy of testing.


Figure G.2-1.  JITC Validation Site Layout and Facilities

G.2.2.2. Equipment Limits for Candidate Platform.  The table below lists the standard equipment limits at the JITC KPC validation Site.  The JITC POC should be contacted concerning equipment that exceeds these limits.

	Maximum CPU weight:
	

	Tabletop:
	300 pounds

	Tower:
	1000 pounds

	Maximum CPU dimensions:
	23" wide x 23 " deep x 25" tall

	Maximum total power consumption:
	120 VAC, 20 A


G.2.2.3. Network Connections Supported.  The network connections supported at this time are 10Base-T and 100Base-T, using RJ-45 connectors.  Any other network connections or connectors are the responsibility of the vendor.
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H.1.
Comment and Change Proposals for the KPC Program Document

Changes to this document must be approved by DISA, but it is always open to comment.  Change proposals may be e-mailed to the KPC Program Office for review.  Responses will be as resources permit.  Each change proposal should be limited to one specific change, however, it is expected that multiple change proposals will be submitted by some reviewers.  Multiple change proposals should be numbered sequentially in the order that text changes would occur in the KPC Program Document.  They may be packaged with one cover letter.  The following format is recommended:

----------------------------------------------------------------------------------------------------------------

Control Number  ___________

TO:
DII COE KPC Program Manager

FROM:Vendor POC Name:

Vendor Company Name:

Vendor email:

Vendor phone:

DATE:
 YYYYMMDD

SUBJECT:  DII COE KPC Program Document Change Proposal

1.  (State the paragraph number and clearly identify the text in question.)

2.  (State the observed behavior and indicate how to reproduce the problem.)

3.  (Specify the exact change that would resolve the issue).  

4.  (Provide justification, rationale or supporting documentation).
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� With the present I&RTS release, a commercial CDE product provides the desktop. Thus, dtwm replaces mwm from the previous I&RTS. There should not be any impact to any segment that presently works under mwm.


� The purpose of this requirement is to simultaneously support the need to choose where segments are loaded at installation time rather than being hardcoded, and to avoid potential security vulnerabilities caused by relative pathnames.  In concept, the solution is to dynamically determine where the segment is located after it is installed and then use that absolute path to locate desired files or directories.  For example:  (1) set PATH_ROOT = findmyseg() (2)  set fileopen = open(PATH_ROOT myfile). 
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