Appendix A

Application Template, Sample Certificate and Test Report

Application for KPC Validation: At Submission

The application for KPC Validation shall be delivered in hardcopy and machine-readable form in MS Word format.  The application shall contain the following information:

1. Name and address of the submitting organization:  This information shall correspond to the supplier identified on the attached FIPS-151-2 certificate.  

2. Identification and contact information for the Point of Contact for the organization submitting the application platform for KPC validation.

3. Description of the application platform submitted for validation: This description shall correspond to the product identified on the attached FIPS-151-2 certificate, but provide additional detail.  The level of detail in the application platform description must be sufficient to assure repeatability of the validation process.  For example the description must include at least the following:

· a list of patches applied to the vendor supplied system software,

· the network interface card used for the test,

· identification of any configuration and optional software included beyond that found in the vendor applicants normal commercial software product,

4.
Description of the Web browser used in support of certification: The level of detail in the Web browser description must be sufficient to assure repeatability of the validation process.

5.
Description of the software development environment software used in support of certification: This description shall correspond to the software development environment software identified on the attached FIPS-151-2 certificate, but provide additional detail.  The level of detail in the software development environment software description must be sufficient to assure repeatability of the validation process.

6.
Description of the printer used in support of certification: The level of detail in the printer description must be sufficient to assure repeatability of the validation process.

7.
A Statement which authorizes Audit of Test Results: This statement grants to the Department of Defense, Defense Information Systems Agency (DISA) the right to receive and review electronic and hardcopy  of the full test-set summary reports for the specific industry tests identified in Appendix C.  The language must be sufficient to assure that DISA has the right to audit and verify results and the contents of documentation referenced in support of an application for certification, regardless of the location and custody of the documentation.  It must also assure a release to DISA of any and all test documentation held by any 3rd party.  Review of these reports is not expected on a routine basis, but full access is necessary for audit purposes and to support resolution of any testing issues that may arise.

8.
Waiver Requests: The applicant vendor shall separately identify any potential holdouts or issues in this application for DII COE Kernel Platform Certification.  Waivers from DII COE KPC criteria requested must be associated with the specific criteria, and a separate waiver submitted for each criteria affected.

This application must be signed by an agent of the vendor applicant with authority to commit the supplier to all of the conditions and statements made in this application and the attached documents.  

The following items must be attached to the application for KPC validation at the time of initial submission:

1. A copy of the valid NIST FIPS 151-2 Certificate of Validation for the application platform as configured when submitted for validation.

2. A copy of the valid test summary report (1 to 2 pages) for each of the industry tests identified in Appendix C.  The tests must have been performed on the application platform as configured when submitted for validation.

Note:
The Open Group provides a “Test Summary Report” for each test performed.  The first page of the report briefly identifies the test, the tested platform, and the temporary waivers granted as a result of the test.  The remainder of the document is a detailed output of the results of the automated test, and may run several hundred pages.  For Open Group tests, only the one page version is to be attached to the application.  The detailed test results are subject to audit, but must not be attached to the application.

3. A copy of the Security Checklist described in paragraph 3.4 of this document.

Note:
Delivery of this Security Checklist may be waived if this validation makes use of a checklist that has already been approved for use on the KPC program. This request must be made in the “Waiver Request” portion of the application, and must identify the specific checklist and version to be used.  Any changes to an approved Security Checklist require the re-delivery, review, and approval of the checklist.

4. Versions of the following documents appropriate for the application platform as configured when submitted for validation:

· Software Version Description Document (SVD)

· Installation Procedures (IP)

· System Administrator’s Manual (SAM)

· Users Manual (UM)

· Security Features Users Guide (SFUG)

Note:
The submitted documents must satisfy the format and content guidance provided in “DII COE Developer Documentation Requirements”, version 2.0.

Note:
The requirement to deliver a “COE Trusted Facility Manual (TFM)” for DII COE Kernel Platform Certification is waived at this time, and until further notice.

5. A preliminary “DII COE Kernel Platform Implementation Conformance Document (ICD) and Statement of Warranty (SOW)” claiming conformance to all certification criteria identified in this specification.  A template for this document is provided in this appendix.  At the time of application for KPC validation, the applicant vendor will provide this document which contains the following:

· A clear statement that the candidate application platform, as configured for DII COE Kernel Platform Certification, is year 2000 compliant. 

· A claim of compliance to all DII COE Kernel Platform Certification criteria. 

· A statement that all documentation and test results submitted for validation are valid and were performed on the application platform as configured when submitted for validation.

· A statement of warranty committing the supplier to providing the remedies identified in this document for any erroneous claims of KPC compliance.

The ICD/SOW shall have attached, for each standard for which conformance is identified as a certification criteria, a clearly labeled part that satisfies the documentation requirements for a conforming implementation of that standard, if such documentation requirements exist.  The ICD/SOW shall contain a statement that indicates the full name, number and date of each standard.  The ICD/SOW shall not contain any specifications other than those explicitly permitted or required by this document, or by a required standard.

Application for KPC Validation: As Updated at the Software Delivery Meeting
An updated and final ICD/SOW (and additional supporting materials) shall be provided at the Software Delivery Meeting to add those conformance statements and information that will only be available after the applicant vendor has completed integration of the GSKS.  The updated ICD/SOW will include a clear claim of conformance to all:

1. Government supplied software related compliance provisions contained in this document, as identified in section 3.3 "Government Supplied Software Certification Criteria". In addition, for each test procedure identified in section 3.3, the ICD shall clearly claim successful execution without any failure or inconclusive result.  

Note:
The test procedures in Appendix D must be provided by the vendor applicant at the Software Delivery Meeting.  The procedures must be updated by the applicant vendor to show the actual results obtained by the vendor applicant during certification of the candidate platform.

2.
Security related compliance provisions contained in this document, as identified in section 3.4 "Security Certification Criteria" of this document. In addition, for the vendor provided, DISA approved, application platform specific security test procedure identified in section 3.4, the ICD shall clearly claim successful execution without any failure or inconclusive result.

Note:
The security test procedure described above must be provided by the vendor applicant at the Software Delivery Meeting.  The procedure must be updated by the applicant vendor to show the actual results obtained by the vendor applicant during certification of the candidate platform.

3.
Internet interoperability related compliance provisions contained in this document, as identified in section 3.5 "Internet Interoperability Demonstration Certification Criteria".  In addition, for each test procedure identified in section 3.5, the ICD shall clearly claim successful execution without any failure or inconclusive result.  

Note:
Finally, the vendor applicant at the Software Delivery Meeting must provide the Internet Interoperability Demonstration test procedures contained in Appendix F.  The procedures must be updated by the applicant vendor to show the actual results obtained by the vendor applicant during certification of the candidate platform.
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