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Change History



Selected Major Changes in Version 0.8 include:3�



-	Updated with comment resolutions from sources and all previous drafts

-	Rewrite of section 2, Certification Process

-	DISA validation will execute the test procedures once (as opposed to two pass)

-	Provide space for an updated Sun Solaris “Security Checklist”

-	Add Internet Interoperability Demonstration Test Scripts

-	Changes to the test set, procedures, and estimated run-times for testing of Government Supplied Software based on major updates to the  procedures developed for the pilot phase.

-	Rewrite of Section 4 to focus on DISA guidelines and KPC program events.

-	Added test cell description and delivery procedures.

-	I&RTS checklist updated to synchronize with the final I&RTS version 3.0

-	Added Year 2000 requirement criteria.

-	Update change request format and instructions.
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Yellow Highlighted text 	= Issues
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DII COE Kernel Platform Certification (KPC) Program Objective



The purpose of the DII COE Kernel Platform Certification (KPC) program is to provide criteria and a process for certification of Posix- based application platforms as DII COE Compliant. A vendor applicant certifies that the application platform submitted is in compliance with all criteria identified in this document, and commits to a warrantee to that effect.  DISA validates the information submitted by the applicant, and manages the resolution of KPC issues as they arise.  The DII COE Chief Engineer is the final authority for interpretation of the contents of this document.

 

Criteria for DII COE Kernel Platform Certification are defined in accordance with the following engineering documents:



“Defense Information Infrastructure (DII) Common Operating Environment (COE)

Integration anded Run-Time Specification (I&RTS)”, version 32.0 - 1 July23 October 19975�,



“Defense Information Infrastructure (DII) Common Operating Environment (COE) Baseline Specifications”, version 32.10 - 29 April28 June 19976�.



The “DII COE Baseline Specifications”[� NOTEREF _Ref372613205 �2�] paragraph 3.2 contains a consolidated list of all software available in the DII COE, independent of any specific application platform implementation.  Kernel COE components are those elements required to be present on all DII COE application platforms, and are listed in paragraph 3.2.1 of reference [� NOTEREF _Ref372613205 �2�].



This program will establish a process which encourages Information Technology (IT) industry suppliers to provide DII COE kernel platform functionality in their application platform products.  DISA will investigate an applicant claim of conformance and make a list of application platforms with valid certificates available to the public.



An additional objective of this program relates to the Government supplied software included in the DII kernel platform.   This software provides features and functions which are essential to the operation of an application platform within a distributed system.  DISA would prefer that these features were provided within commercial operating system offerings.  This objective will be satisfied when commercial offerings replace the government supplied software in the DII COE kernel.







Applicability of Certification





The DII COE kernel platform certification process is available for Posix- based DII COE application platforms.  This program is the only process by which any Posix-based application platforms will be DII COE certified.   Note that this program applies only to the DII COE kernel as defined in reference [� NOTEREF _Ref372613205 �2�]. 



The term “Posix-based platform” actually refers to a computer which conforms with a set of criteria more complex than just a few of the Posix standards.  The full range of these criteria are found in section 3 of this document.   For purposes of convenience, the term “Posix-based platform” refers to an application platform that satisfies all of the criteria for certification identified in this document.  The “Posix-based” label is also useful to distinguish these platforms from others included within the DII COE.



The KPC program does not distinguish between server or client platforms, or any other categorization of application platforms.  A DII COE certified application platform may be configured in many ways, including as a client, server, or hybrid platform.  The KPC certification criteria were selected to address functions needed on all DII COE application platforms, regardless of use.



This certification program provides an opportunity for vendors of Posix- based application platforms to enhance the appeal of their product for DOD customers with a need for such platforms.  DoD CINCs, Services, and Agencies which procure and use Posix based DII COE application platforms willmay use this certification program as one measure of the suitability of athe product.



Note:	Compliance with the DII COE has been mandated for C4I systems by the Joint Technical Architecture (JTA) version 1.0.  The minimum specified level of compliance is level 5 as defined in the DII COE Integration and Run Time Specification.  Service or Agency acquisition executives are responsible for the implementation of the JTA and have the authority for establishing compliance with, or waivers of any of it's mandates.



For those programs where COE compliance is not waived, the pre-existing availability of a DII COE kernel for a specific variant of UNIX, or a vendors commitment to provide and maintain a DII COE kernel through the Kernel Platform Certification (KPC) program may be considered along with other factors (e.g. standards compliance, third party product support, price and performance) in selecting a platform environment.  Factors related to COE compliance, as with all other evaluation factors, are specified and interpreted individually for each procurement by the responsible procurement official.



The availability of certified DII COE kernel platforms should not prevent uncertified platforms from being considered for contract award.  However, the responsible procurement official may eliminate a platform without the required certification from procurement consideration if, for example, the official determines that a certified platform is urgently needed.

Purpose of this Document



This document identifies the criteria and procedures by which DISA grants certification to applicant vendors of conforming application platformss.  This document does not, by itself, constitute a legal agreement or relationship with DISA.  In particular, DII COE Kernel Platform Certification does not imply any commitment by the government to 1) purchase any product certified under this program, or 2) port, re-host, or re-implement Government supplied or COTS application software to any product certified under this program.



Updates to this document will be made as needed, but the intention is synchronize with kernel minor release cycle.  Changes, if any, should occur on approximately six month intervals.



Scope of Assurance Provided by DII COE Kernel Platform Certification



DII COE Kernel Platform Certification will provide a level of assurance that a DII COE Certified application platform:



--	provides services to application software through conforming APIs required by the kernel COE, 

--	presents a specific appearance and behavior at the Human/Computer Interface,

--	executes the Government provided kernel source code per operation on the current application platforms,

--	demonstrates interoperability and data interchange for a basic set of Internet application level services,

--	provides a minimum set of security features and security configuration checks.



DII COE Kernel Platform Certification does not:

--	assure application interoperability in the broadest sense, or interoperability with any specific application currently running on a DII COE certified kernel platform.

--	assure portability of any application currently running on a DII COE certified kernel platform.



Certification criteria will include only functional aspects of the application platform and will not address performance, reliability, or other criteria.  This program will use several mechanisms for establishing an expectation and level of assurance of specified platform function.  These mechanisms include use of commercial certification programs, test, analysis, inspection, vendor applicant claim and warrant, and operational demonstration.



The initial level of assurance provided by the KPC program is consistent with that provided by the current DII COE kernel platform engineering process. This level of assurance may be expanded with additional investment over a period of time. 



�

DII COE Kernel Platform Certification Processes



The DII COE Kernel Platform Certification program operates within the context of the DII COE Configuration Management Plan.  In section 2.1, an outline of the certification process is presented from the perspective of an applicant vendor.  Section 2.2 expands the validation step (step 8) and describes the operation of the validation organization in greater detail.



DII COE Kernel Platform Certification Process



The DII COE Kernel Platform cCertification process is summarized in � REF _Ref396899459 \* MERGEFORMAT �Figure 1 - Certification Timeline�.  The process begins with a vendor applicant formally requesting DII COE Kernel certification for a candidate application platform, and.  proceeds as follows:



1.	The vendor applicant submits an Application for DII COE Certification to the Chief, DII COE Engineering Division.  This application must contain the information outlined in Appendix A, and may be mailed or hand-delivered to the following addressidentifies a candidate application platform and states an intention to support a target level of conformance:



Chief, DII COE Engineering Division

DISA Operational Support Facility

45335 Vintage Park Plaza

Sterling, VA  20166-6701



Attention: DII COE Kernel Platform Certification Application. 



A detailed definition of the hardware and software configuration of the candidate application platforms, including patches applied to the vendor supplied system software, must be identified in the application.  The level of detail in the application platform description must be sufficient to assure repeatability of the testing process.  The identification must also be suitable for direct use as an engineering specification.



Certificates to show successful completion of appropriate industry testing are attached to the application.  DISA validation staff will verify the authenticity of the standards conformance certificates with the testing authority.  Validation staff will also review the claims for standards conformance not supported by automated testing to assess whether the proper assurance has been provided.  This verification and review and will be performed in accordance with Appendix C of this document.



The proposal may also specify any waivers requested from the certification process or requirements.  A strong case must be made to deviate from any baseline requirement. 

�





Figure � SEQ Figure \* ARABIC �1� - Certification Timeline�

Support for DII COE level 8 conforming application softwareance (per the DII COE I&RTS [� NOTEREF _Ref372613267 �1�]) is the minimum target level that will be accepted into the program.



2.	After DISA internal coordination, the Chief, DII COE Engineering Division notifies the applicant vendor point of contact identified in the proposal of the overall disposition of the proposal, and of each waiver requested.  A review of the proposal with the applicant may be required to close issues that may arise.  The DII COE Engineering Division will notify DISA OSF Test and OSF Configuration Management of an approved application, and sponsor the applicant for material requests from the Configuration Management database.





The vendor applicant will be provided an intellectual property rights agreement for government supplied software which identifies the conditions under which the software is being provided.  Two original copies of each agreement, signed by an authorized representative of the vendor applicant, will be provided by the vendor prior to distribution of government supplied software.



3.	On approval of the application, the vendor applicant contacts DISA Configuration Management  at URL “http://spider.osfl.disa.mil/cm/cm_page.html”, to request provides a DII COE Certification Kit including certification requirements documents, and media to the applicant.  The kitmedia contains:



a)	the current version of the source code for Government Supplied Kernel Software (GSKS) from three contractor organizations, implementing the following services as they are defined in reference [� NOTEREF _Ref372613205 �2�]:



GSKS from Inter-National Research Incorporated (INRI)

- Print Services,

- Security Management Services,

- System Management Services,

- Account Groups & Profiles,

- DII COE Run-Time Tools, and

- DII COE Developers Tools.



GSKS from Sterling Research

- Security Management Services.



GSKS from Jet Propulsion Laboratory (JPL)

- Account Groups & Profiles..



The vendor applicant will be provided with 2 (two) copies of the intellectual property rights (IPR) agreements from each of the 3 (three) contractor organizations for government supplied software.  One copy of each IPR agreement signed by an authorized representative of the vendor applicant, with an original signature, shall be provided by the vendor applicant at the time that the applicant takes possession of government supplied kernel software.  These signed originals will be forwarded to INRI, Sterling Software and JPL, and the applicant may retain the other .  DISA Configuration Management will retain a copy of the agreements on file.



If a modification of the IPR agreement has been negotiated with a third party, notification and a copy of the modified agreement must be delivered to the government 5 business days in advance of the time that the applicant takes possession of government supplied software.  This allows DISA Configuration Management to confirm the arrangements and assure that they can meet their stewardship responsibilities on behalf of the contractor.

The vendor applicant will be provided an intellectual property rights agreement for government supplied software which identifies the conditions under which the software is being provided.  Two original copies of each agreement, signed by an authorized representative of the vendor applicant, will be 



b)	procedures, data and source code used to support Government validation.  This currently includes the manual test procedures described in Appendix D “Government Supplied Software Certification Criteria”, and Appendix F “Internet Interoperability Demonstration Certification Criteria”. 



c)	public domain source code for a WWW (browser/server) packaged as a segment, and used as part of the test suite.  This application will be used to help verify that the applicants tools port works, and to verify that the kernel is operational from a network perspective.



Issue:  Need to resolve how Web based capabilities will be evaluated.



The vendor applicant integrates the GSKS with the application platform, and assures conformance to certification requirements.



When the applicant is satisfied that all requirements have been met, the applicant vendor requests a Software Delivery Meeting with the Chief, DII COE Engineering Division.  At the time the meeting is requested, the vendor applicant may request or recommend changes to the GSKS source code.  Each change request must be documented as a DISA Software Change Request, with a corresponding patch which implements the change to the GSKS source code.  Each request will be treated as a waiver request, and considered separately.  DISA will consider the change requests prior to the software delivery meeting, and will render a decision on these software change requests at the Software Delivery Meeting.



Note: 	Maintaining a single GSKS source code base for all Posix based application platforms is an important DII COE program objective.  Source code modifications will only be considered if they retain or improve the portability of the GSKS across all Posix-based platforms.



6.	At the Software Delivery Meetingdelivers, held at the DISA Operational Support Facility in Sterling, VA,  a DII COE KPC Certification Package will be provided to DISA for validationto the Chief, DII COE Engineering Division.  The meeting will be chaired by the Chief, DII COE Engineering Division, with representatives from the DII COE Configuration Management Division, and the testing facility.  The purpose of this meeting is to review and take possession of the software and documentation provided by the applicant vendor in support of validation. In addition, DISA will make render a decision on any software change requests/waivers requested in step 5 above.



The documentation and softwareis delivery will be made in accordance with “Configuration Management Software and Documentation Delivery Requirements”, Version 1.0, 14 June 1996�.  Items to be delivered to DISA include:



a.	Certification documentation including:

-	An updated and finala Statement of Conformance as described in Appendix Arequirements, 

-	Any updates to the application platform description delivered in step 1,

-	Government supplied COE kernel test procedures, updated to show the actual results obtained by the vendor applicant during certification of the candidate platform.

-	Documentation and source code patches that implement the source code modifications requested by the vendor applicant.

-	Documentation in satisfaction of the COE Security Features User's Guide  (SFUG) and COE Trusted Facility Manual (TFM) documentation criteria of Appendix  E.



Note:	 Government Supplied Kernel Software drawn from DISA Configuration Management is installed on the application platform submitted and modified by the source code patch during the validation process.  (See section � REF _Ref391882704 \n �2.2�, “� REF _Ref396901328 \* MERGEFORMAT �Validation Operation�” step 1a).for test step 6g below.



A detailed manifest describing the KPC program conforming application platform (hardware and software, including support for storage media) ready for evaluation, which will be delivered to the validation site.  The software development environment specified on the FIPS-151 certificate, and any HTTP conforming World Wide Web browser capable of displaying HTML 2.0 files must be provided by the vendor applicant as part of the test suite.  If any licenses are required for the use of any technology delivered, these will be identified and provided with the application platform as well.



Media/tape that may be used to reproduce the platform on additional hardware from the ground up, including operating system installation.  Media supplied may be 4 or 8 millimeter tape, with 8 millimeter preferred.



The software development environment used in the FIPS 151-2 certification testing process already installed on the application platform submitted for test,  and available as a segment for re-installation in step 6g below.



A “Government Supplied Kernel Source (GSKS) Build Document”, used to generate executable files from kernel source during validation.



Three hardcopy and one diskette copy (in either Word or Wordperfect format) of documentation per reference [� NOTEREF _Ref372616723 �3�].  This includes a Software Version Document (SVDa Version Description Document (VDD), System Administration Guide, Installation Guide, and Security Checklist.



The SVDD addresses known problems/limitations, software configuration and version information, and related information.



The Installation Guide document describes exactly how to install the kernel software. Vendors should provide detailed instructions for loading the software in two stages.  The first stage loads their basic Operating System software and any COTS products packaged separately.  The second stage loads the Government supplied kernel on top of the vendor supplied system software.



When all conditions for acceptance of the DII COE KPC Certification Package are met and all software delivery issues have been resolved, the application platform will be placed in the validation queue and an estimated validation date will be established.  This has the effect of tentatively reserving validation resources for a block of time.



DISA intends to validate application platforms in the order they appear in the queue.  Other management measures may be required to assure that all vendor applicants have equitable access to a limited resource during periods of high demand.  If special measures are required, DISA will provide notice as early as possible to all potentially affected parties.



Note:	Placement in the certification queue and priority treatment of application platforms to be validated may vary according to the priorities placed on DISA, and the needs of the Department of Defense.



7.	Within five (5) to ten (10) business days prior to the actual validation date the vendor applicant will be notified of a firm date and time for a hardware delivery meeting at the validation facility.



86.	On the validation date, the candidate application platform described by the manifest in 5-b above will be delivered to the validation site.  DISA validation staff (or their authorized agents) (or designated contractor) personnel will validate the results of the applicant vendor certification by executing the evaluation validation process described in section � REF _Ref391882704 \n �2.2�, “Validation Operation” below.  The applicant vendor may choose to have one representative on site for liaison purposes, but this is not required by DISA.  This representative will not observe the conduct of the validation or be consulted on test issues.



The validation process can only confirm satisfaction of a subset of the total certification requirements claimed and warranted by the vendor applicant.  The verification of a subset of the requirements does not relieve the applicant vendor of responsibility for satisfaction of all requirements.  If any DII COE Kernel Platform Certification criteria are later found not to be satisfied, the application platform will be de-certified per the procedure in section � REF _Ref391890594 \n �2.5�, “� REF _Ref391890636 \* MERGEFORMAT �Changes in DII COE Kernel Platform Certification Status Changes�”.

 This will consist of the following steps.  DISA will:



Verify a statistical subset of the I&RTS conformance criteria, as identified in Appendix A of this document.  The verification of a subset of the requirements does not relieve the applicant of responsibility for satisfaction of all requirements.  If any criteria are later found not to be satisfied, the platform will be de-certified per the procedure in paragraph 2.5.



Verify the authenticity of the standards conformance certificates with the testing authority.  Review the claims for conformance not supported by automated testing to assess whether the proper assurance has been provided.  This verification and review and will be taken in accordance with Appendix C of this document.



Execute the Government Supplied COE Kernel Software test procedures (manual and automated) as specified in Appendix D of this document.  Test results must indicate “PASS” without qualification, and will be used to validate the applicant’s  submitted test results.



Review the security test procedures/checklist submitted by the applicant to assure that the DII COE Kernel Platform Security Certification Criteria (Appendix E) are appropriately addressed.



Execute the security test procedures submitted by the applicant to assure that the specified security measures, features, and functions are available, enabled, and effective.



Execute the Internet Interoperability procedures identified in Appendix F to assure that the specified Internet services are available, enabled and effective.



Erase the application platform boot media and other storage media, and re-install the kernel COE on the hardware platform using the procedure documented in the applicant supplied Version Definition Document.  This assures that the system can be replicated.



Execute items a), c), e) and f) to assure that the replicated system still satisfies the DII COE Kernel Platform Certification Criteria.



Produce a certification report which summarizes the findings of the DISA certification process, and records the technical aspects of the certification process and technology used.  The testing organization delivers the report to the Chief of the DII COE Engineering Division, who makes a recommendation to the DII COE Chief Engineer for certification.



If the application platform fails to satisfy a certification criterion at any stage of evaluation, the failed criteria and the nature of the failure will be noted in the test report.  Testing beyond the unsuccessful step will not be performed, and the system will be returned to the applicant. Unsuccessful tests will not be disclosed to any party other than the vendor applicant, or parties involved in a waiver.



Issue:  DOD and Federal record retention and disclosure policies may require longer retention and/or dissemination.



Note:  Placement in the certification queue and priority treatment of application platforms to be validated may vary according to the priorities placed on DISA, and the needs of the Department of Defense.



9.	The DII COE Chief Engineer, after consideration of the validation report and in consultation with the chain of command, will render a certification decision.



After a successful validation, applicant vendors will be issued a DII COE conformance certificate for the application platform signed by the DII COE Chief Engineer.  The certificate will identify relevant aspects of the hardware and software configuration of the certification platform.  Re-certification Guidelines: Application platforms are certified to a DII COE release number, with an associated KPC document revision.  Once a system is certified as DII COE compliant, the claim of DII COE Certification remains valid until the system is either withdrawn by the vendor, or is de-certified by DISA according to the process described in section 2.5.



The level of detail in the certificate platform description is that required to assure that only application platforms which meet certification criteria are included in the scope of certification.  



Issue:  The breadth of the applicability of the certificate is resolved.  See section 5.0.



After an un-successful validation, applicant vendors will be provided a DII COE validation report for the application platform which will identify the specific procedure, results and criteria which were not satisfied during validation.  As outlined below in section � REF _Ref391882704 \n �2.2� “Validation Operation”, testing beyond the unsuccessful step will not be performed, and the system will be returned to the applicant. Unsuccessful validation attempts will not be disclosed to any party other than the vendor applicant, or parties involved in the resolution of an appeal of a certification decision.

�Validation Operation



DISA operational or designated contractor personnel (i.e. validation staff) will build and validate the application platform solely from the documents provided at the delivery meetings.  DISA validation staff are not authorized to deviate from the scripts in any way, and are specifically prohibited from seeking or following guidance from any other source.  This assures that:



a)	the documentation and instructions are complete and correct.  Documentation provided will be used by many DoD personnel of varying skill level.  Undocumented steps or written marginal notes not included in the configuration controlled documents are not acceptable.



b)	test schedules will be adhered to.  Any changes made after partial testing may invalidate tests already completed, and would cast doubt on a validation.  Restart of validation, or a pause in testing while problems are investigated could result in a delayed start for those waiting in the validation queue.



After hardware installation, applicant vendor may chose to have one representative on site for liaison purposes, but this is not required by DISA.  This representative will not observe the conduct of the validation or be consulted on test issues.



If any step in the validation process deviates from the expected successful result, the failed criteria and the nature of the failure will be noted in the test report.  Testing beyond the unsuccessful step will not be performed, and validation operations will skip to step 12, “removal of vendor applicant equipment from the validation cell”.  An exit briefing will always be provided to the vendor. Unsuccessful validation attempts will not be disclosed to any party other than the vendor applicant, or parties involved in the resolution of an appeal of a certification decision.



Issue:  DOD and Federal record retention and disclosure policies may require longer retention and/or dissemination.



The DII COE Kernel Platform Validation operation is summarized in � REF _Ref396900098 \* MERGEFORMAT �

Figure 2 - Validation Timeline�, and is defined as follows:



1)	On the test date, the vendor applicant will deliver a KPC program conforming application platform described by the manifest in 5-b above to the validation site.  The platform will have the vendor’s operating system and the development environment referenced in the FIPS-151 certificate of validation loaded and configured to generate executable software from source code.  







�



Figure � SEQ Figure \* ARABIC �2� - Validation Timeline�

Delivery will commence with an entrance briefing, and be made in accordance with procedures specific to the test site.  During the pilot phase the test site will be the Operational Support Facility in Sterling, Virginia.  The procedures in use at that site are found in Appendix G, “Equipment Delivery Procedures and Validation Cell Layout”.



Entrance Briefing - An Entrance Briefing will be conducted by the Lead Tester at the government testing facility.  The entrance briefing shall not exceed 1 hour, and shall precede all other platform certification testing activities.  At least one and no more than three representatives of the vendor applicant requesting certification will attend the Entrance Briefing.  The Entrance Briefing agenda will include the following:



Statement of Testing Objectives

Introduction of the government test team and vendor applicant team.

Approximate timeline for the major test components.

Vendor applicant operations during validation

Identification on an estimated date, time and location for the Exit Briefing.



Minutes of the Entrance briefing, signed by government and vendor applicant representatives and noting attendees and discussion points will become part of the final test report.



2)2)	The applicant vendor will provide personnel to install the application platform within the Validation cell (described in section � REF _Ref391878529 \n �2.3�, “� REF _Ref391878529 \* MERGEFORMAT �Validation Cell Description�” below).  



3)	DISA validation staff  will observe applicant vendor personnel as they build the DII COE Government Supplied Kernel Software (GSKS). These procedures must be documented in a “GSKS Build Document”.  The build process will result in creation of a master kernel tape and a backup copy of the master tape for use by DISA configuration management.  Both tapes must be erase protected, and delivered to DISA CM at the conclusion of the validation process.  Additional copies may be created for vendor use.  The master and backup tapes must be labeled as follows: 



a unique label to indicate the vendor application platform,  

the tape creation date and a “Master/Backup” indication,

the DII COE version number, and 

the DISA Configuration Management number used to refer to the kernel tape.  



Note:	Step 3 is not expected to be performed by field personnel.  The purpose is to assure that the software tested is the built from the baseline GSKS source code and that any approved patches received from the vendor are correctly applied.  Without assurance of this relationship, allocation and resolution of problem reports will be extremely difficult.  Since vendors must implement (and usually automate) this process for their own build, it is little additional burden to provide the process to the government.



Load the government source code for the DII COE GSKS using the “GSKS Source Load” procedure documented in the vendor applicant supplied GSKS Build Document.  If the source code has been modified by the applicant vendor, load and execute the source code patch provided by the vendor, using the procedure “GSKS Patch” procedure documented in the vendor applicant supplied GSKS Build Document.

Execute the vendor supplied script for building executable files and libraries using the “GSKS Build” procedure documented in the vendor applicant supplied GSKS Build Document.  

Generate a GOTS executable tape using the “GSKS Media Generation” procedure documented in the vendor applicant supplied GSKS Build Document.  This tape will be used in step 5) of the validation process and will be archived for future reference. 
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At this point in the process, applicant vendor personnel will leave the test cell, and DISA validation staff will execute the remaining steps:



4)	Erase the application platform boot media and other storage media, and install the vendor supplied system software on the hardware application platform using the “System Software Load” procedure documented in the vendor applicant supplied Installation Procedures (IP).



Note:	Steps 4 and 5 will often be performed by support personnel in the field.  For step 4, the IP may point to a procedure documented in vendor literature provided as an attachment to the IP.



5)	Install the DII COE Kernel on the hardware platform using the “Kernel Software Load” procedure, using the tape generated in step 3c above.  This procedure is documented in the applicant supplied Installation Procedures.



6)	Verify a statistical subset of the I&RTS conformance criteria, as identified in Appendix B and section 3.1 of this document.



7)	Execute the Government Supplied Kernel Software test procedures (manual and automated) as specified in Appendix D of this document.  Test results must indicate “PASS” without qualification, and will be used to validate the applicant’s  submitted test results.



8)	Review any new security test checklist, or modifications to an existing checklist, submitted by the vendor applicant to assure that the DII COE Kernel Platform Security Certification Criteria (Appendix E) are appropriately addressed



9)	Execute the security test procedures submitted by the applicant to assure that the specified security measures, features, and functions are available, enabled, and effective.



10a)  If the World Wide Web browser identified in the manifest is not part of the vendor supplied system software loaded in step 4 (above), the vendor supplied browser is installed using the “WWW Browser Software Load” procedure,  documented in the vendor applicant supplied Software Version Document (SVD).



10b)	Execute the Internet Interoperability procedures identified in Appendix F to assure that the specified Internet services are available, enabled and effective.



11)	At this point, validation cell operations are complete.  Vendor applicant personnel will remove the candidate application platform and vendor applicant supplied equipment from the validation cell.



12)	After the validation cell is cleared, an exit briefing will be made provided to two vendor applicant representatives.  If any step in the validation process deviated from the expected successful result, the failed criteria and the nature of the failure will be identified during this meeting.  



Exit Briefing - An exit briefing will the final activity of the platform certification testing, and will be conducted by the Lead Tester as the only activity on that day.  The exit briefing shall be held to a maximum of 2 hours, and will be held at the same government test facility as the entrance briefing. Attendance will be restricted to the same personnel that attended the entrance briefing, though substitutions may be considered on a one for one basis.



During the exit briefing discussion will be limited to specific results of testing.  No advice, opinion, or recommendations will be provided as to whether a platform will be certified.  In the case of a recorded failure, faults will not be allocated to sub-elements of the application platform under validation.  The exit briefing agenda will include the following:



Statement of Test Objectives.

Introduction of the Test Team.

Identification of the actual timeline for the major test components as executed.

Presentation raw test results.  This is not the final report but merely a checklist indicating what tests were actually run, and the result (pass/fail/inconclusive).

Discussion of  recorded failures or inconclusive results, if any.

An estimated date that the final report will be made available.



Minutes of the Exit briefing, signed by government and vendor applicant representatives and noting attendees and discussion points will become part of the final certification report.



13)	DISA Validation staff produce a certification report which summarizes the findings of the DISA certification process, records the technical aspects of the certification process and technology used, and makes a recommendation with respect to certification.  The testing organization delivers the certification report to the Chief of the DII COE Engineering Division, who makes a recommendation to the DII COE Chief Engineer for certification.



The certification report will contain the following items:

The minutes of the Entrance Briefing signed by the Lead Tester,

Identification (contents of labels and CM numbers) of the GSKS master and backup media built during step 3 of the validation process (both media are delivered directly to DISA CM).

The validation procedure documents used for vaidation, with updates indicating observed results for both the vendor certification and the government validation, and

The minutes of the Exit Briefing signed by the Lead Tester.

A brief summary and discussion of  recorded failures (if any).



Validation Cell Description



The following services and interfaces will be provided at any DISA accredited validation site for KPC Pilot operation:



Floor Space - 3 foot by 6 foot space in two work carrels.  One carrel will house the display keyboard and pointing device, and the other is available for other vendor supplied equipment.  A raised floor cannot be assumed.

Electric Power - 110 VAC, 20  Amps, surge suppression is provided by the vendor applicant if desired.

Cooling - The cell will be air conditioned but a data processing conditioned site cannot be assumed

Network - an RJ-45 twisted pair connection to a 10 Mbit/sec Ethernet network

DII COE Validation Server - A DII COE conforming application platform.



A DII COE validation server will provide network print services in support of validation operations, and a remote partner to validate interoperability of key services.  The server will be configured to provide the following services and required test data to the application platform under validation:



TCP/IP Ping,

DNS server, 

FTP server, 

NFS server,

email reflector, 

GSKS print services, and

web server.



A network router in a NIPRNET/SIPRNET configuration with two Ethernet connections will also be provided to assure that the appropriate services and features are exercised within the validation cell.  



The following information will be provided, but will vary with the specific validation site and validation cell used: 



IP Address and Host name of the DII COE Validation Server.

Internet Configuration Information for the Application Platform being validated.



Additional requirements or modifications may be accommodated if requested in advance, but generally must be provided by the vendor at no cost to the government. Further details are provided Appendix G, “Equipment Delivery Procedures and Validation Cell Layout”.



Disclosure of DII COE Conformance Status for Systems



A DII COE Certified Products List (DCCPL) identifies information technology products that have been evaluated for conformance to DII COE engineering criteria in accordance with DII COE conformance evaluation procedures, and have a current validation certificate. At DISA option, the DCCPL may also contain information about the organizations, test methods and procedures that support the certification programs identified in this document.  Application platforms with a current validation certificate are listed on the DCCPL with a status of “Certified”.  



No public disclosure of unsuccessful validation attempts will be made within the DCCPL by the government.



If vendor applicant withdraws athe certified platform, the platform listing will be removed from the DCCPL.



When a vendor applicant no longer offers, or eliminates technical support for a certified application platform, the platform listing will be removed from the DCCPLWhen vendor applicant support for a certified application platform is dropped from the DII COE kernel platform certification program, the platform listing will be dropped from the DCCPL.  



Removal from the DCCPL Such withdrawal will have no effect on vendor warrantee for procured and fielded systems.  Such warrantees remain in full force and effect.



If a vendor applicant incorporates a DII COE government supplied kernel software patch, and satisfies the conditions identified in section � REF _Ref393274554 \n �4.2�, “� REF _Ref393274517 \* MERGEFORMAT �DISA DII COE Kernel Patch Release�”, an annotation to the DCCPL will be made to indicate that the certified platform incorporates the specified kernel patch.  



Issue:  DOD and Federal record retention and disclosure policies may require longer retention and/or dissemination.



Copies of the DCCPL, the DII COE conformance certificate, and certification status for any conforming product  are available for download from the DII COE Website at URL “http://spider.osfl.disa.mil/dii”.    Hardcopy may also be available on request.





Record Retention and Audits



DISA, at it’s sole discretion, always retains the right to audit and verify results and the contents of documentation referenced in support of an application for certification, regardless of the location and custody of the documentation.  Audit authority and management of the audit process rests with DISA Configuration Management.



The full records for all tests performed at a government site will be maintained until 1 year after the application platform is withdrawn from the DCCPL.  Test records for unsuccessful certification attempts will be retained by the government site for the duration of the appeal period to support any appeals that are filed.  Once the appeal period has expired, the records will be destroyed immediately. 



Issue: 	This text identifies the current program concept.  We are currently investigating DOD record retention policy may require that such records be maintained for longer periods and more broadly available.



Changes in DII COE Kernel Platform Certification Status Changes



If vendor applicant wishes to withdraw athe certified platform, the platform listing will be removed from the DCCPL.  A, a written request from the vendor applicant must be sent to the DII COE Chief Engineer documenting a withdrawal request.  



If a vendor claim of conformance is found to be in error, the vendor warrants that the application platform will be brought into conformance within 180 calendar days of receiving DISA notification of the error. In the interval while the platform is being brought into conformance, the kernel platform certification will be considered provisional for procurement or engineering purposes.  The platform listing will be identified as “Provisionally Certified” in the DCCPL, with a date by which the platform must be brought into conformance.  If the platform is not brought into compliance within the required 180 calendar days of receiving DISA notification of the error, the kernel platform certification will not be considered DII COE Kernel Platform certified for engineering purposes.  The platform listing in the DCCPL will be changed to indicate the platform status as “De-Certified Pending Conformance Update”.



In cases where the deviation from conformance:



could seriously degrade the ability of systems or forces to satisfy operational requirements,

or 



presents a danger to life, property, or national security,



the government reserves the right to de-certify the platform during the interval while the platform is being brought into conformance.  Under these circumstances the kernel platform certification will not be considered DII COE Kernel Platform certified for engineering purposes.  The platform listing in the DCCPL will be changed to indicate the platform status as “De-Certified Pending Conformance Update”.   



When a platform status is “De-Certified Pending Conformance Update”, and the applicant indicates that the application platform has been brought into conformance, it must be submitted for re-certification.  Portions of the re-certification process may be waived by the DII COE Chief Engineer depending on the nature of the updates required. 



All decisions regarding changes in certification status of application platforms are at the discretion of the DII COE Chief Engineer.



Appeal of Certification Decisions



An appeal process addresses un-successful certification attempts that the applicant believes were the result of ambiguities in the specifications cited, the test suites, or were porting related.  Appeal resolution authority and management of the appeal process rests with the DII COE Chief Engineer. 



A vendor applicant wishing to pursue an appeal for an unsuccessful certification must submit a request in writing to the DII COE Chief Engineer.  This request must be filed within 30 days of the test report date for the disputed certification attempt.  The DII COE Chief Engineer will review the documentation of the unsuccessful certification attempt, and issue a finding within 60 business days, resources permitting.  The Chief Engineeer may draw on the resources of and consult with the chain of command and the membership of the DII COE Architecture oversight group.



Record Retention and Audits



DISA, at it’s sole discretion, always retains the right to audit and verify results and the contents of documentation referenced in support of an application for certification, regardless of the location and custody of the documentation.  Audit authority and management of the audit process rests with DISA Configuration Management.



The full records for all tests performed at a government site will be maintained until 1 year after the application platform is withdrawn from the DCCPL.  Test records for unsuccessful validation attempts will be retained by the government site for the duration of the appeal period to support any appeals that are filed.  Once the appeal period has expired, the records associated with the validation attempt will be destroyed immediately. 



Issue: 	DOD and Federal record retention and disclosure policies may require longer retention, broader availability and/or wider dissemination, contrary to the statement above.



Software Fault Reporting Process



If a fault is found to be present in the GSKS source code, the vendor applicant should first check the fault against the list of known problems documented in the Sun Solaris System Version Document.  If the error is not recorded, report an error in Global System Problem Reports (GSPR) format to the KPC program point of contact found on the KPC homepage.  Software fixes may be submitted to the KPC program as patches and will be considered for incorporation into the GSKS baseline in an appropriate COE release.



� DII COE Kernel Platform Certification Criteria 



The following text identifies specific criteriarequirements that must be satisfied for DII COE Kernel Platform certification.  Detailed definition of procedures and decision criteria may be found in the referenced specifications and appendices.



To the extent that automated test suites can verify satisfaction of a subset of these criteria, submission of certificates from recognized testing organizations valid and successful test results shall be considered sufficient evidence of conformance.  For manual procedures, submission of valid and successful test results shall be considered sufficient evidence of conformance.   For many remaining criteria, applicant claim of satisfaction may be accepted, with the provision that if found to be in error, the vendor applicant will bring the application platform into compliance within 180 calendar days in accordance withsubject to the provisions of section � REF _Ref393270897 \n �2.5�, “� REF _Ref393270906 \* MERGEFORMAT �Changes in DII COE Kernel Platform Certification Status�”. Detailed definition of procedures and decision criteria are found in the referenced specifications and appendices.



In addition to the all other criteria defined below, the applicant vendor shall ensure that the application platform, as configured for DII COE Kernel Platform Certification is Year 2000 compliant.  Year 2000 compliant means that the submitted application platform accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations.  Furthermore, Year 2000 compliant information technology, when used in combination with other information technology, shall accurately process date/time data if the other information technology properly exchanges date/time data with it.



Integration and Run-Time Specification (I&RTS) Certification Criteria



The DII COE platform must comply with relevant I&RTS requirements applicable to the 8 levels of conformance.  These criteria include all platform specific requirements in the document, with emphasis on those identified in the checklist for I&RTS Appendix B.



The specific I&RTS Appendix B criteria applicable to the DII COE Kernel Platform Certification Program are listed in Appendix B of this document.  In mostmany cases, the requirement is copied verbatim from the I&RTS.  In some cases the text reflects an interpretation, either to clarify the aspect of the I&RTS requirement that applies to the application platform, or to make explicit an implied requirement.  In all cases, no modification of the I&RTS requirement is intended, and where conflict arises, the current version of the I&RTS shall have precedence.



�Commercial Specification Certification Criteria 



DII COE KernelKernal Platform Certification requires the application platform implementation to be in conformance with the following specifications.  Supporting documentation requirements are identified in Appendix C of this document.   Citations below are drawn from  “Department of Defense Joint Technical Architecture”, Version 1.0, 22 Aug 1996�.



The following standards contain provisions which, through direct references in this text, constitute criteria for DII COE Kernel Platform Certification.  At the time of publication, the editions indicated were valid.  All standards are subject to revision, and parties of interest are encouraged to investigate the applicability of the most recent editions of the standards listed below.  However, DII COE Kernel Platform Certification criteria include conformance only to the specific versions listed below.



Application Program Interface



The application platform implementation shall be in conformance with the following Application Program Interface specifications.  An application executing on the application platform implementation shall have simultaneous access to all services associated with the following standards: :



Operating System API



The following standards are required:

ISO/IEC 9945-1: 1996, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 1: System Application Program Interface (API) [C language]*, (as profiled by FIPS PUB 151-2: 1994)



Communications Service  API



IEEE 1003.1g: 1996 Draft 6.6, POSIX - Part 1: System Application Program Interface (API) Amendment 2: Protocol Independent Interfaces (Sockets)  [C Language]*, Sockets portion only



Human computer Interaction  API



FIPS Pub 158-1: 1993, User Interface Component of the Application Portability Profile X-Windows Version 11, Release 5

OSF Motif Application Environment Specification (AES), Release 1.2, 1992

X/Open C323, Common Desktop Environment (CDE); XCDE Services and Applications - Version 1.0, April 1995.

X/Open C324, Common Desktop Environment (CDE); XCDE Definitions and Infrastructure - Version 1.0, April 1995.



Note: * - The reference to C Language is part of the formal title of these standards.  It denotes the language used to define the standard.



�Human Computer Interface



The application platform implementation shall be in conformance with the following Human Computer Interface specifications:



OSF/Motif Style Guide, Revision 1.2 (OSF 1992).

OSF/Motif Inter Client Communications Convention Manual (ICCCM) for communication between Graphical User Interface (GUI) client applications

ISO 9945-2: 1993, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 2: Shell and Utilities, (as profiled by FIPS PUB 189: 1994)



Communications Service Interface



The application platform implementation shall be in conformance with the following Communications Service Interface specifications:



IETFAB Standard 7/RFC-793, Transmission Control Protocol, 1 September 1981.  In addition, TCP shall implement the PUSH flag and the Nagle Algorithm, as defined in IETFAB Standard 3.

RFC 2001, TCP Slow Start, Congestion Avoidance, Fast Retransmit, and Fast Recovery Algorithms, January 24, 1997

IETFIAB Standard 6/RFC-768, User Datagram Protocol, 28 August 1980.

IETFAB Standard 5/ RFC-791/RFC-950/RFC-919/RFC-922/RFC-792/RFC-1112,, Internet Protocol, 1 September 1981.  In addition, all implementations of IP must pass received Type-of-Service (TOS) values up to the transport layer.

IETFIAB Standard 13/RFC-1034/RFC-1035, Domain Name System, 1 November 1987.

IETFIAB Standard 9/RFC-959, File Transfer Protocol, 1 October 1985, with the following FTP commands mandated for reception: Store unique (STOU) and Abort (ABOR).

IETFIAB Standard 8/RFC-854/RFC-855, TELNET Protocol, 1 May 1983.

IETFIAB Standard 15/RFC-1157, Simple Network Management Protocol (SNMP), 10 May 1990.

IAB Standard 16/ RFC-1155, RFC-1212, Structure of Management Information (SNMPv1), May26 March 19901.

IAB Standard 17/RFC-1213, Management Information Base-II (MIB), 26 March 1991.

IETF RFC 1757, Remote Network Monitoring Management Information Base, 10 February, 1995.



RFC-951, Bootstrap Protocol, September 1, 1985.

RFC-1533, DHCP Options and BOOTP Vendor Extensions, October 8, 1993.

RFC-1541, Dynamic Host Configuration Protocol, October 27, 1993.

RFC-1542, Clarifications and Extensions for the Bootstrap Protocol, October 27, 1993.

RFC-1305, Network Time Protocol (V3), April 9, 1992.







Issue:	OIW Stable Agreements, part 26 may provide a more complete package of specification.

� Government Supplied Software Certification Criteria



Government supplied source code is provided which implements functionality not available on many commercial platforms. Government supplied source code implementation also assures that human-computer interfaces are functionally identical across multiple application platforms.  This tends to reduce assures that training cost and potential for operator error is minimized.



The following software elements described in “DII COE Baseline Specifications” [� NOTEREF _Ref372613205 �2�] are currently implemented  by government supplied source code, and must be ported by the applicant to the candidate application platform.  The full set of tools called for in the DII COE I&RTS [� NOTEREF _Ref372613267 �1�] are not yet implemented, and the set of Government supplied source code base will expand as more tools become available.  The current set of software elements, as described in reference [� NOTEREF _Ref372613267 �1�], includes:



Printing Services



Print Services 1.0	Provide the basic heterogeneous print capability of the system.  It provides such functions as user selection of a default printer, printer administration, and a common way of accessing print resources from an application program.  It also includes print queue management and remote printer administration.



Security Management Services



Deadman 1.2	Locks the user’s terminal if the keyboard and mouse have been idle for longer than a configurable time, defaulting to 5 minutes.



Console 1.2	Provides a read-only console window for the use of applications which need it to display output written to stdout.



Password	Allows users to change their own passwords in accordance with established guidelines.



X Display Manager (XDM)	An element of the X-window system which controls access to the system from the login screen.  This software element is a modified version of the publicly available implementation.



Note:	Government supplied Security Management Services are written in the  C programming language, and contains approximately 90,000 lines of source code. Approximately 15,000 lines of code are associated with XDM.



System Management Services



Account Groups & Profiles 	Used to set profile configuration, create or edit local and global user profiles, and create or edit local and global user accounts.  The security administrator’s account group sets the security administrator’s environment in order to execute the profiles and accounts.  The Security Administration function also provides a facility to update internal profile and user account data structures through command line programs.



Executive Manager 1.1	Establishes session characteristics during initiation of a DII session based on user-selected roles.



Note:	The government supplied “System Management Services” source code is written in the C Programming? language, and contains approximately 6500 lines of source code.



DII COE Run-Time Tools



The system administrator uses the COE Runtime Tools support to install, configure, and de-install systems.  The tools also provide the developers with a means to communicate with the operator during segment installation.  These tools include:



COEAskUser	Display a message to the user, and have the user click on a button (Yes/No, True/False, Accept/Cancel, etc.) in response to the message.  



COEFindSeg	Return information about a requested segment.  The tool sets status and writes the pathname, segment name, segment prefix, and segment type information to stdout.  



COEInstaller	Display a list of variants or segments that may be installed from tape, disk, or other electronic media.  It is normally executed by an operator who selects it from a System Administrator menu to install or de-install segments.  



COEInstError	Display an error message to the user from within a Pre-Install, Post-Install, or De-Install script signaling installation termination or de-installation of the segment.  



COEMsg	Display a message to the user and have the user click on the “OK” button to continue.  The tool may be used by the Pre-Install, Post-Install, and De-Install scripts.  



COEPrompt	Display a message to the user and have the user enter a response to the message.  The tool may be used by the Pre-Install, Post-Install, and De-Install scripts.



COEPromptPasswd	Prompt user to enter a password.  The tool may be used by the  Pre-Install, Post-Install, and De-Install scripts.  



COEUpdateHome	Update the home environment variable within a script file to point to where a segment was actually installed.  



DII COE Developers Tools



DII COE Developers' Tools support application software development and delivery, but are not delivered to operational sites.  All interfaces to these tools are at the command line;  none of them have a GUI interface.  These tools include:



CalcSpace 	computes the space required for the segment specified and updates the hardware descriptor accordingly.  The segment referred to must not be compressed and must not contain any files that do not belong with the segment (e.g., source code) at run-time.  The amount of space required is written to stdout in K bytes.  



CanInstall 	tests a segment to see if it can be installed, which means that all required segments must already be on the disk, and the disk cannot have any conflicting segments.  



ConvertSeg 	examines segment descriptors and converts them to the latest format.  The original segment descriptor directory is not modified.  The output is in a directory created by the tool and called SegDescrip.NEW.  This directory will be located directly underneath the segment’s home directory at the same level as SegDescrip.  ConvertSeg is not location sensitive and may be moved to any directory desired for development.  



MakeAttribs 	creates the descriptor file FileAttribs.  It recursively traverses every subdirectory beneath the segment home directory and creates a file containing permits, owner, group, and filename information.  



MakeInstall 	writes one or more segments to an installation medium, or packages the segments for distribution over the SIPRNET.  MakeInstall checks to see if VerifySeg has been run successfully on each of the segments, and aborts with an error if it has not.  



TestInstall 	temporarily installs a segment that already resides on disk. There must be no other COE processes running when TestInstall is run.  The reason for this restriction is that the tool may modify COE files already in use with unpredictable results.  



TestRemove 	removes a segment that was installed by TestInstall.  There must be no other COE processes running when TestRemove is run. The reason for this restriction is that the tool may modify COE files already in use with unpredictable results.  



TimeStamp 	puts the current time and date into the VERSION descriptor.  



VerifySeg 	validates that a segment conforms to the rules for defining a segment.  It uses information in the SegDescrip subdirectory and must be run whenever the segment is modified.  



  VerUpdate 	updates the segment version number, date, and time in the VERSION descriptor.  



Government supplied source code includes approximately 175,000 lines of C programming language code. 



To assess the degree of satisfaction of the functional requirements associated with the government supplied software, functional testing of the applicant port or implementation is required. Any available automated and manual testing of COE kernel government supplied software will be provided to aid in assuring proper function. Appendix D identifies applicable test technology, manual test procedures, and acceptance criteria.

� Security Certification Criteria



This document identifies security-related criteria for DII COE Kernel Platform certification.  Service, agency and system unique requirements are outside the scope of this document, as are the overall security requirements of systems built using DII COE Kernel Platforms.  These criteria are drawn from “Defense Information Infrastructure (DII) Common Operating Environment (COE) Security Software Requirements Specification (SRS)”, Version 2.0 - 8 July 1996�.



This evaluation verifies the presence and configuration of basic DII COE Kernel Platform security features and capabilities as identified in Appendix  E of this document.  These security features and capabilities are grouped into the following categories:



Identification and Authentication (I&A)

Security Audit

Service Availability

Discretionary Access Control

Object Reuse

Data Integrity

System Integrity

System Architecture

Trusted Facility Management

Other Requirements�



DII COE Kernel Platform Certification security evaluation and criteria supporting DII COE Kernel Platform Certification does not replace or satisfy security testing required by Department of Defense Directive 5200.28 (1988).  



The vendor applicant will also develop and deliver a security checklist as an aid in assuring that the candidate application platform satisfies the security criteria in Appendix E, Part 1.  A sample security checklist specifically developed for the Solaris 2.4 DII COE platform is provided to applicants in part 2 of Annex E to accelerate the process of checklist development.



DISA security personnel will evaluate the suitability of the checklist provided by the vendor. This evaluation will  be performed by the government at no charge to the vendor applicant.   If the checklist is found to be an functionally equivalent to the existing checklist, and an effective method for demonstrating satisfaction of the criteria in Appendix E, the checklist will be accepted.  The checklist for this platform will then be executed to assure that the application platform implements those features and capabilities.



Issue:	Evaluation of the security checklist will be time and skill intensive.



�Internet  Interoperability Demonstration Certification Criteria



These simple demonstrations provided a basic, yet cost-effective, verification of TCP/IP interoperability, and basic BSD sockets API support.  They also provide assurance of application level interoperability for several key services and protocols, such asincluding File Transfer Protocol (FTP) and Hyper-Text Transfer Protocol (HTTP).  The scope of each test is limited, but DISA iInvestment in more formal testing can be made over time to expand the scope of assurance, as needed.  Test plansChecklists in Appendix F are used to demonstrate that the candidate application platform supports the following capabilities:



TCP/IP “Ping” Interoperability



This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the application platform being certified.  The demonstration also provides an initial assurance of application level interoperability prior to demonstration of other services and protocols.



TheA Ping utility sends a request for simple acknowledgment and displays the result to the user.  is used to assuretest is performed to assure connectivity to a DISA remote validationtest platform, and to provide a first order verification of proper TCP/IP protocol stack and sockets API operation.  

�

Domain Name Service (DNS) Interoperability



This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the application platform being certified.  The demonstration also provides some assurance of application level interoperability for key Domain Naming Service (DNS) services and protocols.



This demonstration shows that hostnames are resolved via DNS and can be converted from standard format to DNS format.

�

Download and upload of test files viaFile Transfer Protocol (FTP) Interoperability



This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the application platform being certified.  The demonstration also provides some assurance of application level interoperability for key File Transfer Protocol (FTP) services and protocols.



The demonstration suite for FTP uses ASCII and Binary files located on a DISA supplied test platform and on the candidate platform.  Test files located on the remote DISA test platform are transferred to the candidate, and key FTP capabilities are exercised from the candidate platform. Test files located on the candidate platform are then transferred to the remote DISA test platform, and key FTPNFS capabilities are exercised from the remote platform.

�

Mount and access of a storage volume via Network File System (NFS) Interoperabilityservices



This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the application platform being certified.  The demonstration also provides some assurance of application level interoperability for key Network File System (NFS) services and protocols.



The demonstration suite for NFS uses ASCII and Binary files located on a DISA supplied test platform and on the candidate platform.  A volume located on the remote DISA test platform is mounted on the local platform under test, and key NFS capabilities are exercised from the candidate platform.  A volume located on the candidate platform is then mounted on the remote DISA test platform, and key NFS capabilities are exercised from the remote platform.

�

Send and Receive eElectronic Mmail Interoperability



This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the application platform being certified.  The demonstration also provides some assurance of application level interoperability for key Simple Mail Transport Protocol (SMTP) services and protocols.



The demonstration of SMTP electronic mail uses the ‘mailx’  commands required by the ISO/IEC 9945-2 (Posix) specification.  An electronic mail message is read in from a file, sent to a mail reflector located on a DISA supplied test platform, and is reflected back to the platform under test.  The returned message is displayed and saved to a file.  This provides some level of assurance thattests the ability of the candidate platform can supportto both sending and receipt ofreceive electronic mail.

�

Upload a set of test World Wide Web (WWW) Interoperabilityhome pages



This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the application platform being certified.  The demonstration also provides some assurance of application level interoperability for key Hyper-Text Transfer Protocol (HTTP) services and protocols.



The demonstration of WWW services uses an HTTP 1.0 conforming browser to retrieve delivers a series of HTML 3.2 conforming web pages to a browserand display them on the application platform being certified.  The test pages are designed to exercise key Hyper-Text Markup Language (HTML),  and HTTP and forms related capabilities.  



Note:	The browser is supplied by the vendor as part of the validation suite, not as part of the kernel platform software.

�



Invocation of an HTML/HTTP form, completion and download of the form to the server



The demonstration of WWW delivers a series of HTML forms pages to a browser.  The forms are designed to exercise key form related HTML and HTTP capabilities.



Issue:	Web based services will require use of a browser or server.

�DII COE KernelKernal Platform Re-Certification Certification Guidelines Requirements



DII COE KPC processes are synchronized with others.  Kernel release cycle is the key.  



Technology insertion rates are high, and it is an organizational goal to increase them.  If we have a process which takes too long we can not assure an economically viable program.

The following sections outline DISA KPC actions and guidelines in response to specific events.



DISA DII COE Kernel Release

Re-certification may be required under a variety of circumstances.  The following discussion provides guidelines and general principles.



Major and minor releases of DII COE kernels will normally be issued every 6 months.  An application platform must be certified and validated to the new kernel version in order to claim compliance to the new DII COE kernel version.  The vendor may still continue to claim compliance to the older DII COE kernel version for application platforms previously validated. 



There is no requirement under the terms of this program for applicants to upgrade their products upon each new release by DISA of new or upgraded DII COE technology.  However, when an applicant does incorporate new DII COE technology into a certified product, the new implementation must be certified and validated in order to claim compliance to the new DII COE kernel release level.



Note that major and minor releases of the DII COE may not change the DII COE kernel.  If there are few or no changes to the DII COE kernel, some or all portions of testing or validation for platforms certified to the prior kernel version may be waived, at the discretion of the DII COE Chief Engineer.  



DISA DII COE Kernel Patch Release



DISA may occasionally issue patches to the DII COE government supplied kernel software.  Incorporation of patch releases of DII COE kernel technology in an applicants application platform is not required under the terms of this program, and is not required to continue an existing claim of compliance to the DII COE kernel version.



If the vendor applicant chooses to apply a patch release of DII COE kernel technology to a previously certified application platform, the vendor may continue the existing claim of compliance to the DII COE kernel version without submission of the application platform for re-validation, if the vendor. warrants that:

-	the modified application platform continues to satisfy all conformance criteria,

-	the validity of applicable checklists and conformance statements remain validintact.



If these assurances are made, then an annotation to the KPC certificate and the DCCPL will be made to indicate that the platform incorporates the specified kernel patch.  



If these assurances cannot be made, the modified application platform may be submitted for validation to receive the KPC certificate and the DCCPL annotation. If changes to the kernel software are limited to a particular area, some or all portions of  testing or validation for platforms certified to the kernel version may be waived at the discretion of the DII COE Chief Engineer.



DISA DII COE KPC Document Release



DISA identifiesCites a New or Upgraded all DII COE KPC criteria, test procedures and test technology associated with a specific kernel in this KPC document.  The KPC document revision number is an identifier for kernel certification.Technical Specification  DISA will only release changes to the certification criteria, process and technology at the same time as a DII COE kernel release.  



Re-certification Guidelines:  Each new technical specification release implemented or distributed by the applicant must be certified to continue claim of COE conformance.  There is no requirement under the terms of this program for applicants to upgrade their products upon each new release by DISA of new or upgraded DII COE certification criteria.   There is no requirement by this guideline for applicants to upgrade their products immediately upon each new release of a technical specification.  However, ifwhen they do so, their updated application platform must be re-certified and validated in order to claim compliance to the new DII COE level.



Note that major and minor releases of the DII COE may not change the DII COE kernel.  If changes to the certification criteria or the test technology are limited to a particular area, some or all portions of  testing or validation for platforms certified to a prior kernel version may be waived at the discretion of the DII COE Chief Engineer.



Applicant Vendor Updates, Upgrades or Modifies a Certified Platform



Any new release by an applicant of a certified product that includes new functionality must be re-certified and validated in order to continue the claim of DII COE compliance.  Examples of this would be adding security, localization or other features to an existing certified application platform.  Vendor patches beyond those identified in the 

description of the application platform submitted as part of the certification proposal are considered new functionality.



If changes to the application platform are limited to a particular area, at the discretion of the DII COE Chief Engineer, some or all portions of  testing or validation for platforms certified to a prior kernel version may be waived.  



Note:	DISA has been asked to distinguish between a “maintenance release”, and “product upgrade”, and a “patch to the binary product”.   Unfortunately, there is no consensus for what these terms mean, or the effect they may have on the behavior of the certified product.  For this reason, we must judge on a case by case basis.



Issue:  A “derived certification” based on system and application software binary compatibility among platform families is under consideration as a result of vendor input.  Since this is not an issue that must be resolved for KPC pilot phase operations, resolution will deferred until the IOC phase.

Summary of DII COE Configuration Management Process







The following sections outlines DISA actions and guidelines in response to specific events.



�



Issue: 	We may say that a product which directly executes both the vendor supplied system software binary load and the DISA GSKS binary load used for a previously certified platform with no modification.   (i.e. the new platform is system and application software binary compatible with the certified one) the certification can be claimed and will be listed as such.  Waiver will be required.  This has a broad effect of establishing binary compatibility of platforms as the scope of coverage of a single validation and certificate of validation.  If acceptable, test would be as follows:





“A vendor applicant may apply for derived certification a platform which is system and application software binary compatible with a previously certified platform.   To qualify as “binary compatible” the platform must directly execute the vendor supplied system software binary load and the DISA GSKS binary load used for a previously certified platform with no modification.  Application for a “binary compatibility” waiver will be required.  

“binary compatible”  



the Use of DII COE Kernel Platform Certification

Work in Progress

DII COE and it’s governance processes represent a substantial change from recent methods of managing information technology.  It is not surprising that organizations using the DII COE will evolve new methods of applying DII COE to their operation.  This section of the document will capture suggestions and best practice from the clients of the DII COE program on an ongoing basis, with a focus on the choices that must be made.  These are choices available to the engineering, operating, or procuring organization.  They are not within the scope of the DISA DII COE organization.



, , and end user organizations have choices to make in using the KPC program as a tool in their activities.  Only the end user organization is positioned to make these tradeoffs, and management judgment is required.  (i.e. we won’t do any second guessing.)  The tradeoffs involve trading cost against assurance against rate of new technology insertion.



This program should always be used in conjunction with other assurance programs and procurement methods.



DII COE Kernel Platform Migration Stategy



Each of the DoD services and agencies have a DII COE migration plan and timetable for their specific programs.  The KPC program is an engineering program, with the responsibility for establishing KPC certification criteria and process.  This office does not address acquisition requirements, process, or schedules which are the prerogative of the services and agencies. 



Each service or agency will have a timetable, and each specific procurement, development or operational activity will have a target DII COE version.  Their needs and constraints will vary.  For this reason a DoD organization may choose to upgrade to a new DII COE version earlier or later than other organizations.



- Indications for slower upgrade/migration

-

-



- Indications for faster upgrade/migration

-

-



Breadth of Applicability of a DII COE Kernel Platform Certificate



Part of  the difficulty in discussing the options is that there is no widely accepted terminology that may be used.  In this discussion, we will use the terms “product family” and “model” to indicate an increasing level of specificity in product identification.  For example, a product family will contain a variety of models.  The meaning that each vendor associates with these product designations is very different. 



Option 1: The specifying organization may require that each model within a vendor family have a certificate of validation.  This may increase the level of assurance, but may also increase the cost. This option can be appropriate for a new product line with a small commercial installed base.  It may also be appropriate for highly sensitive systems which must have a higher level of assurance.



Option 2: The specifying organization may require that one member of a vendors product family have a certificate of validation, and provide a warrant that the system software and DII COE kernel binary load tested will execute “correctly” across a range of the vendors application platforms.  This may decrease the level of assurance, but may also reduce the cost.  This option can be appropriate for a mature product line with a large installed commercial base. It may also be appropriate for  systems which may require a lower level of assurance.  The problem with this is that “correctly” is hard to specify.



Option 3: The specifying organization may allow a vendor to bid with the provision that the vendor will validate that the platform proposed within a certain time period.  If the platform is not certified on time, the procurement may be awarded to an alternate bidder.  This carries program risk in that the vendor may be unsuccessful, and introduce delay into the procurement.



Option 4: The specifying organization may accept any platform within a product family, if one of the platforms in the product family has been validated.  This provides the least assurance, but may also reduce cost substantially.



DII COE Kernel Patches



DISA will identify the DII COE patches that are available to the user community.  End user procurement, engineering and operational organizations will determine, for each patch, how and when a patch will be applied, if at all.  



Operational organizations may choose to incorporate patches with or without vendor assurance, depending on the nature of the patch, the cost.  If the system is sufficiently sensitive, the organization may ask to have the modified platform re-validated after the patch is applied.



Procurements should be specific about the patches that must be supported.  Service or maintenance contracts may ask that the vendor incorporate patches under specific circumstances.   The vendor may also be asked to provide different levels of assurance depending on the sensitivity of the systems involved.

�

Appendix A



Sample Application, Certificate and Test Report



�The application for KPC Validation shall contain the following information:



The name and address of the submitting organization.  This information shall correspond to the supplier identified on the attached FIPS-151-2 certificate.  



Identification and contact information for the point of contact for the organization submitting the application platform for KPC validation.



A description of the application platform provided for validation.  This description shall correspond to the product identified on the attached FIPS-151-2 certificate, but provide additional detail.  The level of detail in the application platform description must be sufficient to assure repeatability of the validation process.  For example the description must include at least the following:

a list of patches applied to the vendor supplied system software,

the network interface card used for the test,

identification of any configuration and optional software included beyond that found in the vendor applicants normal commercial software product,



4.	The DII COE level for which compliance is claimed, and the Kernel Platform Certification document revision that is to be used as the basis for compliance assessment.



5.	A description of the Web browser used in support of  certification.  The level of detail in the Web browser must be sufficient to assure repeatability of the validation process.



6.	A description of the software development environment software used in support of  certification.  This description shall correspond to the software development environment software identified on the attached FIPS-151-2 certificate, but provide additional detail.  The level of detail in the software development environment software must be sufficient to assure repeatability of the validation process.



7.	A claim of compliance to all KPC criteria, with a statement of warrantee committing the supplier to providing the remedies identified in this document for any erroneous claims of KPC compliance.



8.	A statement that all documentation and test results submitted for validation are valid and were performed on the application platform as configured when submitted for validation.



9.	A statement which grants to the Department of Defense,  Defense Information Systems Agency (DISA) the right to receive and review electronic and  hardcopy  of the full test-set summary reports for the specific industry tests identified in Appendix C.  The language must be sufficient to assure that DISA has the right to audit and verify results and the contents of documentation referenced in support of an application for certification, regardless of the location and custody of the documentation.  It must also assure a release to DISA of any and all test documentation held by any 3rd party.  Review of these reports is not expected on a routine basis, but full access is necessary for audit purposes and to support resolution of any testing issues that may arise.



This application must be signed by an agent of the vendor applicant with authority to commit the supplier to all of the conditions and attest for the veracity of the statements made in this application and the attached documents.  



The following items must be attached to the application:



A copy of the valid NIST FIPS 151-2 Certificate of Validation for the application platform as configured when submitted for validation.



A copy of the valid test summary reports (1 to 2 pages) for each of the industry tests identified in Appendix C.  The tests must have been performed on the application platform as configured when submitted for validation.



A preliminary DII COE Kernel Platform Implementation Conformance Document (ICD) claiming conformance to all certification criteria identified in the this version of this specification.  At the time of application for KPC validation, the applicant vendor will provide an ICD shall contain the following:



A clear statement that the candidate application platform, as configured for DII COE Kernel Platform Certification, is year 2000 compliant.  The contractor shall identify any potential hold outs or issues in this application for DII COE Kernel Platform Certification.



A clear claim of conformance to all Application platform related compliance provisions expressed or implied in the DII COE I&RTS, including specifically those provisions included in Appendix B of this document.



For each standard for which conformance is identified as a certification criteria, a clearly labeled part that satisfies the documentation requirements for a conforming implementation of that standard, if such documentation requirements exist.  The ICD shall contain a statement that indicates the full name, number and date of each standard.  The ICD shall not contain any specifications other than those explicitly permitted or required by this document, or by a required standard.



An updated and final ICD (and additional supporting materials) shall be provided at the Software Delivery Meeting to add those conformance statements and information that will only be available after the applicant vendor has completed integration of the GSKS.  The updated ICD will include a clear claim of conformance to all:



Government supplied software related compliance provisions contained in this document, as identified in section � REF _Ref400951144 \n �3.3� “� REF _Ref400951178 \* MERGEFORMAT �Government Supplied Software Certification Criteria�”. In addition, for each test procedure identified in section � REF _Ref400953132 \n �3.3�, the ICD shall clearly claim successful execution without any failure or inconclusive result.  



Note:	The test procedures in Appendix D must be provided by the vendor applicant at the Software Delivery Meeting.  The procedures must be updated to show the actual results obtained by the vendor applicant during certification of the candidate platform.



2.	Security related compliance provisions contained in this document, as identified in section � REF _Ref400950925 \n �3.4� “� REF _Ref400950904 \* MERGEFORMAT �Security Certification Criteria�” of this document. In addition, for the vendor provided, DISA approved application platform specific security test procedure identified in section � REF _Ref400953345 \n �3.4�, the ICD shall clearly claim successful execution without any failure or inconclusive result.



Note:	The security test procedure described above must be provided by the vendor applicant at the Software Delivery Meeting.  The procedure must be updated to show the actual results obtained by the vendor applicant during certification of the candidate platform.



4.	Internet interoperability related compliance provisions contained in this document, as identified in section � REF _Ref400952319 \n �3.5� “� REF _Ref400952339 \* MERGEFORMAT �Internet  Interoperability Demonstration Certification Criteria�”.  In addition, for each test procedure identified in section � REF _Ref400952417 \n �3.5�, the ICD shall clearly claim successful execution without any failure or inconclusive result.  



Note:	Finally, the Internet Interoperability Demonstration test procedures contained in Appendix F must be provided by the vendor applicant at the Software Delivery Meeting.  The procedures must be updated to show the actual results obtained by the vendor applicant during certification of the candidate platform.



�			Defense Information Infrastructure (DII)

			Common Operating Environment (COE)

			Kernel Platform Certification Authority







�



�Certificate of Validation



Defense Information Infrastructure (DII)

 Common Operating Environment (COE)

 Version X.Y



This Certificate of Validation verifies that the product identified below has been certified by the supplier as in compliance with all certification criteria for the DII COE version above, and evaluated for use as an application platform within the Defense Information Infrastructure per the procedures defined for the DII COE KernelKernal Platform Certification Program.  The evaluation results obtained have been validated by the DII COE Chief Engineer.





COE Kernel Application Platform Implementation Evaluated

Supplier:	<Name of Vendor submitting the validated product>

Product:	<Product Identification used by Supplier>

ICD:	<Implementation Conformance Document Identification>

KPC Program Document Version: 0.8 - 10 October 1997



Hardware System Evaluated

Computer Hardware Supplier: 		- Vendors Name

Computer Hardware Product: 		- Identification of Native Implementation

	Disk Controller: 			- Identification / Part Number

	Terminal Controller: 			- Identification / Part Number



Development Environment Information 

C Compiler Supplier:			- Vendors Name

C Compiler Product:			- Identification



Government Supplied KernelKernal Software:	- Identification

World Wide Web Technology:		- Identification





										

DII Certification Authority				Date

DII COE Chief Engineer



Additional Information is available from DISA/DII on additional configuration details, and evaluation authorities referenced (if appropriate).  Reference file: KPC-vvv-ddyyyy-nn 

�



Appendix B



Integration and Runtime Specification Certification Criteria





Application Platform related conformance requirements are summarized in this appendix for convenience.  In the event of any conflict with the current version of the I&RTS, the I&RTS shall have precedence.  Some I&RTS requirements apply system elements other than the application platform.  In these cases, the text of the requirement is an interpretation of the I&RTS requirement, to clarify the application platform requirement.  Where interpretation is required, the text added to the requirement will be underlined, and deleted text will be struck through.



I&RTS checklist headings and numbering have been retained to correspondence to the version 3.0 I&RTS requirements. 





�B.1  Standards Conformance (Level 1)



Operating System



T	F	N/A	1-2	The operating system and associated software conform to the following standards from the JTA� XE "JTA" �:�(a) ISO 9445-1:1996, Information Technology - Portable Operating System Interface for Computer Environment (POSIX) - Part 1: System Application Program Interface (API) [C Language], as profiled by FIPS 151-2:1994.�(b) IEEE 1003.1g:1996 Draft, POSIX - Part 1: System Application Program Interface (API) Amendment 2: Protocol Independent Interfaces (Sockets) [C Language].



T	F	N/A	1-5	The operating system is configured to supports TCP/IP protocols.



T	F	N/A	1-6	The operating system is configured to supports UDP protocols.



T	F	N/A	1-7	The operating system is configured to supports SLIP and PPP.



Network



GUI Environment





T	F	N/A	1-14	The application platform  complies with the style of the native GUI (i.e. the platform provides  XÊWindows services, and is Motif and CDE compliant)



T	F	N/A	1-15	The windowing environment conforms to the following standard from the JTA� XE "JTA" �: ISO 9945-2: 1993, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 2: Shell and Utilities as profiled by FIPS PUB 189:1994.



T	F	N/A	1-16	The windowing environment conforms to the following standard from the JTA� XE "JTA" �: FIPS Pub 158-1:1993, User Interface Component of the Application Portability Profile X-Windows Version 11, Release 5.





Miscellaneous

�B.2  Network Conformance (Level 2)



Security



Operating System



T	F	N/A	2-2	The operating system  supports NFS servers and clients., and such usage does not pose additional security risks.



T	F	N/A	2-3	The operating system can be configured to support DNS/NIS/NIS+. (Note: The requirement is that the operating system be capable of supporting centralized management of key resources such as hostnames, user accounts, etc. NIS+ is not a specific requirement because not all vendors support it.)



Network



T	F	N/A	2-5	The operating system supports sockets, including Berkeley sockets.

�

T	F	N/A	2-7	The application platform does not require any special hostname conventions or have reserved IP addresses.



T	F	N/A	2-8	The ability of the application platform to execute correctly is independent of the type of LAN (e.g. Class B or Class C) connected to the platform.



GUI Environment



T	F	N/A	2-14	If the application resides on a machine with an X server, The X server provided by the application platform is compatible with the version in use by the COE.

Database

�B.3  Workstation Conformance (Level 3)



Operating System



T	F	N/A	3-3	The application platform does not use hardcoded port assignments (e.g. from /etc/services) and is not sensitive to specific ports other than well known port assignments (e.g., ftp, listen).



Network



GUI Environment



T	F	N/A	3-7	The application platform provides can use the same X server version and xdm version supplied with the COE.



Database



COTS Products



Miscellaneous

�B.4  Bootstrap Conformance (Level 4)



Security



Standards Compliance



Database



COTS Products



Runtime Environment



�B.5 Minimal COE Compliance (Level 5)



Security



T	F	N/A	5-6	The application platform does not alter the COE establishesd the umask setting specified for the COE.



Standards Compliance



Operating System



T	F	N/A	5-18	The application platform segment does not rename well defined ports (e.g., ftp, listen), or declare new port names which have the same port number as well defined ports in the /etc/services file.



GUI Environment



T	F	N/A	5-21	The application platform segment provides uses dtwm mwm as the window manager.



Database



Runtime Environment



T	F	N/A	5-49	The application platform establishes the segment does not use any reserved symbols as its own from I&RTS ChapterÊ5 unless authorized to do so by the DISA Chief Engineer.



T	F	N/A	5-51	The application platform segment completely separates the development environment from the run-time environment, and no development environment tools, scripts, or other executables are required at run-time.



COE Component Segments



Account Groups



Aggregate Segments



�Segment Descriptors



T	F	N/A	5-72	The applicant vendor provided System Version Description document segment describes all background processes. if any, through the “Processes” descriptor.



T	F	N/A	5-74	Memory and disk space provided in the application platform as configured for certification requirements are fully and accurately specified in the application for DII COE Kernel Platform Certification Hardware descriptor file.



Process Compliance



T	F	N/A	5-82	The kernel platform segment has been registered with DISA.



T	F	N/A	5-96	The kernel platform segment has been loaded and tested as a COE environment prior to submission to DISA.



T	F	N/A	5-97	Kernel Segment installation has been tested through the same installation tools used by site operators. (TestInstall alone does not satisfy this requirement.)



Miscellaneous

�B.6  Intermediate COE Compliance (Level 6)



Security



Standards Compliance



T	F	N/A	6-7	The application platform segment is either completely Motif and CDE compliant compatible with the style guide, or has minimal deviations that have been approved by the DISA Chief Engineer.



GUI Environment



Database



COTS Products



Runtime Environment



Segment Descriptors



Process Compliance



T	F	N/A	6-50	The application platform has been tested with  an API test suite which exhaustively exercises all APIs provided by the platform.



T	F	N/A	6-51	The segment application platform documentation includes man pages or HTML-format pages for all APIs that are to be distributed distribution with the Developer's Toolkit.



Miscellaneous



T	F	N/A	6-61	API backwards compatibility conforms to the version numbering scheme described in ChapterÊ3 of the I&RTS.



�B.7  Interoperable Compliance (Level 7)



Security



Standards Compliance



GUIWindowing Environment



T	F	N/A	7-18	The application platform segment uses resource files to control window behavior rather than hard-coded window behavior attributes.  Deviations may be identified in technical documentation submitted with certification application.



Database



Runtime Environment



Miscellaneous



�B.8 Full COE Compliance (Level 8)



Security



T	F	N/A	8-1	Entry to and exit from the command line mode causes an entry into the system audit logs that specifies the date, time, and user involved.



GUI Environment



T	F	N/A	8-8	The application platform segment is fully compliant with Motif and CDE the DII COE User Interface Specifications.



Database



Runtime Environment



Account Groups



Segment Descriptors



Process Compliance



T	F	N/A	8-20	The application platform segment includes a set of test data for verifying correct application platform segment operation.



Miscellaneous

�Appendix C



Commercial Specification Certification Criteria



�

Certificates and summary of results from accredited testing laboratories for the following commercial testing must be submitted with the COE Certification Package:





							Conformance Requirement

Operating System			

- POSIX API	NIST FIPS 151-2 Certificate

	- futures: threads, real-time

- POSIX Commands and Utilities	Open Group VSC4 4.1.5 Test Report



Human/Computer Interaction 	

- X Window System (X11R5) API	Open Group VSW5 5.0.0 Test Report

	-- C Language Binding				“

	-- X Window System Protocol				“

	-- X Toolkit Intrinsics				“

	-- File Formats & Application Conventions			“



- Motif - Platform	Open Group VSM4 1.0.0 Test Report



- CDE: Common Desktop Environment	Vendor Statement of Conformance

	-- Motif Toolkit	Open Group VSM4 1.0.0 Test Report

	-- Calendaring and Scheduling			no test available



Communications

- Sockets API	Open Group VSU4 4.1.0 Test Report

- Network File System (NFS)	Open Group XNFS 4.3.5 Test Report		Open Group VSX4 4.3.5Test Report

�

The overall test result for these tests must be documented as “PASS” for all COE required elements of these tests.  Test results must be maintained on file at the accredited test laboratory for inspection should a need arise.  



Note:	An Open Group brand which would include exactly the set of Open Group tests above is being considered by the Open Group.  When that brand becomes available, DISA will consider adopting the brand as a certification requirement.

�

Appendix D



Government Supplied Software Certification Criteria

� 

The following automated and manual testing of COE kernel government supplied software are available as an indication of proper function of the candidate application platform.   A data set which is required to support the execution of the test procedures is available for download.



The total estimated time for executing all Government Supplied Software validation procedures is <TBD> hours .



Note:	Since KPC document version 0.6 was released, substantial work has been done on the test procedures.  Several tests have merged, and new tests have been added.  The set of test procedures listed is the full set projected for the KPC program.  Time estimates with asterisks following are hard estimates based on test runs of final versions of the procedures.  All other estimates are based on projections from earlier versions.





DII COE Operating System and Kernel Validation Procedures



Test: DII COE  Kernel Overview Test Procedure: - estimated time: 3.5 hr.



Scope:  The Overview should be the first test performed after initial OS load.  These procedures are intended to be used to provide a quick check on major kernel functionality.

Description:  Functionality that will be tested using the Overview are as follows; CDE desktop functionality,  Default Router, Printing, Edit Local Host, Disk Manager mount and unmount functionality, Changing Machine ID, System Shutdown and Reboot functionality and the functionality of the COEInstaller. 



Test: COEInstaller: - estimated time: 3.5 hr.



Scope: The COEInstaller is used for the installation and de-installation of GOTS and COTS segments.

Description: Test Procedures for testing the COEInstaller will included installation and de-installation of a segment, changing target directory, requires descriptor available through the installer, release notes, conflicts, installation log, Pre and POSTINSALL and installation of multiple aggregate segments, overwriting current segments, remote functionality and overriding disk space allocation.



Test: COE InstError - estimated time: 0.5 hr.



Scope:  This set of procedures validate the functionality of the COEInstError tool.

Description:  COEInstError allows a segment to display an error to the user from within a PreInstall, PostInstall, or Deinstall script and terminate installation of the segment.





Test: Network Installation Server - estimated time: 2.5 hr.



Scope:  The capability to install segments over a network.

Description: Test Procedures for testing the Network Installation Server will included the testing of the same functionality as the COEInstaller but done over the network. 



Test: Network Test - estimated time: 2 hr. *



Scope: Demonstrates basic network-related application platform functions.

Description:  The test will steps through the major menu items associated with basic network management functions.  This will involve verifying that icons and windows follow appearance and behavior guidelines.  Several steps modify network configuration (e.g. machine name, IP address, aliases, etc.) and verify correct operation by independent means.  These exercises provide verification of basic network function. 



Test: Accounts and Profiles - estimated time: 2 hr.



Scope:  Demonstrates the functionality of Accounts and Profiles.

Description:  Steps through the required actions to create an account (both local and global), create and assign profiles, validate new user login and multiple profile capability such as modification and deletion of user profiles.  This procedure will also demonstrate global user account implementation through multi-platform testing.



Test: System Administration - estimated time: 1.5 hr.



Scope: Demonstrates the System Administration and CDE Desktop functionality within the DII COE Kernel.

Description: Testing of all Desktop functionality such as Calendar, File Manager, Text Editor, Mail, and Printer.  Test of the Application Manger will include Desktop_Apps, Desktop_Tools and SA_Default.  Hardware testing will be performed on system shutdown and rebooting. 



Test: Print Services - estimated time: 1 hr.



Scope: Includes Print Manager, Print Administration and Printer functionality.

Description: Testing will be performed on command line printing, remote printing and local printing, adding print drivers, adding printers and managing print job using the Print Manager.







Test: Security Administration - estimated time: 1 hr.



Scope: Procedures will validate the Kernel and CDE functionality available under the ‘SECMAN” account.

Description: Security Manager testing will included testing of  CDE icons, security banner and Application Manager.



Total estimated time for OS and Kernel Validation Procedures: 17.5 hr.





DII COE Runtime Tool Validation Procedures



Test: COEFindSeg - estimated time: <TBD>



Scrope: This tool  returns information about requested segment.

Description:  Testing will includes verification of parameters such as help, version, directory, segment name, type segment attribute and error status.



Test: COEAskUser - estimated time <TBD>



Scope: This tool is intended for use in the PostInstall script to display a message to the user and have the user respond with a Yes or No, True or False or Accept or Cancel.

Description:  Basic testing of creating prompt windows using the COEAskUser tool and responding with correct response. Verification of valid parameters.



Test: COEMsg - estimated time <TBD>



Scope: COEMsg is intended to be used by PreInstall, PostInstall and DEINSTALL to display an information message to the user.

Description: Basic testing of creating prompt window using the COEMsg tool during PreInstall, PostInstall and DEINSTALL. Verification of valid parameters.



Test: COEPrompt - extimated time <TBD>



Scope: COEPrompt  is intended to be used by PreInstall, PostInstall and DEINSTALL to display an information message to the user.

Description: Basic testing of creating prompt window using the COEMsg tool during PreInstall, PostInstall and DEINSTALL. Verification of valid parameters.



Test: COEPromptPasswd - estimated time <TBD>



Scope: COEPromptPasswd is similar to COEPrompt in syntax and operation.  It is intended to be used in PreInstall and PostInstall to prompt a user to enter a password. The user’s response is echoed on the screen.

Description: Basic testing of creating prompt window using the COEMsg tool during PreInstall, PostInstall to prompt user for password. Verification of valid parameters.



Total estimated time for Runtime Tool Validation Procedures: <TBD>





DII COE Developer Tool Validation Procedures



Test: Tools Overview - estimated time <TBD>



Scope: The Overview should be the first test performed after initial OS load.  These procedures are intended to be used to provide a quick check on major DII COE Tools functionality.

Description: Overview test procedures will be performed on the following tools: CalcSpace, CanInstall, MakeAttribs, MakeInstall, TestInstall, TestRemove and VerifySeg.



Test: CalcSpace - estimated time: 1 hr. *



Scope: CalcSpace computes the space (in bytes) required to the sgment specified and updates the Hardware descriptor accordingly. 

Description:  Testing will be performed on sample segments to compute space requirments.



Test: CanInstall - estimated time: 0.5 hr. *



Scope: CanInstall test a segment to see if it can be installed.  If performs the same test that COEInstaller does at installation time.  This tool provides the developer an easy way to test the installation of a segment without using the COEInstaller.

Description:  Testing will be performed on sample segments to verify that a segment can be installed using the CanInstall tool which will perform the same tests as the COEInstaller during installation time.



Test: MakeAttrib - estimated time: 0.5 hr. *



Scope: This tool recursively traverses every subdirectory beneth a segment s home directory and creates a descriptor file FileAttribs.

Description: This tool will tested to ensure that the descriptor file recursively traverses every sub-directory beneath the segment home directory and creates a file with lines in the following format:



	permits:owner:group:filename



At installation time the installation tools perform the following statement for each entry:



	chmod permits $INSTALL_DIR/filename

	chown owner $INSTALL_DIR/filename

	chgrp owner $INSTALL_DIR/filename



Testing will ensure that no file owned by root nor any files have permissions greater than 777.



Test: TestInstall* - estimated time: 8 hr. *



Scope: TestInstall is used to temporarily install a segment that already resides on disk.  The same operations as COEInstaller will be performed except that it does not need to read the segment from tape (e.g., it is already on disk), and the segment may be in any arbitrary location. 

Description: Testing will be performed on sample segments to make sure that the TestInstall  can temporatily insall a segment that already reside on disk. 



Test: TestRemove* - estimated time: 0.5 hr. *



Scope: TestRemove is used to remove a segment that was installed by TestInstall

Description: Testing will be performed on sample segments to make sure that the TestRemove tool can successfully remove a segment installed using the TestInstall  tool.



Test: TimeStamp - estimated time: 1 hr. *



Scope: TimeStamp put the current time and date into the VERSION descriptor.

Description: Testing will be performed on sample segment to verify that the correct VERSION is being put into the VERSION descriptor. Time Stamp is intended to assist the configuration management process by allowing the time stamp to be updated just prior to running VerifySeg.



Test: VerUpdate - estimated time: 0.5 hr. *



Scope: This tool is used to update the VERSION descriptor.

Description: VerUpdate updates the segment version number, date and time in the VERSION descriptor file.  If no version number is specified the tool increments the version number contained in the descriptor file.  Testing will be performed on sample segment to ensure functionality.



Test: VerifySeg* - estimated time: 8 hr. *



Scope: This tool validate that a segment conforms to the DII COE Compliance rules for defining a segment.  

Description: VerifySeg used information in the SegDescript subdirctory and must be run whenever the segment is modification.  VerifySeg is a validation process that will be ran against sample segments to verify compliance.



Total estimated time for Developer Tool Validation Procedures: 20 hr. +

The following automated and manual testing of COE kernel government supplied software are available as an indication of proper function of the candidate application platform.  The Estimated Time, Scope, and Description information for each test script is taken from the test documentation where available.



Issue:	Information on these scripts is incomplete, and will be updated when available.





DII COE Operating System and Kernel Test Scripts



Test: Network Installation Server - estimated time: <TBD>



Scope: <TBD>

Description: <TBD>



Test: Kernel Operating System - estimated time: <TBD>



Scope: <TBD>

Description: <TBD>



Test: Accounts and Profiles - estimated time: <TBD>



Scope:  Demonstrates the functionality of Accounts and Profiles.

Description:  Steps through the required actions to create an account (both local and global), create and assign profiles, validate new user login and multiple profile capability.  This procedure will also demonstrate global user account implementation through multi-platform testing.



Test: System Administration - estimated time:



Scope: <TBD>

Description: <TBD>



Test: System Admin. Desktop - estimated time: <TBD>



Scope: <TBD>

Description: <TBD>



Test: Disk Manager - estimated time: <TBD>



Scope: <TBD>

Description: <TBD>



Test: Network Test - estimated time: 2 hours



Scope: Demonstrates basic network-related application platform functions.

Description:  The user steps through the major menu items associated with basic network management functions.  Many steps involve verifying that icons and windows follow appearance and behavior guidelines.  Several steps modify network configuration (e.g. machine name, IP address, aliases, etc.) and verify correct operation by independent means.  These exercises provide verification of basic network function. 



Test: Printer - estimated time: <TBD>



Scope: <TBD>

Description: <TBD>





DII COE Developer Tool Test Scripts



Test: CalcSpace - estimated time: 60 minutes



Scope: Verifies all COE Developer Tool functionality as defined by the requirements in the FDD.

Description:  <TBD>



Test: CanInstall* - estimated time: 30 minutes



Scope: This test verifies the CanInstall Developer Tool functionality as defined by the requirements in the DII COE I&RTS (rev 2, 23 Oct 95) Appendix C.

Description: <TBD>



Test: MakeAttrib - estimated time: 30 minutes



Scope: This test verifies the COE Developer Tool functionality as defined by the requirements in the FDD.

Description: <TBD>



Test: MakeInstall* - estimated time: 8 hours



Scope: This test verifies the MakeInstall Developer Tool functionality defined by the requirements in the DII COE I&RTS (rev 2, 23 Oct 95) Appendix C.

Description: <TBD>



Test: TestInstall* - estimated time: 8 hours



Scope: This test verifies the TestInstall Developer Tool functionality defined by the requirements in the DII COE I&RTS (rev 2, 23 Oct 95) Appendix C.

Description: <TBD>



Test: TestRemove* - estimated time: 30 minutes



Scope: This test verifies the TestRemove Developer Tool functionality as defined by the requirements in the FDD.

Description: <TBD>



Test: Timestamp - estimated time: 1 hour



Scope: This test verifies the Timestamp Developer Tool functionality defined by the requirements in the DII COE I&RTS (rev 2, 23 Oct 95) Appendix C.

Description: <TBD>



Test: VerUpdate - estimated time: 30 minutes



Scope: This test verifies the VerUpdate Developer Tool functionality defined by the requirements in the DII COE I&RTS (rev 2, 23 Oct 95) Appendix C.

Description: <TBD>



Test: VerifySeg* - estimated time: 8 hours



Scope: This test verifies the VerifySeg Developer Tool functionality defined by the requirements in the DII COE I&RTS (rev 2, 23 Oct 95) Appendix C.

Description: <TBD>

�

Appendix E



Security Certification Criteria









Criteria in the first part of this appendix are drawn from Defense Information Infrastructure (DII) Common Operating Environment (COE) Security Software Requirements Specification (SRS), Version 2.0 - 8 July 1996, [� NOTEREF _Ref372626161 �4�].  In some cases, SRS text applies to system elements beyond the application platform.  In these cases an interpretation of the SRS text is required, to clarify the application platform related aspect of the text.  Where interpretation is required, the text added to the requirement will be underlined, and deleted text will be struck through.  Numbering of security requirements from that document is retained here as an aid to traceability.



The second part of this appendix contains a sample security checklist developed for the Sun Solaris 2.4 DII COE kernel.  This sample is presented as an aid to the applicant in development and delivery of a security checklist, as described in paragraph 3.4 of this document.



Note: This is an early draft list being modified to include those criteria satisfied by the current Sun and HP DII COE platforms.  Note that additional security measures are required by CINCs, services, and agencies developing and installing systems.

��Annex E - Part 1



Defense Information Infrastructure (DII) Common Operating Environment (COE) Security Software Requirements Specification (SRS)





3.2.1	Identification and Authentication



3.2.1.1	The COE shall enforce individual accountability by providing the capability to uniquely identify each user to the system.



3.2.1.2	Each user shall be uniquely identifiable (e.g., user name or userID) within an administrative domain.



3.2.1.3	The COE shall provide the capability of associating the userÕs identity with all auditable actions taken by that individual.



3.2.1.4	The COE shall use a mechanism (e.g., passwords) to authenticate each user's identity.



If passwords are used as the mechanism, they shall meet the following requirements:



3.2.1.4.1	The COE shall provide the capability for users, the security officer, or the system to generate passwords.



3.2.1.4.1.1	The COE shall provide a graphical user interface (GUI) for changing passwords.  



3.2.1.4.1.2	The COE shall require a password be changed after the age of a password has exceeded a maximum defined by a trusted user.



3.2.1.4.1.3	The COE shall notify the user prior to n days of password expiration where n is defined by a trusted user.



3.2.1.4.1.4	The COE shall prohibit a password from being changed until the age of a password has exceeded a minimum defined by a trusted user.



3.2.1.4.2	The COE shall ensure that passwords meet specific characteristics defined by a trusted user.  These characteristics shall include the following:

	

3.2.1.5	The COE shall prevent unauthorized access to authentication data.



3.2.1.5.2	The COE shall prevent unauthorized disclosure of passwords while stored.



3.2.1.6	The COE shall provide the capability to restrict consecutive login failures.



Issue:	This capability is currently provided only for local (not network) login, and is satisfied through Government supplied software.



3.2.1.6.1	If the number of consecutive login failures reaches a configurable threshold (0 through n), the userID shall be locked and the user shall be prohibited from further login attempts from within the administrative domain.



3.2.1.6.2	The default number of consecutive login failures shall be five.



3.2.1.6.3	If the number of multiple login failures is set to 0, the capability shall be disabled.



3.2.1.6.4	When a userID is locked, the COE shall send a notification to the security officer.



3.2.1.6.5	The COE shall provide the capability for a trusted user to restore locked userIDs. 



3.2.3	Security Audit



3.2.3.1	The COE shall provide the capability to create, maintain, and protect from modification or unauthorized access or destruction an audit trail of accesses to the objects it protects.



3.2.3.1.1	The COE shall protect audit data so that access to it is limited to those who are authorized to view audit data.  



3.2.3.1.2	The COE shall protect the audit processes and audit data from change or deletion by general users.  At a minimum, the COE shall protect the following:



3.2.3.1.2.1	Audit mechanisms (e.g., executable files)

3.2.3.1.2.2 	Configuration parameters (e.g., audit configuration files)

3.2.3.1.2.3	Capability to enable or disable Audit Processes



3.2.3.1.3	The COE shall provide a mechanism that generates a notification when the audit data has reached a configurable threshold of available storage capacity.



3.2.3.1.3.1	The COE shall provide a capability for recovery in the event that available storage capacity has been exceeded.  At a minimum, the following capabilities shall be provided:



¥  halt the system

¥  overwrite previous audit data

¥  discontinue auditing



3.2.3.1.4	The COE shall provide a mechanism that generates a notification when the audit process(s) has failed.



Interpretation:	Notification that “audit daemon died”



3.2.3.1.4.1	The COE shall provide a capability for recovery in the event that the audit process(s) has failed. At a minimum, the following capabilities shall be provided:



¥ halt the system

¥  suspend processing until audit process(s) are restarted



3.2.3.1.5	The COE shall provide a capability to archive audit data.



3.2.3.2	The COE shall provide the capability to enable and disable auditable events.  



3.2.3.3	The COE shall provide the capability to audit the following types of events:



3.2.3.3.1	Use of identification and authentication mechanisms



3.2.3.3.2	Introduction of objects into a user's address space (e.g., file open, program initiation)



3.2.3.3.3	Creation, modification, and deletion of objects



3.2.3.3.4	Actions taken by trusted users



3.2.3.3.5	Production of printed output



3.2.3.3.7	Change in access control permissions



3.2.3.3.8	Export to external media



3.2.3.3.9	System startup



3.2.3.3.10	System shutdown.



3.2.3.4	The COE shall provide the capability for a trusted user to define security relevant events.



3.2.3.5	For each recorded event, at a minimum the COE audit record shall identify:



3.2.3.5.1 	System date and time (to the nearest second) of the event



3.2.3.5.2	UserID



3.2.2.5.3	Type of event



3.2.3.5.4	Success or failure of the event



3.2.3.6	For identification and authentication events, the COE audit record shall identify the origin of the request (e.g., terminal ID, host IP address) 



3.2.3.7	For events that introduce an object into a userÕs address space, and for object deletion events, the COE audit record shall identify the name of the object, and in MLS systems, the objectÕs security level (e.g., sensitivity level and handling caveats).



3.2.3.10	The COE shall provide the capability to receive application level audit data (e.g.,ÊUnix syslog, Windows NT event log).



3.2.3.11	The COE shall provide the capability to generate reports of audit data that has been collected.



3.2.3.11.1	The COE shall provide the capability to generate reports based on fields of event records or Boolean combinations of those fields.



3.2.3.11.2	The COE shall provide the capability to generate reports based on ranges of system date and time that audit records were collected.





3.2.4	Availability



3.2.4.3	The COE shall provide the capability to selectively deny service to users.



3.2.4.4	The COE shall provide the capability to perform system and database backups.



3.2.4.5	The COE shall provide the capability to recover from failures using system and database backups.





3.2.5	Discretionary Access Control (DAC)



3.2.5.1	The COE shall provide the capability to define access between named users and named objects (e.g., files, database elements, and programs).



3.2.5.2	The COE shall provide the capability to control access between named users and named objects (e.g., files, database elements, and programs).



3.2.5.3	The COE shall restrict access to objects based on the user's identity and on access rights (e.g., read, write, execute).



3.2.5.4	The COE shall provide the capability for users to specify and control sharing of objects by named users or defined sets of users (e.g., UNIX groups, access control lists), or by both.



3.2.5.5	The COE shall provide controls to limit the propagation of access rights.



3.2.5.6	The COE shall, either by explicit user action or by default, protect objects from unauthorized access.



3.2.5.7	The COE shall provide the capability to assign access rights to authorized users.



3.2.5.9	The COE shall provide a means to associate applications with a work environment (i.e., profiles) and allow users to specify the work environment (i.e., profile selection) during a session. 



3.2.5.9.1	The COE shall permit a user to hold membership in multiple groups of users and have the access rights of those groups simultaneously.



3.2.5.10	The COE shall provide the capability to maintain logical separation among users (e.g., through separate address space, processes, etc.).



3.2.5.11	The COE shall be capable of restricting access to input/output (I/O) devices (e.g., floppy disks and tape drives).



3.2.5.11.1	The COE shall provide a capability to specify which users may access which I/O devices.



3.2.5.12	The COE shall provide a deadman capability that locks the user's terminal if user input devices have been idle for longer than a configurable time period of zero to n minutes.



3.2.5.12.1	The configurable time period shall default to 5 minutes.  



3.2.5.12.2	If the configurable time period is set to zero, the deadman capability shall be disabled.



3.2.5.12.3	Any user input device may be used to initiate actions to restore a locked terminal.  



3.2.5.12.4	The specific input value (whether from keyboard, mouse, or other input device) used to activate restoration of the locked terminal shall be ignored except to initiate actions to unlock the terminal.



3.2.5.12.5	The COE shall require that users re-authenticate themselves to unlock a locked terminal.



3.2.5.12.6	The deadman capability shall be available for users to manually invoke.





3.2.8	Markings



3.2.8.1	The COE shall display a security warning prior to the login process that indicates the highest classification of information processed on the system.



3.2.8.2	The COE shall display a security warning during the login process that indicates misuse of the system is subject to applicable penalties.



3.2.8.2.1	This security warning shall state that the user accepts responsibility for his or her actions prior to being permitted to access information.



3.2.8.4	The COE shall provide the capability to label the top and bottom of each internal page of printed output with a sensitivity label representing the sensitivity of the output.



3.2.8.5	The COE shall provide the user with print options to override the printing of the banner pages and internal page markings.



3.2.8.7	The COE shall provide a GUI-based interface from which the user selects the destination printer, number of copies, sensitivity label from the set of authorized markings.



3.2.10	Object Reuse



3.2.10.2	The COE shall ensure that all authorizations to information contained within a storage object have been revoked prior to initial assignment, allocation, or reallocation to a subject from the COEÕs pool of unused storage objects.



3.2.12	Data Integrity



3.2.12.1.1	The COE shall provide the capability to audit unauthorized modification or destruction of data during storage.



3.2.13	System Integrity



3.2.13.3	The COE shall be configured such that a password must be entered to boot to a single-user state.



3.2.15  System Architecture



3.2.15.1	The COE Security Services shall maintain a domain for their own execution that protects them from external interference or tampering (e.g., by modification of their code or data structures).



3.2.15.2	The COE shall isolate resources to be protected so that they are subject to the access control and auditing requirements.



3.2.16	Trusted Facility Management



3.2.16.1	The COE shall support trusted facility management via segregation of authorized roles.



3.2.16.1.1	At a minimum the COE shall provide security officer, systems administrator, and user roles.



3.2.16.1.2	The COE shall provide the capability to create trusted roles.



3.2.16.1.3	The COE shall provide the capability to assign security relevant functions to a trusted role.



3.2.16.1.4	The COE shall provide the capability to modify trusted roles.



3.2. 16.1.4.1	The COE shall provide the capability to add security relevant functions to a trusted role.



3.2.16.1.4.2	The COE shall provide the capability to delete security relevant functions to a trusted role.



3.2.16.1.5	The COE shall provide the capability to delete trusted roles.



3.2.16.1.6	The COE shall prohibit security relevant functions from being assigned to non-trusted roles.



3.2.16.2	The COE shall provide the capability to manage accounts for authorized users.



3.2.16.2.1	The COE shall provide the capability to create accounts for authorized users. 



3.2.16.2.2	The COE shall provide the capability to modify accounts for authorized users. 



3.2.16.2.3	The COE shall provide the capability to delete accounts for authorized users. 



3.2.16.3	The COE shall provide the capability to manage profiles for groups of users with common access rights.



3.2.16.3.1	The COE shall provide the capability to create profiles or groups of users with common access rights. 



3.2.16.3.2	The COE shall provide the capability to modify the access rights of profiles or groups of users. 



3.2.16.3.3	The COE shall provide the capability to delete profiles or groups of users. 



3.2.16.4	The COE shall provide the capability to purge data from fixed and removable storage media or assignable storage devices.



3.2.16.5	The COE shall provide a standard set of security support tools to determine the security posture of COE systems.



3.2.16.5.1	The COE shall provide the capability to validate that passwords have met the requirements for password characteristics specified in paragraphÊ3.2.1.4.2.



3.2.16.5.3	The COE shall provide the capability for a trusted user to monitor and analyze the configuration of a host. 



3.16 Other Requirements



The following documentation will be developed for the user and system administrators to describe the COE security features and how to use and administer them:



¥	The COE Security Features User's Guide  (SFUG), which is a single summary, chapter, or manual in user documentation, shall describe the security mechanisms provided by the COE, how they interact with one another, and guidelines on their use by general, unprivileged users.



Ð	The COE SFUG shall provide instructions for COE users to perform I&A-related functions.



Ð	The COE SFUG shall provide instructions for COE users to perform DAC-related functions on COE.



¥	The COE Trusted Facility Manual (TFM), which is a manual addressed to the COE system administrator, shall present cautions about functions and privileges that should be controlled in order to manage COE securely.



Ð	The COE TFM shall provide instructions for system administrators to configure the I&A mechanisms of COE; and to define, modify, and delete COE user account information.



Ð	The COE TFM shall provide instructions for the security officer to configure and maintain the audit mechanisms of COE (including the events to be audited, the audit trail retention period, and the audit review frequency).



Ð	The COE TFM shall specify procedures for maintaining and reviewing COE audit files.



Ð	The COE TFM shall describe the detailed audit record structure for each type of audit event.



Ð	The COE TFM shall provide instructions for system administrators to properly configure and maintain the DAC mechanisms of COE.



¥	COE certification and accreditation shall be supported by three test documents:



Ð	Certification Test Plan



Ð	Certification Test Procedures



Ð	Certification Test Report.



¥	Documentation shall be available that describes how the COE safeguards satisfy COE security requirements.



¥	Documentation shall be available which describes how COE security-enforcing functions interface with one another and with other COE components.



Issue:	Commercial documentation may be accepted in partial satisfaction of these criteria, but guidelines have not been developed.



�Annex E - Part 2



Sample Security Checklist

Solaris 2.4
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Appendix F



Internet Interoperability Demonstration Certification Criteria 









This appendix contains a series of simple proceduresscripts for the exercising key Internet interoperability capabilities.   A DISA DII COE validationcertification serversupport platform, with the remote services and data required to support the Internet Interoperability Demonstration portion of this certification testing will be provided as part of the validation cell (see section � REF _Ref391878529 \n �2.3�,”� REF _Ref391878529 \* MERGEFORMAT �Validation Cell Description�”).  Access to a validation cell may also beis provided on the NIPRNET to support vendor certification and preparations for validation.  





Test Procedures and associated test date are available for download from the DII COE website.  Internet Interoperability Validation Procedures include:



TCP/IP “Ping” Interoperability Demonstration

Domain Naming System (DNS) Interoperability Demonstration

File Transfer Protocol (FTP) Interoperability Demonstration

Network File System (NFS) Interoperability Demonstration

Simple Mail Transfer Protocol (SMTP) Interoperability Demonstration

World Wide Web (WWW) Interoperability Demonstration







Issue:	We need to identify a permanent site, but IP address 204.34.175.79 will be used for the pilot phase of the certification program.  If the number of certifications is more than 50 per year, the traffic load associated with this program may force the service to another platform.

�



TCP/IP “Ping” Interoperability Demonstration			(Concept Description)

	(Concept Draft)

Test Description: A TCP/IP “Ping” test is performed to assure connectivity to the DISA remote test platform, and to provide a first order verification of proper TCP/IP protocol stack and sockets API operation.  The following command is entered at a command line in using the system administrator account (assuming a prompt of “node>”):



node> ping 204.34.175.70 -n 2



The expected response is similar to the following:



pinging 204.34.175.70  with 32 bytes of data



reply from 204.34.175.70: bytes=32 time=80ms TTL=249

reply from 204.34.175.70: bytes=32 time=80ms TTL=249



node>



If  the result is similar to the expected response (parameter values may vary), test result is PASS, otherwise the Ping test result is FAIL.

�





















Insert

TCP/IP “Ping” Interoperability Demonstration

Validation procedure here



(contained in file PNG_Proc.doc)

�



Domain Naming System (DNS) Interoperability Demonstration	(Concept Description)



Test Description: This demonstration shows that hostnames are resolved via DNS and can be converted from standard format to DNS format.



Using Internet network administration tools, tester request translation of known remote domain names to Internet Protocol addresses.

If translation and conversion is successful, test result is PASS, otherwise test result is FAIL.







	(Concept Draft)

�	(Concept Draft)





















Insert

Domain Naming System (DNS) Interoperability Demonstration 

Validation procedure here



(contained in file DNS_Proc.doc)

Test Description: A TCP/IP “Ping” test is performed to assure connectivity to the DISA remote test platform, and to provide a first order verification of proper TCP/IP protocol stack and sockets API operation.  The following command is entered at a command line in using the system administrator account (assuming a prompt of “node>”):



node> ping 204.34.175.70 -n 2



The expected response is similar to the following:



pinging 204.34.175.70  with 32 bytes of data



reply from 204.34.175.70: bytes=32 time=80ms TTL=249

reply from 204.34.175.70: bytes=32 time=80ms TTL=249



node>



If  the result is similar to the expected response (parameter values may vary), test result is PASS, otherwise the Ping test result is FAIL.

�

File Transfer Protocol (FTP) Interoperability Demonstration	(Concept)



Test Description: Test files located on the remote DISA test platform are transferred to the candidate, and key FTP capabilities are exercised from the candidate platform. Test files located on the candidate platform are then transferred to the remote DISA test platform, and key NFS capabilities are exercised from the remote platform.



A.	Demonstrate FTP operations initiated by the candidate application platform.

 

From the candidate platform, initiate the FTP service user interface.

If initiation is successful, test result is PASS, otherwise test result is FAIL.



Select and transfer a test file located on the remote platform to the candidate platform.

Compare transferred file to expected results.

If there are no differences, test result is PASS, otherwise test result is FAIL.



Select and transfer a file located on the candidate platform to the remote platform.

Compare transferred file to expected results.

If there are no differences, test result is PASS, otherwise test result is FAIL.



From the candidate platform, terminate the FTP service user interface.

If termination is successful, test result is PASS, otherwise test result is FAIL.



B.	Demonstrate FTP operations initiated by a remote application platform.

 

From a remote platform, initiate the FTP service user interface.

If initiation is successful, test result is PASS, otherwise test result is FAIL.



Select and transfer a test file located on the candidate platform to the remote platform.

Compare transferred file to expected results.

If there are no differences, test result is PASS, otherwise test result is FAIL.



Select and transfer a file located on the remote platform to the candidate platform.

Compare transferred file to expected results.

If there are no differences, test result is PASS, otherwise test result is FAIL.



From the remote platform, terminate the FTP service user interface.

If termination is successful, test result is PASS, otherwise test result is FAIL.

�





















Insert

File Transfer Protocol (FTP) Interoperability Demonstration

Validation procedure here



(contained in file FTP_Proc.doc)

� Network File System (NFS) Interoperability Demonstration	    (Concept)



Test Description: A volume located on the remote DISA test platform is mounted on the local platform under test, and key NFS capabilities are exercised from the candidate platform. A volume located on the candidate platform is then mounted on the remote DISA test platform, and key NFS capabilities are exercised from the remote platform.



A.	Demonstrate NFS operations initiated by the candidate application platform.

 

From the candidate platform, mount a remote storage volume using NFS services.

If mount is successful, test result is PASS, otherwise test result is FAIL.



Open and read a test file located on the remote platform.

Compare to expected results.

If there are no differences, test result is PASS, otherwise test result is FAIL.



Open and write to a new file located on the remote platform.

Compare to expected results.

If there are no differences, test result is PASS, otherwise test result is FAIL.



From the candidate platform, unmount a remote storage volume using NFS services.

If unmount is successful, test result is PASS, otherwise test result is FAIL.



B.	Demonstrate NFS operations initiated by a remote application platform.

 

From a remote platform, mount a storage volume located on the candidate platform using NFS services.

If mount is successful, test result is PASS, otherwise test result is FAIL.



Open and read a test file located on the candidate platform.

Compare to expected results.

If there are no differences, test result is PASS, otherwise test result is FAIL.



Open and write to a new file located on the candidate platform.

Compare to expected results.

If there are no differences, test result is PASS, otherwise test result is FAIL.



From a remote platform, unmount a storage volume located on the candidate platform using NFS services.

If unmount is successful, test result is PASS, otherwise test result is FAIL.

�





















Insert

Network File System (NFS) Interoperability Demonstration

Validation procedure here



(contained in file NFS_Proc.doc)

�



Simple Mail Transfer Protocol (SMTP) Interoperability Demonstration	(Concept)	(Concept





Test Description: The demonstration of SMTP electronic mail uses the ‘mailx’  commands required by the ISO/IEC 9945-2 (Posix) specification.  An electronic mail message is read in from a file, sent to a mail reflector located on a DISA supplied test platform, and is reflected back to the platform under test.  The returned message is displayed and saved to a file.  This provides some level of assurance thattests the ability of the candidate platform can supportto both sending and receipt ofreceive electronic mail



A.	Using ISO/IEC 9945-2 (Posix) ‘mailx’ commands, tester



1)	reads in a pre-formatted test message from a file and edit the file to include the time and date of test.

 

2)	sends to a mail reflector service located on a DISA supplied validation server. 



3)	Validation server is configured to immediately reflect the message back to the system administration account on the platform under test.  



4)	displays the returned message and compares it to the message as transmitted.



If email message received is identical to the transmitted message, test result is PASS, otherwise test result is FAIL.�





















Insert

Simple Mail Transfer Protocol (SMTP) Interoperability Demonstration

Validation procedure here



(contained in file SMT_Proc.doc)



�World Wide Web (WWW) Interoperability Demonstration		(Concept Draft)



Test Description: From a vendor applicant provided test support platform and WWW browser, download a series of  HTML 3.2 compliant test pages from the candidate platform, and display them.  The following categories are taken from the HTML 3.22.0 Specification. [This test is patterned after  a similar test service (WWW Test Pattern) provided on the web by The Web Resource Group at http://www.uark.edu/~wrg/.]



Text Support page, demonstrates interoperability of the following tag sets:

Basic Markup,	Text Formatting,	Typographical,	Idiomatic, 

Heading,		Text Block,		Lists,			Glossaries.



Compare to printed test pattern.

If there are no differences, test result is PASS, otherwise test result is FAIL.

Note:	The Text Support page also demonstrates that the browser displays the tag sets properly.



Graphics Support page, demonstrates interoperability of the following graphic formats:

GIF,		JPEG,			XBM,			TIFF,

etc.



Compare to printed test pattern.

If there are no differences, test result is PASS, otherwise test result is FAIL.

Note:	The Graphics Support page also demonstrates that the browser renders the graphic formats correctly.





Test Description: From a vendor applicant provided test support platform and WWW browser, download a series of  HTML test forms from the candidate platform, fill them as directed and return them.  [This test is patterned after  a similar test service provided on the web by Digital Equipment Corporation at http://www.research.com/nls/formtest.]



Forms Input Behavior page, demonstrates interoperability of the following form features:

Hidden Lines	Hidden Data		Force Newline char



Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

Note:	The Forms Input Behavior page also demonstrates that the browser form behaviors are correct.



Forms Special Characters page, demonstrates interoperability of the following form characters:

&	=	%	;./.#.?.:. .+		



Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

Note:	The Forms special characters page also demonstrates that the browser form handling of special characters is correct.



Forms image page, demonstrates interoperability of form images.



Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

Note:	The Forms Image page also demonstrates that the browser form image handling is correct.

�





















Insert

World Wide Web (WWW) Interoperability Demonstration

Validation procedure here



(contained in file WWW_Proc.doc)

�Test Title: FTP Service Demonstration		System:				

Actual Runtime:	___________________	

Date:	___________________	Tester: 					



Configuration Tested



Hardware Platform:										

Operating System: 										

Network:											

Devices/Drives (local):									

Printer:											



Requirements



Test Data and media: 										

Support Equipment: 										

Personnel:											

Estimated Runtime: 										



Test Description: 







Appendix G





Equipment Delivery Procedure

and

Validation Cell Layout



(Pilot Phase)







The following procedure is used to submit equipment to the Operations Support Facility (OSF), 45335 Vintage Park Plaza, Sterling, VA 20166-6701:



1)	Schedule the delivery of the evaluation platform to the OSF with the lab manager, Kent Smith (E-mail: smith1k@ncr.disa.mil; phone 703 735-8583). The OSF capability is for evaluation of one platform at a time.



Prior to delivery, provide a list of the equipment and software serial numbers, model numbers and list price for inventory purposes to Kent Smith or Scott Boyce.  



Coordinate delivery of the equipment to the OSF with the OSF warehouse personnel; Terry Holmes and Gary Mixon 703 735-8721/22, between the hours of 8 am and 5 pm eastern standard time.  These names should be the Points of Contact for the shipper.  A DOD form 1149 (government bill of lading) with the information in step 2 will be issued as a receipt, and will be presented by the vendor in step x below to pick up the equipment.  



4)	The OSF can accommodate deliveries from any size truck.  We recommend that all heavy (greater than 200 pounds)  equipment ship on pallets, as the flooring from the loading dock to the computer room area is not smooth.  The OSF has a pallet jack.



5)	Once the KPC validation is complete the equipment can be removed immediately, or we can store it in our warehouse for a short time pending pick-up.  The equipment will be transferred back to the vendor with another DOD form 1149, which the vendor must sign and return upon receipt of the returned equipment/software.

�







�





Validation Cell Layout



(Pilot Phase)

�

Appendix H



Comment and Feedback Process





H.1	Comments and Change Proposals for this Document



This document is always open to comment.  Comments may take any form, including hardcopy mail, fax, and/or e-mail.  to assure that comments are received, hardcopy is required, though an electronic copy via e-mail will be a great help to comment resolution and response.  Every attempt will be made to make timely response, as resources permit.



To aid in effective communication and resolution of issues, the following comment format is recommended:



-----------------------------------------------------------------------------------------------------

Comment # - section(s)/page(s)/line(s)  [should identify the section/page/line at issue]

Issue: [a brief statement of question/concern to be resolved]



Discussion (optional): [supporting text or rationale]



Proposed change:  [clearly identify text to be modified, and specify exact change that would satisfy the comment author in resolving the issue.]

-----------------------------------------------------------------------------------------------------



Each comment should be limited to one specific change to the document.  It is expected that multiple comments will be submitted by most reviewers.  If more than one comment is submitted, they should be numbered sequentially in the order that text changes would occur through the document.  Comments should be sent  to:



Fritz Schulz						email: schulzf@ncr.disa.mil

DISA/JEXF						phone: (703) 681-2350

DII COE Kernel Platform Certification Program	fax: (703) 681-2813

5600 Columbia Pike

Falls Church, VA  22041





H.2	System Problem Reporting



The attached Global System Problem Report (GSPR) format is used to report system and software problems.  The format is included to provide context for the instructions, but DISA requests that the GSPR be submitted via electronically in delimited format to support upload and entry into the GSPR database.



�



Global System Problem Report (GSPR)

 ��I.a. OPERATING ENVIRONMENT INFORMATION�I.b. APPLICATION SOFTWARE INFORMATION��DPI Number

 �2. Control Number

 �Reference Number

 ���3. Subsystem Release Identifier

 �4. Update

 �5. Edit Level

 �CSCI/System Name

 �Release Identifier

 ��6. Subsystem and Release

 �7. Suspect Module/Component

�Subsystem and Release

 �Publisher, Vendor, or Developer

 ��II. GENERAL INFORMATION��13. Priority

 �14. Date of Problem� 15. Date of Report�16. This Problem (Check all that apply.)

 ( Can be duplicated.                 ( Cannot be duplicated.��17. Report Class

  ( PR   ( CR�18.Report Category

 ( A   ( B   ( C�19.Life Cycle Phase

 ( D   ( T   ( O� ( Is unique to this release.  ( Is not unique to this release.

 ( Is unique to this edit level. ( Is not unique to this edit level.��20. Product Category

 �21. Product Type

 ��III. ORIGINATOR/POINT OF CONTACT INFORMATION��22. Last Name

 �23. First Name

 �24. Initial

 ��25. Organization

 ��26. Complete Mailing Address

 ��27. Commercial Phone Number

 �28. Commercial Phone Number

�29. DSN Phone Number

 �30. DSN Phone Number

 ��IV. PROBLEM DESCRIPTION (Note test number and step, activity in progress, symptoms, suspected cause, or corrective action taken.)��31. Title:

 ��32. Description:

 





























( Continued on attached sheet.��V. SUPPLEMENTAL INFORMATION�( Continued on attached sheet.��33. Type�34. Classification�35. Medium / Identification / Description Information�40. CAD Number���������������������������VI. CONTROL INFORMATION (This Section for Control Center Use Only.)��Receipt Date

 �PA Code

 �Primary Analyst

 �Secondary Analyst

 ��DISA Form 291, Jul 94 (EF)			Previous editions are obsolete.

�



Instructions for Completing Form 291



I.a	Operating Environment Information (Complete applicable items in this section for all reports.)

Item 1	Enter the Data Processing Installation (DPI) number of the reporting organization.

Item 2	Enter a unique, six character identification code assigned to this report by the reporting organization.

Item 3	Enter the system release identifier under which the problem was detected.

Item 4	Enter the update level identifier of the system release under which the problem was detected, if applicable.

Item 5	Enter the edit level identifier of the system release under which the problem was detected, if applicable.

Item 6	Enter name of the release identifier of the software subsystem release within which the problem was detected, if applicable.

Item 7	Enter name of the module/software component within which the problem is suspected to have occurred, if applicable.



I.b.	APPLICATION SOFTWARE INFORMATION (Complete this section only for Application software problem reports (e.g. JOPES, OSS, GSORTS, etc.).)

Item 8	Enter the tracking identifier of the problem as identified by an external tracking system, if applicable.

Item 9	Enter the Computer Software Configuration Item (CSCI) or the name of the product within which the problem was detected.

Item 10	Enter the release identifier of the CSCI/product within which the problem was detected, if applicable.

Item 11	Enter the subsystem of the CSCI/product within which the problem was detected, if applicable.

Item 12	Enter the name of the Agency, Publisher, or Vendor which has maintenance responsibility for this product.



II.	GENERAL INFORMATION

Item 13	Enter the priority of the problem.  Valid values are:

1 -	Unable to perform required operational or mission essential capability; personnel safety jeopardized.

2 -	Required operational or mission essential capability affected.  No alternative work-around available.

3 -	Required operational or mission essential capability affected.  Alternative work-around available.

4 -	Operator or user inconvenience or annoyance.  Doe not affect operational or mission essential capability.

5 -	All others.

Item 14	Enter the day, month, century and year the problem was detected.  

Format: DD Mon CCYY (e.g. 12 Mar 1994)

Item 15	Enter the day, month, century and year this report will be submitted.  

Format: DD Mon CCYY (e.g. 12 Mar 1994)

Item 16	Mark each box which applies to this problem report.

Item 17	Mark the class of report being submitted: PR is Problem Report; CR is Change Report

Item 18	Mark the category of report being submitted:

A - Software.	The software does not operate according to the supplied documentation and the documentation is correct.

B - Documentation. 	The software does not operate according to the supplied documentation but the software operation is correct.

C - Design.	The software operates according to the supplied documentation but a design deficiency exists.  The design deficiency may not always result in a directly observable operational symptom but possess the potential for creating further problems.



Item 19	Mark the life cycle phase during which the problem was detected:

	D - Developmental; I - Integration; T - Testing; O - Operational use.

Item 20	Mark the appropriate GCCS category of the product identified in Section I.b., if applicable.

Item 21	Mark the appropriate type of the product identified in Section I.b.



III.	ORIGINATOR / POINT OF CONTACT INFORMATION

Item 22	Enter the last name of the originator or designated point of contact for this report.

Item 23	Enter the first name of the person identified in Item 22.

Item 24	Enter the middle initial of the person identified in Item 22.

Item 25	Enter the full organizational name of the site, unit, or organization submitting this report.

Item 26	Enter official mailing address of the person identified in Item 22.

Item 27-30	Enter the commercial telephone and facsimile numbers, and the DSN telephone and facsimile numbers of the person identified in Item 22.



IV.	PROBLEM DESCRIPTION

Item 31	Enter a short statement (maximum 50 characters) which characterizes the nature of this problem.

Item 32	Enter a complete, concise description of the problem and any relevant information that may be useful in the analysis and resolution of the problem.  Additional sheets may be attached, if necessary.



V.	SUPPLEMENTAL MATERIAL 

Item 33	Enter the type code of any supplemental material submitted with this report. Valid entries are:

A -System Dump	D -Program listing	G -Trace listing	J -Screen Display Capture

B -Program Dump	E - Input Listing	H - Console Log	K -Submitted Analysis/Resolution

C - JCL Listing	F -Output Listing	I -Terminal Log	Z -Other (Specify in Item 35.)

Item 34	Enter the security classification of the supplemental item.

Item 35	Enter the medium, if item submitted electronically; and/or appropriate identification/description information (maximum 50 characters).



VI.	CONTROL INFORMATION (For Control Center Use Only)

Item 36-40	Leave blank.

�

Guidelines for Submitting ASCII Delimited GSPR Upload File



1.	Item 1 (DPI Number) indicates the reporting organization from which the Problem Report (PR) is issued.  For PR’s filled out at the OSF, the DPI Number is OSF.  This item must be filled in.  



2.	Item 2 (Control Number) indicates a unique identifying number that is applied to the PR upon entry into the CM database. This item should be left blank.



3.	Item 3 (System Release Identifier) indicates the overall system release identifier for GCCS or DII.  It is generally a two digit number with either a “D” (for DII) or “G” (for GCCS) in front of it.  G2.2 and D3.0 are examples of system release identifiers.  This item must be filled in.



4.	Items 4 (Update) & 5 (Edit Level) indicate, respectively, the update and edit level identifier of the system release.  In most cases, these items are left blank.   



5.	Item 6 (Subsystem and Release), though not indicated in the title, is where the name of the operating system/platform and its release number (Solaris 2.5.1, Windows NT 3.5.1, HP 10.20, etc.) is entered.  This item must be filled in. 



6.	Item 7 (Suspect Module/Component) is where you can either put an additional operating system (OS), if the problem applies to more than one OS, or leave blank.



7.	Item 8 (Reference Number) is where the reporting agents internal tracking number (if one exists) is entered.  This number can then be cross referenced with our PR control number in Item 2.  This item is optional.



8.	Item 9 (CSCI/System Name) is where the application/segment name is entered.  JMTK, UB, and RDA are examples of application/segment names.  This item should be filled in.  



9.	Item 10 (Release Identifier) is the release identifier (usually numeric) for Item 9.  This item must be filled in.



10.	Item 11 indicates a subsection/subsystem of the application/segment and is usually left blank. 



11.	Item 12 (Publisher, Vendor, or Developer) indicates the vendor or creator or responsible maintainer of the segment/application.  This item is optional.



12.	Item 13 (Priority) indicates the priority of the problem.  Priorities range from “1” to “5” with “1” being the highest and “5” being the lowest.  The priorities are based in definitions stated by Mil. Std 498.  This item must be filled in.



13.	Items 14 (Date of Problem) and 15 (Date of Report) indicate the date the problem occurred and the date the report was written  respectively.   This information is useful but not mandatory.   



14.	Item 16 (This Problem) contains 6 check boxes for the reporting agent to indicate whether the problem can be duplicated and/or is unique to the software’s release or edit level.  This information is optional. (Note:  In the ASCII flat file, this item constitutes six (6) discrete files.  Each of these fields must be accounted for in the flat file.)



15.	Item 17 (Report Class) contains two check boxes.  The first is PR for Problem Report and the second is CR for Change Request. One of these check boxes must be filled in.



16.	Item 18 (Report Category) contains three check boxes (A, B, or C) indicating whether the problem applies to software, documentation, or design.  Most of the Problem Reports should indicate A (software), although a few will indicate B (documentation).  (Note that design flaws should be entered as CRs in Item 17.)  This item is optional.  



17.	Item 19 (Life Cycle Phase) contains four check boxes indicating the life cycle phase (development, integration, test or operational) of the product in question.  This item is optional but strongly urged.   



18.	Item 20 (Product Category) contains three check boxes indicating GCCS product categories.  It does not apply at all to DII products and is optional for GCCS.



19.	Item 21 (Product Type) contains four check boxes indicating whether the product is COTS, GOTS, Contractor Developed or Government Developed.  This item is optional.



20.	Items 22 through 26 (under the Originator/Point of Contact Information heading) contain POC name and address information.  These items must be filled in.



21.	Items 27 through 30 (under the Originator/Point of Contact Information heading) are items for POC phone numbers and fax � commercial and DSN.  One of the commercial phone number items (DSN or commercial) must be filled out.



22.	Item 31, Title, should provide a short, concise statement describing the nature of the problem.  This item must be filled in.



23.	Item 32, Description, should provide the detailed nature of the problem. This item must be filled in.



24.	The file should end after the Description unless there are additional materials.  If there are additional supplemental materials, fill out Items 33 through 35.  It is recommended that the data on the supplemental materials be entered in the Description Item, instead of the Supplemental Materials fields, if at all possible. 



26.	Fields 36 through 40 are used by DISA CM and should be left null.





	ADDITIONAL REQUIREMENTS/SPECIFICATIONS



All fields must be separated by commas.  Text fields must be enclosed in quotes. See example of delimited file in packet of sheets.



Any field not filled in should be indicated as null by entering ,, (double comma for numeric fields only) or ,””, (quotes required for text fields).  Do not put any spaces between the quotes or commas.



All check boxes are treated by the system as individual fields.  A “1” indicates the box is checked, “0” or ””, indicates the box is not checked or null.  There must be exactly 22 of these fields between “Date of Report” and “Last Name” (first part of Originator/Point of Contact Information section) in the delimited file. 



THERE SHOULD BE NO “s WITHIN THE CONTENTS OF ANY OF THE FIELDS IN THE DELIMITED FILE INCLUDING THE DESCRIPTION AND DESCRIPTION TITLE.  Use single quotes (‘) instead.



In files with multiple problem reports, each problem report/record must be terminated by a carriage return.

�





Sample Delimited File for Upload into GSPR Database





"NRAD","D70594","D3.0","","","","","DD00007","DII_SYSADMIN","1.0.0.3","ENV","NRAD","4","09 JUN 97","09 JUN 97",1.000000,0.000000,,,,,1.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.000000,0.000000,,,,0.000000,1.000000,0.000000,0.000000,"BUZZARD","","","NRAD","","(619) 555-5555","","","","INCONSISTENT SOURCING OF SYSADM SEGMENT IN THE ENVIRONMENT","THE /H/ACCTGRPS/SYSADM/SCRIPTS/.CSHRC SOURCES IN THE SEGMENT .CSHRC.SA FILE VIA THE FOLLOWING SYNTAX: 



\"IF ( -E ./.CSHRC.SA) THENSOURCE  ./.CSHRC.SA ENDIF\"



THIS MEANS YOU HAVE TO BE IN THE  /H/ACCTGRPS/SYSADM/SCRIPTS SUBDIRECTORY WHEN YOU SOURCE IN  /H/ACCTGRPS/SYSADM//SCRIPTS/.CSHRCIF.  IF YOU WANT THE SECMENTS ENVIRONMENTS SOURCED IN AS WELL.  THE JMCIS ACCOUNT GROUP HAS A FULL PATH SO IT ISN'T REQUIRD THERE.  THIS IS NOT A RUNTIME PROBLEM BUT IS INCONSISTENT AND UNEXPECTED AND COULD CAUSE DEVELOPERS PROBLEMS WHEN TRYING TO RUN AND DEBUG PROGRAMS FROM AN XTERM.",,,"","","","","","","","","","","","","","","","","","","(DISA IR)(DTS, Inc.)","FormFlow V1.00"
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