Validation Procedure for DII COE Kernel Platform Certification: ftp

Validation Procedure for DII COE Kernel Platform Compliance:  FTP


Test Title: File Transfer Protocol (FTP) Interoperability Demonstration

Candidate Platform:




____________
Date: ________________________________________
Tester:  








Estimated Runtime: 15 Minutes___________________

Start Time:  __________
End Time:  ____________________

Actual Runtime:  ______________________________

Test Site/Organization: 






Overall Test Result:  Circle One:  PASS / FAIL
Configuration Validated

Hardware Platform: 






System Software: 







Network Type: 






Printer: 








Local Devices (if any): 















Test Purpose/Scope:  This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform being certified.  The demonstration also provides some assurance of application level interoperability for key File Transfer Protocol (FTP) services and protocols.
Description: The demonstration suite for ftp uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  Test files located on the remote Validation Host are transferred to the Candidate Platform, and key ftp capabilities are exercised from the Candidate Platform. Test files located on the Candidate Platform are then transferred to the remote Validation Host, and key ftp capabilities are exercised from the remote Validation Host.

These test procedures exercise the following basic functionality, with the relevant test steps identified in parenthesis:


-Login (A), and Logout (Z)


-Setup Test Data and Confirm Validation Cell Configuration (B)


-Exercise ftp client operations provided by and initiated on, the Candidate Platform (C)

-Select and download an ASCII test file, located on the Validation Host, to the Candidate Platform (C.2)

-Select and upload an ASCII test file, located on the Candidate Platform, to the Validation Host (C.3)
-Select and download a binary test file, located on the Validation Host, to the Candidate Platform (C.4)

-Select and upload a binary test file, located on the local Candidate Platform, to the Validation Host (C.5)

-Terminate the ftp service user interface on the Candidate Platform (C.6)

-Exercise ftp server operations provided by and initiated on the Validation Host (D)

-Select and download an ASCII test file, located on the Candidate Platform, to the Validation Host (D.2)
-Select and upload an ASCII test file, located on the Validation Host, to the Candidate Platform (D.3)
-Select and download a binary test file, located on the Candidate Platform, to the Validation Host (D.4)
-Select and upload a binary test file, located on the Validation Host, to the Candidate Platform (D.5)

-Terminate the ftp service user interface on the Candidate Platform (D.6)

-Delete test files and logout of the remote session (E)

Overall Test Result:  The overall PASS/FAIL result for this test is determined as follows:  The overall test result is "PASS" if and only if all steps marked as PASS/FAIL steps in the Observed Result column, have a test step "PASS" result.

Test Step Results:  For each step with a "Circle One:  PASS/FAIL" in the Observed Result column, the tester compares the directly observed Candidate Platform behavior with the "PASS" criteria.  Unless other PASS criteria are noted in the test step, the test step result is "PASS" if and only if the Candidate Platform presents all of the behaviors and conditions described in the Expected Result column for that test step.  The test step result if "FAIL" if the Candidate Platform fails to satisfy any of the PASS criteria.

If the test step result is "PASS", the tester will circle "PASS" and note the actual behaviors and conditions presented in the Observed Result column.  If the observed result precisely matches the expected result, the Observed Result column for the step may contain the statement "as expected."

If the test step result is "FAIL", the tester will circle "FAIL" in the Observed Result column and note the actual behaviors and conditions presented in the Observed Result column.  Additional documentation detailing the reasons for the test step failure is included in the Validation Test Report.
Note 1:  Due to the complexity of any Candidate Platform,  it is impossible to completely specify all aspects of their operation in the space provided.  Many of the expected Candidate Platform behaviors for any test step are implicitly assumed based on industry practice, commercial testing or prior testing, and may not be explicitly described in the Expected Result column.  DISA reserves the right to consider implicit as well as explicit PASS/FAIL criteria which could adversely affect the ability of the Candidate Platform to satisfy DoD mission requirements when used as a component of the DII.

If implicit PASS/FAIL criteria are involved in a "FAIL" determination, the tester will circle "FAIL" in the Observed Result column and note the objectionable behavior in the Observed Result column at the point of observation during the test.  Additional documentation detailing the full rationale for the "FAIL" determination is to be included in the Validation Test Report.

Note2:  Test steps which are "grayed out" (i.e., the entire table row is set to a gray background) are to be considered as waived by DISA for this test version only.  Grayed out test steps are not to be executed nor is observed behavior to be recorded.  These test steps may be returned to the overall test at a future date and are retained for information purposes only.  PASS/FAIL criteria identified in these test steps will not be used in the determination of the overall test result.

Note3:  The symbol “(” (inverted triangle) denotes a blank space.  The “[RETURN]” symbol denotes a carriage return.

Test Data / Media Required:  The following test files are required: ftpfl.txt, ftpfl.bin.  These test files are available on the Validation Host in the “/home1/KPC/ftp” sub-directory
Setup/Equipment Required:   The DII COE Validation Host must be running the ftp Service and available to the platform under validation.  The Host directory /home1/KPC must be NFS mounted on the Candidate Platform on the /home1/KPC directory
A local pair of test files, “ftp_cp.txt” and “ftp_cp.bin”, are copied to a Candidate Platform /ftptmp_cp subdirectory during setup.  Another pair of test files, “ftp_vh.txt” and “ftp_vh.bin”, is copied to KPC Validation Host subdirectory during setup
The destination subdirectories for file transfers are /ftptmp_vh for the Validation Host, and /ftptmp_cp for the Candidate Platform.  In all cases, files created by ftp file transfers are named ftptest<N>, where N is 1 through 8 for each test file
Required Personnel:   One Tester.  The tester is assumed to be very familiar with Posix/Unix application platforms, but may not be familiar with Defense Information Infrastructure(DII) Common Operating Environment (COE).

Step
Operator Action
Expected Result
Observed Result

A
Login (Optional)



A.1
Power up the application platform under test.

Optional: Use if not already powered up.
The DII COE login screen will appear.
Startup

A.2
Login to sysadmin account using the default sysadmin and appropriate password combination.

Optional: Use if not already logged in.
Menu bar, security classification and CDE will appear.
Startup

A.3
NFS mount /home1/KPC from the Validation Host to the Candidate Platform’s /home1/KPC using the Disk Manager tool.

Optional: Use if files not already NFS mounted.
A message confirms that the filesystem has been mounted.  The /home1/KPC directory is exported by the Validation Host.
Startup

B
Setup test data and confirm validation cell configuration.



B.1
On the Candidate Platform, open an xterm by selecting the following items:

Application Manager >DII Apps >SA_default >xterm
An Xterm window will appear.
Setup

B.2
Log in as sysadmin and then su to root.

Setup

B.3
Change to root directory on Candidate Platform.  Type: 


cd /
System returns a command prompt.
Setup

B.4
Create a temporary ftp test directory.  Type:


mkdir /ftptmp_cp
System returns a command prompt.
Setup

B.5
Change to temporary directory on Candidate Platform.  Type: 


cd /ftptmp_cp
System returns a command prompt.
Setup

B.6
Copy ASCII test file from /home1/KPC/ftp using NFS.  Type: 

cp /home1/KPC/ftp/ftpfl.txt ftp_cp.txt
System returns a command prompt.
Setup

B.7
Copy binary test file from /home1/KPC/ftp using NFS.  Type: 

cp /home1/KPC/ftp/ftpfl.bin ftp_cp.bin
System returns a command prompt.
Setup

B.8
Assure that the ASCII test file is present. Type:

ls -l /ftptmp_cp/ftp_cp.txt
Directory listing for the file appears.
Setup

Record the file size shown for ftp_cp.txt:

_______________bytes



B.9
Assure that the binary test file is present. Type:

ls -l /ftptmp_cp/ftp_cp.bin
Directory listing for the file appears.
Setup

Record the file size shown for ftp_cp.bin:

_______________bytes



B.10
Assure that the binary test files are the same as the original binary test file.  Type:

ls -l /home1/KPC/ftp/ftpfl.bin
File size listed for /home1/KPC/ftp/ftpfl.txt is the same size recorded in step B.9
Setup

Enter the file size shown for ftpfl.bin:

_______________bytes

B.11
Assure that the ASCII test files are the same as the original ASCII test file.  Type:

ls -l /home1/KPC/ftp/ftpfl.txt
File size listed for /home1/KPC/ftp/ftpfl.txt is the same size recorded in step B.8
Setup

Enter the file size shown for ftpfl.txt:

_______________bytes



B.12
Type exit to return to the sysadmin ID in the current xterm. Change directory to /ftptmp_cp. Type:


cd /ftptmp_cp

Setup

B.13
On the Validation Host, open an xterm by selecting the following items:

Application Manager >DII Apps >SA_default >xterm
A login prompt is displayed.
Setup

B.14
Log in as sysadmin and then su to root.



B.15
On the Validation Host, change to root directory.  Type: 


cd /

Setup

B.16
On the Validation Host, create a temporary ftp test directory.  Type: 


mkdir /ftptmp_vh

Setup

B.17
Change to the temporary directory on the Validation Host.  Type: 


cd /ftptmp_vh

Setup

B.18
On the Validation Host, copy ASCII test file from “/home1/KPC/ftp”.  Type:

cp /home1/KPC/ftp/ftpfl.txt ftp_vh.txt
System returns a command prompt.
Setup

B.19
On the Validation Host, copy binary test file from /home1/KPC/ftp.  Type: 

cp /home1/KPC/ftp/ftpfl.bin ftp_vh.bin
System returns a command prompt.
Setup

B.20
Assure that the ASCII test file is present. On the Validation Host, type:

ls -l /ftptmp_vh/ftp_vh.txt
Directory listing for the file ftp_vh.txt is displayed.
Setup

Enter the file size shown for ftp_vh.txt:

_______________bytes



B.21
Assure that the binary test file is present. On the Validation Host, type:

ls -l /ftptmp_vh/ftp_vh.bin
Directory listing for the file ftp_vh.bin is displayed.
Setup

Enter the file size shown for ftp_vh.bin:

_______________bytes



B.22
Assure that the binary test files are the same as the original binary test file.  Type

ls -l /home1/KPC/ftp/ftpfl.bin
File size listed for /home1/KPC/ftp/ftpfl.bin is the same size recorded in step B.21
Setup

Enter the file size shown for ftpfl.bin:

_______________bytes



B.23
Assure that the ASCII test files are the same as the original ASCII test file.  Type:

ls -l /home1/KPC/ftp/ftpfl.txt
File size listed for /home1/KPC/ftp/ftpfl.txt is the same size recorded in step B.20
Setup

Enter the file size shown for ftpfl.txt:

_______________bytes

B.24
Type exit to return to the sysadmin ID of the current xterm. Change directory to /ftptmp_vh. Type:


cd /ftptmp_vh

Setup

C
Exercise ftp client operations provided by and initiated on, the Candidate Platform.

Note: ftp server runs remotely, on KPC Validation Host.



C.1
Start client ftp service user interface on  the Candidate Platform.



C.1.1
Open a second xterm by selecting the following items: 

Application Manager >DII Apps >SA_default >xterm 

and log in as sysadmin.
A second Xterm window will appear.  A system prompt is displayed.
Setup

C.1.2
In the new xterm, start ftp: Type:


ftp
An ftp prompt will appear.

“ftp>”
Circle one:  PASS / FAIL

C.1.3
At the ftp prompt, connect to the Validation Host:  Type: 

open kpchost

Enter “sysadmin” and <password> when prompted.
A message confirms that an ftp session is established.
Circle one:  PASS / FAIL

C.1.4
At the ftp prompt, set local directory: Type:


lcd /ftptmp_cp
A message similar to, “Local directory now /ftptmp_cp” is displayed and returns to the ftp prompt.
Circle one:  PASS / FAIL

C.1.5
At the ftp prompt,  set remote directory: 

Type :


cd /ftptmp_vh
A message similar to, “CWD command successful” is displayed and returns to the ftp prompt.
Circle one:  PASS / FAIL

C.2
Select and download an ASCII test file, located on the Validation Host, to the Candidate Platform.



C.2.1
At the ftp prompt,  set type to ASCII:  Type :


ascii
A message, “Type set to A” is displayed.
Circle one:  PASS / FAIL

C.2.2
At the ftp prompt, download the remote file from the Validation Host to the Candidate Platform.  Type :

get ftp_vh.txt ftptest1vh.txt
A message confirms that an ASCII transfer is in progress, then completed.
Circle one:  PASS / FAIL

C.2.3
Switch to the other xterm and at the system prompt, compare the local and downloaded files.  Type: 

cmp –s /ftptmp_cp/ftp_cp.txt ftptest1vh.txt && echo ‘Files are identical’
If the local and downloaded files are identical, the string “Files are identical” is displayed at the system prompt.
Circle one:  PASS / FAIL

C.3
Select and upload an ASCII test file, located on the Candidate Platform, to the Validation Host.



C.3.1
At the ftp prompt, upload the local test file from the Candidate Platform to the Validation Host.  Type :

put ftp_cp.txt ftptest2cp.txt
A message confirms that an ASCII transfer is in progress, then completed.
Circle one:  PASS / FAIL

C.3.2
On the Validation Host, at a system prompt, compare the local and uploaded files.  Type: 

cmp –s /ftptmp_vh/ftp_vh.txt /ftptmp_vh/ftptest2cp.txt && echo ‘Files are identical’
If the local and uploaded files are identical, the string “Files are identical” is displayed at the system prompt.
Circle one:  PASS / FAIL

C.4
Select and download a binary test file, located on the Validation Host platform, to the Candidate Platform.



C.4.1
On the Candidate Platform, at the ftp prompt,  set type to binary:  Type :


binary
A message, “Type set to I” is displayed.
Circle one:  PASS / FAIL

C.4.2
Assure that the remote test file ftp_vh.bin is present, and record the file size. At the ftp prompt, type:


ls -l

Note the file size for ftp_vh.bin for C.4.4 below.
Directory listing is displayed.
Setup

Enter the file size shown for ftp_vh.bin:

_______________bytes



C.4.3
At the ftp prompt, download the remote file from the Validation Host to the Candidate Platform.  Type :

get ftp_vh.bin ftptest3vh.bin 
A message confirms that a binary transfer is in progress, then completed.
Circle one:  PASS / FAIL

C.4.4
At a system prompt, verify that the downloaded file’s size matches the size previously noted in step C.4.2.  Type:


ls -l ftptest3vh.bin
The downloaded file size matches file size noted in step C.4.2.
Circle one:  PASS / FAIL

Enter the file size shown for ftptest3vh.bin:

_______________bytes



C.5
Select and upload a binary test file, located on the Candidate Platform, to the Validation Host.



C.5.1
Assure that the local binary test file is present. At the system prompt, type:


ls -l ftp_cp.bin

Note file size for use in step C.5.3 below
Directory listing for the file appears.
Setup

Enter the file size shown for ftp_cp.bin:

_______________bytes



C.5.2
At the ftp prompt, upload the local test file from the Candidate Platform to the Validation Host.  Type :

put ftp_cp.bin ftptest4cp.bin
A message confirms that a binary upload is in progress, then completed.
Circle one:  PASS / FAIL

C.5.3
On the Validation Host, at a system prompt, verify that the uploaded file’s size matches the size previously noted in step C.5. 1 Type: 


ls -l ftptest4cp.bin
Directory listing for the file appears.  The file size matches the file size noted in step C.5.1
Circle one:  PASS / FAIL

Enter the file size shown for ftptest4cp.bin:

_______________bytes



C.6
Terminate the ftp service user interface on the Candidate Platform.



C.6.1
At the ftp prompt, type:

quit and then type exit to close the current xterm window.
The xterm window is closed.
Circle one:  PASS / FAIL

D
Exercise ftp client operations provided by and initiated on, the Validation Host.

Note: ftp server runs remotely, on the Candidate Platform.



D.1
Start client ftp service user interface on the Validation Host.



D.1.1
Open a second xterm by selecting the following items:

Application Manager >DII Apps >SA_default >xterm

and log in as sysadmin.
A second Xterm window will appear.  A system prompt is displayed.
Circle one:  PASS / FAIL

D.1.2
In the new xterm, start ftp: Type:


ftp
An ftp prompt will appear.

“ftp>”
Circle one:  PASS / FAIL

D.1.3
At the ftp prompt, connect to the Candidate Platform:  Type:


open kpccp

Enter “sysadmin” and <password> when prompted.
A message confirms that an ftp session is established.
Circle one:  PASS / FAIL

D.1.4
At the ftp prompt, set the local directory:

Type:


lcd /ftptmp_vh
A message similar to, “Local directory now /ftptmp_vh” is displayed and returns to the ftp prompt.
Circle one:  PASS / FAIL

D.1.5
At the ftp prompt, set the remote directory:

Type:


cd /ftptmp_cp
A message similar to, “CWD command successful” is displayed and returns to the ftp prompt.
Circle one:  PASS / FAIL

D.2
Select and download an ASCII test file, located on the Candidate Platform, to the Validation Host.



D.2.1
At the ftp prompt, set type to ASCII:  Type:


ascii
A message, “Type set to A” is displayed.
Circle one:  PASS / FAIL

D.2.2
At the ftp prompt, download the remote file from the Candidate Platform to the Validation Host.  Type:

get ftp_cp.txt ftptest5cp.txt
A message confirms that an ASCII transfer is in progress, then completed.


D.2.3
Switch to the other xterm and at the system prompt, compare the local and downloaded files. Type: 

cmp –s /ftptmp_vh/ftp_vh.txt ftptest5cp.txt && echo ‘Files are identical’ 
If the local and downloaded files are identical, the string “Files are identical” is displayed at the system prompt.
Circle one:  PASS / FAIL

D.3
Select and upload an ASCII test file, located on the Validation Host, to the Candidate Platform.



D.3.1
At the ftp prompt, upload the local test file from the Candidate Platform to the Validation Host.  Type :

put ftp_vh.txt ftptest6cp.txt
A message confirms that an ASCII transfer is in progress, then completed.
Circle one:  PASS / FAIL

D.3.2
On the Candidate Platform, at a system prompt, compare the local and uploaded files.  Type:

cmp –s /ftptmp_cp/ftp_cp.txt /ftptmp_cp/ftptest6cp.txt && echo ‘Files are identical’ 
If the local and uploaded files are identical, the string “Files are identical” is displayed at the system prompt.
Circle one:  PASS / FAIL

D.4
Select and download a binary test file, located on the Candidate Platform, to the Validation Host.



D.4.1
On the Validation Host, at the ftp prompt,  set type to binary:  Type :


binary
A message, “Type set to I” is displayed.
Circle one:  PASS / FAIL

D.4.2
Assure that the remote test file ftp_cp.bin is present, and record the file size. At the ftp prompt, type:


ls -l

Note the file size for ftp_cp.bin for D.4.4 below.
Directory listing is displayed.
Setup

Enter the file size shown for ftp_cp.bin:

_______________bytes



D.4.3
At the ftp prompt, download the remote file from the Candidate Platform to the Validation Host.   Type :

get ftp_cp.bin ftptest7cp.bin


A message confirms that a binary transfer is in progress, then completed.
Circle one:  PASS / FAIL

D.4.4
At a system prompt, verify that the downloaded file’s size matches the size previously noted in step D.4.2.  Type: 


ls -l ftptest7cp.bin
The downloaded file size matches the file size noted in step D.4.2.
Circle one:  PASS / FAIL

Enter the file size shown for ftptest7cp.bin:

_______________bytes



D.5
Select and upload a binary test file, located on the Validation Host, to the Candidate Platform.



D.5.1
Assure that the local binary test file is present. At the system prompt.  Type:


ls -l ftp_vh.bin

Note file size for use in step D.5.3 below.
Directory listing for the file appears.
Setup

Enter the file size shown for ftp_vh.bin:

_______________bytes

D.5.2
At the ftp prompt, upload the local test file from the Validation Host to the Candidate Platform.  Type :

put ftp_vh.bin ftptest8vh.bin
A message confirms that a binary upload is in progress, then completed.
Circle one:  PASS / FAIL

D.5.3
On the Candidate Platform, at a system prompt, verify that the downloaded file’s size matches the size previously noted in step D.5. 1 Type: 


ls -l ftptest8vh.bin
Directory listing for the file appears.  The file size matches the file size noted in step D.5.1
Circle one:  PASS / FAIL

Enter the file size shown for ftptest8vh.bin:

_______________bytes



D.6
Terminate the ftp service user interface on the Validation Host.



D.6.1
On the Validation Host, at the ftp prompt, type:

“quit” and then type “exit” to close the current xterm window..
The xterm window is closed.
Circle one:  PASS / FAIL

E
Delete test files and logout of the remote session.



E.1
On the Validation Host, delete all test files and the ftptmp_vh subdirectory.  

Type: su - 

Type: rm /ftptmp_vh/*

Type: rmdir /ftptmp_vh
System returns a command prompt from each command.
Cleanup

E.2
On the Validation Host, verify that all test files are deleted.  Type:


ls /ftptmp_vh
System returns  an error indicating that /ftptmp_vh no longer exists and then returns to the command prompt.
Cleanup

E.3
On the Candidate Platform, delete all test files and the ftptmp_vh subdirectory.  

Type: su -
Type: rm /ftptmp_cp/*

Type: rmdir /ftptmp_cp
System returns a command prompt from each command.
Cleanup

E.4
On the Candidate Platform, verify that all test files are deleted.  Type:


ls /ftptmp_cp
System returns  an error indicating that /ftptmp_cp no longer exists and then returns to the command prompt.
Cleanup

Z
Logout (Optional)

Not Required:  Use if no further validation is to be done.



Z.1
Unmount /home1/KCP on the Candidate Platform using the Disk Manager tool.

Not Required:  Use if no further validation is to be done.
A message confirms that the filesystem has been dismounted.
Cleanup

Z.2
Select System > Close All

Not Required:  Use if no further validation is to be done.
All windows except those associated with the Application Manager close.
Cleanup

Z.3
Select Exit button from CDE on both the Candidate Platform and the Validation Host.

Not Required:  Use if no further validation is to be done.
Logout confirmation window appears.
Cleanup

Z.4
Select Continue > Logout
Not Required:  Use if no further validation is to be done.
System exits and the DII COE login screen appears.
Cleanup

End of FTP Interoperability DemonstrationValidation Procedure
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