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1.  Introduction

1.1.  Purpose

This document identifies the compliance criteria for COE conforming application platforms.  This document does not constitute a legal agreement or relationship with DISA.  COE platform compliance does not imply any commitment by the government to (1) purchase any product, or (2) port, re-host, or re-implement GOTS or COTS application software to any product.
1.2.  Overview

The purpose of the COE Platform Compliance document is to provide the specification and compliance criteria for Posix-based, Linux-based and Windows-based COE compliant platforms.  Vendors may wish to certify that application platforms are in compliance with all criteria identified in this document and commit to a warranty to that effect.   The COE Program Manager is the final authority for interpretation of the contents of this document.  The criteria for COE Platform Compliance are defined in accordance with the following engineering documents:

Defense Information Infrastructure (DII) Common Operating Environment (COE) Integration and Runtime Specification (I&RTS), Version 4.1, 03 October 2000 (CM-38541)  (URL http://dod-ead.mont.disa.mil/login/login.jsp).

Department of Defense Joint Technical Architecture (JTA), Version 4.0, 17 July 2002  (http://www-jta.itsi.disa.mil/jta/jtav3-1/jta31e.pdf).

Common Operating Environment (COE) Build List for, COE Kernel Version 4.2.0.0P6.  (URL http://dod-ead.mont.disa.mil/login/login.jsp)

Defense Information Infrastructure (DII) Common Operating Environment (COE) Security Software Requirements Specification (SRS), Version 4.1, 15 October 1999  (Internal Use Only).

The “COE Build List” contains a consolidated list of all software available in the COE independent of any specific application platform implementation.  COE Kernel components are those items required to be present on all COE application platforms.

1.3.  Objective

The COE software provides features and functions that are essential to the operation of an application platform within a distributed environment.  DISA prefers these features to be provided within commercial operating system offerings.  This objective will be satisfied when commercial offerings replace GOTS in the COE.

1.4.  
Applicability of Compliance

The term “application platform” refers to a computer that conforms with a set of criteria more complex than just a few standards.  The full range of criteria is found in Section 2 of this document.   For purposes of convenience, the term “application platform” refers to a computer that satisfies all of the compliance criteria identified for a respective COE application platform.
COE does not distinguish between server or client platforms, or any other categorization of application platform.  A COE compliant application platform may be configured in many ways, including as a client, server, or hybrid platform.  The COE compliance criteria were selected to address functions needed on all COE application platforms, regardless of use.

COE provides an opportunity for vendors of application platforms to enhance the appeal of their product for DOD customers with a need for such platforms.  DOD Combatant Commands, Services, and Agencies that use application platforms will use the COE compliance criteria as one measure of the suitability of a product.

Compliance with the COE has been mandated for C4I systems by the Joint Technical Architecture (JTA) version 3.1.  The minimum specified level of application compliance is level 5 as defined in the COE Integration and Run Time Specification (I&RTS).  Service or Agency acquisition officials are responsible for the implementation of the JTA and have the authority for establishing compliance with, or waivers of any of its mandates.

For those programs where COE compliance is not waived, a vendor’s commitment to provide and maintain a COE compliant platform may be considered along with other factors (e.g., standards compliance, third party product support, price and performance) in selecting a platform environment.  Factors related to COE compliance, as with all other evaluation factors are specified and interpreted individually for each procurement by the responsible procurement official.

The availability of compliant COE application platforms should not prevent non-compliant platforms from being considered for contract award.  However, the responsible procurement official may eliminate a platform without the required compliance from procurement consideration if, for example, the official determines that a compliant platform is urgently needed.

1.5.  Scope of Assurance

COE Platform Compliance provides a level of assurance that a COE compliant application platform:

--
provides services to applications software through conforming APIs required by the COE Kernel,

--
presents a specific appearance and behavior at the Human/Computer Interface level,

--
executes the Government Supplied Kernel Source (GSKS) code with the same behavior as the current “Reference Platforms”,

--
demonstrates interoperability and data interchange for a basic set of Internet application level services, and

--
provides a minimum set of security features and security configuration checks.

COE Platform Compliance does not:

--
assure applications interoperability in the broadest sense, or interoperability with any specific application currently running on a COE compliant platform.

--
assure portability of any application currently running on a COE compliant platform.

Compliance criteria includes, only functional aspects of the application platform and does not address performance, reliability, or other criteria.  COE uses several mechanisms for establishing an expectation and level of assurance of specified platform function.  These mechanisms include commercial certification programs, test, analysis, inspection, vendor claim and warrant, and operational demonstration.

1.E.  Document Overview

Chapter 1 provides an introduction and overview of COE platform compliance criteria.  Chapter 2 describes Posix-based platform compliance criteria, Chapter 3 describes Linux-based platform compliance criteria, Chapter 4 describes Windows-based platform compliance criteria.

2.  COE Platform Compliance Criteria Overview

The following text identifies specific criteria that must be satisfied for all COE application platforms.

To the extent that automated test suites can verify satisfaction of a subset of these criteria, certificates from recognized testing organizations are considered sufficient evidence of conformance.  For manual tests, valid and successful test results are considered sufficient evidence of conformance.  For many criteria, vendor claim of satisfaction may be accepted with the provision that, if found to be in error, the vendor shall bring the Candidate Platform into compliance within 180 calendar days.

Manual tests and test datasets for the COE Government Supplied Kernel Source (GSKS) code are available for download as an indication of proper function of the Candidate Platform.  Detailed definitions of the tests and decision criteria are found in the following referenced specifications and appendices.

To assess the degree of satisfaction of the functional requirements associated with the Government Supplied Kernel Source (GSKS) code, functional testing of the vendor port or implementation is recommended.  Appendix D identifies applicable test technology, manual test procedures and acceptance criteria.

2.1.  Posix-based Platform Compliance Criteria

Specific compliance criteria for Posix-based application platforms may be found in the “COE Posix-based Platform Compliance document, Version 0.2, dated 30 September 2002, available for download at URL:  <http://diicoe.disa.mil/coe/kpc/posixpc.html>
2.2.   Linux-based Platform Compliance Criteria

Specific compliance criteria for Linux-based application platforms may be found in the “COE Posix-based Platform Compliance document, Version 0.2, dated 30 September 2002, available for download at URL:  <http://diicoe.disa.mil/coe/kpc/linuxpc.html>
2.3.  Windows-based Platform Compliance Criteria

Specific compliance criteria for Windows-based application platforms may be found in the “COE Posix-based Platform Compliance document, Version 0.2, dated 30 September 2002, available for download at URL:  <http://diicoe.disa.mil/coe/kpc/windowspc.html>
2.4.  COE Integration and Run-Time Specification (I&RTS) Compliance Criteria

The Candidate Platform shall comply with relevant I&RTS requirements applicable to the 8 levels of conformance.  These criteria include all platform specific requirements in the document, with emphasis on those identified in the I&RTS Appendix B checklist.

The specific I&RTS Appendix B criteria applicable to the COE Platform Compliance are listed in Appendix B of this document.  In most cases, the requirement is copied verbatim from the I&RTS.  In some cases the text reflects an interpretation, either to clarify the aspect of the I&RTS requirement that applies to the “Reference Platform”, or to make explicit an implied requirement.  In all cases, no modification of the I&RTS requirement is intended, and where conflict arises, the current version of the I&RTS shall have precedence.

2.5.  Commercial Specification Compliance Criteria 

COE Platform Compliance requires the Candidate Platform implementation to be in conformance with specifications in the following paragraphs.  The requirements for commercial testing are identified in the Posix-based, Linux-based and Windows-based subdocuments, respectively.  Citations below are drawn from  “Department of Defense Joint Technical Architecture”, Version 3.1, 31 March 2000.  The following standards contain provisions, which through direct references in this text, constitute criteria for COE Platform Compliance.  At the time of publication, the editions indicated were valid.  All standards are subject to revision, and parties of interest are encouraged to investigate the applicability of the most recent editions of the standards listed below.  However, COE Platform Compliance criteria include conformance only to the specific versions listed.

2.E.  Application Program Interface (API)

The Candidate Platform implementation shall be in conformance with the below Application Program Interface (API) specifications.  An application executing on the Candidate Platform implementation shall have simultaneous access to all services associated with the following standards: Operating System API, Communications Service API, Human Computer Interaction API, Human Computer Interface (HCI), Communications Service Interface and COE Kernel elements (GSKS).

2.7.  GOTS Compliance Criteria

Government Supplied Kernel Source (GSKS) code is provided which implements functionality not available on many commercial platforms.  GOTS implementation assures that human-computer interfaces are functionally identical across multiple application platforms.  This tends to reduce training costs for warfighters and system administrators and reduces potential for operator error.

The Government Supplied Kernel Source (GSKS) contains 178,000 lines of code, which break down as follows: 

· System management Services & Security Management Services have 22,000 lines of Java, 22,000 lines of C and 4000 lines of shell script. 

· The COE Installer & Developers Toolkit have 130,000 lines of C and C++.

Software elements described in the “COE 4.2.0.0P6 Build List” are currently implemented by the GSKS and shall be ported by the vendor to the Candidate Platform.  The full set of tools called for in the COE I&RTS are not yet implemented and the set of GSKS code will expand as more tools become available.  The current set of software elements include:  Print Services, System Management Services, Accounts & Profile Management, Documentation, Segment Installer, R-Time Tools, Developer Tools, COE Kernel APIs, User Profile APIs, User Data APIs, Profile Data APIs, User/Profile Data APIs, Application Data APIs, Profile/Applications Data APIs, Current Profile Selection APIs, Profile Locking APIs, Miscellaneous APIs, Common Data Store APIs and Java Feature APIs.

2.8.  Security Compliance Criteria
This document identifies security-related criteria for COE Platform Compliance.  Service, agency and system unique requirements are outside the scope of this document, as are the overall security requirements of systems built using the COE.  These criteria are drawn from “Common Operating Environment (COE) Security Software Requirements Specification (SSRS)”, Version 4.1, dated 15 October 1999 [Internal use only.]

In some cases, SSRS text applies to system elements beyond the application platform.  In these cases, an interpretation of the SSRS text is required to clarify the application platform related aspect of the text.  Where interpretation is provided, the text may be found in the table in Appendix E, Part 1 in the comment column next to the requirement.  The numbering of security requirements from the SSRS is retained in the Appendix E, Part 1 table as an aid to traceability.  A discussion of the password policy reflected by these requirements may be found in the Security Features Developers Guide, paragraph 4.1.3, “Password Policy”.

COE Platform security features and capabilities, as identified in Appendix E of this document, are grouped into the following categories:


1.  Identification and Authentication (I&A)


2.  Security Audit


3.  Service Availability


4.  Discretionary Access Control


5.  Markings


E.  Object Reuse


7.  Data Confidentiality


8.  System Integrity


9.  System Architecture


10.  Trusted Facility Management


11.  Other Requirements

This list includes criteria satisfied by the current COE “Reference Platform”.  Note that additional security measures are required by combatant commands, services, and agencies that develop and install systems.

Appendix E, Part 2 contains a Sample Automated Security Test initially developed for the COE 4.2.00P6 Kernel running on an UltraSparc® IIi (Ultra™ 10) platform running the SunOS™ 5.8 (Solaris 8), Solaris™ 8 Version 10/00 operating system.  This Sample Automated Security Test is presented as an aid in assuring that application platforms satisfy the security criteria in Appendix E, Part 1 of this Document.

COE Platform Compliance security evaluation criteria does not replace or satisfy security testing required by Department of Defense Directive 5200.28 (1988).

2.9.  Internet Interoperability Demonstration Compliance Criteria

Appendix F contains a series of simple validation procedures for the exercising key Internet interoperability capabilities.   A Validation Host, with the remote services and data required to support the Internet Interoperability Demonstration portion of this validation testing is required.

Validation Procedures and associated test data are available for download from the COE Platform Compliance Web Page.  Internet Interoperability Demonstration Procedures include:

1. TCP/IP “Ping” and Domain Naming System (DNS) Interoperability Demonstration

2. File Transfer Protocol (FTP) Interoperability Demonstration

3. Network File System (NFS) Interoperability Demonstration

4. Simple Mail Transfer Protocol (SMTP) Interoperability Demonstration

5. World Wide Web (WWW) Interoperability Demonstration

These simple demonstrations provide a basic, cost-effective, verification of TCP/IP interoperability, and basic BSD sockets API support.  They also provide assurance of application level interoperability for several key services and protocols, such as File Transfer Protocol (FTP) and Hyper-Text Transfer Protocol (HTTP).  The scope of each test is limited.  Interoperability Demonstration Procedures are used to validate claims that the Candidate Platform supports the following capabilities:

2.10.  TCP/IP “Ping” Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides an initial assurance of application level interoperability prior to demonstration of other services and protocols.

The Ping utility sends a request for simple acknowledgment and displays the result to the user.  The DNS utility “nslookup” is exercised to retrieve and display DNS information about the Validation Hosts’s DNS clients.  DNS is used to assure connectivity to a DISA remote Validation Host and to provide a first order verification of proper TCP/IP protocol stack and sockets API operation.

2.11.  Domain Name Service (DNS) Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Domain Naming Service (DNS) services and protocols.

This demonstration shows that hostnames are resolved via DNS and can be converted from standard format to DNS format.  Using Internet network administration tools, testers request translation of known remote domain names to Internet Protocol addresses.

2.12.  File Transfer Protocol (FTP) Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key File Transfer Protocol (FTP) services and protocols.

The demonstration suite for ftp uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  Test files located on the remote Validation Host are transferred to the Candidate Platform, and key ftp capabilities are exercised from the Candidate Platform. Test files located on the Candidate Platform are then transferred to the remote Validation Host, and key FTP capabilities are exercised from the remote Validation Host.

2.13.  Network File System (NFS) Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Network File System (NFS) services and protocols.

The demonstration suite for NFS uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  A volume located on the remote Validation Host is mounted on the local Candidate Platform, and key NFS capabilities are exercised from the Candidate Platform.  A volume located on the Candidate Platform is then mounted on the remote Validation Host, and key NFS server capabilities of the Candidate Platform are exercised from the Validation Host.

2.14.  Electronic Mail Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Simple Mail Transport Protocol (SMTP) services and protocols.

The demonstration of SMTP electronic mail uses the ‘mailx’  commands required by the ISO/IEC 9945-2 (Posix) specification.  An electronic mail message is read in from a file, sent to the sysadmin account on the Validation Host and is reflected back to the Candidate Platform.  The returned message is displayed and saved to a file.  This provides some level of assurance that the Candidate Platform can support sending, receiving, display and storage of electronic mail.

2.15.  World Wide Web (WWW) Interoperability

This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability and the ability to support key Hyper-Text Transfer Protocol (HTTP) services and protocols.  This procedure is not intended as a comprehensive test and only exercises a subset of TCP/IP, HTML and HTTP features.

The demonstration of WWW services uses an HTTP 1.0 conforming web browser to download a series of HTML 3.2 compliant test pages from the Candidate Platform and to display them.  The test pages exercise key Hyper-Text Markup Language (HTML), HTTP and forms related capabilities.

3.  COE Program Events 

3.1.  COE Minor and Major Releases


COE minor releases (executable only) are normally issued every 6 months.  However, the COE engineering office only accepts source code from the developer for COE major versions that are a result of significant new functionality or at the discretion of the COE Program Manager.  A Candidate Platform shall be validated to a new COE major version in order to claim compliance.  Vendors may still continue to claim compliance to older COE versions for Candidate Platforms previously validated. 

There is no requirement for vendors to upgrade their products upon each release of a new COE version by DISA.  However, if a vendor chooses to incorporate new COE technology into a previously validated product, the new implementation shall be validated in order to claim compliance to the new COE version.

3.2.  COE Patch Releases

DISA may occasionally issue patch releases (executable only) to the COE core developers.  Incorporation of patch releases into a vendor’s Candidate Platform is not required and is not required to continue an existing claim of compliance.

3.3.  Vendor Updates, Upgrades or Modifies a Validated Platform

If a vendor releases any new version that includes new functionality for a previously validated Candidate Platform, that Candidate Platform shall be re-validated in order for the vendor to continue the claim of COE compliance.  Examples of new functionality are modifications to security, localization or other features to an existing validated Candidate Platform.
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B.  I&RTS Requirements

Application Platform related compliance requirements are summarized in this appendix for convenience.  In the event of any conflict with the current I&RTS (currently version 4.0, dated 17 July 2002), the I&RTS shall have precedence.  Some I&RTS requirements apply to system elements other than the Application Platform.  In these cases, the text of the requirement is an interpretation of the I&RTS requirement, to clarify the Application Platform requirement.  Where interpretation is required, the text added to the requirement will be underlined, and deleted text will be struck through.

I&RTS checklist headings and numbering have been retained to correspond to the I&RTS requirements. 

B.1.  Standards Compliance  (Level 1)

Operating System Services

T
F
N/A
1-1
The operating system is configured to support TCP/IP protocols.

T
F
N/A
1-2
The operating system is configured to support UDP protocols.

T
F
N/A
1-3
The operating system is configured to support SLIP and/or PPP.

T
F
N/A
1-5
The operating system and associated software conform to the following standards from the JTA XE "JTA" :
(a) ISO 9445-1:1996, Information Technology - Portable Operating System Interface for Computer Environment (POSIX) - Part 1: System Application Program Interface (API) [C Language], as profiled by FIPS 151-2:1994.
(b) IEEE 1003.1g: DE.6 March 1998, Standard for Information Technology - Portable Operating System Interface (POSIX) - Part 1: System Application Program Interface (API) Amendment 2: Protocol Independent Interfaces (Sockets) [C Language].

Network Services

GUI Environment

T
F
N/A
1-11
The application platform provides a Graphical User Interface (GUI) that complies with the style of the native GUI (e.g. Motif/CDE for X-Windows or Win32API for Microsoft Windows).

T
F
N/A
1-12
The windowing environment conforms to the following standard from the JTA XE "JTA" : ISO 9945-2: 1993, Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 2: Shell and Utilities as profiled by FIPS PUB 189:1994.

T
F
N/A
1-13
The windowing environment conforms to the following standard from the JTA XE "JTA" : FIPS Pub 158-1:1993, User Interface Component of the Application Portability Profile X-Windows Version 11, Release 5.

Database Services

B.2.  Network Compliance  (Level 2)

Security Services
T
F
N/A
2-1
The application platform is able to operate correctly with the operating system security modules enabled (BSM for Solaris, C2 enabled for HP, etc.) and under the constraints imposed by the UNIX kernel security configuration (“lockdown”) settings. Refer to the latest version of the COE Security Features Developers Guide for specifics about these settings. Exceptions have been brought to the Chief Engineer for resolution. Waivers, if any, have been documented accordingly.
Operating System Services

T
F
N/A
2-3
The operating system supports NFS servers and clients.

T
F
N/A
2-4
The operating system can be configured to support DNS/NIS+. 





(NOTE: The requirement is that the operating system be capable of supporting centralized management of key resources such as hostnames, user accounts, etc. NIS+ is not a specific requirement because not all vendors support it.)

Network Services

T
F
N/A
2-6
The operating system supports sockets, including Berkeley sockets.

T
F
N/A
2-7
The application platform is able to operate properly in an environment where other application are performing UDP broadcasts.

T
F
N/A
2-8
The application platform does not require any special hostname conventions nor does it need reserved IP addresses.

T
F
N/A
2-9
The ability of the application platform to execute correctly is independent of the type of LAN (e.g. Class B or Class C) connected to the platform.

T
F
N/A
2-10
The application platform can operate in a DNS/NIS+ environment. 





(NOTE: The requirement is that the applications platform be able to operate correctly when the features supported by the operating system for centralized management of key resources are enabled.)

GUI Environment

T
F
N/A
2-12
If the application is an X Window application, it, The X server provided by the application platform is compatible with the X server supplied by the COE.

Database Services

B.3.  Platform Compliance  (Level 3)

Operating System Services

T
F
N/A
3-3
The application platform does not use hardcoded port assignments (e.g. from /etc/services) and is not sensitive to specific ports other than well-known port assignments (e.g., ftp, ping, and ports less than 1024).  If the application platform provides uses network services, including standard services such as ftp and ping as well as its own private services, it retrieves the standard port number(s) by service name.

Network Services

GUI Environment

T
F
N/A
3-7
The application platform provides uses the same X server version that is and xdm version supplied by the COE.

T
F
N/A
3-8
The application platform provides uses either the same version of Motif as that provided by the COE or does a static link to Motif libraries so that it does not conflict with other COE-based segments.

Database Services

COTS Products

T
F
N/A
3-11
The application platform runs in a well-behaved manner in an environment that includes COE approved COTS products and segments, as specified in the COE Buildlist Worksheet (available on the DISA COE website, CM sub-page) for the COE version being used.

T
F
N/A
3-12
Configuration changes made to COTS products, if any, do not render inoperable any features normally available with the COTS product.  All configuration changes shall be backward compatible. 

T
F
N/A
3-13
The application platform does not require any source code modifications to COTS products in order to achieve compliance, except as approved by the COE Chief Engineer.

Runtime Environment

Miscellaneous

B.4.  Bootstrap Compliance  (Level 4)

Security Services

T
F
N/A
4-2
Documentation is submitted with the kernel segment that clearly identifies releasability restrictions.

Standards Compliance

Database Services

COTS Products

Runtime Environment

B.5.  Minimal COE Compliance (Level 5)

Security Services

T
F
N/A
5-2
For COE component segments, if the segment All methods used by the kernel platform to provides a command-line mode or feature are explicitly identified and have prior approval by the COE Chief Engineer has granted prior approval.

T
F
N/A
5-4
The kernel platform segment does not provide a “back door” access to a command-line prompt. If a command-line mode is available, it is through a known, documented approach for all authorized users and not through some hidden, undocumented approach.

T
F
N/A
5-5
For all segments, whether COE-component segments or mission-application segments, Prior approval has been granted by the Chief Engineer to provide a command-line mode or feature that allows “superuser” access.

T
F
N/A
5-6
Entering a command-line mode requires the operator to enter a password and forces execution of the system login process.

T
F
N/A
5-8
The kernel platform segment contains no directories or files, nor does it create directories or files, at install time or runtime that grant world write permissions. VerfiySeg will generate warnings, which All directories or files which violate this requirement must be explicitly documented and explained as waiver requests.  VSOutput XE "VSOutput"  and the SVD or equivalent document, for any segment that violates this requirement.

T
F
N/A
5-12
If the kernel platform segment uses the COE GID, the COE Chief Engineer has approved such usage.

T
F
N/A
5-13
The kernel platform segment does not alter the COE establishesd the umask setting specified for the COE.

T
F
N/A
5-14
The kernel platform segment does not contain or create any shell scripts that SUID or SGID to root. VerifySeg will generate warnings, which must be explained in VSOutput XE "VSOutput"  and the SVD or equivalent document, for Any segment that violates this requirement must be explicitly documented and explained as waiver requests.
Standards Compliance

T
F
N/A
5-18
All directory and filenames contain only printable, non-blank, standard ASCII characters.

Operating System Services

T
F
N/A
5-28
The application platform segment does not rename well defined ports (e.g., ftp, ping, listen and ports less than 1024), or declare new port names which have the same port number as well defined ports in the /etc/services file.

T
F
N/A
5-29
If ports, other than well defined ports are required, they have been identified and documented in the COEServices XE "COEServices"  segment descriptor. as waiver requests.
GUI Environment

T
F
N/A
5-30
The application platform segment is fully compliant with the style of the native GUI, (e.g. Motif/CDE for X-Windows or Win32API for Microsoft Windows). (See compliance requirements in JTA User Interface Services, paragraph 2.2.2.1.2 XE "User Interface Specification" ).

T
F
N/A
5-31
The application platform provides segment uses the window manager provided by the COE (dtwm
 for UNIX platforms).

T
F
N/A
5-32
The application platform establishes global settings for the segment is compatible with the XFONTSDIR XE "XFONTSDIR" , XAPPLRESDIR XE "XAPPLRESDIR" , and XENVIRONMENT XE "XENVIRONMENT"  settings specified for established by the COE. 

Database Services

Web Services

T
F
N/A
5-62
The application platform browser and HTML data segment supports HTML 3.2 and complies with style specifications (see the COE User Interface Specifications XE "User Interface Specification" ) for Web applications.

T
F
N/A
5-63
The application platform segment provides a notification to “disadvantaged” users if they are using a browser that does not supports the features provided to “disadvantaged” users (see compliance requirements in the COE User Interface Specifications XE "User Interface Specification" ) (CM-27986 v4.0, 06 Oct 1999) URL https://dod-ead/mont.disa.mil/login/login.jsp).

Runtime Environment

T
F
N/A
5-66
The desktop is configured in accordance with the COE User Interface Specifications XE "User Interface Specification" .

T
F
N/A
5-67
The application platform segment uses pathnames relative
 to the segment’s home directoriesy for files within the segments that support the installation/deinstallation process (e XE "User Interface Specification" .g., PreInstall, PostInstall, or DEINSTALL) so that the installer may choose where to load the segments.

T
F
N/A
5-68
The application platform segment does not alter any reserved symbols from the I&RTS Runtime Environment chapter, unless approved to do so by the COE Chief Engineer.

T
F
N/A
5-70
The application platform segment completely separates the development environment from the runtime environment, and no development environment tools, scripts, or other executables are required at runtime.

T
F
N/A
5-71
The application platform segment uses the same global runtime environment configuration as provided by the COE.

T
F
N/A
5-72
The application platform segment only listens on assigned ports, only registers assigned RPC addresses, and for UNIX, only adds assigned system UIDs.

T
F
N/A
5-73
The application platform segment is not tied to a particular server or workstation name (i.e., the segment does not hardcode a server or workstation name).

T
F
N/A
5-74
The application platform segment does not use the “~” character for referencing pathnames which become a part of the global runtime environment.

COE Component Segments

Aggregate Segments

Segment Descriptors

T
F
N/A
5-87
The vendor provided System Version Description document segment describes all background processes. if any, through the “Processes” descriptor.
T
F
N/A
5-89
Memory and disk space provided in the application platform as configured for compliance requirements are fully and accurately specified in the application for COE Kernel Platform Compliance validation Hardware descriptor file.

Process Compliance

Miscellaneous

B.6.  Intermediate COE Compliance (Level 6)

Security Services

T
F
N/A
6-3
Termination of segment execution of any executable delivered with the application platform, whether premature, inadvertent, or intentional does not place the operator at a command-line prompt.

T
F
N/A
6-5
No directory or file permission, whether created at install time or runtime, is less restrictive than identified in the COE Integration and Runtime Specification Security chapter’s directory/file permissions table, unless approved by the Chief Engineer. Any such directories or files that do not meet the permissions identified in the table are documented in the SVD document or its equivalent. VerifySeg XE "VerifySeg"  also uses this table to check permissions. All security-related messages from VerifySeg are explained in the VSOutput XE "VSOutput"  file and documented in the SVD document or its equivalent.

Standards Compliance

T
F
N/A
6-7
The application platform segment is either completely compliant with the GUI standards associated with the User Interface Service (e.g. Motif/CDE for X-Windows or Win32API for Microsoft Windows) or has minimal deviations that have been approved by the Chief Engineer.

GUI Environment

Database Services

Web Services

COTS Products

Runtime Environment

Segment Descriptors

Process Compliance

T
F
N/A
6-55
The segment application platform documentation includes man pages, help files, or HTML-format pages for all APIs that are to be distributed distribution with the Developer's Toolkit.

Miscellaneous

Java Conventions

T
F
N/A
6-65
The segment application platform does not use company name to name Java packages, interfaces, classes or methods.

T
F
N/A
6-67
Jar files are named with .jar extension (or .zip for JDK-1.1 or earlier).

T
F
N/A
6-69
The segment application platform does not replace includes the COE-provided standard Java runtime tools, class libraries, or jar files.

T
F
N/A
6-70
If the segment requires a modified version of The application platform includes all standard Java class libraries or jar files, the segment has completely encapsulated the modifications in its own segment.

B.7.  Interoperable Compliance (Level 7)

Security Services

T
F
N/A
7-1
The application platform segment does not place any temporary files in the system maintained temporary directory that are sensitive to alteration, deletion, or disclosure to unauthorized users.
T
F
N/A
7-2
If the application platform segment creates files that are sensitive to alteration or deletion by unauthorized users, they are not placed in any directory where such unauthorized users have write access, and those files do not have write permissions set for such unauthorized users.
T
F
N/A
7-3
If the application platform segment creates files that are sensitive to disclosure to unauthorized users, they are not placed in any directory where unauthorized users have read access.
Standards Compliance

T
F
N/A
7-9
If written in C, the segment is ANSI-C-compliant any patches to the Government Supplied Kernel Source Code (GSKS) proposed by the vendor are written in C, the code patch supplied shall be written in ANSI- compliant C and shall be documented as a waiver request.
T
F
N/A
7-15
The application platform segment uses only provides the minimum mandatory POSIX.1-defined interfaces, to access the operating system unless approved by the Chief Engineer.

GUI Environment

T
F
N/A
7-17
The application platform segment uses resource files to control window behavior rather than hard-coded window behavior attributes.  Deviations shall be documented as waiver requests.

Database Services

Runtime Environment

Miscellaneous

T
F
N/A
7-34
The application platform segment does not duplicate any functions provided by COE-component segments unless approved by the COE Chief Engineer.

B.8.  Full COE Compliance (Level 8)

Security Services

T
F
N/A
8-1
Entry to and exit from the command line mode causes an entry into the system audit logs that specifies the date, time, and user involved.

GUI Environment

T
F
N/A
8-8
The application platform segment is fully compliant with Motif and CDE the COE User Interface Specifications.

Database Services

Runtime Environment

Account Groups

Segment Descriptors

Process Compliance

Miscellaneous
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C.1.  Commercial Specification Compliance Criteria

Requirement
Conformance 

Operating System




- POSIX API
PCTS for POSIX.1

- POSIX Commands and Utilities
The Open Group VSC5 v5.1.2 Test Report

Human/Computer Interaction 


- X Window System (X11R5) API
The Open Group VSW5 v5.1.1 Test Report *


-- C Language Binding



“


-- X Window System Protocol



“


-- X Toolkit Intrinsics



“


-- File Formats & Application Conventions


“

- Motif - Platform
The Open Group VSM4 v4 1.2 Test Report **

- Commands and Utilities
The Open Group VSC5 v5.1.2 Test Report

- CDE: Common Desktop Environment
Vendor Statement of Conformance


-- Motif Toolkit
The Open Group VSM4 v4 1.2 Test Report

The overall test result for these tests shall be documented as “PASS” for all COE required elements of these tests.  Test results shall be maintained on file at the accredited test laboratory for inspection should a need arise.  

* VSW5 version 5.1.1, dated 11 January 2000 or later is required.

** VSM4 version 4.1.2, dated 28 June 1999 or later is required.
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GOTS COMPLIANCE CRITERIA
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D.  GOTS Compliance Criteria

The Government Supplied Kernel Source (GSKS) validation procedures (tests) listed herein were initially developed for COE Version 4.2.0.0PE.  Successful execution of these tests may provide an indicator and give one level of assurance that the COE GOTS code is ported correctly.

Total estimated time for executing all Government Supplied Kernel Source (GSKS) Code Validation Procedures: 43 hours.

D.1.  COE Setup Procedures for COE Validation Cell

Setup Procedures for COE Validation Cell: - estimated time: 2-4 hrs.

Scope:  This document contains the procedures necessary to install the COE Validation Host and Candidate Platform in a Reference Cell.

Description:  The Validation Host provides services and test data to client systems under test. The Validation Host contains an operating system (Solaris 8) with the COE Kernel and with the iPlanet, PERL, Web Server, and Netscape Web Browser software segments installed.  This document assumes two types of hardware configurations (cells).  A Reference Cell contains two Solaris computers.  A Validation Cell contains one Solaris computer as the Validation Host and one vendor supplied computer as the Candidate Platform. This document describes in detail the setup and configuration of a Reference Cell.  Appendix E contains a recommended setup and configuration procedure for a vendor’s Candidate Platform.

Total estimated setup time for COE Validation Cell: 2-4 hrs.

D.2.  COE Operating System and Kernel Validation Procedures

D.2.1.  Test:  Candidate Platform Initial Validation Procedure: - estimated time: 1 hr.

Scope:  This test provides a set of steps to initialize a system for executing other Kernel Platform Compliance validation procedures.
Description:  This test procedure initializes a Candidate Platform using the following steps: Vendor Build Kernel and Toolkit, Build Candidate Platform for COE Validation Test Procedures, Install Test Data for 42P6, Set DNS, Installation of PERL and Netscape Web Browser, Backup Candidate Platform and Logout.  The vendor submitting the Candidate Platform is responsible for providing the detailed instructions for performing the build and install.

D.2.2.  Test:  COE Kernel Overview Validation Procedure: - estimated time: 6 hrs.

Scope:  This test provides a high level test of the full range of fundamental Kernel Platform functionality.  Each of the other tests provides a deeper (i.e. more thorough) test of a specific narrower range of platform functionality.  This test also assures that the Graphical User Interface (GUI) presented to the user for basic system operation is consistent across all compliant POSIX-based COE platforms.  This test assures that the operations invoked and exercised have identical results that are consistent across all compliant POSIX-based Common Operating Environment (COE) platforms.

Description:  Functionality that will be tested using the Kernel Overview are as follows:  sysadmin login, system administration tools, change machine ID (with DNS), create action, xterm/dtterm, disk manager, edit local hosts, segment installation server and segment installation, set routes, default router, set system time, text editor, reboot system, shut down system, security administration, account and profile management, audit log file manager functions, merge hosts, profile selector configuration, remove host and logout.

D.2.3.  Test:  Remote Install Validation Procedure: - estimated time: 6 hrs.

Scope:  This validation procedure provides a detailed test of the remote installation capability of the kernel. The test is run in two directions. First the kernel is installed interactively on the Candidate Platform, a remote installation package is created on the Candidate Platform and transferred to the Validation Host. Then the installation package is remotely executed on the Validation Host to install the kernel. In the second part of the test, the kernel is interactively installed on the Validation Host and remotely installed on the Candidate Platform.

Description:  This test procedure establishes a multiple-host APM administrative domain and creates and manipulates Local accounts, groups and profiles within this domain.

A. Install a clean OS on each machine, per the Setup Procedures for COE Validation Cell for Kernel 4.2.0.0P6 (Solaris 8) and perform necessary setup steps prior to kernel installation.

B. Install the kernel on the APM master.

C. Export the APM master’s public key and create the installation package.

D. Distribute the installation package.

E. Install the kernel on the client.

F. Perform an automatic merge host.

G. Add new users to each host.

H. Run COESegInstall on the client.

Z. Log out of the Validation Host (kpchost) and the Candidate Platform (kpccp)

D.2.4.  Test: Segment Installation: - estimated time: 10 hrs.

Scope:  This test procedure has been structured to cover the verification of proper segment installation by testing the features and functions of the Segment Installer and the Segment Installation Server.  In addition the test segments suite supplied will validate that the Segment Installer will install segment types and segment descriptors correctly and consistent with the COE I&RTS Sections 4.3,4.4 & E.
This test also assures that the Graphical User Interface (GUI) presented to the user for basic system operation is consistent across all compliant POSIX-based COE platforms.  This test assures that the operations invoked and exercised have identical results that are consistent across all compliant POSIX-based Common Operating Environment (COE) platforms.   The demonstration suite for the Segment Installer and Segment Installation Server uses segments that are supplied to the tester in Configuration Management (CM) MakeInstall format on both 8mm tape and CD.  Tests listed below are designed to check the interoperability and integrity of the Segment Installer and Segment Installation Server with respect to both the commercial operating system and the COE environment.

Description:  The following functionality is tested:  verify segment installer and segment installation server availability, local and remote device testing, runtime tools, segment type, process descriptor, conflicts descriptor, requires descriptor, segment installation server, deinstall segments, command line installer, and create test data tape.
D.2.5.  Test: Local APM Client - estimated time: 6 hrs.

Scope:  This Account and Profile Manager test provides a detailed test of Client side of the Account and Profile Manager configuration software against Local user accounts.

Description:  This test procedure establishes a multiple-host APM administrative domain and creates and manipulates Local accounts, groups and profiles within this domain. This procedure performs the following steps:

A. Configure APM

B. Designate the New APM Master and Configure Authentication

C. Merge Hosts

D. Create Local Users with Associated Profiles and Features

E. Add a Profile to an Existing User

F. Verify assigned Profiles and Unix permissions

G. Augment Local Users With a New UNIX Group

H. Deassign a Profile from a Local User

I. Verify Deassignment of Profile from Local User

J. Verify Assign Passwords Functionality 

K. Delete a Local Account

L. Create a Local User with no Profile
Test Local Account Creation on a Master System

M. Create and Test An Account with the Same Login Name as That of a Previously Deleted Account Create and Test a Profile Containing a Subset of the Features in a Segment Test Local Profile and Local Account Creation and Modification on a Master System Test Local Profile Creation on a Client System

N. Verify a User with no Profiles Assigned Has no Profiles Available

O. Add Multiple Users,  Use Templates to Predefine Account Parameters, and  Verify Accounts Created on One Merged Host Are Reflected On The Other

P. Test Users with Multiple Derivative ProfilesUse Templates to Predefine Profiles

Q. Test interactions of Segments.  Test Account Modification on a Master System

R. Test Session Manager's Ability to Resume the Previously Active Set of Profiles

S. Log in With no Available Profile and Test Account Modification on a Master System

T. Test ability to detect duplicate Local user names

U. Test Ability to Detect Duplicate Profiles

V. Test Ability to Detect Duplicate UNIX Groups

W. Delete a Profile and Verify Local Users Cannot Assume a Profile Already Assigned to Them After the Profile Has Been Deleted

X. Reset Test Cell for Additional Testing

Y. Remove Hosts

Z. Log out of the Candidate Platform (kpccp) and the Validation Host (kpchost)

D.2.E.  Test: Local APM Master - estimated time: 3 hrs.

Scope:  This Account and Profile Manager test provides a detailed test of the Master side of the Account and Profile Manager configuration software against Local user accounts.

Description:  This test procedure establishes a multiple-host APM administrative domain and creates and manipulates Local accounts, groups and profiles within this domain.

A.  Configure APM

B.  Designate the New APM Master and Configure Authentication

C.  Merge Hosts

D.  Create Local Users with Associated Profiles and Features

E.  Add a Profile to an Existing User

F.  Verify assigned Profiles and Unix permissions

G.  Augment Local Users With a New UNIX Group

H.  Deassign a Profile from a Local User

I.  Verify Deassignment of Profile from Local User

J.  Verify Assign Passwords Functionality 

K.  Delete a Local Account

L.  Create a Local User with no Profile Test Local Account Creation on a Master System

M.  Create and Test An Account with the Same Login Name as That of a Previously Deleted AccountCreate and Test a Profile Containing a Subset of the Features in a Segment Test Local Profile and Local Account Creation and Modification on a Master SystemTest Local Profile Creation on a Client System

N.  Verify a User with no Profiles Assigned Has no Profiles Available

O.  Add Multiple Users, Use Templates to Predefine Account Parameters, and Verify Accounts Created on One Merged Host Are Reflected On The Other

P.  Test Users with Multiple Derivative Profiles / Use Templates to Predefine Profiles

Q.  Test interactions of Segments. Test Account Modification on a Master System

R.  Test Session Manager's Ability to Resume the Previously Active Set of Profiles

S.  Log in With no Available Profile and Test Account Modification on a Master System

T.  Test ability to detect duplicate Local user names

U.  Test Ability to Detect Duplicate Profiles

V.  Test Ability to Detect Duplicate UNIX Groups

W.  Delete a Profile and Verify Local Users Cannot Assume a Profile Already Assigned to Them After the Profile Has Been Deleted

X.  Reset Test Cell for Additional Testing

Y.  Remove Hosts

Z.  Log out of the Validation Host (kpchost) and the Candidate Platform (kpccp)

D.2.7.  Test: Audit Log File Manager - estimated time: 2 hrs.

Scope:  Provides a detailed test of the Audit Log File Manager.

Description:  Exercises the following functions:  default configuration settings, sample audit log files, disk usage parameters, verify monitoring of log files and system audit logs, display events, verify preserved settings, verify email notification of events, verify notification for 85% disk capacity usage, verify audit log file deletion, verify default button function and restore original settings. 

D.2.8.  Test: Print Services - estimated time: 1.5 hrs.

Scope:  Demonstrates the ability of the Candidate Platform to print ASCII text and postscript graphics to both a locally attached printer and a printer attached directly to the network.

Description:  The following functions are exercised:  attach a local printer, add a locally attached printer to the Candidate Platform from the GUI, print text and graphics from the command line, add a network printer from the GUI, print text and graphics to the network printer, delete local and network printers, detach printer from the Candidate Platform.

Total estimated time for OS and Kernel Validation Procedures: 35.5 hrs.

D.3.  Automated Security Test

D.3.1.  Test:  Automated Security Test - estimated time: 3hrs.

Scope:  Procedures will validate the Kernel and CDE functionality available under the “SECMAN” account.

Description:  Security Manager testing will include testing of CDE icons, security banner and Application Manager.

Total estimated time for  Automated Security Test : 3 hrs.

D.4.  COE Developer’s Toolkit and Runtime Tools Validation Procedure

D.4.1.  Test:  Developer’s Toolkit and Runtime Tools- estimated time 4 hrs

Scope:  This test provides a detailed test of the developer tools in the COE Developer’s Toolkit in addition to the routines in the COE Runtime API.  Testing will be preformed on sample segments.

Description:  Overview test procedures will be performed on the following tools: Login, Help, Version, TimeStamp, MakeAttribs, CalcSpace, VerUpdate, verify functionality and options of VerifySeg, verify functionality and options of MakeInstall, verify functionality and options of CanInstall, verify functionality and options of TestInstall and TestRemove, Public API test and Logout.  The following tools are tested:
CalcSpace - computes the space (in bytes) required for the segment specified and updates the Hardware descriptor accordingly. 

CanInstall - tests a segment to see if it can be installed.  If performs the same test that Segment Installer does at installation time.  This tool provides the developer an easy way to test the installation of a segment without using the Segment Installer.

MakeAtribs - recursively traverses every subdirectory beneath a segment’s home directory and creates a descriptor file FileAttribs.



permits:owner:group:filename

At installation time the installation tools perform the following statement for each entry:



chmod permits $INSTALL_DIR/filename



chown owner $INSTALL_DIR/filename



chgrp owner $INSTALL_DIR/filename

Testing will ensure that no file owned by root nor any files have permissions greater than 777.

TestInstall - is used to temporarily install a segment that already resides on disk.  The same operations as Segment Installer will be performed except that it does not need to read the segment from tape (e.g., it is already on disk), and the segment may be in any arbitrary location. 

TestRemove - used to remove a segment that was installed by TestInstall

TimeStamp - puts the current time and date into the VERSION descriptor.

Time Stamp is intended to assist the configuration management process by allowing the time stamp to be updated just prior to running VerifySeg.

VerUpdate - used to update the VERSION descriptor.  VerUpdate updates the segment version number, date and time in the VERSION descriptor file.  If no version number is specified, the tool increments the version number contained in the descriptor file.  Testing will be performed on sample segments to ensure functionality.

VerifySeg - validates that a segment conforms to the COE Compliance rules for defining a segment.  

VerifySeg - uses information in the SegDescript subdirectory and must be run whenever the segment is modified.  VerifySeg is a validation process that will be run against sample segments to verify compliance.

COEFindSeg - returns information about requested segments.  Testing includes verification of parameters such as help, version, directory, segment name, type segment attribute and error status.

COEAskUser - is intended for use in the PostInstall script to display a message to the user and have the user respond with a Yes or No, True or False or Accept or Cancel; basic testing of creating prompt windows using the COEAskUser tool and responding with correct response; and for verification of valid parameters.

COEMsg - is intended to be used by PreInstall, PostInstall and DEINSTALL to display an information message to the user; basic testing of creating prompt window using the COEMsg tool during PreInstall, PostInstall and DEINSTALL; and for verification of valid parameters.

COEPrompt - is intended to be used by PreInstall, PostInstall and DEINSTALL to display an information message to the user; basic testing of creating prompt window using the COEMsg tool during PreInstall, PostInstall and DEINSTALL; and for verification of valid parameters.

COEPromptPasswd - is similar to COEPrompt in syntax and operation.  It is intended to be used in PreInstall and PostInstall to prompt a user to enter a password. The user’s response is echoed on the screen.  It is also used for basic testing of creating prompt windows using the COEMsg tool during PreInstall and PostInstall; to prompt user for password; and for verification of valid parameters.

Total estimated time for Developer’s Toolkit and Runtime Tools Validation Procedures: 4 hrs
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These acronyms are used in the following table:

	ACL
Access Control List

API
Application Program Interface

APM
Account and Profile Manager

CDE
Common Desktop Environment

CDS
Common Data Store

CITI
Center for Information Technology Integration

COE
Common Operating Environment

COTS
Commercial off-the-shelf

DISA
Defense Information Systems Agency

DNS
Domain Name Service

EEPROM
Electronically Erasable Programmable Read-Only Memory

FTP
File Transfer Protocol

GIG
Global Information Grid

GOTS
Government off-the-shelf

GSPR
Global Software Problem Report

GUI
Graphical User Interface

HTML
Hypertext Markup Language

HTTP
Hypertext Transfer Protocol


	ID
Identification

IP
Installation Procedures (referring to documentation)

IP
Internet Protocol (as in IP address)

JPL
Jet Propulsion Laboratory

NFS
Network File System

NIS+
Network Information Service Plus

PAM
Pluggable Authentication Modules

PDC
Primary Domain Controller

PDF
Portable Document Format

PGRM
Programmer’s Guide and Reference Manual

PID
Process ID

POSIX
Portable Operating System Interface for UNIX

PSM
PAM Strike Manager

SAM
System Administrator’s Manual

SECAM
Security Administrator’s Manual

SMTP
Simple Mail Transfer Protocol

STD
Software Test Description

STR
Software Test Report

SVD
Software Version Description

TCP/IP
Transmission Control Protocol/Internet Protocol




	Requirement Number
	Security Services Capability Requirements
	Comments

	
	
	

	3.2.1
	Identification and Authentication
	

	3.2.1.1
	The COE shall enforce individual accountability by providing the capability to uniquely identify each user to the system.
	

	3.2.1.1.1
	The COE shall require users to uniquely identify themselves before beginning to perform any actions that the system is expected to mediate.
	Criteria is satisfied by the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1.1.2
	The COE shall require users to login prior to assuming a trusted profile (e.g., system administrator, security officer, root user, and super user).
	

	3.2.1.2
	Each user shall be uniquely identifiable (e.g., user name or userID) within an administrative domain.
	Criteria is satisfied by the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1.2.1
	The COE shall uniquely identify each user for an entire enterprise.
	Criteria is satisfied by the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1.3
	The COE shall provide the capability of associating the user’s identity with all auditable actions taken by that individual.
	

	3.2.1.4
	The COE shall provide the following mechanism(s) to authenticate each user’s identity.
	See below

	3.2.1.4.1
	The COE shall provide the capability to authenticate each user’s identity with a password.  Passwords shall meet the following requirements:
	

	3.2.1.4.1.1.1
	The COE shall provide a graphical user interface (GUI) for changing passwords.
	

	3.2.1.4.1.1.2
	The COE shall require a password be changed after the age of a password has exceeded a maximum of n days where n is configurable by a trusted user.
	

	3.2.1.4.1.1.2.1
	The default maximum days shall be 91.
	

	3.2.1.4.1.1.3
	The COE shall provide the capability to notify the user n days prior to password expiration where n is defined by a trusted user.
	

	3.2.1.4.1.1.3.1
	The COE shall default to notifying the user 7 days prior to password expiration.
	

	3.2.1.4.1.1.4
	The COE shall prohibit a password from being changed until the age of a password has exceeded a minimum of n days where n is defined by a trusted user.
	

	3.2.1.4.1.1.4.1
	The default minimum before a password can be changed shall be 7 days.
	

	3.2.1.4.1.2
	The COE shall permit a trusted user to override minimum password age limits when changing passwords.
	

	3.2.1.4.1.4
	The COE shall permit only trusted users to change passwords other than their own.
	

	3.2.1.4.1.5
	The COE shall provide the capability to require users to change a password during the initial use of a password created by trusted users.
	

	3.2.1.4.1.7
	The COE shall ensure that passwords feature specific characteristics configurable by a trusted user.  The following characteristics shall be included:
	See below

	3.2.1.4.1.7.1
	Minimum password length
	

	3.2.1.4.1.7.1.1
	The default minimum password length shall be set to eight characters.
	Allow waiver for 6 character passwords if requested, but waiver will be noted on certificate.

	3.2.1.4.1.7.2
	Password character set (e.g., alphanumeric plus special American National Standard Code for Information Interchange [ASCII] characters).
	

	3.2.1.4.1.7.3
	Password includes at least one numeric, case change, or special character (e.g., 0-9, &, %).
	

	3.2.1.4.1.8
	The COE shall provide the capability to prohibit the following passwords:
	

	3.2.1.4.1.8.2
	Use of a user name within a password.
	Allow waiver if requested, but waiver will be noted on certificate.

	3.2.1.4.5
	The COE shall provide the capability where upon success user login the COE shall display the date and time of the last successful login and the number of unsuccessful login attempts since the last successful login.
	Requirement satisfied if vendor implements the equivalent of the “last” command.  Capability must be present, but may not be implemented in the GUI login process.

	3.2.1.4.5.1
	The COE shall provide a trusted user the capability to enable or disable display of last successful login date and time and the number of unsuccessful login attempts.
	

	3.2.1.5
	The COE shall prevent unauthorized access to authentication data.
	

	3.2.1.5.1
	The COE shall prevent unauthorized disclosure of passwords during transmission across a network.
	GOTS APM software uses Diffie-Hellman algorithm for encrypting network traffic within admin. Domain.

	3.2.1.5.2
	The COE shall prevent unauthorized disclosure of passwords while stored.
	

	3.2.1.6
	The COE shall provide the capability to limit invalid login attempts which are indicative of potential login attacks.
	

	3.2.1.E.1
	If the number of consecutive invalid login attempts for a single userID reaches a threshold n, where n is configurable by a trusted user, the userID shall be locked and will remain locked during all further login attempts with that userID from within the administrative domain.
	

	3.2.1.E.2
	The COE shall be configurable by a trusted user to provide the capability to set the default number of consecutive login failures.
	

	3.2.1.E.2.1
	The default number of consecutive login failures shall be three.
	

	3.2.1.E.3
	The COE shall provide the capability for a trusted user, and only a trusted user, to disable the consecutive login failure functionality.
	

	3.2.1.E.4
	When a userID is locked, the COE shall provide the capability to send a notification to a trusted user.
	

	3.2.1.E.5
	The COE shall provide the capability for a trusted user to restore locked userIDs.
	Criteria is satisfied if the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1.E.6
	The COE shall perform login failure lockout for all login points (e.g., console, remote login) in the administrative domain.
	

	3.2.1.E.E.1
	The COE shall perform login failure lockout for all login points (e.g., console, remote login) in the enterprise.
	

	3.2.2
	Trusted Path
	

	3.2.3
	Security Audit
	

	3.2.3.1
	The COE shall provide the capability to create, maintain, process, and protect from modification or unauthorized access or destruction an audit trail of accesses to the objects it protects.
	

	3.2.3.1.1
	The COE shall protect audit data so that access to it is limited to those who are authorized to view audit data.
	

	3.2.3.1.2
	The COE shall protect the audit processes and audit data from change or deletion by general users.  At a minimum, the COE shall protect the following:
	

	3.2.3.1.2.1
	Audit mechanisms (e.g., executable files).
	

	3.2.3.1.2.2
	Configuration parameters (e.g., audit configuration files).
	

	3.2.3.1.2.3
	Capability to enable or disable audit processes.
	

	3.2.3.1.3
	The COE shall provide a mechanism that generates a notification when the audit data has reached a configurable threshold of n percent of available storage capacity.
	

	3.2.3.1.3.1
	The COE shall be configurable by a trusted user to provide a capability for recovery in the event that the threshold n percent of available storage capacity has been exceeded.  At a minimum, the following capabilities shall be provided:
	

	3.2.3.1.3.1.2
	Overwrite the oldest audit data
	

	3.2.3.1.3.1.4
	Increase storage capacity for audit data
	Minimal compliance is satisfied by the ability to increase capacity manually via Log File Manager.

	3.2.3.1.3.2
	The COE shall provide an interface for configuring which trusted user shall receive notifications when the audit data has reached the threshold n percent of available storage capacity.
	

	3.2.3.1.3.3
	The COE shall provide the capability for a trusted user to configure the threshold n percent of available storage capacity when a notification will be generated.
	

	3.2.3.1.3.3.1
	The default threshold n shall be 85 percent.
	

	3.2.3.1.4
	The COE shall provide a mechanism that generates a notification to a trusted user when the audit process(s) has failed.
	

	3.2.3.1.4.2
	The COE shall provide an interface for configuring which trusted user shall receive notifications when the audit process(s) has failed.
	

	3.2.3.1.5
	The COE shall provide a capability to archive and selectively retrieve audit data.
	Minimal compliance satisfied via Posix commands (i.e. tar, dd, etc.) at a command line.  Neither a GUI nor automation is required, since the reference platform does not provide them.

	3.2.3.1.5.1
	The COE shall provide the capability to automatically archive audit data when the audit data reaches a configurable threshold of n percent of available storage capacity.
	Minimal compliance satisfied via Posix commands (i.e. tar, dd, etc.) at a command line. Neither a GUI nor automation (via Cron) is required, since the reference platform does not provide them.

	3.2.3.1.5.4
	The COE shall provide a mechanism that generates a time configurable notification to remind a trusted user (e.g., system administrator) to perform audit archive.
	

	3.2.3.1.5.4.1
	The COE shall provide a GUI for a trusted user to configure the time, represented as every n hours.
	

	3.2.3.1.5.4.2
	The default threshold n shall be every 168 hours.
	

	3.2.3.2
	The COE shall provide the capability to enable and disable auditable events.
	

	3.2.3.3
	The COE shall provide the capability to audit the following types of events:
	

	3.2.3.3.1
	Use of identification and authentication mechanisms
	

	3.2.3.3.2
	Introduction of designated objects into a user’s address space (e.g., file open, program initiation)
	

	3.2.3.3.3
	Creation, modification, and deletion of designated objects
	

	3.2.3.3.4
	Actions taken by trusted users
	

	3.2.3.3.7
	Change in access control permissions
	

	3.2.3.3.9
	System startup
	

	3.2.3.3.10
	System shutdown
	

	3.2.3.4
	The COE shall provide the capability for a trusted user to define security-relevant events.
	

	3.2.3.5
	For each recorded event, at a minimum the COE audit record shall identify:
	

	3.2.3.5.1
	System date and time (to the nearest second) of the event
	

	3.2.3.5.2
	UserID
	

	3.2.3.5.3
	Type of event
	

	3.2.3.5.4
	Success or failure of the event
	

	3.2.3.6
	For identification and authentication events, the COE audit record shall identify the origin of the request (e.g., terminal ID, host IP address).
	

	3.2.3.10
	The COE shall provide the capability to receive application-level audit data (e.g., UNIX syslog, Windows NT event log).
	

	3.2.3.11
	The COE shall provide the capability to generate reports of audit data that has been collected.
	

	3.2.3.11.1
	The COE shall provide the capability to generate reports based on fields in event records or Boolean combinations of those fields.
	

	3.2.3.11.2
	The COE shall provide the capability to generate reports based on ranges of system date and time that audit records were collected.
	

	3.2.4
	Availability
	

	3.2.4.1
	The COE shall be capable of detecting the failure of a system service or resource.
	Minimally satisfied by POST on boot



	3.2.4.1.2
	The COE shall provide the following capabilities to notify a trusted user:
	

	3.2.4.2
	Upon recovery of a failed system resource, the COE shall verify that it returns in a secure state.
	Minimally satisfied by POST on boot

	3.2.4.2.1
	Upon recovery of a failed system resource, the COE shall provide the capability to determine if file systems are intact.
	Minimally satisfied by fschk.

	3.2.4.2.2
	Upon recovery of a failed system resource, the COE shall provide the capability to determine if access control permissions are unchanged from the state prior to the failure.
	Minimally satisfied on Reference Platforms by Tripwire.  Vendor may propose an equivalent for review.

	3.2.4.2.3
	Upon recovery of a failed system resource, the COE shall ensure that user privileges have not increased.
	Minimally satisfied on Reference Platforms by Tripwire.  Vendor may propose an equivalent for review.

	3.2.4.3
	The COE shall provide the capability for a trusted user to selectively revoke a user’s access to services.
	Minimally satisfied by the combination of TCPwrapper and DAC.

	3.2.4.3.1
	The COE shall provide the capability to kill or halt a user’s process(es).
	

	3.2.4.4
	The COE shall provide the capability to perform system and database backups.
	System Backup/Restore capability required. Vendor must identify a solution for review.

	3.2.4.4.1
	The COE shall provide the capability to scan for viruses during backup operations.
	Virus Scan capability required. Vendor must identify a solution for review.

	3.2.4.5
	The COE shall provide the capability to recover from failures using system and database backups.
	System Backup/Restore capability required. Vendor must identify a solution for review.

	3.2.5
	Discretionary Access Control (DAC)
	

	3.2.5.1
	The COE shall provide the capability to define access between named users and/or defined sets of users and named objects (e.g., files, database elements, and programs).
	

	3.2.5.2
	The COE shall provide the capability to control access between named users and/or defined sets of users and named objects (e.g., files, database elements, and programs).
	

	3.2.5.3
	The COE shall restrict access to objects based on the user’s and/or defined sets of user’s identity and on access rights (e.g., read, write, execute).
	

	3.2.5.3.1
	The COE shall provide the capability to restrict access to objects based on the user’s role.
	

	3.2.5.3.2
	The COE shall provide the capability to restrict access to objects based on the user’s organization.
	

	3.2.5.4
	The COE shall provide the capability for users to specify and control sharing of objects by named users or defined sets of users (e.g., UNIX groups, access control lists), or by both.
	

	3.2.5.5
	The COE shall provide controls to limit the propagation of access rights.
	

	3.2.5.6
	The COE shall, either by explicit user action or by default, protect objects from unauthorized access.
	

	3.2.5.7
	The COE shall provide the capability to assign access rights to authorized users.
	

	3.2.5.8
	The COE shall permit a user to grant or revoke access to an object if the user has control permission (e.g., file owner) for that object.
	

	3.2.5.9
	The COE shall provide a means to associate applications with a work environment (i.e., profiles) and allow users to specify the work environment (i.e., profile selection) during a session.
	

	3.2.5.9.1
	The COE shall permit a user to hold membership in multiple groups of users simultaneously and have all the access rights of those groups.
	

	3.2.5.11
	The COE shall be capable of restricting access to input/output (I/O) devices (e.g., floppy disks and tape drives).
	

	3.2.5.11.1
	The COE shall provide a capability to specify which users may access which I/O devices.
	

	3.2.5.12
	The COE shall provide a deadman capability that is activated if user input devices have been idle for longer than a time period of n minutes, where n is configurable by a trusted user (e.g., system administrator).
	

	3.2.5.12.1
	When the deadman capability is activated after n minutes, the COE shall discontinue the user session (log the user off). 
	

	3.2.5.12.2
	The configurable time period n shall default to 30 minutes.
	

	3.2.5.16
	The COE shall provide a screen-lock capability that is activated if user input devices have been idle for longer than a time period of n minutes, where n is configurable by a trusted user (e.g., system administrator).
	

	3.2.5.1E.1
	When the screen-lock capability is activated after n minutes, the COE shall screen-lock the terminal and display a selected screensaver.
	

	3.2.5.1E.2
	The configurable time period n shall default to 15 minutes.
	

	3.2.5.1E.5
	Any user-input device shall be used to initiate actions to restore a screen-locked terminal.
	

	3.2.5.1E.6
	The specific input value (whether from keyboard, mouse, or other input device) used to restore a screen-locked terminal shall be ignored except to initiate actions to unlock the terminal.
	

	3.2.5.1E.7
	The COE shall require that users re-authenticate themselves to unlock a screen-locked terminal.
	

	3.2.5.1E.8
	The screen-lock capability shall be available for users to activate via icon, menu selection, or button.
	

	3.2.5.1E.9
	The COE shall provide the capability for a trusted user (e.g., system administrator) to unlock a screen-locked terminal irrespective of which user was logged in to that terminal.
	

	3.2.6
	Mandatory Access Control (MAC)
	

	3.2.7
	Sensitivity Labels
	

	3.2.8
	Markings
	

	3.2.8.2
	The COE shall display a security warning during the login process that indicates misuse of the system is subject to applicable penalties.
	

	3.2.8.2.1
	This security warning shall state that the user accepts responsibility for his or her actions prior to being permitted to access information.
	

	3.2.9
	Trusted Interfaces
	

	3.2.10
	Object Reuse
	

	3.2.10.1
	The COE shall ensure that no information, including encrypted representations of information, produced by a prior subject’s actions is made available to any subject that obtains access to an object that has been released back to the COE.
	Vendor may demonstrate or present an analysis supporting a claim of compliance.  Applies to disk and memory. Solaris, HP, and NT reference platforms both pass.  Testing is very difficult to formulate for heterogeneous multi-vendor environment.

	3.2.10.2
	The COE shall ensure that all authorizations to information contained within a storage object have been revoked prior to initial assignment, allocation, or reallocation to a subject from the COE’s pool of unused storage objects.
	Vendor may demonstrate or present an analysis supporting a claim of compliance.  Applies to disk and memory. Solaris, HP, and NT reference platforms both pass.  Testing is very difficult to formulate for heterogeneous multi-vendor environment.

	3.2.11
	Data Confidentiality
	

	3.2.11.1
	The COE shall provide an interface to cryptographic application programming interfaces for use by applications to selectively encrypt and decrypt data and files.
	Minimal compliance is provided by “crypt” implementation.

	3.2.12
	Data Integrity
	

	3.2.12.1
	The COE shall provide the capability to detect unauthorized modification or destruction of data during storage (e.g., using digital signatures and hash codes on files).
	Minimally satisfied by tripwire or equivalent.

	3.2.12.1.1
	The COE shall provide the capability to audit unauthorized modification or destruction of data during storage.
	Minimally satisfied by tripwire or equivalent.

	3.2.13
	System Integrity
	

	3.2.13.1
	The COE shall provide the capability to validate the correct operation of the hardware, software, and firmware elements of the COE security services.
	Minimally satisfied by POST.

	3.2.13.2
	The COE shall provide the capability to automatically validate the correct operation of the hardware and firmware elements of the COE security services during recovery from failure.
	Minimally satisfied by POST on restart.

	3.2.13.3
	The COE shall be configured such that a password must be entered to boot to a privileged start-up state. 
	

	3.2.13.4
	The COE shall provide the capability to detect and eradicate malicious code (e.g., viruses).
	Virus Scan capability required.  Vendor must identify a solution for review.

	3.2.13.4.1
	The COE shall provide the capability for a user to initiate a scan of hard drives and removable media for malicious code and alert the user and a trusted user if such code is detected.
	Requirement should be interpreted to allow a Trusted User only) to initiate such a scan.  (Normal user may not access full file system).  Virus Scan capability required. Vendor must identify a solution for review.

	3.2.13.4.2
	The COE shall provide the capability to automatically scan hard drives and removable media for malicious code.
	Minimally satisfied by CRON invocation of Virus Scan capability.  Vendor must identify a solution for review.

	3.2.13.4.3
	The COE shall provide the capability to alert the user and trusted user of the detection of malicious code by the following techniques:
	

	3.2.13.4.3.1
	Visible message on the workstation screen
	Capability required. Vendor must identify an equivalent solution for review.

	3.2.13.4.3.2
	Audible alarm
	Capability required. Vendor must identify an equivalent solution for review.

	3.2.13.4.4
	The COE shall provide the capability to create, maintain, and update a virus database to support virus detection and eradication.
	Capability required. Vendor must identify an equivalent solution for review.

	3.2.13.4.5
	The COE shall provide the capability to capture malicious code (e.g., virus) during the eradication process and store the malicious code as data in a separate file.
	Virus Scan capability required. Vendor must identify a solution for review.

	3.2.14
	Non-repudiation
	

	3.2.15
	System Architecture
	

	3.2.15.1
	The COE security services shall protect themselves from external interference or tampering (e.g., by modification of their code or data structures).
	Minimal compliance via DAC.

	3.2.15.2
	The COE shall isolate resources to be protected so that they are subject to the access control requirements.
	Minimal compliance via DAC.

	3.2.15.3
	The COE shall implement the principle of least privilege such that each subject is granted the most restrictive set of privileges needed for the performance of authorized tasks.
	Minimal compliance via DAC.

	3.2.16
	Trusted Facility Management
	

	3.2.1E.1
	The COE shall support trusted facility management via segregation of authorized roles.
	

	3.2.1E.1.1
	At a minimum the COE shall provide security officer, system administrator, and user roles.
	

	3.2.1E.1.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) to create trusted role(s). 
	

	3.2.1E.1.3
	The COE shall provide the capability for a trusted user (e.g., system administrator) to assign function(s) to a trusted role(s) and/or group(s).
	

	3.2.1E.1.4
	The COE shall provide the capability for a trusted user (e.g., system administrator) to modify trusted role(s). 
	

	3.2.1E.1.4.1
	The COE shall provide the capability for a trusted user (e.g., system administrator) to add function(s) to a trusted role(s) and/or group(s).
	

	3.2.1E.1.4.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) to delete function(s) from a trusted role(s) and/or group(s).
	

	3.2.1E.1.4.3
	The COE shall provide the capability for a trusted user (e.g., system administrator) to modify function(s) from a trusted role(s) and/or group(s).
	

	3.2.1E.1.5
	The COE shall provide the capability for a trusted user (e.g., system administrator) to delete trusted role(s) and/or group(s).
	

	3.2.1E.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) to manage user accounts of a user(s). 
	

	3.2.1E.2.1
	The COE shall provide the capability for a trusted user (e.g., system administrator) to create user accounts.
	

	3.2.1E.2.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) to delete user accounts.
	

	3.2.1E.2.3
	The COE shall provide the capability for a trusted user (e.g., system administrator) to manage profile(s) and/or group(s).
	

	3.2.1E.2.3.1
	The COE shall provide the capability for a trusted user (e.g., system administrator) to create profile(s) and/or group(s).
	

	3.2.1E.2.3.2
	The COE shall provide the capability for a trusted user (e.g., system administrator) role to modify the access rights of profile(s) and/or group(s).
	

	3.2.1E.2.3.3
	The COE shall provide the capability for a trusted user (e.g., system administrator) to delete profile(s) and/or group(s) of users.
	

	3.2.1E.2.4
	The COE shall provide the capability for a trusted user (e.g., system administrator, security officer) to lock and unlock user accounts.
	Criteria is satisfied if the vendor platform if the requirement is met by commercial platform prior to loading Government supplied software.



	3.2.1E.4
	The COE shall provide the capability to purge data from fixed and removable storage media or assignable storage devices.
	Unix “purge” command provides minimal compliance.

	3.2.1E.5
	The COE shall provide a standard set of security support tools to determine the security posture of COE systems.
	Vendor must provide equivalent function:

1) Virus scanning software,

2) Tripwire (or equivalent),

3) tcpwrapper (or equivalent),

 

	3.2.1E.5.1
	The COE shall provide the capability to validate that passwords have met the requirements for password characteristics specified in Paragraph 3.2.1.4.1.7.
	

	3.2.1E.5.2
	The COE shall provide the capability to determine if changes have been made to designated systems and applications files, (e.g., password or rc.* files).
	Minimally satisfied by tripwire or equivalent.

	3.2.1E.5.3
	The COE shall provide the capability for a trusted user to monitor and analyze the configuration of a host.
	Minimally satisfied by tripwire or equivalent.

	3.2.1E.5.3.1
	The COE shall provide the capability to verify the configuration of a system to ensure that the security policy has been implemented (i.e., check for current security patches, check that unneeded network services are turned off).
	Minimally satisfied by tripwire (SPConfig is desired). Specific requirements stated by parenthetical phrase are not satisfied by the reference platform and are therefore waived.

	3.2.1E.7
	The COE shall provide a GUI-based capability for a trusted user (e.g., security officer) to configure all audit functionality.
	

	3.2.1E.7.1
	The COE shall provide the following capabilities for a trusted user (e.g., security officer) for managing the audit log(s):
	Minimal compliance satisfied via Posix commands (i.e. tar, dd, grep, etc.) at a command line.  GUI not required.  Automation not required.

	3.2.1E.7.1.1
	Selectively view
	

	3.2.1E.7.1.2
	Selectively print
	

	3.2.1E.7.1.3
	Archive
	

	3.2.1E.7.1.4
	Selectively restore
	

	3.2.1E.7.1.5
	Backup
	

	3.2.1E.7.1.6
	Selectively delete
	

	3.2.1E.7.1.7
	Sort
	

	3.2.1E.7.1.8
	Reduce
	

	3.2.1E.7.2
	The COE shall provide the capability to separately assign each of the following audit functions to separate trusted roles (e.g., security officer, system administrator):
	

	3.2.1E.7.2.1
	Backup and recover audit data file(s)
	

	3.2.1E.7.2.2
	Archive audit data file(s)
	

	3.2.1E.7.2.3
	Delete audit data file(s)
	

	3.2.1E.7.2.4
	Restore audit data file(s)
	

	3.2.1E.7.2.5
	Review online audit data file(s). 
	

	3.2.1E.8
	The COE shall be configurable to prevent all but a trusted user (e.g., security officer) access to audit log(s) and audit functionality.
	

	3.2.1E.9
	The COE shall be configurable to prevent all but a trusted user (e.g., system administrator) access to account, profile, and group management functionality.
	

	3.2.1E.10
	The COE shall provide the capability to assign security, system administration, database administration, and network administration function(s) to multiple trusted roles, allowing levels of responsibility within a trusted role to be created.
	Minimally satisfied by SYSAD, SECMAN, etc. users defined for reference platform.  “Levels of responsibility” requirement is undefined and is waived.

	3.2.1E.11
	The COE shall provide a GUI-based capability for a trusted user (e.g., security officer) to restrict access to system resources, objects, files, hardware, etc from user(s) and/or groups.
	Minimally satisfied by command line interface; “GUI-based” requirement is waived.
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(Insert sample Automated Security Test here.)
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F.  Internet Interoperability Demonstration Compliance Criteria
F.1.  TCP/IP “Ping” and Domain Naming System (DNS) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform. The demonstration also provides an initial assurance of application level interoperability prior to demonstration of other services and protocols as well as for key Domain Name System (DNS) services and protocols.  This demonstration also shows that hostnames are resolved via DNS and can be converted from standard format to DNS format.

Ping Test Description:  The Ping utility sends a request for simple acknowledgment and displays the result to the user. The DNS utility “nslookup” is exercised to retrieve and display DNS information about the Validation Host’s DNS clients. 

A.
Login

B.
Identify Host Names and IP Address

C.
Use "Ping" to Validate the Communication Capability of the Candidate Platform 

The following command is entered at a command line in using the system administrator account (assuming a prompt of “node>”):

node> ping 204.34.175.70 -n 2

The expected response is similar to the following:

pinging 204.34.175.70  with 32 bytes of data

reply from 204.34.175.70: bytes=32 time=80ms TTL=249

reply from 204.34.175.70: bytes=32 time=80ms TTL=249

node>

If the result is similar to the expected response (parameter values may vary), test result is PASS, otherwise the Ping test result is FAIL.

DNS Test Description:  Using Internet network administration tools, testers request translation of known remote domain names to Internet Protocol addresses.

If translation and conversion is successful, DNS test result is PASS, otherwise test result is FAIL.

F.2.  File Transfer Protocol (FTP) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key File Transfer Protocol (FTP) services and protocols.

Description: The demonstration suite for ftp uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  Test files located on the remote Validation Host are transferred to the Candidate Platform, and key ftp capabilities are exercised from the Candidate Platform. Test files located on the Candidate Platform are then transferred to the remote Validation Host, and key ftp capabilities are exercised from the remote Validation Host.

This test procedure exercises the following basic functionality:

A.
Login,

B.
Setup Test Data and Confirm Validation Cell Configuration,

If all temporary directories and test files are present, the test result is PASS, otherwise the test result is FAIL.

C.
Exercise ftp client operations provided by and initiated on, the Candidate Platform,

C.1
Start client ftp service user interface on the Candidate Platform,

C.2.
Select and download an ASCII test file, located on the Validation Host, to the Candidate Platform,

C.3.
Select and upload an ASCII test file, located on the Candidate Platform, to the Validation Host,

C.4.
Select and download a binary test file, located on the Validation Host, to the Candidate Platform,

C.5.
Select and upload a binary test file, located on the local Candidate Platform, to the Validation Host,

C.E.
Terminate the ftp service user interface on the Candidate Platform,

If both ascii and binary test files can be uploaded to and downloaded from the Candidate Platform, the test result is PASS, otherwise the test result is FAIL.

D.
Exercise ftp server operations provided by and initiated on the Validation Host,

D.1
Start client ftp service user interface on the Validation Host,

D.2.
Select and download an ASCII test file, located on the Candidate Platform, to the Validation Host,

D.3.
Select and upload an ASCII test file, located on the Validation Host, to the Candidate Platform,

D.4.
Select and download a binary test file, located on the Candidate Platform, to the Validation Host.,

D.5.
Select and upload a binary test file, located on the Validation Host, to the Candidate Platform,

D.E.
Terminate the ftp service user interface on the Candidate Platform,

If both ascii and binary files can be uploaded to and downloaded from the Validation Host, the test result is PASS, otherwise the test result is FAIL.

E.
Delete test files and logout of the remote session.

If all temporary directories and test files are not present, the test result is PASS, otherwise the test result is FAIL.

F.3.  Network File System (NFS) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Network File System (NFS) services and protocols.

Description: The demonstration suite for NFS uses ASCII and Binary files located on the Validation Host and on the Candidate Platform.  A volume located on the remote Validation Host is mounted on the local Candidate Platform, and key NFS client capabilities are exercised from the Candidate Platform.  A volume located on the Candidate Platform is then mounted on the remote Validation Host, and key NFS server capabilities of the Candidate Platform are exercised from the Validation Host.

This test procedure exercises the following basic functionality:

A.
Login,

B.
Set Up Test Data and Confirm Validation Cell Configuration,

If all temporary directories and test files are not present, the test result is PASS, otherwise the test result is FAIL.

C.
Exercise NFS Client Operations Initiated on the Candidate Platform,

C.1.
Use NFS to Mount the Remote Validation Host File System onto the Candidate Platform (Local) File System,

If the Validation Host temporary test directory is properly mounted and then unmounted on the Candidate Platform, the test result is PASS, otherwise the test result is FAIL.

D.
Exercise NFS Server Operation Provided by the Candidate Platform to a Remote Client, 

D.1
Export the Candidate Platform File System,

D.2.
Log On the Validation Host as Sysadmin ,

D.3.
Use NFS to Mount a Candidate Platform File System on the Validation Host File System ,

D.4
Exercise Disk Related Options,

D.5.
Use NFS to 'unmount' the Candidate Platform File System from the Validation Host File System,

If the Candidate Platform temporary test directory is properly mounted and then unmounted on the Validation Host , the test result is PASS, otherwise the test result is FAIL.

E.
Cleanup of Validation Host,

If the temporary test directory is not present and no volumes are mounted on the Validation Host, the test result is PASS, otherwise the test result is FAIL,

F.
Remove KPC_NFS from the Candidate Platform Export List,

G.
Re-establish the standard Candidate Platform configuration.

If the temporary test directory is not present and no volumes are mounted on the Candidate Platform, the test result is PASS, otherwise the test result is FAIL.

F.4.  Simple Mail Transfer Protocol (SMTP) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability for key Simple Mail Transport Protocol (SMTP) services and protocols.

Description: The demonstration of SMTP electronic mail uses the mailx  commands required by the ISO/IEC 9945-2 (Posix) specification.  An electronic mail message is read in from a file, sent to the sysadmin account on the Validation Host and reflected back to the Candidate Platform.  The returned message is displayed and saved to a file.  This provides some level of assurance that the Candidate Platform can support sending, receiving, display and storage of electronic mail.

This test procedure exercises the following basic functionality:

A.
Login,

B.
Send Mail Test Message to Validation Host,

If the mail test message can be sent from Candidate Platform, the test result is PASS, otherwise the test result is FAIL.

C.
From Validation Host, Send Response to Test Message,

If the mail test message received on the Validation Host appears as expected, the test result is PASS, otherwise the test result is FAIL.

D.
Receive reflected Mail Message and Compare to the Expected Result,

If the mail test message received on the Candidate Platform appears as expected, the test result is PASS, otherwise the test result is FAIL.

F.5.  World Wide Web (WWW) Interoperability Demonstration

Test Purpose/Scope: This demonstration provides a first order verification of TCP/IP interoperability and basic BSD sockets API support for the Candidate Platform.  The demonstration also provides some assurance of application level interoperability and the ability to support key Hyper-Text Transfer Protocol (HTTP) services and protocols.  This procedure is not intended as a comprehensive test and only exercises a subset of TCP/IP, HTML and HTTP features.

Test Description: From a Candidate Platform and HTTP conforming web browser, download a series of HTML 3.2 compliant test pages from the Candidate Platform, and display them.  The following categories are taken from the HTML 3.2 Specification. [This test is patterned after a similar test service (WWW Test Pattern) provided on the web by The Web Resource Group at http://www.uark.edu/~wrg/.
This test procedure exercises the following basic functionality.

A.
Login

B.
WWW Interoperability Demonstration Initiation,

C.
Basic HTML Data Types,

D.
Text Display / Tag Handling,

Text Support page, demonstrates interoperability of the following tag sets:

Basic Markup,
Text Formatting,
Typographical,
Idiomatic, 

Heading,

Text Block,

Lists,


Glossaries.

Compare to printed test pattern.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Text Support page also demonstrates that the browser displays the tag sets properly.

Graphics Support page, demonstrates interoperability of the following graphic formats:

GIF,

JPEG,


XBM,


TIFF,

etc.

Compare to printed test pattern.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Graphics Support page also demonstrates that the browser renders the graphic formats correctly.

Test Description: From a Candidate Platform, using an HTTP conforming web browser, download a series of  HTML test forms from the Candidate Platform, fill them as directed and return them.  [This test is patterned after a similar test service provided on the web by Digital Equipment Corporation at  http://www.research.com/nls/formtest.
E.
Multi-media Support,

F.
Forms and Script Support,

Forms Input Behavior page, demonstrates interoperability of the following form features:

Hidden Lines
Hidden Data

Force Newline char

Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Forms Input Behavior page also demonstrates that the browser form behaviors are correct.

Forms Special Characters page, demonstrates interoperability of the following form characters:

&
=
%
;./.#.?.:. .+



Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Forms special characters page also demonstrates that the browser form handling of special characters is correct.

Forms image page, demonstrates interoperability of form images.

Record test results reported.

If there are no differences, test result is PASS, otherwise test result is FAIL.

NOTE: The Forms Image page also demonstrates that the browser form image handling is correct.
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G.1.
Change Proposals

Changes to this document must be approved by DISA, but it is always open to comment.  Change proposals may be e-mailed to the COE Program Office for review.  Responses will be as resources permit.  Each change proposal should be limited to one specific change, however, it is expected that multiple change proposals will be submitted by some reviewers.  Multiple change proposals should be numbered sequentially in the order that text changes would occur.  They may be packaged with one cover letter.  The following format is recommended:

----------------------------------------------------------------------------------------------------------------

Control Number  ___________

TO:

COE Program Manager

FROM: 
POC Name:

Organization:

Email:

Phone:               DSN:

DATE:
 YYYYMMDD

SUBJECT:  Change Proposal for the COE Cross Platform Compliance Document 

1.  (State the paragraph number and clearly identify the text in question.)

2.  (State the observed behavior and indicate how to reproduce the problem.)

3.  (Specify the exact change that would resolve the issue).  

4.  (Provide justification, rationale or supporting documentation).
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� With the present I&RTS release, a commercial CDE product provides the desktop. Thus, dtwm replaces mwm from the previous I&RTS. There should not be any impact to any segment that presently works under mwm.


� The purpose of this requirement is to simultaneously support the need to choose where segments are loaded at installation time rather than being hardcoded, and to avoid potential security vulnerabilities caused by relative pathnames.  In concept, the solution is to dynamically determine where the segment is located after it is installed and then use that absolute path to locate desired files or directories.  For example:  (1) set PATH_ROOT = findmyseg() (2)  set fileopen = open(PATH_ROOT myfile). 





