COE Security Compliance Item Reference

Chapter 4 Compliance Items

	Paragraph Number
	Chapter 4 Security Requirement Description

	4.2.2.5
	UNIX Network Services: The DII COE UNIX kernel is pre-configured to disable or limit a number of network services.

	4.2.3.4
	NT Restricted User Environments: With Chief Engineer approval, segment developers may create such restricted accounts.

	4.2.3.5
	NT Network Services: The DII COE NT kernel is intended to be configured to disable or limit a number of network services.

	4.3.1.6
	Auditing: Rationale for the selected log should be provided by the segment developer during design reviews and included in the segment’s SVD documentation or its equivalent.

	4.3.1.7
	Mobile Code: The COE requires Chief Engineer approval for: (1) mobile code segments, regardless of the language in which they are written, and (2) use of JavaScript, XE "JavaScript"  VBScript, XE "VBScript"  or ActiveX within a mobile code segment.


Appendix B Security Compliance Requirements

	Number
	I&RTS Security Requirement Description

	2-1
	(UNIX) The application is able to operate correctly with the operating system security modules enabled (BSM for Solaris, C2 enabled for HP, etc.) and under the constraints imposed by the UNIX kernel security configuration ("lockdown") settings.  Refer to the latest version of the DII COE Security Features Developers Guide for specifics about these settings.  Exceptions have been brought to the Chief Engineer for resolution. Waivers, if any, have been documented accordingly.

	2-2
	(NT) The application can perform under the constraints imposed by the NT kernel security configuration ("lockdown") settings and the security templates installed as part of the NT baseline security configuration.  Refer to the latest version of the DII COE Security Features Developers Guide for specifics about these settings.  Exceptions have been brought to the Chief Engineer for resolution. Waivers, if any, have been documented accordingly.

	4-1
	If the application is a collection of subcomponents with different security levels, the security level of the application is given as the highest security level for any component within the application.

	4-2
	Documentation is submitted with the segment that clearly identifies releasability restrictions.

	5-1
	If an aggregate segment, the security level of the parent segment dominates the security level of the child segments.

	5-2
	For COE-component segments, if the segment provides a command-line mode or feature, the DII COE Chief Engineer has granted prior approval.

	5-3
	For mission-application segments, if the segment provides a command-line mode or feature, the Chief Engineer has granted prior approval.

	5-4
	The segment does not provide a “back door” access to a command-line prompt. If a command-line mode is available, it is through a known, documented approach for all authorized users and not through some hidden, undocumented approach.

	5-5
	For all segments, whether COE-component segments or mission-application segments, prior approval has been granted by the Chief Engineer to provide a command-line mode or feature that allows “ superuser” access.

	5-6
	Entering a command-line mode requires the operator to enter a password and forces execution of the system login process.

	5-7
	(UNIX) If privileged user permissions are required during segment installation or removal XE "$ROOT" , the Chief Engineer has granted prior approval.

	5-8
	The segment contains no directories or files, nor does it create directories or files, at install time or runtime that grant world write permissions. VerfiySeg will generate warnings, which must be explained in VSOutput XE "VSOutput"  and the SVD or equivalent document, for any segment that violates this requirement.

	5-9
	The segment does not insert the current working directory (e.g., “.”) nor “~” into the runtime search path for executables. VerifySeg will generate warnings, which must be explained in VSOutput XE "VSOutput"  and the SVD or equivalent document, for any segment that violates this requirement. This rule does not apply to PostInstall, PreInstall, or DEINSTALL descriptors or other scripts that are used only during the installation/deinstallation process, nor  to scripts used only in a software development environment.

	5-10
	The segment contains only subdirectories directly underneath the segment’s home directory. No files are contained in the segment’s home directory.

	5-11
	(UNIX) The segment uses GIDs that were assigned at segment registration time. The GID is segment specific, based on the segment prefix, and is used by the segment to restrict unauthorized access to the segment or its data.

	5-12
	(UNIX) If the segment uses the COE GID, the DII COE Chief Engineer has approved such usage.

	5-13
	(UNIX) The segment does not alter the umask XE "umask"  setting
 established by the COE for the runtime environment.

	5-14
	(UNIX) The segment does not contain or create any shell scripts that SUID or SGID to root. VerifySeg will generate warnings, which must be explained in VSOutput XE "VSOutput"  and the SVD or equivalent document, for any segment that violates this requirement.

	5-15
	**This requirement has been deleted.**

	5-16
	(NT) The segment has no directories or files that grant permissions to the “Everyone,”  “ Guest,”  or  “Domain Guests” groups.

	5-16a
	(NT) Files of the type *.exe, *.com, *.cmd, *.bat, *.dll, *.hlp, and *.inf within subdirectories of the segment's home directory may not be modified by Authenticated Users.

	5-16b
	(NT) Within the Program Files directory structure, Authenticated Users will be granted no more then Read (RX) access to files of the type *.exe, *.com, *.cmd, *.bat, *.dll, *.hlp, and *.inf.

	6-1
	If the data for a particular segment contains any classified entries, then all of its data is packaged in a separate data segment and classified accordingly.

	6-2
	Classified segments are packaged separately from unclassified segments, or from segments which are classified at a lower level. (It is permissible to create aggregate segments that contain segments at different classification levels, but the aggregate must be labeled with the highest classification level of any segment within the aggregate.)

	6-3
	Termination of segment execution, whether premature, inadvertent, or intentional does not place the operator at a command-line prompt.

	6-4
	Privileged processes, if required, have been approved by the Chief Engineer and are listed in the Processes XE "Processes"  segment descriptor. (If the product is a COTS product that starts its own background processes instead of using the Processes descriptor, the processes started must be documented in the SVD document or its equivalent, and a waiver granted by the Chief Engineer.)

	6-5
	No directory or file permission, whether created at install time or runtime, is less restrictive than identified in the Security chapter’s directory/file permissions table, unless approved by the Chief Engineer. Any such directories or files that do not meet the permissions identified in the table are documented in the SVD document or its equivalent. VerifySeg XE "VerifySeg"  also uses this table to check permissions. All security-related messages from VerifySeg are explained in the VSOutput XE "VSOutput"  file and documented in the SVD document or its equivalent.

	6-5a
	If the segment uses a public/private key infrastructure, it uses the DOD PKI standard unless a waiver has been approved by the cognizant Program Manager.

	6-6
	(NT) If the segment creates groups, the groups follow the naming conventions in the Windows New Technology (NT)-Based Segments chapter.

	7-1
	The segment does not place any temporary files in the system maintained temporary directory that are sensitive to alteration, deletion, or disclosure to unauthorized users.

	7-2
	If the segment creates files that are sensitive to alteration or deletion by unauthorized users, they are not placed in any directory where such unauthorized users have write access, and those files do not have write permissions set for such unauthorized users.

	7-3
	If the segment creates files that are sensitive to disclosure to unauthorized users, they are not placed in any directory where unauthorized users have read access.

	7-4
	The segment does not contain features with multiple security levels, unless an aggregate segment.

	7-5
	Unclassified sample data is provided with the segment to allow for unclassified testing and training.

	7-6
	(UNIX) Data files with different file permissions are split into separate directories underneath the segment’s data subdirectory.

	7-7
	(NT) The segment will not install unless being installed by a user with administrative privileges.

	7-8
	(NT) If the segment utilizes the Run or Find dialog, the segment provides an alternate method to accomplish the required task when a system policy is in effect that disables the user’s capability to use these features.

	8-1
	Entry to and exit from the command-line mode causes an entry into the system audit logs that specifies the date, time, and user involved.

	8-2
	Information written to the audit log includes the segment prefix.

	8-3
	The segment does not mix restricted and unrestricted data files in the same directory.


The following  security-related requirements are in Appendix B, but not listed under the Security Services subheading.

	Level
	I&RTS Description

	6-40
	If the segment creates temporary files, they are deleted when no longer needed.

	6-61
	(UNIX) The segment executables have been run through the UNIX strip program.  This requirement does not apply to COTS segments.


� This does not apply to a temporary umask setting established during installation as long as the temporarily established umask setting is no longer in effect once the segment has been installed.
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