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APPENDIX 1 – MSAB NATIONAL ACCREDITATION ENDORSEMENT 

PROCESS 
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101. All projects, systems or networks requesting endorsement of the MSAB (inclusive of 

sponsored and invited nation activities) are required to brief the MSAB during the development 

process.  

 

a. The CMP/GMP Project Office submits accreditation package to their CMP/GMP 

Accreditation Authority for approval. 

 

b. Sponsored nations are to be accredited by the sponsoring CMP. The appropriate 

MSAB national representative is responsible for providing the NAEC of any 

sponsored nation. 

 

102. Invited nations are to be accredited by their National Accreditation Authority to the 

accreditation policy of one of the MSAB member nations. 

 

a. CMP/GMP Accreditation Authority is to inform the national MSAB and invited 

national representative when the system or network is accredited.  
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APPENDIX 2 – MSAB NATIONAL ACCREDITATION ENDORSEMENT 

CERTIFICATE (NAEC) TEMPLATE 
 
Multinational 

Security 

Accreditation 

Board 
 

MSAB National ACCREDITATION ENDORSEMENT CERTIFICATE 

(NAEC)  
 
[From: MSAB National Representative]     [Contact Telephone] 

[Address] 

 

[To: MSAB Chair]       [Contact Telephone] 

[Address] 

 

(Only For CFBLNet Lead CLR and Secretariat (PMO))  

 

[MSAB Members] 
 

[Nation – Name of Site, System/Network or Initiative] 
 

References: 

 

A. [National Policy] 

B. Multi-national Security Policy (e.g. CFBLNet Pub 1) 

 

This letter certifies that the following site, system, network or Initiative has approval to test or 

approval to operate in accordance with national accreditation procedures (Reference A): 

 
Nation Site System  Network Initiative Location Date Issued Accreditation Expiry Date 

     

     

 

2. Highest data classification to be exchanged: 

 

3. The following caveats/restrictions or additional information are noted: 

 

[Caveat/Restriction/MOU] 

 

This MSAB NAEC supersedes the previously issued certificate dated xx xx 20xx. 

 

[Signed] 

 

MSAB National Representative 

[Date] 
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APPENDIX 3 – CLASSIFICATION GUIDANCE FOR THE CFBLNet 

1.  Introduction 

101. The rationale for classifying aspects of the CFBLNet is based on the potential damage to 

national security should such information fall into the wrong hands.  The CFBLNet and the 

Initiatives that are conducted on it will have security significance and some aspects will need to 

be protected accordingly. The following guidance is provided so that the aspects of CFBLNet 

and any sensitive parts of Initiatives are protected appropriately. 

2.  Guidance 

201. Existence of CFBLNet: UNCLASSIFIED 

202. Purpose of CFBLNet: UNCLASSIFIED 

203. Membership of CFBLNet: UNCLASSIFIED 

204. Specific vulnerabilities and determinations of the CVAT/NVAT activities: SECRET 

Rel. AUSCANNZUKUS and NATO [and additional Initiative partners when applicable] 

205. Level 0 Topology: UNCLASSIFIED  

206. Systems and Technical Architecture of the CFBLNet: According to the classification of 

the respective enclave. 

207. IP addresses and specific architecture should be classified in accordance with N/O policy 

(but can not be lower than Unclassified Not Releasable to the Internet).   

208. Key Management: According to the classification of the affected enclave 

209. CFBLNet Documentation: UNCLASSIFIED 

210. Initiative Information: When an Initiative covers a sensitive capability, which requires a 

higher classification than UNCLASSFIED, an UNCLASSIFIED synopsis must be produced.  

The Initiative sponsor will determine the appropriate classification of the Initiative. 

211. Funding Issues: National/organizational classification as appropriate. 

212. Routing information for the CFBLNet ‘backbone’ shall be treated as unclassified 

information as long as the complete IP addresses are not shown.   

213. Commercially Sensitive Material:  To be classified in accordance with the respective 

national/organizational rules and in accordance with the requirements of the commercial interests 

involved. 


