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Consent to Monitor, Security & Safeguard Statement

 For Unclassified Video Teleconferencing Facilities (VTF) 
December 2010
References:

(A) DoD Information Assurance Certification and Accreditation Process (DIACAP), http://iase.disa.mil/diacap
(B) DoD Directive 8500.01E, “Information Assurance (IA),” 24 Oct 2002 http://www.dtic.mil/whs/directives/corres/pdf/850001p.pdf
(C) DoD Instruction 8500.2, “Information Assurance (IA) Implementation,” 6 Feb 2003 http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf
(D) Chairman Joint Chief of Staff Instruction (CJCSI) 6211.02C, “DISN: Policy and Responsibilities,” 9 Jul 2008 http://www.dtic.mil/cjcs_directives/cdata/unlimit/6211_02.pdf
(E) DISN Video Services - Connection Approval Process (DVS CAP), http://disa.dtic.mil/disnvtc/ucap.doc

In accordance with references A-E above:

I, the Designated Approval Authority (DAA) for the below named Video Teleconferencing Facility, acknowledge and consent to the Defense Information Systems Agency (DISA) conducting periodic monitoring of the DISN Video Services (DVS) network and connected systems.  I consent to DISA conducting vulnerability assessments, and acknowledge DISA reserves the right to conduct announced site compliance inspections of terminals, systems and sub-systems connecting to DVS—ensuring security features and safeguards are in place to protect against unauthorized use or access to DVS, and the Defense Information Systems Network (DISN).

I have reviewed our local Standard Operating Procedure (SOP) and Configuration Management diagrams for our Video Teleconferencing Facility, and have determined they address and meet all security safeguards as outlined in the references listed above, and accurately reflect our video conferencing system design.

I certify no edge devices, sub-systems or equipment associated with our videoconferencing system will compromise the security of the DISN Video Services network; and the video conferencing equipment is utilized and classified “For Official Use Only” (FOUO).

This Consent to Monitoring, Security & Safeguard Statement for Unclassified Video Teleconferencing Facilities may require updating at any time, based on configuration or policy changes; or as directed by the Chief, DISN Video Services, and is valid for a period not to exceed three (3) years.
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Signature
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Complete in full, and fax this signed form, along with an equipment configuration diagram with the Site ID* to: DISN Video Services/ NS24:   

CONUS and SOUTHWEST ASIA, DSN (312) 761-3826 or COM (703) 681-3826; PACIFIC, DSN (315) 472-3838 or COM (808) 472-3838, and EUROPE, DSN (314) 434-5312 or COM 49-711-68639-5312.

*If this is a new registration, please contact Business Development for a Site ID.  Questions related to establishing a new Site ID can be directed to DISN Video Services:  CONUS and SOUTHWEST ASIA, DSN (312) 850-4790, COM (614) 692-4790, 1-800-554-3476; PACIFIC, DSN (315) 472-0223, COM (808) 472-0223; or EUROPE, DSN (314) 434-5260, COM 49-711-68639-5260.

Authority to Connect Request
Designated Approval Authority:

The Designated Approval Authority (DAA) is the Command-sponsored local element/entity assigned the responsibility of determining, based on the risks, if a videoconferencing system, network, or information management system can be operated in a safe mode.
You are requested to maintain this document at your site.  DISN Video Services (NS24) and its authorized representative (EU51 for Europe and PC22 for PAC) must have a signed copy.

POC this action is:

For CONUS

   and SWA:
DISN Video Services/NS24, COM (703) 681-4106/3803, DSN (312) 761-4106/3803
For Europe:
DISA EUR/EU51, COM 011-49-711-68639-5840/5445, DSN (314) 434-5840/5445
For PAC:
DISA PAC/PC22, VTC OPS, COM (808) 472-0223, DSN (315) 472-0223
Fax ATC-R and equipment configuration drawing marked with DVS Site ID to:

** For CONUS/OCONUS:
DISN Video Services’ Customer Premise Support Center (NS24)



Fax:
DSN (312) 761-3826




COM (703) 681-3826


For EUROPE:
DISA Europe, Attn: EU51


Fax:
DSN (314) 434-5312




COM 011-49-711-68639-5312


For PAC:
DISA PAC, Attn: PC22/VTCOPS



Fax:
DSN (315) 472-3838


COM (808) 472-3838
** AAD is faxed to NS24 for all areas—both CONUS and OCONUS.
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