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1 Introduction

1.1 Purpose

DoDI 8510.01p, Enclosure 5, states that if a DoD information system (IS) has a DoD Information Technology Security Certification and Accreditation Process (DITSCAP) accreditation decision that is current within 3 years, a strategy and schedule for transitioning to the Department of Defense (DoD) Information Assurance Certification and Accreditation Process (DIACAP), achieving compliance with 8500.02 baseline Information Assurance (IA) controls, satisfying the DIACAP Annual Review, and meeting the reporting requirements of Subchapter III of Chapter 35 of the Federal Information Security Management Act (FISMA) of 2002 should be completed. 

This DIACAP Transition Plan (DTP) documents the plan for [SYSTEM NAME] transition from DITSCAP to DIACAP. It satisfies the following DoDI 8500.2 IA controls:
	IA Control Number
	IA Control Name

	DCAR-1
	Procedural Review

	DCSD-1
	IA Documentation

	DCBP-1
	Best Security Practices


Table 1: DoDI 8500.2 IA Controls Satisfied
This DTP is a living document that may require periodic review and modification. Procedures should be in place outlining who reviews and keeps the plan current. The plan is no longer needed once the system has completely transitioned over to DIACAP.

1.2 Applicability and Scope
The information in this document provides information owners, system managers, developers, and security certification officials with a timetable for transitioning [SYSTEM NAME] from the DITSCAP certification and accreditation (C&A) process to the DIACAP C&A process.

1.3 The DITSCAP Accreditation
[SYSTEM NAME] has an Authorization to Operate (ATO) that was received through the DITSCAP process and is valid from April 1, 2008 to March 31, 2011. The ATO letter from the Designated Accrediting Authority (DAA) is attached.

2 The diacap process

This section gives an overview of the DIACAP process as outlined in Department of Defense Instruction (DoDI) 8510.01p, DoD Information Assurance Certification and Accreditation Process (DIACAP).

2.1 DIACAP Activities

The DIACAP consists of the activities and tasks depicted in Figure 1. The DIACAP parallels the system life cycle, and its activities should be initiated at inception (e.g., documented during capabilities identification or at the implementation of a major system modification). However, failure to initiate the DIACAP at system inception is not a justification for ignoring or not complying with the DIACAP. Unaccredited systems shall initiate the DIACAP immediately, regardless of the system life-cycle stage (e.g., acquisition, operation). 
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Figure 1: DIACAP Activities 

2.1.1 Initiate and Plan IA C&A
This activity includes registering the system with the governing DoD Component IA program, assigning IA controls based on Mission Assurance Category (MAC) and Confidentiality Level (CL), identifying the DIACAP Team for the IS, and initiating the IS’s DIACAP Implementation Plan (DIP). 

2.1.2 Register the System with the DoD IA Program
System registration establishes the relationship between the DoD IS and the governing DoD Component IA program which continues until the DoD IS is decommissioned. DIACAP registration is related to other DoD initiatives to collect IT-related information (e.g., the Defense Information Technology Portfolio Repository); however, specific registration instructions change over time and are therefore maintained through the DIACAP CCM and published in the DIACAP Knowledge Service (KS). The System Identification Profile (SIP) is generated during the registration process and becomes part of the DIACAP package for the IS. Attachment 1 to Enclosure 3 of this Instruction identifies the minimum data requirements and explanations for the SIP.

2.1.3 Assign IA Controls 
Identifying applicable IA controls for an information system is a critical activity in the DIACAP. There are four basic steps in assigning the IA controls: determining the type of information system; determining the MAC and CL for the information system; identifying the baseline IA controls; and augmenting the baseline IA controls. 

Baseline IA controls originate from DoDI 8500.2 IA control sets, are based on Mission Assurance Category (MAC) and Confidentiality Level (CL), and are implemented through procedures presented in the DIACAP KS. 

Baseline IA control sets can be augmented with additional IA controls to address special security needs or unique requirements of the IS(s) to which they apply. Augmenting IA controls originate from an MA, a DoD Component, a Community of Interest (COI), or a local system. Augmenting IA controls must neither contradict nor negate DoD baseline IA controls, must not degrade interoperability across the DoD Enterprise, and may not be used as a basis for denying connectivity of systems that have met the DoDI 8500.2 baseline IA controls for MAC and CLs of the gaining IS. Procedures for implementing augmenting IA controls are the responsibility of the originator. 

Assigned IA controls may be inherited. Inheritance refers to situations where IA controls along with their validation results and compliance status are shared by two or more systems for the purposes of C&A. Through inheritance, an existing IA control and its compliance status extends from an originating IS to a receiving IS. Inheritance eliminates the need for the receiving systems to duplicate testing and documentation of inherited IA controls. The DIP specifically identifies IA controls inherited from other systems. The compliance status of IA controls inherited from the originating IS is reflected on the DIACAP Scorecard of the receiving IS. 
2.1.4 Assemble the DIACAP Team 

The members of the DIACAP Team are required to meet the trustworthiness investigative levels for users with IA management access to DoD unclassified ISs as established in Section E3.4.8. of DoDI 8500.2. System Information Assurance Officers (SIAOs) shall meet the same investigative requirements as those for DAA, and certification cadre members shall meet the same requirements as those established for monitoring and testing in Table E3.T1. of DoDI 8500.2. 

DIACAP Team members will be trained and certified in accordance with Reference (k), as required.
2.1.5 Initiate the DIP

This plan contains the IS’s assigned IA controls, including inherited IA controls. The plan also includes the IA control implementation status, responsible entities, resources, and the estimated completion date for each assigned IA control. The plan may reference applicable supporting implementation material and artifacts.
Implement and Validate Assigned IA Controls. This activity includes executing the DIP, conducting validation activities, preparing the IT Security POA&M, and compiling the validation results in the DIACAP Scorecard. 

2.1.6 Execute the DIP 
Each assigned IA control is implemented according to the applicable implementation guidelines described in the DIACAP KS. 

2.1.7 Conduct Validation Activities

Validation procedures are maintained through the DIACAP CCM and published in the DIACAP KS. Each validation procedure describes requisite preparatory steps and conditions, actual validation steps, expected results, and criteria and protocols for recording actual results. Each procedure includes associated supporting background material, sample results, or links to automated testing tools. Actual results are recorded according to the criteria and protocols specified in the validation procedure and are made a permanent part of the comprehensive DIACAP package, along with any artifacts produced during the validation (e.g., output from automated test tools or screen shots that depict aspects of system configuration). For inherited IA controls, validation test results and supporting documentation are maintained by the originating IS and are made available to the Certifying Authority (CA) of a receiving IS on request. 

2.1.8 Record Compliance Status

The status of each assigned IA control is indicated on the DIACAP Scorecard. Compliant IA controls are those for which the expected results for all associated validation procedures have been achieved. Non-compliant IA controls are those for which one or more of the expected results for all associated validation procedures are not achieved. Not achieving expected results for all validation procedures does not necessarily equate to unacceptable risk. Not applicable IA controls are those that do not impact the IA posture of the IS as determined by the DAA. 

2.1.9 Prepare an IT Security POA&M

An IT Security Plan of Action and Milestones (POA&M) identifies tasks that need to be accomplished. It specifies resources required to accomplish the elements of the plan and milestones for completing tasks, along with their scheduled completion dates. IT Security POA&Ms are permanent records. Once posted, weaknesses will be updated, but not removed, after correction or mitigation actions are completed. Inherited weaknesses are reflected on the IT Security POA&Ms. IT Security POA&Ms may be active or inactive throughout a system’s life cycle as weaknesses are newly identified or closed. The DoD Component CIOs are responsible for monitoring and tracking the overall execution of system-level IT Security POA&Ms until identified security weaknesses have been closed and the C&A documentation appropriately adjusted. The DAAs are responsible for monitoring and tracking overall execution of system-level IT Security POA&Ms. The PM or SM is responsible for implementing the corrective actions identified in the IT Security POA&M and, with the support and assistance of the IAM, provides visibility and status to the DAA, the SIAO, and the governing DoD Component CIO. In order to reflect the complete IA posture of a DoD IS at all times in a single document, the IT Security POA&M is also used to document DAA-accepted NC IA controls and baseline IA controls that are NA because of the nature of the system. A full discussion and templates for preparing an IT Security POA&M are provided in Attachment 3 to Enclosure 3. 

2.1.10 Make Certification Determination and Accreditation Decision 

The CA makes certification determinations. A CA representative is an active member of the DIACAP Team from inception and continuously assesses and guides the quality and completeness of DIACAP activities and tasks and the resulting artifacts. The certification determination is based on the actual validation results. It considers impact codes associated with IA controls in a non-compliant status, associated severity categories, expected exposure time (i.e., the projected life of the system release or configuration minus the time to correct or mitigate the IA security weakness), and cost to correct or mitigate (e.g., dollars, functionality reductions). The weaknesses identified on the IT Security POA&M reflect residual risk to the system.
A certification determination is always required before an accreditation decision. If a compelling mission or business need requires the rapid introduction of a new DoD IS into the GIG, validation activity and a certification determination are still required. If the operation will be required beyond the time period of an IATO, a complete validation should be initiated immediately.
2.1.11 The DAA issues accreditation decisions
An accreditation decision is communicated via the DIACAP Scorecard and accompanying IT Security POA&M, if required. Documentation (e.g., artifacts, actual validation results) supporting an accreditation decision will be provided in electronic form if requested by DAAs of interconnecting systems. An accreditation decision always applies to a specifically identified DoD IS and is based on a balance of mission or business need, protection of personal privacy, protection of the information being processed, and protection of the information environment and thus, by extension, protection of other missions or business functions reliant on the shared information environment. An accreditation decision always requires a certification determination. If the validation is abbreviated as a result of mission urgency, the accreditation decision cannot exceed an IATO. If operation will be required beyond the time period of an IATO, a complete validation should be initiated immediately. 

When there is compelling operational necessity, DoD ISs may be allowed to operate despite IT security weaknesses that cannot be corrected or adequately mitigated within prescribed timeframes because of technology limitations or, in rare cases, prohibitive costs. Such instances must be fully justified, approved, and documented. Maintain Authorization to Operate and Conduct Reviews. Continued ATO is contingent on the sustainment of an acceptable IA posture. The DoD IS IAM has primary responsibility for maintaining situational awareness and initiating actions to improve or restore IA posture.  Maintain Situational Awareness. Included in the IA controls assigned to all DoD ISs are IA controls related to configuration and vulnerability management, performance monitoring, and periodic independent evaluations (e.g., penetration testing). The IAM continuously monitors the system or information environment for security-relevant events and configuration changes that negatively impact IA posture and periodically assesses the quality of IA controls implementation against performance indicators such as security incidents, feedback from external inspection agencies (e.g., IG DoD, Government Accountability Office (GAO)), exercises, and operational evaluations. In addition the IAM may, independently or at the direction of the CA or DAA, schedule a revalidation of any or all IA controls at any time. Reference (a) requires revalidation of a select number of IA controls at least annually.
DoD ISs with a current ATO that are found to be operating in an unacceptable IA posture through GAO audits, IG DoD audits, or other reviews or events such as an annual security review or compliance validation shall have the newly identified weakness added to an existing or newly created IT Security POA&M. 

2.1.12 Maintain IA Posture 
The IAM may recommend changes or improvement to the implementation of assigned IA controls, the assignment of additional IA controls, or changes or improvements to the design of the IS itself. 

2.1.13 Perform Reviews

The IAM shall annually provide a written or DoD PKI-certified digitally signed statement to the DAA and the CA that indicates the results of the security review of all IA controls and the testing of selected IA controls as required by Reference (a). The review will either confirm the effectiveness of assigned IA controls and their implementation, or it will recommend: changes; a change in accreditation status (e.g., accreditation status is downgraded to IATO or DATO); or development of an IT Security POA&M. The CA and DAA shall review the IAM statement in light of mission and information environment indicators and determine a course of action that will be provided to the concerned CIO or SIAO for reporting requirements described in Reference (a). The date of the annual security review will be recorded in the SIP. A DAA may downgrade or revoke an accreditation decision at any time if risk conditions or concerns so warrant.
3 Strategy for Transitioning to DIACAP
The DIACAP Transition Timeline and Instructions below (from Enclosure 5 of DoDI 8510.01) provide guidance and direction for all systems transitioning to DIACAP from the DITSCAP environment.
	 
	DoD IS C&A STATUS
	TRANSITION TIMELINE and INSTRUCTIONS

	1
	Unaccredited new start or operational DoD IS (No DITSCAP activity).
	Initiate DIACAP.

	2
	DoD IS has initiated DITSCAP, but does not yet have a signed Phase One System Security Authorization Agreement (SSAA).
	Transition to DIACAP immediately.

	3
	DoD IS has a DITSCAP Phase One signed SSAA and is in Phase Two or Phase Three (does not yet have an accreditation decision). The Phase One SSAA Requirements Traceability Matrix (RTM) incorporates all DoD baseline IA controls as specified in Reference (d).
	Continue under DITSCAP. The DITSCAP SSAA section addressing re-accreditation requirements (section 5.7 in the SSAA outline of Reference (e)) should have been modified as directed by Reference (g) to identify the governing DoD Component IA program and describe the system’s strategy and schedule for transitioning to DIACAP, satisfying the DIACAP Annual Review and meeting the reporting requirements of FISMA (Reference (a)).
The schedule for transitioning from DITSCAP to DIACAP shall not exceed the system re-accreditation timeline.

	4
	DoD IS has a DITSCAP Phase One signed SSAA and is in Phase Two or Phase Three (does not yet have an accreditation decision). The Phase One SSAA RTM does not incorporate all DoD baseline IA controls as specified in DoDI 8500.2.
	Comply with guidance at #3 above and continue under DITSCAP. The DITSCAP RTM to incorporate all DoD baseline IA controls as specified in Reference (d) and a plan for implementing them should have been modified as directed by Reference (g). IA controls implementation timelines may extend beyond the DITSCAP accreditation decision, that is, the DITSCAP accreditation decision is not contingent upon full compliance with the baseline IA controls, but the system must provide information/visibility of its compliance status and have a viable plan for achieving compliance in order to be granted an accreditation decision under DITSCAP.

	5
	DoD IS has a DITSCAP accreditation decision that is current within 3 years.
	A strategy and schedule for transitioning to DIACAP, achieving compliance with Reference (d) baseline IA controls, satisfying the DIACAP Annual Review, and meeting the reporting requirements of Reference (a) should be completed as directed by Reference (g).
If the DITSCAP RTM does not incorporate the baseline DoD IA controls as specified in Reference (d), the DoD IS shall provide the DAA with an assessment of compliance.
If the accreditation decision is IATO and the system is on a path toward full authorization, continue under DITSCAP as modified by the guidelines of this table to achieve authorization.

	6
	DoD IS has a DITSCAP ATO that is more than 3 years old.
	Initiate DIACAP.


Table 2: DIACAP Transition Timeline Requirements
3.1 The [SYSTEM NAME] DIACAP Transition Strategy
[Describe your DIACAP transition strategy. Give timelines and set milestones and goals.]
4 Schedule for Transitioning to DIACAP
[Outline your system’s schedule for transitioning to DIACAP.]
5 Achieving Compliance with 8500.02 Baseline IA Controls
[SYSTEM NAME] is a Mission Assurance Category (MAC) II Classified system. This section lists all the DoDI 8500.2 IA requirements that apply to the MAC II Classified IA control baseline, and shows which ones are inherited or not applicable. The [System Name] DIACAP Scorecard and Vulnerability Management System (VMS) VC06 Report record the status of compliance with these requirements.
[Populate the table below with the appropriate DoDI 8500.2 IA controls for your system. If your system is not MAC II Classified, instead of using the IA controls below, use the IA control baseline for your information system.]

	IA Control Subject Area
	IA Control
Number
	IA Control Name
	Inherited?

(Y/N)
	N/A?

	
	
	
	
	

	Continuity
	COAS-2
	Alternate Site Designation
	 
	 

	Continuity
	COBR-1
	Protection of Backup and Restoration Assets
	 
	 

	Continuity
	CODB-2
	Data Backup Procedures
	 
	 

	Continuity
	CODP-2
	Disaster and Recovery Planning
	 
	 

	Continuity
	COEB-1
	Enclave Boundary Defense
	 
	 

	Continuity
	COED-1
	Scheduled Exercises and Drills
	 
	 

	Continuity
	COEF-2
	Identification of Essential Functions
	 
	 

	Continuity
	COMS-2
	Maintenance Support
	 
	 

	Continuity
	COPS-2
	Power Supply
	 
	 

	Continuity
	COSP-1
	Spares and Parts
	 
	 

	Continuity
	COSW-1
	Backup Copies of Critical SW
	 
	 

	Continuity
	COTR-1
	Trusted Recovery
	 
	 

	Security Design and Configuration
	DCAR-1
	Procedural Review
	 
	 

	Security Design and Configuration
	DCAS-1
	Acquisition Standards
	 
	 

	Security Design and Configuration
	DCBP-1
	Best Security Practices
	 
	 

	Security Design and Configuration
	DCCB-2
	Control  Board
	 
	 

	Security Design and Configuration
	DCCS-2
	Configuration Specifications
	 
	 

	Security Design and Configuration
	DCCT-1
	Compliance Testing
	 
	 

	Security Design and Configuration
	DCDS-1
	Dedicated IA Services
	 
	 

	Security Design and Configuration
	DCFA-1
	Functional Architecture for AIS Applications
	 
	 

	Security Design and Configuration
	DCHW-1
	HW Baseline
	 
	 

	Security Design and Configuration
	DCID-1
	Interconnection Documentation
	 
	 

	Security Design and Configuration
	DCII-1
	IA Impact Assessment
	 
	 

	Security Design and Configuration
	DCIT-1
	IA for IT Services
	 
	 

	Security Design and Configuration
	DCMC-1
	Mobile Code
	 
	 

	Security Design and Configuration
	DCNR-1
	Non-repudiation
	 
	 

	Security Design and Configuration
	DCPA-1
	Partitioning the Application
	 
	 

	Security Design and Configuration
	DCPB-1
	IA Program and Budget
	 
	 

	Security Design and Configuration
	DCPD-1
	Public Domain Software Controls
	 
	 

	Security Design and Configuration
	DCPP-1
	Ports, Protocols, and Services
	 
	 

	Security Design and Configuration
	DCPR-1
	CM Process
	 
	 

	Security Design and Configuration
	DCSD-1
	IA Documentation
	 
	 

	Security Design and Configuration
	DCSL-1
	System Library Management Controls
	 
	 

	Security Design and Configuration
	DCSP-1
	Security Support Structure Partitioning
	 
	 

	Security Design and Configuration
	DCSQ-1
	Software Quality
	 
	 

	Security Design and Configuration
	DCSR-3
	Specified Robustness – High
	 
	 

	Security Design and Configuration
	DCSS-2
	System State Changes
	 
	 

	Security Design and Configuration
	DCSW-1
	SW Baseline
	 
	 

	Enclave Boundary Defense
	EBBD-3
	Boundary Defense
	 
	 

	Enclave Boundary Defense
	EBCR-1
	Connection Rules
	 
	 

	Enclave Boundary Defense
	EBRP-1
	Remote Access for Privileged Functions
	 
	 

	Enclave Boundary Defense
	EBRU-1
	Remote Access for User Functions
	 
	 

	Enclave Boundary Defense
	EBVC-1
	VPN Controls
	 
	 

	Enclave Computing Environment
	ECAD-1
	Affiliation Display
	 
	 

	Enclave Computing Environment
	ECAN-1
	Access for Need-to-Know
	 
	 

	Enclave Computing Environment
	ECAR-3
	Audit Record Content – Classified Systems     Audit of Security Label Changes
	 
	 

	Enclave Computing Environment
	ECAT-2
	Audit Trail, Monitoring, Analysis and Reporting
	 
	 

	Enclave Computing Environment
	ECCD-2
	Changes to Data
	 
	 

	Enclave Computing Environment
	ECCM-1
	COMSEC
	 
	 

	Enclave Computing Environment
	ECCR-2
	Encryption for Confidentiality (Data at Rest)
	 
	 

	Enclave Computing Environment
	ECCR-3
	Encryption for Confidentiality (Data at Rest)
	 
	 

	Enclave Computing Environment
	ECCT-2
	Encryption for Confidentiality (Data at Transmit)
	 
	 

	Enclave Computing Environment
	ECDC-1
	Data Change Controls
	 
	 

	Enclave Computing Environment
	ECIC-1
	Interconnections among DoD Systems and Enclaves
	 
	 

	Enclave Computing Environment
	ECID-1
	Host Based IDS
	 
	 

	Enclave Computing Environment
	ECIM-1
	Instant Messaging
	 
	 

	Enclave Computing Environment
	ECLC-1
	Audit Record Content – Classified Systems     Audit of Security Label Changes
	 
	 

	Enclave Computing Environment
	ECLO-2
	Logon
	 
	 

	Enclave Computing Environment
	ECLP-1
	Least Privilege
	 
	 

	Enclave Computing Environment
	ECML-1
	Marking and Labeling
	 
	 

	Enclave Computing Environment
	ECMT-2
	Conformance Monitoring and Testing
	 
	 

	Enclave Computing Environment
	ECND-2
	Network Device Controls
	 
	 

	Enclave Computing Environment
	ECNK-1
	Encryption for Need-To-Know
	 
	 

	Enclave Computing Environment
	ECNK-2
	Encryption for Need-To-Know
	 
	 

	Enclave Computing Environment
	ECPA-1
	Privileged Account Control
	 
	 

	Enclave Computing Environment
	ECPC-2
	Production Code Change Controls
	 
	 

	Enclave Computing Environment
	ECRC-1
	Resource Control
	 
	 

	Enclave Computing Environment
	ECRG-1
	Audit Reduction and Report Generation
	 
	 

	Enclave Computing Environment
	ECRR-1
	Audit Record Retention
	 
	 

	Enclave Computing Environment
	ECSC-1
	Security Configuration Compliance
	 
	 

	Enclave Computing Environment
	ECSD-2
	Software Development Change Controls
	 
	 

	Enclave Computing Environment
	ECTB-1
	Audit Trail Backup
	 
	 

	Enclave Computing Environment
	ECTC-1
	Tempest Controls
	 
	 

	Enclave Computing Environment
	ECTM-2
	Transmission Integrity Controls
	 
	 

	Enclave Computing Environment
	ECTP-1
	Audit Trail Protection
	 
	 

	Enclave Computing Environment
	ECVI-1
	Voice-over-IP (VoIP) Protection
	 
	 

	Enclave Computing Environment
	ECVP-1
	Virus Protection
	 
	 

	Enclave Computing Environment
	ECWM-1
	Warning Message
	 
	 

	Enclave Computing Environment
	ECWN-1
	Wireless Computing and Network
	 
	 

	Identification and Authentication
	IAAC-1
	Account Control
	 
	 

	Identification and Authentication
	IAGA-1
	Group Authentication
	 
	 

	Identification and Authentication
	IAIA-2
	Individual Identification and Authentication
	 
	 

	Identification and Authentication
	IAKM-2
	Key Management
	 
	 

	Identification and Authentication
	IAKM-3
	Key Management
	 
	 

	Identification and Authentication
	IATS-2
	Token and Certificate Standards
	 
	 

	Physical and Environmental
	PECF-2
	Access to Computing Facilities
	 
	 

	Physical and Environmental
	PECS-2
	Clearing and Sanitizing
	 
	 

	Physical and Environmental
	PEDD-1
	Destruction
	 
	 

	Physical and Environmental
	PEDI-1
	Data Interception
	 
	 

	Physical and Environmental
	PEEL-2
	Emergency Lighting
	 
	 

	Physical and Environmental
	PEFD-2
	Fire Detection
	 
	 

	Physical and Environmental
	PEFI-1
	Fire Inspection
	 
	 

	Physical and Environmental
	PEFS-2
	Fire Suppression
	 
	 

	Physical and Environmental
	PEHC-2
	Humidity Controls
	 
	 

	Physical and Environmental
	PEMS-1
	Master Power Switch
	 
	 

	Physical and Environmental
	PEPF-2
	Physical Protection of Facilities
	 
	 

	Physical and Environmental
	PEPS-1
	Physical Security Testing
	 
	 

	Physical and Environmental
	PESL-1
	Screen Lock
	 
	 

	Physical and Environmental
	PESP-1
	Workplace Security Procedures
	 
	 

	Physical and Environmental
	PESS-1
	Storage
	 
	 

	Physical and Environmental
	PETC-2
	Temperature Controls
	 
	 

	Physical and Environmental
	PETN-1
	Environmental Control Training
	 
	 

	Physical and Environmental
	PEVC-1
	Visitor Control to Computing Facilities
	 
	 

	Physical and Environmental
	PEVR-1
	Voltage Regulators
	 
	 

	Personnel
	PRAS-2
	Access to Information
	 
	 

	Personnel
	PRMP-2
	Maintenance Personnel
	 
	 

	Personnel
	PRNK-1
	Access to Need-to-Know Information
	 
	 

	Personnel
	PRRB-1
	Security Rules of Behavior or Acceptable Use Policy
	 
	 

	Personnel
	PRTN-1
	Information Assurance Training
	 
	 

	Vulnerability and Incident Management
	VIIR-1
	Incident Response Planning
	 
	 

	Vulnerability and Incident Management
	VIVM-1
	Vulnerability Management
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


Table 3: [System Name] DoDI 8500.2 IA Controls

6 Satisfying the DIACAP Annual Review
[Discuss how you will satisfy the DIACAP annual review requirements.]
7 Meeting FISMA Reporting Requirements

[Discuss how you will meet the FISMA reporting requirements.]
8 Security Responsibilities for DIACAP Transition
[List people with security responsibilities for the information system and the security roles they perform.]
Everyone with security responsibilities for [Site Name and/or System Name] meet the trustworthiness investigative levels for users with IA management access to DoD ISs as established in Section E3.4.8 of DoDI 8500.2. [Organization Name] has entrusted the following people with information security responsibilities for [Site Name and/or System Name]:

	Title
	Name
	Address
	Email
	Phone

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Table 4: Security Responsibilities
9 REFERENCE DOCUMENTATION

Source documents referenced during development of this document include:

DoD Directive 8500.01p, “Information Assurance (IA),” dated 24 October 2002. Certified current 23 April 2007
DoD Instruction 8500.2, “Information Assurance (IA) Implementation,” dated 6 February 2003
DoD Instruction 8510.01, “DoD Information Assurance Certification and Accreditation Process,” dated 28 November 2007 

DoD Instruction 8551.1, “Ports, Protocols, and Services Management (PPSM),” dated 13 August 2004
Committee on National Security Systems Instruction (CNSSI) No. 4009, “National Information Assurance (IA) Glossary,” as revised June 2006
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