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1 Introduction

The purpose of this page is to assist your mission by helping you to get timely and accurate information about the VTF DIACAP Process. 

This document will be updated frequently to accommodate all the new questions. 

If you do not find an answer to your question in this FAQs document, please contact the Defense Information System Network (DISN) Customer Contact Center (DCCC):

· Commercial (614) 692-4790 option 4

· Toll Free Commercial (800) 554-3476 option 4 

· DSN (312) 850-4790 option 4
· Global DSN (510) 376-3222  option 4

· dccc_dvs@csd.disa.mil
2 General DIACAP Questions

2.1 What can I read to help me understand DIACAP? 

·  DoDI 8510.01, Department of Defense Information Assurance Certification and Accreditation Process (DIACAP) Instruction 

· DoDI 8500.2, Information Assurance (IA) Implementation 
2.2 What systems should go through the DIACAP?

According to DoDI 8510.01, the DIACAP is applicable for DoD-owned information systems (ISs) and DoD-controlled ISs operated by a contractor or other entity on behalf of the Department of Defense that receive, process, store, display, or transmit DoD information, regardless of classification or sensitivity
3 Questions about VTF DIACAP Process Step 1: Plan the DIACAP

3.1 How do I find my Designated Accrediting Authority (DAA) and my Certifying Authority (CA)? 

Ask someone on your Information Assurance (IA) team.

3.2 What do I do if the VTF accreditation has already expired?

Work with your DAA to get the problem resolved. If your accreditation has expired, then changes are that your Authorization to Connect (ATC) has also expired. Call the DCCC for advice.

4 Questions about VTF DIACAP Process Step 2: Document the System

4.1 Does DISA supply a list of controls that my VTF can inherit? 

No, DISA does not supply a list of inherited controls. What is inheritable depends on your organization and your system’s environment, etc. Basically, if a control that is applied to your VTF is within the accreditation boundary of an accredited external information system, then you should be able to inherit it.

4.2 My VTF utilizes IA controls from an information system with an expired accreditation. Can we inherit those IA controls?

No.

4.3 My facility is not owned by DISA. Is my facility inside the DVS accreditation boundary?

No, it is not.

4.4 My facility is owned by DISA. Is my facility inside the DVS accreditation boundary?

Yes, it is.

4.5 The router is a part of another accredited information system. Is it also inside our boundary?

If a resource is already a part of another accredited information system, it will not be inside the accreditation boundary of your VTF.
5 Questions about VTF DIACAP Process Step 3: Secure the System

5.1 What STIGs should I use to verify the security of my video teleconference equipment? 

Use the Video Teleconference STIG and the other applicable STIGs listed in Step 3 of the VTF DIACAP process.

6 Questions about VTF DIACAP Process Step 4: Develop a DIACAP Scorecard

6.1 How do I use the VTF Scorecard Matrix?

In Step 4 of the VTF DIACAP process, there is a link to the Scorecard Matrix Instructions.

7 Questions about VTF DIACAP Process Step 5: Complete All DIACAP Documents
7.1 What DIACAP documents will I need? 

Your DAA or CA should be able to tell you this. For more information about what should be in a DIACAP package, check Enclosure 3 of DoDI 8510.01, or see the “DIACAP Documentation that Your DAA May Require” section of the VTF DIACAP Web site.
8 Questions about VTF DIACAP Process Step 6: Accredit the System

8.1 How can I get an Interim Authorization to Operate (IATO) before we complete the DIACAP process? 

According to DoDI 8510.01, you need to complete the DIACAP process before your DAA can make an accreditation decision such as an IATO. 
9 Questions about Preparing for the Connection Approval process (CAP)
9.1 How do I prepare for the DISN CAP?
Please view the CAP presentation: http://disa.dtic.mil/disnvtc/dvs_connection.ppt
For more information, contact the DCCC.
10 The VTF is accredited. What’s next?

Once your VTF has been accredited, you will need to go through the Connection Approval Process (CAP), maintain the accreditation, conduct reviews, and reaccredit the system. 
11 DoD DIACAP, DISN CAP, & other Information Assurance References

1. Department of Defense (DoD) Directive (DoDD) 8500.01p, “Information Assurance (IA),” dated 24 October 2002. Certified current 23 April 2007

2. DoD Instruction (DoDI) 8100.3, DoD Voice Networks, dated January 16, 2004

3. DoDI 8500.2, “Information Assurance (IA) Implementation,” dated 6 February 2003

4. DoDI 8510.01, “DoD Information Assurance Certification and Accreditation Process,” dated 28 November 2007 

5. DoDI 8551.1, “Ports, Protocols, and Services Management (PPSM),” dated 13 August 2004
6. DoDI 8560.01, Communications Security (COMSEC) Monitoring and Information Assurance (IA) Readiness Testing, dated 9 October, 2007

7. DoDI 8100.3, Department of Defense (DoD) Voice Networks, dated 16 January 2004

8. DoD 5220.22-M, National Industrial Security Program, dated 28 February, 2006
9. Committee on National Security Systems Instruction (CNSSI) No. 4009, “National Information Assurance (IA) Glossary,” as revised June 2006
10. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6215.01C, Policy for Department of Defense (DOD) Voice Networks with Real Time Services (RTS), dated 9 November, 2007
11. CJCSI 6211.02C, Defense Information System Network (DISN): Policy and Responsibilities, dated 9 July 2008

12. National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Guide for Developing Security Plans for Federal Information Systems, Revision 1

13. Defense Information Systems Agency (DISA) Field Security Operations (FSO) Security Technical Implementation Guides (STIGs): http://iase.disa.mil/stigs/ 

14. DISA FSO Security Checklists: http://iase.disa.mil/stigs/checklist/ 

15. National Information Assurance Partnership (NIAP) Web site: http://www.niap-ccevs.org/
16. Unified Capabilities Certification Office (UCCO) Approved Products List (APL) http://www.disa.mil/ucco/ 

17. Unified Capabilities Certification Office (UCCO) Approved Products List (APL) Removal List: http://www.disa.mil/ucco/apl_removal.html 

18. DISA, Joint Interoperability Test Command (JITC) DoD Unified Capabilities (UC) Requirement, Process and Test Documents: http://jitc.fhu.disa.mil/apl/dsn.html 
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